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Abstract

Control algorithms are ubiquitous in networked systems—from congestion con-
trol and load balancing to scheduling and caching. Despite their performance-critical
nature, these algorithms are designed using human intuition and heuristics, and
they frequently exhibit poor or unpredictable performance. This thesis envisions a
methodology for designing controllers with formally verified performance guarantees.
We focus on congestion control algorithms (CCAs)—a domain that continues to
experience repeated failures despite decades of research.

Two main reasons make congestion control hard. First, CCAs operate in diverse
environments with noisy feedback (e.g., cellular links, policers, token-bucket filters,
operating system jitter, etc.). Second, the problem itself is computationally hard
because CCAs operate under uncertainty—they lack direct visibility into the state of
the network or the flows they compete with. To address the first challenge, we adopt
the approach proposed by recent work that models networks as non-deterministic,
non-stochastic automata. These models can capture a wide range of real-world
phenomena and enable computer verification of controller performance on such
networks. We seek to design CCAs that pass such verification checks. However,
this approach does not scale out of the box.

We find that the key to making it tractable is to formally reason about uncertainty
in the state of the network and other flows. This thesis contributes two abstractions—
beliefs and contracts—that enable such reasoning and reveal new structure in CCAs
that simplifies their design and analysis. Beliefs formalize what a CCA can infer
about latent network state from its observations. Contracts formalize how flows co-
ordinate with each other to share the network. Since flows cannot directly communi-
cate, they implicitly encode information in observable congestion signals (e.g., delay
or loss). Contracts formalize these communications mechanisms. Building on these
abstractions, we develop CCmatic, a tool that automatically synthesizes CCAs with
verified performance guarantees. Our abstractions and tools allowed us to discover
previously unknown tradeoffs and design new CCAs that are on the Pareto-frontier
and provably guarantee performance even under challenging network conditions.

We believe that the methodology developed in this thesis generalizes beyond
congestion control and we outline steps towards this vision.
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Chapter 1

Introduction

“The point of rigor is not to destroy all intuition; instead, it should be used to destroy bad
intuition while clarifying and elevating good intuition. It is only with a combination of both
rigorous formalism and good intuition that one can tackle complex mathematical problems.”

— Terrence Tao

Computer systems rely on control policies for performance-critical decisions, e.g., scheduling,
caching, and congestion control. These controllers are often designed in an ad-hoc manner,
guided by heuristics rather than principled reasoning. Consequently, we lack clarity on the
workload or environments in which they perform well or fail. We routinely discover new failure
scenarios and apply ad-hoc patches. Over decades, this cycle has culminated in hundreds of
papers promising improved performance but failing to provide lasting, generalizable solutions.

We take a step back and ask: What would it take to design controllers with provable performance
guarantees? We seek to extend the ideas of correctness verification to the realm of performance
verification. Just like we ensure software is free from deadlocks or race conditions across all
thread interleavings, our goal is to design controllers that can prove bounds on metrics like
latency, throughput, and fairness across all workloads and environments they may encounter.

Within this broad vision, this thesis focuses on bringing such assurances to end-to-end
congestion control algorithms (CCAs). We briefly explore adaptive bitrate (ABR) algorithms
for video streaming and outline an agenda for generalizing our approach in Chapter 8. CCAs
determine the sending rate of network flows and are critical for applications like video streaming,
cloud gaming, and distributed AI/ML training. Despite decades of research, a general-purpose
CCA that performs robustly across diverse network scenarios remains elusive. All existing
general-purpose CCAs (e.g., Cubic, Reno, BBR, PCC, Copa) perform poorly in some practical
scenario [19, 20, 32, 41, 120] (Chapter 2).

This thesis builds tools to advance the design and analysis of CCAs, getting us closer to
“solving” congestion control. The difficulty in congestion control stems mainly from two key
challenges: (1) noise and diversity in network environments, and (2) computational hardness
due to uncertainty about system state.



7.5 _ 100 ubic ] Copa ] BBR ,
m ] 0 i i i
oy : Y ) ) 1 Ry oy i
50 17— ff == £ . . AR = T T
5 %07 Al A ] '*w-:',ﬂ.‘l" ;‘,-w;": 3 B
S 25 3 — 6y {11 KR
IE- ] IE- ] ;\ 4 3 {11 H % v 1|
0.0 0 S ¥ A el | | e hppseei |
) I T T T 1 I T T T 1 I T T I T T T I T T I T T T I T T I T T T I T T
0 25 50 0 200 0 200 0 200
Time (s) Time (s) Time (s) Time (s)

Figure 1.1: Existing CCAs are unable to cope with noise and diversity in networks. Diversity (Left).
Astraea [84] works fine when link capacity is high (e.g., 100 Mbps), but breaks when it is low (e.g., 10 Mbps).
The left figure shows the throughput (Tput) of four Astraea flows on a dumbbell topology with 10 Mbps
capacity. One flow takes most of the link capacity. Noise (Right 3). Cubic, Copa, and BBR starve flows
when there is noise in the network. For Cubic and Copa, starvation occurs when the blue flow experiences
ACK aggregation. Whereas for BBR, starvation occurs when flows have different round-trip propagation
delays (RTprops), e.g., blue, orange, and green flows have RTprop of 10 ms, 20 ms, and 30 ms respectively.

Challenge 1: Noise and diversity in environments. CCAs must deliver performance
across a wide range of network paths, each with unique combinations of physical links (e.g.,
wired, cellular, satellite [12, 29, 30, 59, 117, 121, 123]) and processing elements (e.g., load bal-
ancers, switches, routers). This manifests as (1) wide diversity in network parameters (e.g., link
capacities, buffer sizes) and (2) noise (e.g., jitter or non-congestive delays) in network feedback. !

Challenge 2: Hardness and uncertainty. Recent formulations show that CCA design is
NEXP-hard [116]. This hardness stems from uncertainty, which arises from two sources. First,
CCAs are decentralized: flows cannot directly communicate and are unaware of others’ states.
Second, they operate under partial observability: flows lack direct visibility into network state
(e.g., topology, link capacities, queue occupancies). They only observe the timings of their own
transmissions and acknowledgments (ACKs). From these narrow local observations, they must
compute statistics or congestion signals (e.g., packet delays or losses) to modulate their rate
decisions. If they knew the global state, rate decisions would have been trivial.

In the first challenge, existing designs often model networks using idealized or stochastic
queues, which fail to capture real-world complexity. Many designs overlook noise; since CCAs
rely on feedback, noise can cause them to mis-estimate congestion and send at rates 10X or more
away from optimal. Furthermore, existing approaches often restrict the range of network parame-
ters they consider. Empirical evidence suggests tradeoffs between performance and environment
diversity [104]. For instance, Fig. 1.1 illustrates some common scenarios where existing CCAs
break: Astraea—a recent reinforcement learning (RL) based CCA—performs well at low link capac-
ities but poorly at high ones (Fig. 1.1, § 6.3); traditional loss-based CCAs perform well only when
network buffers are large (not shown in Figure); and recent work [20] showed that all existing
CCAs starve on networks with jitter and high link capacities (Fig. 1.1). Our community does not
fully understand these tradeoffs or know if they are fundamental or artifacts of individual designs.

This noise comes because network middleboxes often batch packets or delay ACKs. In WiFi routers, nodes
negotiate access to shared wireless links. Furthermore, OS scheduling can delay threads. All these facets create
variable (non-congestive) delays in packet processing.



To model noise and diversity in real-world networks, we borrow the approach of recent
work [19, 20]. It uses non-deterministic automatons to model networks. This approach has two
key tenets. First, in this model, the network can add arbitrary (or adversarial) noise (e.g., delays)
up to a bounded amount. We design controllers as a function of this bound, allowing them to de-
grade gracefully as measurement errors increase. We also treat network parameters as symbolic
variables, making no restrictions on their ranges to capture diversity. This is similar to design of
adversarially robust controllers in robotics. Second, this framework provides a mathematical en-
coding of the network that allows use of automated reasoning tools (e.g., Z3 [40]) to symbolically
explore control trajectories enabling formal verification of controller performance. It is hard for
humans to manually reason about all possible interactions between a controller and the network.
These tools exhaustively reason about all possible control trajectories to verify that the controller
meets desired performance objectives in the worst-case over all modeled environments.

Unfortunately, this formal approach alone does not solve the computational hardness prob-
lem and it is intractable to design controllers that meet the pass the verification checks. We
initially tried designing controllers by hand, when that failed, we tried throwing compute at
the problem, which also failed. We used program synthesis to automatically explore the space
of CCAs to design one that provably meets desired objectives on the above network models.
The problem was that this framework required us to make a lot of non-trivial design decisions
in specifying the CCA design space, e.g., what features should it derive from its observations
to guide rate decisions. We found that if we gave too much design freedom to the computer,
it failed to terminate, while if we restricted the freedom, we were unsure if any performance
limitations were fundamental or a mere artifact of the restrictions.

The key contribution of this thesis is making this formal approach tractable. We find that rea-
soning about uncertainty is the central design element in congestion control. Once uncertainty
is correctly addressed, the rest of network control becomes immensely simple. We build two
abstractions, beliefs and contracts, to formally reason about uncertainty. These abstractions
reveal new structure in CCAs that vastly simplifies their design and analysis.

Beliefs address partial observability and contracts address decentralization. Since CCAs
cannot directly observe the network state, they rely on local observations to infer it. Beliefs
formalize these inferences. Similarly, since CCAs cannot directly communicate with each other,
they (implicitly) exchange information with each other by manipulating observable congestion
signals. For this to work, CCAs “agree” on a common way to interpret these signals. Contracts
formalize such communication mechanisms.

Together, the network model and contracts capture the prior assumptions that a CCA makes.
The model represents assumptions about the environment (e.g., how packets are delayed or
dropped). Contracts represent assumptions about the behavior of other flows and how they affect
the network state and, in turn, the local observations of other flows. These assumptions define a
relationship between the global system state and the local observations of a flow. Beliefs “invert”
this relationship to infer the possible network and flow states consistent with the observations.

Beliefs and contracts guide two key questions any controller must answer: (1) what state to
maintain, and (2) what actions to take for a given state. For instance, we show that a CCA must
(a) maintain beliefs and continually reduce uncertainty in what it “believes” to be true about



the network state, and (b) modulate rate in a way that obeys its contract to ensure compatibility
with other flows. Such guidance substantially constrains the design space of controller, making
systematic exploration of controller designs computationally tractable. This enabled us to design,
CCmatic, our tool that automatically synthesizes formally verified CCAs. In follow up work, we
improved upon CCmatic to design Syntra that enables joint synthesis of video streaming and
congestion control algorithms that perform robustly across challenging network conditions.

Outside of enabling automation and structured design, these abstractions help us indepen-
dently reason about CCAs. For instance, we found that many of the known and unknown
tradeoffs in congestion control stem from uncertainty. Beliefs and contracts helped discover
and quantify these tradeoffs. Unaware of these tradeoffs, existing CCAs often make implicit
choices that lead to suboptimal performance along one or more dimensions. We hope that
our framework will empower future designs to intentionally navigate tradeoffs, rather than
unknowingly suffer from them.

To summarize, this thesis contributes the abstractions of beliefs and contracts that make the
approach of performance verification using non-deterministic network modeling tractable. This
allowed us to break new ground in congestion control. We uncover new tradeoffs and design
novel CCAs that solve long-standing open problems, in support of the following statement.

Thesis statement. It is possible to design controllers that provide formally verified
performance guarantees even under challenging network conditions.

The key to making this tractable is formally reasoning about uncertainty in global
network state through the abstractions of beliefs and contracts, which bring structure
that vastly simplifies controller design and analysis.

1.1 Overview of contributions (Tools and Abstractions)

We provide an overview of the beliefs and contracts abstractions, our synthesis tools CCmatic
and Syntra. Then we outline that the results (new CCAs and tradeoffs) that these tools allowed
us to produce.

1.1.1 Beliefs: Inferring network state

Beliefs address partial observability by formalizing how a CCA infers unknown global network
state from local observations. Existing CCAs derive numerous ad-hoc statistics from their local
observations to guide rate decision such as derivatives, integrals, or moving averages of sending
rates, ACK rates, packet loss and delay signals. There is no consensus on which statistics to
maintain. These statistics implicitly track latent properties of the network path; for instance,
ssthresh in Reno estimates a lower bound on the network’s bandwidth-delay product, while
BBR explicitly estimates bandwidth and propagation delay.

We formalize this intuition by defining the belief set as the set of all possible network paths
(described by parameters like link rate and buffer size) and instantaneous states (e.g., queue
occupancy) that are consistent with the CCA’s history of observations.
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There are no ad-hoc decisions in computing this set. We show that beliefs can be mechanically
derived from the network model we want to design CCAs for. Specifically, the network model
describes the relation between network state and CCA’s local observations. We can “invert” this
relation to derive possible network states given local observations. This inversion automatically
answers key questions that have confounded CCA researchers, e.g., “how long/large should
capacity probes be” or “how to estimate amount of queue buildup”.

Beliefs have two properties that allow us to reason about CCAs and simplify their design.

1. We show that it is necessary for any performant CCA to shrink the size of the belief set,
i.e., reduce uncertainty in the possible paths it could be running on, e.g., probe to check

if the link rate could be higher.

This helps us in two different ways. First, it makes CCA design scalable by giving us an
intermediate “short-term” objective to guide rate decisions. Typically, control objectives
are specified over long-term executions (e.g., long term utilization or delay). Beliefs give
us an intermediate objective of shrinking them allowing us to quickly evaluate which rate
actions are good vs bad.

Second, beliefs give us a way to prove impossibility results. Since shrinking beliefs is
necessary, if we can show that for a certain belief set, the only way to shrink its size is
by violating some objective (e.g., incur losses), then we obtain a fundamental tradeoft.

2. We formally prove that the belief set is a sufficient set of statistics for a performant CCA
to consider, i.e., if a CCA can ensure a certain performance property, then a “belief-based
CCA?” can also ensure it, where a belief-based CCA is one whose sending rate is a pure
function of the belief set.

This allows us to convert CCA design from synthesizing stateful programs into pure
stateless functions allowing us to use program synthesis techniques to automatically

design CCAs.

1.1.2 Contracts: Coordinating between flows

Contracts formalize how flows coordinate with each other to address decentralized nature of
congestion control. While CCAs can use probes to infer network state as link capacity or queue
buildup, there is no way for a flow to unilaterally infer how many flows it may be competing
with (§ 5.1). To work around this, CCAs (implicitly) coordinate with each other by encoding
fair shares into observable signals. For instance, Reno uses loss rate to coordinate fair shares,
where each endpoint transmits at a rate oc 1/v1loss rate [89].

We call such communication mechanisms contracts. To our knowledge, all existing CCAs that
share bandwidth fairly incorporate such a map in their design, either implicitly (e.g., Reno [89],
Vegas [87]), or explicitly (e.g., TFRC [48], Swift [73], Poseidon [112]). CCA contracts differ in the
signals they use and their shape (e.g., steeper vs gradual). For example, delay-based CCAs encode
fair share as: “1/delay” [18, 27, 115], “1/delay?” [73], or “e™9¢'®” [20].2 Contracts effectively
parameterize the space of CCAs without fully specifying a CCA. For instance, the entire family of

2Throughout this thesis, we use delay to mean a queuing delay estimate (e.g. RTT — min RTT).



TCP-friendly CCAs [21, 48, 58, 63] “follow” Reno’s contract (i.e. send at rates o< 1/v1loss rate),
but they differ in other aspects, such as stability and convergence time properties.

The diversity in existing contracts motivated us to examine their performance implications.
In doing so, we discovered a surprising result: contracts—a choice that most CCAs don’t even
make explicitly—fully determine most steady-state performance metrics in congestion control.
And since one design element determines multiple metrics, we find these are at odds with each
other (described below in § 1.2.3). These tradeoffs arise because of the decentralized nature of
CCAs, if flows could communicate with each other these tradeoffs would disappear.

Furthermore, the linkages between properties of contracts and CCA performance allowed
us to identify previously unknown scenarios and (avoidable) design mistakes that cause severe
performance degradation or suboptimal performance in a wide range of CCAs (§ 5.1, § 6.3). We
find that CCAs whose contracts have extreme shapes (e.g., logarithmic, exponential), shifts (e.g.,
rate = 1/(delay — c) vs. rate = 1/delay), clamps (e.g., delay = max(c, 1/rate)), or intercepts
can starve flows. We observe this in BBR [30], ICC [68], and Astraea [84]. Further, CCAs with an
explicit contract (e.g., Swift [73]) do not need AIMD (Additive Increase, Multiplicative Decrease)
updates to reach fairness. Instead, MIMD (Multiplicative Increase, Multiplicative Decrease)
updates allow exponentially fast convergence to both fairness and efficiency (§ 6.4). Finally,
we show that having fixed end-to-end thresholds, e.g., AIMD on delay [24, 78, 103], causes
starvation on topologies with multiple bottlenecks.

To avoid design mistakes and enable the deliberate selection of Pareto-optimal tradeoffs, we
develop blueprints for CCA design and analysis (§ 5.1). These adopt a “contracts-first” approach,
where the designer explicitly chooses the CCA’s contract, making the resulting trade-offs and
pitfalls immediately evident (after a few to no algebraic steps) and ensuring that design choices
are both intentional and well-understood. In contrast, even though existing CCAs exhibit con-
tracts, these are not explicitly chosen but are an emergent property of the design leading to
unintended performance degradation.

1.1.3 CCmatic: Automatically synthesizing and analyzing CCAs using
beliefs

Beliefs made it computationally tractable to apply program synthesis techniques for automati-
cally synthesizing CCAs with formal performance guarantees. We built CCmatic a computational
tool that uses program synthesis to systematically solve the search problem:

“Find a CCA in a search space that ensures given performance properties over all
specified network paths or scenarios”.

The sufficiency of beliefs allows us to define an exhaustive and tractable search space, neces-
sity of beliefs allows us to define performance properties, and non-deterministic environment
modeling allowed us to define the network paths.

Using CCmatic, we synthesize CCAs that guarantee performance across paths with jitter and
shallow buffers, scenarios where existing CCAs struggle to even guarantee 1% utilization [19].
Despite being designed for theoretical “worst-case” links, the synthesized CCAs outperform or



match existing CCAs on empirical links that resemble “average-case” networks. By design, the
synthesized CCAs are short, modular, human-interpretable, and come with proven performance
guarantees.

Further, experimenting with CCmatic, it sometimes reported that no CCA in the search space
could meet the performance property, hinting that perhaps our performance property cannot be
achieved. Despite the sufficiency of the belief set, this is not a definitive proof because CCmatic
only explores a subset of belief-based CCAs due to computational limits. Nevertheless, using the
sufficiency and necessity properties of the belief set, we prove a previously unknown fundamental
tradeoff between loss and convergence time on shallow buffered networks that we describe below.

Crucially, it is hard for humans to manually reason through combinatorially many possibil-
ities of interactions between the controller and environment complexities. By building CCmatic,
this thesis shows that computers can instead do this reasoning while still producing results that
can be interpreted at a human-level unlike control policies generated using machine learning.
This thesis builds the key abstraction of beliefs that make such reasoning computationally
tractable.

1.1.4 Syntra: Synthesizing joint controllers for video streaming and
congestion control

In follow up work, we improved upon CCmatic to build Syntra. While CCmatic’s scalability
limits us to only explore congestion control, Syntra can jointly synthesize video streaming and
congestion control algorithms by making decisions across multiple axes including video quality,
frame rate, sending rate, and forward error correction.

Syntra generated controllers beat key state-of-the-art baselines including WebRTC-GCC [35],
WebRTC-Vegas [27], and Salsify [50] on a variety of metrics. Syntra improves P95 one-way delay
by over 6%, increases median video quality (SSIM) by more than 2 dB, and maintains a higher
of frame rate even under challenging conditions such as network jitter. The central idea behind
Syntra is to avoid synthesizing a full controller program. Instead, Syntra computes the optimal
action for each belief state and then uses imitation learning to construct a human-interpretable
controller that reproduces these optimal actions.

Apart from enabling joint controllers, this formulation gave us two interesting insights
about network control. First, we found that formulas describing belief computations—while
derived from the network model—are exponentially larger than the formulas describing the
network model. This is not an artifact of our approach, belief computations are inherently
complex. This may explain why congestion control has been so hard: our community has been
trying to estimate latents (compute beliefs), a task that is fundamentally hard, using heuristics.
Systematically reasoning about uncertainty paved the way for us to finally solve this task.

Second, we found insights about the structure of the optimal network controller. If the
control specifications (network model and objectives) can be expressed using formulas in linear
real arithmetic, which is true for our specifications, then the optimal controller can also be
expressed in linear real arithmetic. This is a striking finding. Our community has built algorithms
like Cubic [59] that use non-linear mathematical operators. Such complicated operators are



unnecessary unless the specification requires them. This insight played a key role in making
Syntra scalable and producing human-interpretable controllers.

1.2 Overview of contributions (Results)

This thesis breaks new ground in congestion control by settling two key open problems: (1)
dealing with jitter and shallow buffers in the single-flow setting, and (2) dealing with jitter in
the multiple flow setting. Within these, we discover two new sets of tradeoffs (negative results),
and two new sets of CCAs (positive results).

1.2.1 Tradeoff: packet loss vs convergence time

On networks with jitter and shallow buffers, there is a tradeoff between amount of packet loss
and convergence time: the faster a CCA wants to converge the more loss it must risk. Intuitively,
the combination of short buffers and jitter creates uncertainty in delay measurements, forcing
CCAs to rely on loss-based signals. If CCAs probe for bandwidth aggressively, they converge
faster but risk losses. If they probe conservatively, they mitigate losses but converge slowly. We
quantify this relationship in § 4.2.2 in Chapter 4.

While this tradeoff may seem intuitive, formalizing it requires careful treatment (§4.2.2). For
instance on idealized networks without jitter, techniques like packet trains [74, 75] can allow
CCAs to infer link capacity quickly without compromising convergence time or risking packet
loss. However, such techniques rarely work in practice [43].

We argue that in contrast to the idealized models, the non-deterministic models provide
a more faithful representation of real network behaviors. The trade-offs exhibited by CCAs
on real networks align more closely with those on non-deterministic models, whereas, such
tradeoffs disappear under idealized network models. The non-deterministic models allowed
us to rigorously quantify these tradeoffs that practitioners have observed empirically, thereby
bridging the gap between theoretical reasoning and real-world behavior.

1.2.2 CCmatic CCAs: First class of loss bounding CCAs

While the loss vs convergence tradeoffs define theoretical upper limits on achievable perfor-
mance, we used CCmatic and beliefs to synthesize CCAs that explore different points on the
loss—convergence Pareto-frontier, demonstrating that these limits are tight and attainable in
practice.

All existing CCAs incur significant loss when operating under jitter and shallow buffers
and lie far from the Pareto-frontier (§ 4.2.4). This motivated us to explore if we can design
CCAs that match the Pareto-frontier. CCmatic, our computer-aided synthesis tool, allowed us
to automatically design such CCAs.

CCmatic discovered an interesting coordinated pattern of probing and draining that enables
a CCA to shrink beliefs (converge towards available bandwidth) while simultaneously bounding
the amount of packet loss it risks. Beliefs allow the controller to determine exactly how large in
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bytes and how long in seconds each bandwidth probe should be—enough to infer bandwidth but
not so large as to trigger excessive loss. These probes naturally build up queues, and gathering fur-
ther information about bandwidth requires additional probing. Here, draining plays a crucial role:
after each probe, the controller reduces its sending rate to drain the accumulated queue, where
beliefs again tell exactly how much queue may have built up and what rate is required to empty it.

The algorithm consists of a parameter representing the amount of loss it is willing to tol-
erate. By tuning this parameter, we can obtain different points on the Pareto-frontier. We
describe this class of algorithms in § 4.2.2.1. Crucially, decades of CCA research failed to produce
such algorithms; this wouldn’t have been possible without the formalization of beliefs and the
computer-aided synthesis approach provided by CCmatic.

1.2.3 Tradeoff: robustness and fairness vs congestion and generality

Contracts fully determine four key congestion control metrics: (1) robustness to noise in con-
gestion signals, (2) fairness in a multi-bottleneck network, (3) amount of congestion (e.g., delay,
loss), and (4) generality (e.g., the range of link rates the CCA supports).

We find that robustness and fairness are at odds with congestion and generality, and we
cannot have best in all four metrics. Robustness and fairness are better with gradual contracts
functions (e.g., Vegas [27, 87] “1/delay”), while congestion and generality are better with steeper
contracts (e.g., Swift [73] “1/delay?”) (§ 6.1).

Additionally, we find that for a fixed contract, tolerating more congestion allows supporting
a larger bandwidth range. In that sense congestion and generality are also at odds. Contracts
also determine link utilization and total throughput. Our analysis subsumes these under fairness
definitions (§ 6.1), where throughput and fairness are known to be at odds [93].

Similar tradeoffs have been explored before. Arun et al. [20] discuss a special case where
full generality precludes simultaneous robustness and bounded variation in congestion. We find
that their proposed workarounds cause unfairness due to other reasons (§ 6.1, § 6.3). Zhu et al.
[124] show that delay-based CCAs cannot simultaneously ensure fixed delays and fairness. That
is, if a delay-based CCA maps the same delay value to multiple rates, it does not have a contract,
and cannot be fair. The NUM (Network Utility Maximization) literature [71, 85, 87, 106] studies
a subset of these tradeoffs for individual CCAs. To our knowledge, we analyze a wider range
of tradeoffs and also generalize them to many CCAs.

1.2.4 FRCC: First starvation-free CCA

All existing CCAs starve flows in the presence of jitter and multiple competing flows (see right
side of Fig. 1.1, Chapter 2, and [20]). Contracts help us understand why this occurs and build
FRCC—the first CCA that avoids starvation despite jitter. Since CCAs coordinate fair rates by
encoding them into congestion signals, even small noise in the congestion signals translates
to large errors in inferring fair rates, causing flows disagree on the fair rate creating unfairness.

FRCC incorporates two key ideas to work around this issue. First, rather than coordinating
fair rates through congestion signals, FRCC coordinates flow count or fair link fractions. Flows



independently estimate the bottleneck link capacity to know if the fraction of link they currently
consume is more or less than the target fraction encoded in the congestion signals. Flows adjust
their cwnd to consume the same fraction of the link as communicated in the congestion signals.
This reduces the bits of information communicated through congestion signals, thereby reducing
the impact of noise.

Second, capacity estimation is notoriously hard (see [43] and § 7.4.3), often requiring large
probes for high accuracy. Our key idea is that FRCC only needs the capacity estimation to be
accurate enough for flows to know if their current link fraction is above or below the target
fraction. We precisely compute how large and long our probes need to be to build an accurate
enough capacity estimator. This creates the delay variations that recent work showed are
necessary to avoid starvation [20] under jitter.

1.3 Dissertation plan

Roadmap. In Chapter 2, we (1) motivate the network scenarios we target (e.g., jitter and
shallow buffers) including how we mathematically model them, and (2) describe the performance
objectives we aim to optimize, such as latency, utilization, and fairness.

We organize the main content into two parts corresponding to (I) single-flow and (II) multi-
flow congestion control. In the first part, Chapter 3 introduces beliefs, which enable reasoning
about partial observability. Building on beliefs, Chapter 4 presents CCmatic, our tool for au-
tomating CCA synthesis in the single-flow setting, along with the new CCAs and tradeofts we
uncovered using beliefs and CCmatic. We briefly describe Syntra towards the end of Chapter 4
and refer interested readers to [97] for a full description.

The second part turns to multi-flow settings. In Chapter 5, we introduce contracts, which
enable reasoning about decentralization or how CCAs coordinate fairness. Then, Chapter 6 uses
contracts to identify a variety of tradeoffs and design mistakes that cause poor performance
in existing CCAs, and presents blueprints for principled CCA design and analysis. Finally,
Chapter 7 applies these insights to design FRCC, the first CCA to resolve the long-standing open
problem of starvation in end-to-end congestion control [20].

Organization. We split our description into two parts because of the following two reasons.
First, in single-flow congestion control, there is no uncertainty due to decentralization—the con-
troller does not have to reason about other flows. This reduces the computational hardness of the
problem from NEXP-Hard to PSPACE-Hard®, and consequently changes the tradeoffs that CCAs
must consider. There are several situations where a flow is alone in its bottleneck queue [28] (e.g.,
cellular networks). In such cases, the insights and designs developed for single-flow congestion
control remain directly relevant and sufficient.

Second, this organization mirrors the progression of our research. We began by developing
beliefs to address what state a congestion controller should maintain in single-flow settings.

*Remy’s [116] formulation changes from Dec-POMDP to POMDP when going from multi-flow to single-flow
settings, where Dec-POMDP stands for Decentralized Partially Observable Markov Decision Process [22].
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In these cases, the network model specifies the relationship between network state and ob-
servations, which we can invert to infer latent state from observable signals. Extending this
reasoning to multi-flow scenarios introduced a new layer of uncertainty: to infer state, each flow
must also make assumptions about the behavior of others. This challenge led us to introduce
contracts, which formalize these assumptions and enable reasoning about coordination among
decentralized controllers.

Currently, our abstractions of beliefs and contracts remain somewhat distinct. In our present
formalism, contracts are too strong: once a contract is fixed, there is little flexibility left for
innovation in CCA design, and belief computation becomes trivial, reducing the need for the full
abstraction of beliefs. Moving forward, we aim to refine the abstraction of contracts to make them
weaker and more expressive, and to unify them with beliefs to enable automated CCA design even
in multi-flow settings. We outline ideas along this thread and other future directions in Chapter 8.

Summary. This thesis contributes beliefs and contracts, which are powerful abstractions
to reason about network control. These (1) help discover and intentionally navigate perfor-
mance tradeoffs, (2) identify and avoid controller design mistakes, (3) enable rapid synthesis
of performant, bespoke CCAs that are provably performant by construction, and (4) inspire
new approaches to address long-standing open problems in network control—bringing our
community closer to truly “solving” congestion control.

1.3.1 Previously published material

Chapter 3 and Chapter 4 revise the previous publications: [8] Anup Agarwal, Venkat Arun,
Devdeep Ray, Ruben Martins, and Srinivasan Seshan. Automating network heuristic design and
analysis. In HotNets, New York, NY, USA, 2022; and [9] Anup Agarwal, Venkat Arun, Devdeep
Ray, Ruben Martins, and Srinivasan Seshan. Towards provably performant congestion control.
In NSDI Santa Clara, CA, April 2024.

Chapter 5 and Chapter 6 revise the previous publication: [10] Anup Agarwal, Venkat Arun,
and Srinivasan Seshan. Contracts: A unified lens on congestion control robustness, fairness,
congestion, and generality. arXiv preprint arXiv:2504.18786, April 2025.

Chapter 7 revises the previous publication: [11] Anup Agarwal, Venkat Arun, and Srinivasan
Seshan. FRCC: Towards provably fair and robust congestion control. In NSDI 26, Renton, WA,
May 2026 (forthcoming).

§ 4.5 in Chapter 4 and § 8.3.4 in Chapter 8 are adapted from: [97] Jia Pan, Anup Agarwal, Isil
Diling, and Venkat Arun. Syntra: Synthesizing cross-layer controllers for low-latency video
streaming. In NSDI, Renton, WA, May 2026 (forthcoming).

1.3.2 Artifacts

The code for the tools and algorithms built in this dissertation is available at:

1. Chapter 3 and § 4.5 in Chapter 4: https://github.com/tonyPan123/syntra-experiment.
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. Chapter 4: https://github.com/108anup/ccmatic.

. Chapter 5 and Chapter 6 are more theoretical and do not have any significant code ar-
tifacts. One can use open-source network emulators (Pantheon [120], mahimahi [94]) and
simulators (HTSIM [5]) to reproduce the results in these chapters.

. Chapter 7: https://github.com/108anup/frcc.
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Chapter 2

Target network scenarios and models

“The purpose of abstraction
is not to be vague, but to create a new semantic level in which one can be absolutely precise.”

— Edsger Dijkstra

2.1 Goals

In this thesis we specifically address the following network scenarios that have been key pain
points for past congestion control algorithms. On these scenarios, we desire CCAs that provide
guarantees on metrics like throughput/utilization, latency, packet loss, convergence time, and
fairness.

2.1.1 S1. Non-congestive delays (or jitter) with a single-flow

Delays can occur due to reasons unrelated to congestion [20, 55], e.g., delayed ACKs, ACK aggre-
gation, OS scheduling, delays at the MAC and physical layers. This hinders CCAs from bounding
end-to-end delays while ensuring high utilization. Traditional loss based CCAs [58, 59, 63, 107]
fill up queues until they experience a loss and cannot bound delays. Delay based CCAs [18, 27, 30,
42,90, 116, 117] use variation in measured round-trip times (RTTs) to estimate congestion. Jitter
can cause these CCAs to mis-estimate congestion and send at a rate as much as 10X away from the
correct rate [19, 42, 90, 120]. For instance, jitter can trick BBR [30] and Copa [18] into achieving
near-zero utilization [19]. Recent learning-based CCAs (§4.3) also do not explicitly consider jitter.

2.1.2 S2. Shallow buffers with jitter with a single-flow

Paths with shallow buffers are common on the internet [33, 34, 46], because they prevent buffer-
bloat and help manage cost/area/power of routers [15, 44]. On such paths, it is challenging to
maintain utilization while avoiding excessive losses. Traditional loss-based CCAs, including
Cubic [59], get poor utilization in single flow cases ([111], §4.2.4). ACK-clocked CCAs, despite
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Figure 2.1: Throughput (Tput) of three flows with round-trip propagation delay (RTprop or R) of 10,
20 and 30 ms. BBR starves the (blue) flow with R = 10 ms.
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Figure 2.2: Three flows with RTprop = 32 ms. The blue flow experiences 32 ms of ACK aggregation.
Copa and Cubic starve flows.

pacing, send bursts of packets due to jitter (e.g., ACKs-aggregation [55]) which risks excessive
losses [19]. BBRv1 [30] is paced, but uses aggressive probes that incur O(BDP) losses periodi-
cally [32]. BBRv2 [33] and BBRv3 [34] incur lower loss on average but still incur O(BDP) losses
in some cases (§ B.6).

2.1.3 83. Jitter with multiple-flows

All existing CCAs starve flows in the presence of jitter and multiple competing flows. For
instance, Fig. 2.1 and Fig. 2.2 show how Cubic [59], BBR [30] and Copa [18], three widely
deployed CCAs, experience extreme unfairness between flows as a result of differences in ACK
aggregation or round-trip propagation delays (RTprops)!; phenomena that are common on the
Internet. § D.5 shows unfairness in other CCAs.

A recent result, the starvation theorem [20], shows that these are not isolated failures. The
theorem states that any CCA with small self-induced delay or delay variation can starve in the
presence of jitter (from sources like ACK aggregation or OS scheduling delays). To our knowledge,
all existing CCAs that are buffer-bloat resistant (i.e., bound delays) cause little to no self-induced
delay variations and, therefore, starve. This happens on realistic paths as shown above.

Given this result, we ask whether there exists an end-to-end CCA that can provably bound

IBBR’s unfairness is different from RTT unfairness in traditional CCAs [59, 63]. For BBR, a small difference
in RTprops leads to arbitrarily large unfairness as the link rate goes to infinity [20].
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fairness, albeit at the cost of large (enough) self-induced delay and delay variations, while
still bounding the maximum delay. This led us to design FRCC (Fair and Robust Congestion
Controller), the first such CCA with formal guarantees of fairness and efficiency under the same
pessimistic, worst-case model used by [20]. With this, we can be confident that our design
is robust in any real networks that can be emulated by the worst-case model, which includes
components like token bucket filters and ACK aggregation.

2.2 Non-goals

In this thesis, we do not address several properties that may be desirable for a CCA, including,
coexistence with other congestion control algorithms or short/application-limited flows. Sim-
ilarly, while we study the combination of jitter and shallow buffers in the single flow case, we
only consider jitter and not shallow buffers in the multi-flow case.

We justify our scope with three reasons. First, the scenarios that we address are extremely
challenging. Despite decades of research, all existing algorithms fail in these settings, often
starving flows (e.g., Fig. 2.1, Fig. 2.2). To even begin addressing these issues, we had to invent
new abstractions—beliefs and contracts—that make reasoning about such settings tractable.
These abstractions revealed previously unknown fundamental tradeoffs (§ 4.2.2, § 6.1), and
allowed us to systematically explore the design space, building CCAs on different points on the
Pareto-frontier. Existing CCAs, unaware of the tradeoff, make sub-optimal tradeoffs or only
explore a subset of useful points on the Pareto frontier.

Second, in general, our community has luxurious desires from CCAs, including coexis-
tence with legacy TCP [18, 57, 98, 113] and sophisticated fairness notions based on latency or
application-visible metrics [41, 93, 99, 116]. However, today’s CCAs fail to ensure even basic flow-
level throughput fairness on simple dumbbell topologies even in homogeneous settings where
all flows are using the same CCA. We need to solve these issues before pursuing higher ambitions.

Third, our work addresses an important and challenging set of scenarios, and establishes
a formal methodology for further exploration. We believe that our tools generalize to scenarios
beyond those explicitly considered in this thesis. For instance, in follow up work, we explore
co-designing the control loops of adaptive bitrate (ABR) video streaming algorithms and CCAs.
This setting introduces an additional challenge of coordinating decisions between the two loops
For instance, we need to coordinate the ABR video quality and the CCA sending rate ensuring
CCA has enough data to probe for capacity without harming the video application. We elaborate
on this effort in Chapter 8.

Similarly, for coexistence, contracts describe how CCAs coordinate with each other by
encoding information in congestion signals. At a high level, this suggests that for coexistence,
CCAs must align on the semantics of how they encode and decode such information. Building
on this intuition, we aimed to prove that contracts are necessary and sufficient for fairness or
coexistence between CCAgs, i.e., that two CCAs are fair if and only if they have the same contract.
Our current formalism of contracts does not yet allow us to prove or disprove this conjecture.
We hope to extend this framework in future work (Chapter 8), which may enable reasoning
about such coexistence-style settings.
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C - bottleneck link rate [r] 0(t) - instantaneous inflight [b]

R - round trip prop. delay [t] q(t) — inst. bottleneck queue [b]

B - bottleneck buffer size [b] qdel(t) - inst. queueing delay [t]

D - max per-packet jitter [t] RTT(t) — inst. round trip time [t]

MSS — maximum segment size [b] S(t) - cumulative service [b]

BDP - C - R [b] A(t) - cumulative arrivals [b]

Bs — buffer in seconds (8/C) [t] L(t) — cumulative loss [b]

T - time steps [unitless] [1c(®), [Ju(t) — inst. lower and upper bounds on
A(t) - inst. sending rate [r] parameter or state, e.g., C1 (), Cu(t)

Table 2.1: Glossary of symbols. The square brackets show the units: bytes [b], rate [r], and time [t].
inst. = instantaneous. Inflight is bytes that are unacknowledged and not inferred as lost.

B
con}— [ [(0)—a )]

Figure 2.3: CBR-delay network model.

2.3 Network models

Network models mathematically describe how the network processes packets, e.g., how does it
serve, delay, or drop packets. They allow us to (1) rigoursly describe what assumptions we make
about the network, and (2) use computers to exhaustively reason about controller behavior on
the network scenarios we target. This allows us to formally prove that all execution trajectories
produced by the controller meet desired performance objectives.

We use CCAC [19] to succinctly express and efficiently explore the scenarios in §2.1. CCAC
uses a single bottleneck abstraction to summarize the cumulative effects multiple elements on
a network path. It uses bounded model checking [38] to provide a trace of CCA execution under
various network behaviors.

CCAC also proposes the CCAC network model. Our investigations revealed that CCAC
expresses behaviors that are perhaps too adversarial for any CCA to handle (§4.2.1, §4.2.2). So,
we explore two other network models that are weaker, i.e., they are less challenging from the
CCA’s point of view as they capture strictly fewer behaviors. We briefly describe these models
and use notation from Table 2.1. Note, if a CCA works on a stronger model then it also works
on a weaker model, and an impossibility result for a weaker model holds for a stronger model.

CBR-delay. This is motivated from [20]. It abstracts the network as a constant bit rate (CBR)
box followed by a non-deterministic delay (or jitter) box, and a propagation delay of R seconds
(shown in Fig. 2.3). The CBR box has a constant (over time), but arbitrary bottleneck bandwidth
of C bytes/second, and a buffer of size f bytes. It expresses the queueing or congestive delays (and
losses) at the bottleneck queue in a network path. The delay box can add up to D seconds of delay
non-deterministically. Note, non-determinism is different from randomness or stochastic-
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ity (e.g., uniform random delays). Non-determinism allows the network to arbitrarily inject
bursts and provably express the cumulative effect of various sources of jitter [19, 20, 25, 80].
Non-determinism (as opposed to randomness) can express non-congestive delays that may have
causal effects or correlations.

CCAC [19]. Itincludes all behaviors captured by CBR-delay. Additionally, CCAC can non-
deterministically accept a burst of packets without building up a queue, effectively hiding
congestive delays/losses even when the CCA is sending above the link rate. In contrast, CBR-
delay can inject non-congestive delays but not non-deterministically hide congestive delays.
This is a crucial and previously unknown distinction that changes the tradeoffs that CCAs must
make (§4.2.1, §4.2.2).

Ideal link. It cannot add any jitter to packets. It is simply a FIFO queue, with a constant (but
arbitrary) bandwidth and propagation delay. Several theoretical analysis [21, 37, 89, 96, 122]
have used similar modeling. We study this to compare CCAs designed for the ideal link vs.
stronger models.

Variations in link rate over time. Like CCAC, all the models assume a fixed link rate over
time. We use CCAC’s approach to express variations in link rates. CCAC and CBR-delay express
short-term link rate variations using jitter. All the models express long-term link rate variations
by arbitrarily choosing initial conditions. E.g., a trace that begins with a high congestion window
(cwnd) relative to C emulates a scenario where link rate decreased. Alternatively, a large initial
queue buildup, and low cwnd can emulate a case where the link rate decreased and the CCA
backed off, but the queue has not drained. One can stitch such traces together to explore longer
executions with potentially multiple link rate variations (§4.1.2).

Formal definition. Mathematically, we view a network model as a relation that relates
(path, state, CCA_action) to (next_state, CCA_feedback). Note, due to non-determinism, the
relation may map a CCA action on a given path and state to multiple feasible next states and
feedbacks. The network model also defines a set of initial states, and the domains of path, state,
action, and feedback.

For example, in the CBR-delay model, a path is described by the parameters: link rate,
propagation delay, amount of jitter, and buffer size, e.g., (C,R, D, 8); and state by: bytes in
the bottleneck queue (q) and bytes in flight (0), e.g., (g, 6). The model’s relation is defined by
constraints, such that feasible solutions to the constraints are the tuples in the relation.
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Chapter 3

Beliefs: Inferring network state

This chapter introduces our abstraction of beliefs, which enables reasoning under partial ob-
servability. Beliefs formalize what a controller can infer about the underlying network state
from its local observations. Traditionally, CCAs do not reason about unknown network state in
a principled way. Instead, they are designed as reactive control loops that optionally maintain
a collection of ad-hoc state variables—delay gradients, loss rates, ACK rates, and more—with
no consensus on which quantities should be tracked.

The problem is that these ad-hoc variables are often insufficient to make correct rate deci-
sions. For example, an inflated RTT measurement may be caused by a decrease in link capacity,
self-induced queueing, or measurement noise. The optimal control response differs in each
case, yet from the RTT alone we cannot disambiguate between these possibilities to take the
appropriate action.

Recent work [30, 116] suggests that CCAs should instead attempt to estimate latent network
parameters such as link capacity, propagation delay, buffer size, queue buildup, etc. Beliefs
formalize this intuition. We argue that the state maintained by a CCA should explicitly cap-
ture uncertainty in these latent parameters. Concretely, CCAs should maintain beliefs or the
belief set: the set of all latent parameter combinations consistent with its observations. Fig. 3.1
illustrates such a set. Each point on the blue surface corresponds to a possible parameter vector,
e.g., (Capacity = 100 Mbps, RTprop = 10 ms, Buffer = 10 KB), that could have produced the
controllers observations. Because there is uncertainty in what we can infer, we get a set set of
multiple possibilities rather than a single point estimate.

We argue that all CCAs should maintain the belief set to reason about partial observability
for three reasons. First, we show that beliefs, unlike ad-hoc state variables, contain sufficient in-
formation to guide rate decisions. Formally, we prove that if any deterministic CCA can achieve
a performance objective using the full history of observations, then a belief-based CCA—one
that consults only the belief set—can also achieve the same objective.

Second, beliefs provide a canonical way to estimate latent parameters. In our community,
there has not been any consensus on how CCAs should estimate quantities such as capacity
or propagation delay: how long should ACK rates be measured, how large should probes be,
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Figure 3.1: An example belief set. The blue surface shows all the possible latent network parameters that
are consistent with the controller’s local observations. We only show three dimensions for visualization.

etc.? Beliefs provide a principled answer. By simply inverting the network model, we can derive
the set of latent states consistent with observations. Specifically, the network model describes:
given some global network state, what are the possible local observations that the controller
can make. Beliefs describe the inverse: given local observations, what are the possible states
of the network. This inversion process automatically incorporates how factors like noise impact
our measurements and answer how long measurements should be to tolerate noise.

This process resembles Bayesian inference, but rather than requiring a probability distribu-
tion over network behaviors—which is notoriously difficult to obtain [19]—beliefs operate over
the set of possible behaviors, enabling worst-case reasoning. This also gives us a closed-form
representation of the belief set that allow us to analytically derive tradeoffs that stem from
partial observability.

Finally, beliefs help simplify CCA design and analysis by giving us an intermediate objective
to guide rate decisions. Traditionally, control objectives like high utilization and low delay are
specified over long executions. Beliefs provide an intermediate objective of “shrinking the belief
set”. We show that any performant CCA must take actions that shrink the belief set, i.e., reduce un-
certainty in the latent network parameters. When a new flow begins, the controller knows noth-
ing about its network path. As it sends packets and receives feedback, it learns something new of
about the possible network states and the belief set shrinks. We prove that all CCAs, regardless
of whether they explicitly maintain beliefs or not, must shrink beliefs over time. Because, if the
belief set remains large—e.g., the link capacity could be 1 Mbps or 100 Mbps link—then the CCA
cannot simultaneously ensure high utilization and low delay without first reducing uncertainty.

The sufficiency and necessity properties of beliefs allow us to prove fundamental results in
congestion control. If for each belief set, we can find rate choices that result in shrinking the
belief set while obeying other objectives (e.g., we can probe for bandwidth without incurring too
much packet loss or delay), then the rate choice for each belief set gives us the CCA. Whereas,
if there are belief sets for which no such rate choice exists, then we have a proof that no CCA
can achieve the desired objectives.

We begin by motivating and illustrating beliefs through intuitive examples (§ 3.1), and then
develop a formal framework (§ 3.2). We show how beliefs help us reason about controller
behavior and bring new structure to controllers that simplifies their design. In the next chapter,
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Figure 3.2: Beliefs standardize the state in congestion control.

we will show how the properties of beliefs make automated synthesis tractable, enable the
design of novel CCAs, and allow us to discover and prove new tradeoffs in congestion control.

3.1 Beliefs through examples

Belief set example. Consider a hypothetical CCA that knows it is running on a simple link
with constant round-trip propagation delay R = 100 ms, an infinite buffer f = co, and a constant,
but unknown, bandwidth C MBps. Initially, the CCA could be running on any path on the Inter-
net, i.e., C could be any non-zero value (e.g., 100 MBps). Le., the CCA believes C € (0, o) MBps.
Say the CCA has been sending at rate A = 10 MBps, and observes that all packets are ACKed
100 ms after transmission (i.e., RTT = R). Such RTTs could be produced by any path with C > 10
MBps. Now, say the CCA increases A to 15 MBps. If RTTs increase or losses happen, the CCA
can conclude that C < 15 MBps. Combining this with CCA’s past observations, we can update
the belief set to C € [10, 15] MBps. Otherwise, if RTT remains at 100 ms, then C € [15, co) MBps.

Beliefs help reason about CCA behavior. We can compute beliefs for any CCA given its
past observations on a network model. The belief set serves as a useful tool to reason about the
performance of any CCA. For instance, if the CCA above believes that C € [15, c0) MBps, then
it needs to keep increasing its rate until it obtains an upper bound on C by deliberately causing
losses or increasing RTTs. Otherwise, without an upper bound, the CCA risks arbitrarily low
utilization because the actual link rate could be arbitrarily large, e.g. 1500 MBps. Le.,

LeEmMA 3.1.1. To avoid arbitrarily low utilization, a CCA needs to shrink the set of possible paths
(the belief set) it could be running on by obtaining an upper bound on C.

Beliefs bring structure to CCA design. In addition to it being necessary to shrink beliefs,
we show in §3.2 that the belief set is the only information a CCA needs in order to decide
sending rate. This is because the belief set is the only information a CCA needs to estimate the
performance impact of its actions. This vastly simplifies CCA design (Fig. 3.2).

Traditionally, CCAs decide (Q1) what state (statistics) to maintain from input signals, and
(Q2) sending rate. For instance, to answer Q1, CCA designers often consider “what does packet
loss tell us about the state of the network?”, “when can bandwidth be measured?”, “what length
of interval should be considered to sample bandwidth?” [30, 31].
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Belief computation is uniquely determined by a network model and exhaustively derives
all possible information about the network’s path/state directly from the time series of CCA’s
sending and acknowledgment sequence numbers.! We no longer need to make ad-hoc decisions
to answer Q1. This effectively decouples Q1 and Q2 and standardizes the state a CCA has to
maintain. With beliefs, the CCA only decides the computation in the that maps

beliefs to sending rate.

Beliefs give new insights on how to infer unknown network state. We also discovered
new ways to use sending rate decisions to augment the information obtained from RTTs and ACK
rates. This leads to better estimates of the network parameters (bottleneck bandwidth/buffer)
and state (queuing or extent of congestion) (§4.2.2.1). We illustrate here with two examples.

Beliefs led us to discover new ways to use sending rate decisions to augment the information
obtained from RTTs and ACK rates. This leads to better estimates of the network parameters
(bottleneck bandwidth/buffer) and state (queuing or extent of congestion) (§4.2.2.1). We illustrate
here with two examples.

Example 1. CCAs use the gap between instantaneous and minimum RTTs to estimate queue-
ing delay. Non-queueing delays can create RTTs larger than the minimum RTT and cause a CCA
to erroneously infer that a queue is built up. However, if the CCA has been sending at a low
rate, then we know there is no queue buildup even if there is inflation in RTTs. In such cases
sending rate choices provide a better estimate about queueing than RTTs alone.

Example 2. Say a CCA sent a burst of packets to probe for available bandwidth and observed
that the probe did not incur any packet loss. Then we can conclude that either the buffer or
the bandwidth is large enough to have accommodated the burst. Le., both the buffer and band-
width cannot be small as that would have incurred a loss. We cannot make such a conclusion
by relying on ACK rate and RTT measurements alone. Due to jitter, a burst may not lead to
an immediate increase in ACK rate ([19], §3.2) which traditionally would have allowed us to
conclude bandwidth is large. Likewise, an inflation in RTTs could be due to jitter, and we cannot
assume that the bottleneck buffer is large enough to accommodate the inflation in RTTs.

Our tool, CCmatic, automatically synthesizes CCAs that use such insights to make non-trivial
decisions about when/how to probe/drain. E.g., it realized that draining is necessary not only to
maintain low delay, but also to restrict losses when probing for bandwidth on paths with jitter
and shallow buffers (§4.2.2.1).

3.2 Beliefs formally

DEFINITION 3.2.1. A belief set (or beliefs) for a given network model is the set of paths (and their
latest states) that could have produced (according to the network model) the historical sequence of
CCA'’s observations. It is the CCA’s belief about the paths and states of the network it is running on.

For example, for the CBR-delay model, the belief set is a set of tuples of the form (C, R, D, f3, q, 0).
Such a tuple is in the belief set if and only if it can explain (according to the network model), the

1RTTs, ACK rates, and losses can be derived from sequence numbers.
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Figure 3.3: Inverting the network model to compute beliefs. Depending on the CCA’s observations,
we may get different bounds on the belief set. The bottom three plots illustrate the constraints on the
belief set we get depending on whether the CCA observed gdel > D, loss, or neither (for CBR-delay).

observations of the CCA thus far. We use the term observations to collectively refer to CCA’s
actions and feedback from the network.

Computing beliefs. We can “invert” the network model’s relation to compute beliefs (Fig. 3.3).
Specifically, the constraints of the model describe the feasible ways in which the network’s
state and feedback can evolve (e.g., how it services (delays) packets, drops packets, and builds
queues), given the CCA’s sending behavior, the network path, and the network’s initial state.
Le., the constraints describe feasible combinations of (S(t), L(t), q(t), 6(t)), A(t), (C,R, D, p),
and (q(0), 6(0)). If we fix the observations, i.e., (A(t),S(¢), L(t)), then the constraints describe
the feasible paths and states that could have produced CCA’s observations. This is the belief set.
Each constraint of the network model gives us a constraint on the belief set. This is similar to
conversion of a partially observable markov decision process (POMDP) into a belief MDP [69].
We perform the inversion §4.1.1 and §4.2.2.

As a quick example, for the CCAC model, in an interval of length T, the network can serve
at a rate C and inject a burst of D seconds, i.e., S(T) — S(0) < CT+ CD, where S(t) is cumulative
bytes served (delivered) until time ¢. If we invert this constraint on S to a constraint on C, we

5(1)-5(0)
get C > =———F—.

Shrinking beliefs is necessary. CCAs need to shrink the size of the belief set, i.e., infer the
possible parameters and states of the network they are running on. We illustrate this using a
family of lemmas (Lemma 3.1.1, Lemma 3.2.1) that show the dimensions along which beliefs
need to shrink to ensure different performance properties.

LEMMA 3.2.1. To ensure an upper bound on queueing delay (qdel), a CCA needs to shrink the set
of possible propagation delays the network could have.

Consider a CCA that aims to ensure gdel < 10 ms on an ideal link. Say it has set cwnd = 10
MB, and observes that all RTTs are 100 ms, yielding an average throughput of cwnd /RTT = 100
MBps. Such RTTs can be explained by C = 100 MBps, and any R € [0, 100] ms, and gdel = 100 —R,
i.e., gdel € [0,100] ms. Now, say the CCA decreases cwnd to 5MB. If RTTs are still 100ms, i.e.,
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RTTs do not decrease with cwnd, the CCA can conclude that R = RTT = 100 ms and gdel = 0 ms.
Otherwise, if RTTs drop to 50 ms, i.e., the average throughput is still 100 MBps, R and qdel still
remain in [0, 100] ms.

Until a CCA decreases cwnd to the point that RTTs stop decreasing, it cannot obtain a lower
bound on R, consequently it cannot ensure an upper bound on gdel.

Beliefs are sufficient. Beliefs allow a CCA to compute possible next state(s) and feedback(s)
(and consequently potential future performance) for different rate choices. Due to this, a CCA
does not need to look at any information other than the belief set when deciding its actions.

THEOREM 3.2.1. If there exists a deterministic CCA that ensures a performance property on a
network model, then, there exists a belief-based CCA that ensures the performance property on the
model. Where, a deterministic CCA is a CCA whose actions are a function of the entire history
of past observations (i.e., its actions and feedback) and a belief-based CCA is a CCA whose
actions are a function of the belief set computed using the network model over the history of
past observations.

For this theorem, we assume that the performance property is specified as a boolean valued
function over a belief set and CCA’s action on that set. We show in § A.1 how the properties
we use can be expressed in this form.

We use this theorem to (1) synthesize CCAs as function of the belief set, and (2) to prove impos-
sibility results, i.e., if there is no action that can ensure a performance property over all tuples in a
valid belief set, then the performance property is not achievable. We use such arguments in §4.2.2.

§ A.1 gives a formal proof by constructing a belief-based CCA using the deterministic CCA.
Here we give the intuition. We view congestion control as a 2-player (CCA vs. network) zero-
sum game. The network tries to prevent the CCA from achieving its performance property. The
CCA chooses its sending rate and the network delivers, delays, or drops packets. The only “rule”
is that the network’s actions must correspond to some path in the network model.

The belief set exhaustively summarizes the history of the game, making it memoryless (sim-
ilar to the board state in chess). Beliefs serve as a “board” by meeting the two requirements:
(R1) we can determine the set of feasible moves for the players from the board allowing us to
enforce the game rules (Lemma A.1.1), and (R2) we can update the board by applying the moves
(Lemma A.1.2). As a result, future progressions of the game (and any optimal strategies) depend
only on the board (beliefs) irrespective of the history that led to the board.

3.3 Chapter summary

Beliefs address partial observability in congestion control. They answer (1) what state should
CCAs maintain and (2) how CCAs should estimate latent parameters and state of the network.
We no longer need to manually reason about “how long to measure throughput to estimate
link capacity”, or “how much to drain to estimate propagation delays”. The answer lies in the
network model itself. We showed that we can compute beliefs (estimate uncertainty in latents)
by just inverting the network model.
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We showed that beliefs are sufficient, i.e., they provably contain all information required to
guide rate decisions, and that it is necessary for any congestion control algorithm—whether or not
it explicitly maintains beliefs—to shrink the belief set (or reduce uncertainty in the network state).

In the next chapter, we will show that these properties (1) make automated program synthesis
tractable, (2) enable the systematic design of novel CCAs with provable performance guarantees,
and (3) uncover new fundamental tradeoffs in congestion control.
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Chapter 4

CCmatic: Automatically synthesizing and
analyzing CCAs using beliefs

In this chapter, we describe the design of our tool CCmatic that uses program synthesis for
automatically synthesizing CCAs (§ 4.1). Program synthesis works similar to reinforcement
learning (RL), where we try to iterate on CCA designs based on feedback from a verifier. In
RL, the feedback is from a simulation environment that explores controller performance on a
finite set of traces. Consequently, we have no guarantees on whether the controller performance
generalizes beyond this finite set. In contrast, in program synthesis, the verifier uses bounded
model checking [38] to “symbolically” explore all modeled behaviors. This yields proofs that
the synthesized controller guarantees performance on all the modeled networks.

However, program synthesis does not scale out of the box and takes weeks to synthesize
controllers even for very simple network scenarios [8]. Beliefs (Chapter 3) allowed us to make pro-
gram synthesis tractable through the following two ways. First, beliefs allow us to convert control
synthesis from a “stateful” to a “stateless” synthesis problem. Traditionally, CCAs maintain some
state from their observations to decide their rate. Beliefs directly answer what state controllers
should maintain and split stateful controllers into two parts: (1) belief computation (belief set or
controller state as a function of observations) and (2) rate computation (rate as a function of belief
set). Here, belief computation is a fixed piece of computation that is directly derived from the net-
work model (Chapter 3). Consequently, we only need program synthesis to decide the rate com-
putation part that is a much smaller design space to explore than designing the entire controller.

Second, beliefs allows us to speed up synthesis by quickly discarding bad CCAs. Typically,
when evaluating CCAs, we need to measure their performance over a long enough time period,
e.g., measure average utilization in steady-state. It becomes intractable to symbolically explore
long execution traces (e.g., 100s of RTTs) with bounded model checking. With beliefs, we know
that it is necessary for any performant CCA to shrink beliefs (Chapter 3). Consequently, instead
of checking utilization-style metrics over long-executions (e.g., 100s of RTTs), we can just check
if the candidate controllers shrink beliefs over short-executions (e.g., 6 RTTs) and speed up
design iteration.

We use beliefs and CCmatic to design new CCAs that deliver performance on networks with
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Figure 4.1: CEGIS loop (adapted from [6]).

jitter and shallow buffers where existing CCAs struggle to even ensure 1% utilization. In this
process, we discovered and proved a previously unknown tradeoft between loss and convergence
time on such networks. Specifically, the more loss a CCA is willing to tolerate, the faster it can
converge to the capacity of the link. Intuitively if the algorithm is conservative, it can bound
loss but converge slowly. All existing CCAs cause high amount of packet loss in this tradeoff
space. They cause O(capacity) losses, i.e., losses that grow with the capacity of the link. You
may think that an algorithm link Reno is conservative and should cause low loss. Unfortunately,
due to ACK-clocking in Reno, a burst of ACKs causes it to transmit a burst of packets causing
high loss. CCmatic allowed us to design the first CCAs that can provably bound loss to O(1)
independent of the capacity of the link.

We start by describing how CCmatic formulates controller synthesis as a program synthesis
(§ 4.1) problem. We then describe how beliefs help build tractable controller search space (§ 4.1.1)
and built short-term synthesis invariants to speed up synthesis (§ 4.1.2). Finally, we detail the
new CCAs and tradeoffs that beliefs and CCmatic allowed us to discover (§ 4.2).

4.1 CCmatic design

CCmatic uses Counter-Example Guided Inductive Synthesis (CEGIS) [105] (a program synthesis
technique) to synthesize (search for) CCAs given a specification (i.e., a network model and a
performance property).

CEGIS iteratively generates a candidate CCA from a search space @), and finds a coun-
terexample scenario (network path, initial state, and non-deterministic choices) that breaks the
performance property for the candidate CCA @ (Fig. 4.1). The search space is pruned using the
counterexamples (see below), and eventually the loop terminates if either (1) the verifier cannot
find a counterexample (and thus, the CCA achieves the performance property) @, or (2) the
entire search space has been pruned (no CCA in the search space can achieve the performance

property) @.

We implement the generator and verifier using the constraint solver Z3 [40], by encoding
the search inputs (i.e., search space, network models, and performance properties) into SMT
(Satisfiability Modulo Theories) constraints in the theory of linear real arithmetic (LRA) [72]. In
the generator, we only search for CCAs that pass unit checks (e.g. do not add bytes with seconds).
For each counterexample, we add constraints to prune all CCAs that make the same sending
rate choices as the candidate CCA on the counterexample. We explored encodings that prune
more CCAs, these did not yield significant reduction in search time, and we omit their details.
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Figure 4.2: Over-approximating beliefs.

For encoding into SMT, we use beliefs to define the search space (§4.1.1) and a transition
system abstraction to systematically define performance properties (§4.1.2). For the network
models, we adopt the encoding proposed by CCAC [19]. It discretizes time and uses Network
Calculus [79] style formulas to constrain how the network serves packets. Note, the synthesis
happens offline. One can directly implement the synthesized CCAs in network stacks like the
Linux kernel and QUIC [77]. For completeness, we provide details on the implementation of
the verifier and generator in § B.1.

4.1.1 Belief-based CCA Template

In CEGIS, the search space is often specified using a template or grammar. The template has
placeholders (or holes) that the generator fills to synthesize a concrete CCA. It describes the
inputs (e.g., loss/delays signals) that the CCA takes and the mathematical/logical operators
it can use to compute its outputs (i.e., rate and state). Due to Theorem 3.2.1, the templates do

not need to describe state computations. They can just take beliefs as inputs and produce rate
as the output to fill the | shaded box | in Fig. 3.2.

Inputs. We face two challenges with beliefs. First, the belief set may be a complicated object
in the (path, state) space. For easier encoding, we over-approximate it using closed-form ex-
pressions (see below). Second, our network models do not directly model variations in link rate
(§2.3). When the link rate varies, it can go outside the belief set. To address this, we re-compute
beliefs using a recent history of observations (§4.1.1.2).

Over-approximating beliefs. We construct closed-form expressions representing bounds on
the network parameters and states. For example, we use C; and Cy to represent lower and upper
bounds on the C values in the belief set, and pass these bounds as input to the CCA. By default,
we pass upper and lower bounds on C (Cy, Cr), and gdel (qdely, qdely) as a proxy for q. We
describe how we compute them in §4.1.1.1. We assume the CCA knows R, and design CCAs
for D =R (i.e., jitter can be as large as R, e.g., due to WiFi ACK aggregation [55]). This enables
efficient synthesis by discretizing time in units of R (as in CCAC [19]). In reality, a CCA does
not know R. Nevertheless, we show in § A.2 that if we use a CCA designed for R equal to the
minimum RTT seen thus far, we can guarantee performance because the synthesized CCAs are
inherently robust to uncertainty in RTTs caused by jitter.

While the closed-form expressions may over-approximate beliefs, i.e., include extra paths
that cannot produce the CCA’s observations (Fig. 4.2), they never remove paths that can produce
its observations. We use the verifier’s (i.e., CCAC’s) assistance to both validate correctness of
the closed-form expressions and to derive them (§4.1.1.1).
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Over-approximation (as opposed to under-approximation) does not break soundness. The
CCA believes it could be running on extra paths, and needs to take actions that do not violate
performance on the extra paths. However, over-approximation does break completeness, i.e.,
Theorem 3.2.1 no longer applies.! It may happen that we summarize two different histories using
the same approximate beliefs even though the actual belief sets are different. A belief-based
CCA is allowed to take different actions on the histories, but a CCA in the template is forced to
take the same action. As a result, CCmatic may output “no solution in template” even though a
belief-based CCA works. When this happens, we explore weaker network models where we can
add additional beliefs (e.g., f1, qu) or tighten existing ones (§4.2.2.1). Despite approximations,
CCmatic synthesizes novel CCAs (§4.2.1).

Operators. Some CCAs use nonlinear operators like cube root [59] or division [18]. Non-
linearities slow down SMT solvers [118]. Instead, we search for piece-wise linear functions to
map belief bounds to sending rates, represented as (nested) if-else statements. The generator
synthesizes the conditionals and expressions in these statements as linear combinations of the
belief bounds. While CCmatic only searches for CCAs in the template, we are able to generalize
CCmatic’s insights to arbitrary CCAs, e.g., impossibility results in §4.2.2.

Listing 4.1: Belief-based CCA template

cond; = ?2]Cy +[2]CL +qd€lU +qdelL+
[?IMSS/R +[2IR > 0

expr; = ?2]Cy +[2]C +[2]MSS/R

if (cond;): rate = expry;

elif (cond,):

else: rate = expr,;

rate = max(rate, MSS/R) # Ensure +ve rate.

N o0 o FEwN R

Summary. Our templates take the form in Listing 4.1. [2] denotes holes to be chosen by the

«

generator. Different templates have different number (and nesting) of the “if” conditions. To
keep the search tractable, we restrict the domain of the holes to be a small finite set, e.g.,
{=3,-5/2,-2...,3}.

4.1.1.1 Computing belief bounds

Queueing delay. Traditionally CCAs estimate queueing delay as RTT — R [18]. However, this
does not account for non-congestive delays. In the CCAC and CBR-delay models, RTT(t) =
R+qdel(t)+jitter(t), where 0 < jitter(t) < D. Consequently, qdel(t) € [gdel.(t), qdely(1)]
where,

qdely(t) =RTT(t) — R
qdel; (t) = max(0,RTT(t) — R — D) (4.1.1)

!Note, Theorem 3.2.1 also does not apply because we only explore a subset of belief-based CCAs using CCmatic.
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Link rate. BBR [30] estimates link rate as the measured ACK rate. Jitter can create transient
variations in ACK rate and mislead this estimate. Using the verifier (CCAC), we computationally
derive the set of link rates that can explain an average ACK rate of rA°K (i.e., the CCA received
rACKTbytes in an interval [y, ;] of length t, —t; = T'seconds). We also derive this set analytically
in§ A2

We query CCAC for feasible values of rA°K after fixing A(t) = A (for all t). We repeat
for different values of A to obtain the bounds: rA“XT € [C(T - D),C(T + D)] if A > C, and
rACKT ¢ [X(T - D),C(T + D)] otherwise. A CCA can be sure that 1 > C in two cases, (1)
RTT > R + D over the entire interval (or gdel; > 0) (indicating non-zero queueing), or (2) there

are losses in the interval (we verify this, see below). By inverting the bounds on r*“X, we get
bounds on C (algebraic steps in § A.2):
ACK ACK
ro=t . T T
Crt) = 0sheb<t T+ D Cult) = o<tigh<t T—D (41.2)

Note, Cy is only computed over the intervals where gdel; > 0 or loss > 0. We checked these
calculations by asking CCAC if there is a trace and CCA (i.e., CCAC is free to choose A(t)) for
which C ¢ [C, Cy]. CCAC returned UNSAT, confirming that no traces violate our calculation.

4.1.1.2 Handling stale beliefs

Our network models do not explicitly model variations in link rate. Such variations can make the
beliefs inconsistent (or stale), i.e., the network can take actions outside the belief set, leading
the CCA to make bad decisions. For example, the link rate may decrease below C; making the
beliefs stale. The CCA may still transmit at rate Cy, thinking that C > Cy, but cause losses due
to the reduced link rate.

We “time out” beliefs periodically (e.g., every 10R), and also when they become empty (or
invalid), e.g., Cy < Cr. On a timeout, we re-compute beliefs using the history of observations
since the last timeout. When beliefs become inconsistent by a large margin, they become invalid
quickly. However, if they are slightly inconsistent, they may remain valid. The periodic (spec-

ulative) timeouts helps make beliefs consistent in the second case. For example, say C decreases
JACK T

T-D °
< Cp =C + €. This can

below C;, i.e., C = Cp — € for some € > 0. The beliefs become empty when Cy < C;. Cy =

where r4°K could be as large as LTJ“D). For Cy < Cr, we need C(TT_?)

take arbitrarily long time for arbitrarily small e.

We retain our performance guarantees as long as any of the following holds: (1) the network
parameters change infrequently so that they become consistent on the periodic timeouts, (2)
parameters change by large margin, so that beliefs become invalid and timeout, or (3) parameters
change within the belief set (i.e., remain consistent). We may violate our guarantees if the
parameters frequently (e.g., every R) change to values just outside the belief set. However, since
the beliefs are slightly off (e.g., 5%), our guarantees will also only be slightly off. Note, in general,
frequent changes in network parameters is a hard problem for end-to-end congestion control
due to feedback delay. Our CCAs react to changing network parameters at similar timescales
as existing end-to-end CCAs (§ B.4, § B.6).
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Beliefs become consistent ( Queue drains

() Beliefs inconsis- | | (Il) Beliefs consistent. (IIT) Beliefs con- (IV) Queue con-
tent. C(0) > CV Cr(0) < CA verged. II A CL(0) > | | verged. III A q(0) <
Cy(0) < C Cy(0) > C S ACy(0) < 2C 2C- (R + D)

Beliefs shrink

Figure 4.3: An example transition system. The formulas in the boxes (e.g., “III A g(0) < 2C- (R + D)”)
define the states.

Note, the periodic timeouts can interfere with a CCA’s probes to estimate the belief set. We
add constraints to prevent unnecessary timeouts. E.g., a CCA might be draining the queue and
may not observe any delays/losses. If we recompute beliefs only using the recent history, there
may be no upper bound on C, and the CCA would need to re-probe Cy from scratch. To prevent
this, we only time out beliefs when the size of belief set is small (e.g., Cyy < 1.1Cy), and we put
bounds on how much the belief set can expand, e.g., Cy(now) < 2Cy(last_timeout). These re-
strictions along with the timeout period affect how quickly CCAs tracks changes in link rate. § B.4
(Lemma B.4.2) studies this theoretically and § B.6 (Fig. B.7 and Fig. B.6) studies this empirically.

4.1.2 Transition system based properties

The verifier uses bounded model checking to explore short snapshots of a CCA’s execution under
the network model. On such snapshots, metrics like long-term average utilization may be violated
(e.g., CCA may take time to ramp up sending rate when the link rate increases). We use CCAC’s
approach to prove lemmas over the snapshots and stitch them using mathematical induction
(on time) to prove properties about arbitrarily long executions. To do this stitching, we need to
define what “progress” CCAs need to make in a transient period (e.g., CCA ramps up sending rate
until it meets a utilization objective and then maintains utilization). CCACs approach to define
progress is ad hoc and CCA dependent. This becomes unwieldy as the number of objectives
and CCAs increase. To systematically state lemmas, we use a transition system abstraction. We
use it to build (1) proofs about the performance of CCAs, and (2) invariants used for synthesis.

Transition system. Fig. 4.3 shows an example transition system. The states are represented
as symbolic boolean formulas (e.g., “beliefs are consistent”, or C1(0) < C < Cy(0)). For each
state, users specify (1) transitions made in time 0 to T (e.g., “beliefs shrink”: Cr(T) > 1.5C1(0))
and (2) objectives during the period (e.g., “delay is at most D seconds™ As[gr1qdel(t) < D).
Note, users only declare “what” properties the CCA should ensure, CCmatic figures out “how”.

A belief-based CCA under our network models typically makes the following transitions.
Whenever the link rate changes, the beliefs can become inconsistent (stale). Eventually, the
beliefs become consistent (due to §4.1.1.2), then the beliefs shrink (as this is necessary from
§3.2), and finally, the CCA reaches the steady state (e.g., state IV) where it meets its steady-state
objectives. Users can express both steady-state and transient objectives. For instance, high loss
may be acceptable during slow start (e.g. in state I-III), but not for subsequent bandwidth probes
(e.g., in state IV).
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Proofs and encoding. We build a lemma for each state, e.g.,
State I = (State I objectives A State I transitions)

and take the conjunction (logical and) of these lemmas. This conjunction serves as the proof
of performance for the CCA, as it exhaustively describes the states that the CCA visits and
performance it ensures in each state. It is exhaustive because the disjunction of the transition
system states is a tautology, i.e., covers all possible states. § B.4 gives the encoding of the lemmas
and shows how they work together in a proof.

The transitions happen eventually, i.e., may occur over multiple steps. Due to this, the
encoding of lemmas needs to ensure that transition progress adds up over stitched executions.
For instance, we encode “beliefs shrink” as “at least one of C — C; and Cy — C decreases” and
“neither increases”. The second literal, “neither increases”, is required. Without it, both C; and Cy
can increase in one execution, and decrease in the subsequent execution and the progress does
not add up. Such a CCA can meet the “at least one” criterion without ever transitioning to state III.

Synthesis invariant. We do not directly use the proof (i.e., the conjunction of lemmas) for syn-
thesis. Instead, we build under-specified invariants that are necessary for a proof but not sufficient.
We under-specify for two reasons. First, the lemmas contain constants that depend on the CCA,
which is not known at the time of synthesis (e.g., 2C, %, in Fig. 4.3). Second, before synthesis, we
do not even know if there exists a CCA that can meet the lemmas. Under-specification allows
us to synthesize reasonable-looking CCAs, which we then process post synthesis (see below).

To under-specify, we drop literals (inequalities) with unknown constants. Notice, that such
literals define states IIl and IV (Fig. 4.3). Due to dropping, we cannot distinguish between states
II-IV. We coalesce states II-IV into one, and allow the CCA to take any transition that is valid for
states II-IV (effectively taking disjunction of the transitions). We similarly combine state III and
IV objectives into steady_state_obj, and retain state Il objectives as transient_obj. The result
is Eq. 4.1.3 below. We use it for synthesizing CCAs with different choices of objectives (§4.2.1).

beliefs inconsistent —
(State I objectives A beliefs become consistent)
A beliefs consistent = (transient_obj A (beliefs shrink

V large queue drains V steady_state_obj)) (4.1.3)

Users are free to choose the degree of under-specification. They may drop literals (as we
do), set loose bounds for the constants (e.g., Ciy(0) < 10C for state III), or even synthesize CCAs
that meet specific constants.

Post synthesis. The synthesis invariant is not a sufficient proof. Hence, after synthesis, we
build proof lemmas for the solution CCAs. To determine the constants in the lemmas, we use
binary search to identify the region of values for which the lemmas hold. We describe this
process in § B.4. If there is no value of constants for which a particular lemma holds, we tweak
the CCA, invariant, and/or the lemma(s). For example, when trying to build proof lemmas for
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a particular synthesized CCA (cc_probe_slow in §4.2.1), we found that the queue needs to be
drained before beliefs can converge, i.e., “queue converged” in state IV (Fig. 4.3) needs to happen
before “beliefs converged” in state III. So we reorder and redefine the states in the transition
system and lemmas to reflect this and build a proof of performance for cc_probe_stlow.

4.2 Results

We present four types of results. (§4.2.1) CCAs synthesized by CCmatic for various environments
and objectives combinations. (§4.2.2) Fundamental tradeoffs inspired by negative outputs of
CCmatic. (§4.2.3) Proofs that the synthesized CCAs ensure their performance objectives. (§4.2.4)
Empirical evaluation of the synthesized CCAs to validate our mathematical modeling and proofs
of performance.

Environment Objectives Template Trace # Solutions Time # Itr
Network Constrain .
model p loss #(‘E;(%r S(e; ::cg Iilse L(:tng;h (secs) | (CEGIS)
(§2.3) (transient_obj
CCAC Infinite N/A 2 3% 107 4 0 16 40
GD CCAC Infinite N/A 2 3% 10° 5 4(CCAD 48 58
CCAC Infinite N/A 2 3% 10? 11 6 (CCAD(CCA3) | 7328 64
G2 CCAC Small fixed No 2 3 % 10 7 6(CCA2)(CCA3) | 4942 49
G3 CCAC Arbitrary No 2 3 x 10 11 2(CCA3) 7699 52
CCAC Small fixed Yes 3 108 11 0 5067 79
CCAC Arbitrary Yes 3 108 11 0 6851 76
Ideal Infinite N/A 2 3% 10* 3 48 26 86
G5 Tdeal Small fixed Yes 2 3 x 107 3 194 51 229
Ideal Arbitrary Yes 2 3 x 107 3 23 21 67
CBR-delay Arbitrary Yes 2 2 % 10 7 20 (CCA4) 19331 513
CCAC Large No 2 3 x 10* 11 6(CCAD(CCA3) | 9812 79
@ CCAC Large Yes 2 3% 107 11 4 (CCAD) 6884 45
Yes
CCAC Arbitrary only if f > 4 3 x 10! 9 6 46582 691
3C(R + D)

Table 4.1: Summary of queries. The “# solutions” column also lists CCAs that are representative of
the solutions produced. Some entries in “constrain loss” column are not applicable (N/A) as (congestive)
loss is not possible when buffer is infinite.

4.2.1 Synthesis queries

A query describes the search inputs: (1) search space, (2) network model, (3) performance prop-
erties. Using CCmatic is an iterative process. One may realize that the performance properties
are infeasible, the network model is too adversarial, or the approximations in the template are
limiting. As we ran queries, our understanding improved, and we built new queries that better
reflected our requirements (Table 4.1).

Objectives. We require CCAs to ensure a lower bound on the utilization, and upper bounds
on the amount/frequency of losses and bytes in flight (to bound packet latencies). We add all
these objectives to steady_state_obj in Eq. 4.1.3. Our primary focus is on exploring asymptotic
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bounds, e.g., are losses O(C), O(log(C)), etc. So we specify asymptotic bounds with loose con-
stants. For example, we query CCAs that ensure utilization > 50%, and inflight < 5-C- (R + D).
The loose constants allow under-specifying the synthesis invariant (§4.1.2). Later, when building
proofs, we identify the best constants the synthesized CCAs can achieve (§ B.4). Note, the inflight
bound has to be at least CR + CD . Because, to provide a utilization lower bound, a CCA needs
to fill the wire (CR bytes) and build D seconds or CD bytes of queueing (Theorem 2 of [20]).

We classify loss amount into small and large. Small means that loss is at most a few packets
independent of C, or O(1). Otherwise, loss is large, or w(1), it increases with C. The verifier (SMT
solver) explores traces numerically and there is no direct way to encode w(1). As a workaround,
we classify more than 3MSS loss as large. For frequency, we query CCAs that cause at most one
small loss every other R, and never incur large losses. By default, we put these constraints in
steady_state_obj, later we also put them in transient_obj, e.g., (G4).

Environments. We sought CCAs that can handle paths with arbitrary buffer sizes and ad-
versarial delay jitter as modeled by CCAC and CBR-delay (§3.1, §2.3). As stepping stones, we
designed CCAs for restricted buffer sizes, viz. (1) infinite (8 = o), (2) small fixed (f = %CD), and
(3) large (B = 3: C- (R + D)). These values formed interesting thresholds during our experimen-
tation. We represent arbitrary buffer as f > 0, i.e., the verifier is free to choose the buffer size.

Templates and solutions. We synthesize all CCAs that satisfy a query. When CEGIS finds
a solution, we prune it from the search space and let the loop continue until it cannot find more
solutions. For each solution, we also prune CCAs that have same coefficients for the belief bounds
but different coefficients for the constants (i.e., MSS/R, R) to avoid enumerating similar CCAs.

When CCmatic does not produce a solution, we increase (1) the program size (number of
“if” expressions), and (2) the length of the trace that the verifier considers (to give CCAs more
time to show the progress required by our invariant). E.g., in (G1), we get more solutions as we
increase the trace length. For other queries we only show queries with the largest templates
and longest traces. We also add new or tighter beliefs to the templates when we explore weaker

models, e.g., Go).

Synthesized CCAs. Listing 4.2 shows the synthesized CCAs. We group similar queries to-
gether. G, G2), and (G3) explore CCAC with infinite, small and arbitrary buffer respectively.
CCmatic synthesized (cc_qdel), (cc_probe_fast), and (cc_probe_drain).
CCmatic automatically figured out non-trivial insights about the network. E.g., cc_qdel si-
multaneously guarantees bounds on utilization and inflight. It sends above C;, until gdel; > 0.
qdel;, > 0 (Eq. 4.1.1) can only happen if queue is non-zero which can only happen if the link
is utilized. Likewise, draining whenever gdel; > 0 ensures inflight is bounded.

cc_probe_fast and cc_probe_drain “probe” when C; and Cy are far. They send above Cp,
resulting in either increasing C;, (due to increase in ACK rate), or decreasing Cy; (due to increase in
qdel or losses). cc_probe_drain additionally drains queues by sending below C;. cc_probe_fast
does not drain as it was synthesized for a small buffer which trivially bound inflight.
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Listing 4.2: Synthesized CCAs (ag = MSS/R)
GD cc_qdel cc_probe_slow
if (qdelp > 0): if (qu > MSS):

rate =1/2C; rate =Cr) —qu/R
else: else:

rate =2Cp rate =2Cr ) + ar
G2 cc_probe_fast G7) cc_probe_qdel
if (Cy <2Cyp): if (Cy <3/2Cy):

rate =Cp, if (qdel, > R):
else: rate = ag

rate =2Ct else:

rate =Cj,

G3) cc_probe_drain else:
if (Cy > 2CL —2aR): if (Cy > 2Cy):

rate =2C + ag rate =2C; + ag
else: else:

rate =C; — ag rate =Cj,

We empirically evaluated cc_probe_drain and found that it incurs periodic large loss (ex-
perimental setup described in §4.2.4). This was surprising as we specifically queried for a CCA
that avoids large losses in steady state. We realized this happened because of under-specifying
the synthesis invariant. Due to the disjunction, “beliefs shrink V - - - V steady_state_obj”, the
CCA is allowed to cause large losses if this allows shrinking beliefs. As a result, on the periodic
belief timeouts (§4.1.1.2), cc_probe_drain caused losses when re-probing to re-estimate beliefs
(similar to BBR’s 8 cycle probes).

We updated our query to ensure that when beliefs are consistent, CCA’s probes (in-
creasing sending rate) should not incur large losses.? Le., we “AND” the synthesis invariant
with the formula: “beliefs consistent = (sending rate increases = no large loss)”. This is
equivalent to updating transient_obj in Eq. 4.1.3. CCmatic did not produce any solution after
this modification.

(G5 To dig deeper, we investigated weaker network models (§2.3). We set D = 0 to emulate
an ideal link. CCmatic synthesized a CCA that sends at rate “Cy + MSS/R”, allowing it to probe
for bandwidth while risking at most constant losses. However, this does not work with CCAC.
Since CCAC can delay packets, this probe may not lead to an immediate increase in ACK rate.
For CCAC, a CCA needs to build D seconds of queueing to disambiguate effects of utilization
(congestion) from non-congestive delays (see §4.2.2). Sending at C;, + MSS/R takes Q(Cp) time
to build a queue of D seconds, and the same CCA cannot show progress (shrink beliefs) in a
short fixed-length trace.

2Large losses may still happen when the link rate decreases. No CCA can avoid this due to feedback delay.
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We ran synthesis for CBR-delay using the same beliefs as CCAC. CCmatic could not
synthesize any CCA that could avoid large loss. This led us to discover and prove a fundamental
tradeoff between loss and convergence time (§4.2.2). The proof led us to a tighter beliefs for
CBR delay. Using these, CCmatic synthesized (cc_probe_slow). cc_probe_slow meets
the loss-convergence tradeoff implying that it is tight. It risks O(1) packet loss and takes O(C)
time to converge. For the synthesis, we added belief bounds on link rate (Cy ;), buffer size, and
bytes in queue (qi7). We explain these bounds and working of cc_probe_slow in §4.2.2.1.

(G?) There is no loss-convergence tradeoff when buffers are large. We want a CCA that
converges fast without incurring large loss. Additionally, on shallow buffers, we want large loss
to occur only when needed i.e., for probing (shrinking beliefs). CCAs already synthesized do not
fit this bill. (cc_qdel) avoids large losses when the buffer is large, but causes large losses
on short buffers even when it is not shrinking beliefs. (cc_probe_drain) avoids large
loss when it is not shrinking beliefs, but causes large losses when probing even on large buffers.
CCmatic synthesized (cc_probe_qgdel). It gets the best of cc_qdel and cc_probe_drain.

4.2.2 Loss vs. convergence tradeoff

In and (G6), CCmatic had failed to produce CCAs that risk at most constant loss on CBR-delay
and CCAC. All human designed CCAs that we could think of also failed. On investigating the
counterexample traces for the human and machine designed CCAs, we suspected that it is
impossible to avoid large loss events. On trying to prove this, we discovered a tradeoff between
amount of loss and convergence time, i.e., time it takes for a CCA to ramp up its sending rate to
the link rate. This tradeoff applies whenever the link rate increases, and the CCA needs
to ramp up (including slow start).

THEOREM 4.2.1. For an end-to-end deterministic CCA running on a CBR-delay network with pa-
rameters (C,R,D,0 < f < CD), to avoid getting arbitrarily low utilization, the CCA must either (1)
cause w (1) packet loss, i.e., losses that increases with C, or (2) take Q(C(R + fs)) time to converge
to the link rate. Where, f; = B/C, i.e., buffer size in seconds.

In general, for a CCA to ramp from C, to C while risking O(f(C)) loss, the convergence
time is Q(F~1(C)(R + f;)), where F~! is the inverse of F, and function F is defined as:

F(0)=Co and, F(k)=F(k—-1)+ f(F(k-1))/ps

If C is not in the domain of F~!, we evaluate F~! at the smallest value greater than C in the
domain of F~!. The function F(k) tracks the maximum rate a CCA can ramp up to in k RTTs
under the loss allowance f. Correspondingly, F~!(C) gives the minimum number of RTTs needed
to ramp up to rate C under loss allowance f.

Fig. 4.4 shows the convergence time F~! for different choices of loss allowances f. For
example, if the CCA is willing to risk O(C) losses, i.e., f(C) = C, then the convergence time is
Q(log(C/Cy)). If f(C) = const (independent of C), then the convergence time is Q(C — C). For
other functions f, the convergence time may not have a nice closed form expression.
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Figure 4.4: Each curve shows F~!(C) corresponding to f(C) in the legend. Le., under loss allowance
f, the time F~!, to converge from some small (positive) rate € to C. Time from C, to C is given by
“time from € to C” — “time from € to Cy” or F~1(C) — F71(Cy).

While this tradeoff may seem intuitive, it only holds when there is complicated jitter. On
ideal links, a CCA can ramp up in O(1) time while risking O(1) packet losses, using packet
trains [74]. The inter-arrival times for a packet train is the inverse of the bottleneck rate (i.e.,
MSS/C) and reveals C. Such techniques may even work for links with iid (independent and
identically distributed) jitter. However, in practice, links do exhibit complicated jitter patterns
and break such bandwidth estimates [43].

Below, we provide intuition and outline the proof for Theorem 4.2.1. We also prove a similar
loss-convergence tradeoff for ideal links when packet trains are not allowed and f = 0. This
proof is similar to that of Theorem 4.2.1, we omit it for brevity.

Intuition & counterexample trace. The tradeoff is valid only on shallow buffers (i.e.,
B < CD). This renders RTT measurements meaningless, forcing the CCAs to rely on losses
. On larger buffers, faster convergence is attainable by relating how RTT varies with varying
sending rate. When f < CD, the queueing delays are at most D seconds. The delay box can
choose jitter such that RTTs are at most R + D. Such RTTs could be due to queueing delays
(resulting from varying sending rates), or due to jitter in the delay box, and there is no way for
the CCA to distinguish between the two.

We investigated a CCA that additively increases its sending rate every RTT until it sees a loss,
to see why it cannot avoid large loss. The verifier gave us a trace where the CCA keeps blindly
increasing its sending rate even when it is already above the link rate. Eventually the queue
builds up and O(BDP) loss happens. The CCA needs to resort to blind increases because it does
not get any feedback until it causes loss (as queueing delay measurements are meaningless). If
these blind increases are aggressive, this results in larger losses with faster convergence and
vice versa. cc_probe_slow drains queues along with additive increments to meet the bound in
Theorem 4.2.1 (§4.2.2.1).

Proof outline. (Full proofin § B.2) We first show that due to f < CD, a CCA must cause loss
to avoid arbitrarily low utilization (Step 1.). Then we compute a tight lower bound belief (Cy ;)
for C, for CBR-delay (belief computations in §4.1.1.1 were for CCAC) (Step 2.). The CCA could
be running on any link with C > Cy », and it needs to ensure it does not cause loss on any of these
links. This allows us to compute the amount of loss a CCA risks any time it probes for bandwidth
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(Step 3.). If we restrict this risk of loss to a constant independent of C, it gives us a constraint on
how quickly the CCA can ramp up, giving us a lower bound on the convergence time (Step 4.).

4.2.2.1 cc_probe_slow shows Theorem 4.2.1 is tight

We describe beliefs for CBR-delay, how cc_probe_slow works, and why cc_probe_slow does
not work for CCAC.

Bandwidth and buffer beliefs. For CBR-delay, to obtain an upper bound on C, a CCA needs
to cause loss or build more than D seconds of queueing (from Step 1. of Theorem 4.2.1). We
compute the set of paths (C, f) that can produce CCA’s observations until time t*, such that the
CCA has not observed gdel > D or loss until t*. This means that until t* —RTT(t*), the enqueued
bytes never exceeded the dequeued bytes by more than D seconds (CD bytes) or buffer size. Le.,
Vti, ty, such that, 0 < t; < t, < t* — RTT(t%):

/fz A(s)ds = C-(t, — t;) <CD (4.2.1a)
t
and, /fz A(s)ds —C-(t; —t1) < B (4.2.1b)
131
From (4.2.1a), we define Cy ; as:
[ A(s)ds
Cra(t) = max —_ (4.2.2)

0<H<h,<t*-RTT(+*) tp—t;1 +D

We evaluate (4.2.1b) over the interval [],t;] (length T* = t; — t} )® corresponding to the tightest
bound on Cy ;:

Coa(t)-(ty —t; +D) =C-(t; = t7) < B
o, C-T'+p=Cp(t")-(T"+D) (4.2.3)

From (4.2.2) and (4.2.3), we get the belief set illustrated in Fig. 4.5: {{C, ) | C > Cp ,(t*) AC-T™ +
B = Cpa(t")- (T + D)}. Cp, tells two things, (1) the link rate is at least C; ;, and (2) if the
link rate is Cy ), then the buffer is at least C; ) D bytes.

In the SMT encoding, we only evaluate Eq. 4.2.2 over intervals of length T* = R. This is
because the measurement interval T* influences CCA’s probing behavior (see below and § B.3).
The initial conditions (including initial beliefs) are chosen by the verifier (§2.3). As a result,
verifier’s initial choice of T* influences the CCAs probing which should be in full control of the
CCA. Fixing T* = R solves this issue.

30ther intervals may produce a tighter Eq. 4.2.3 but we over-approximate.
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Figure 4.5: Belief set for CBR-delay (left). Queue buildup as a function of C (right). Ly, L, lines are the
belief constraints.

Queue beliefs. For ease of discussion we define “probe interval” as an interval that leads to
increase in Cr ) using Eq. 4.2.2. We show in § B.3 that probe intervals needs to be start with a
drained queue, otherwise, the CCA risks losing all packets in the queue at the beginning of the
probe interval. For the CCA to gauge the queue state, we add qy as an upper bound on the bottle-
neck queue bytes. We compute it as: (bytes already in queue) + (enqueued bytes) — (dequeued
bytes on smallest C). Le., qu(t + §t) = max(0, qu(t) + (A(t) — Cp,(t))dt).

In summary, the template now includes inputs as Cy ;, T* = R, and qy. For brevity, we omit
details on timeouts for these beliefs.

How cc_probe_slow works. We discuss a generalized version called cc_probe_slow_k. It
drains queues until gy < « (according to Listing 4.2). Then probes by sending C; - (T* + D) + «
bytes paced over T* time.  is a constant and T* = kR is the interval length over which the CCA
measures Cr, ;. This probe ensures (1) progress (beliefs shrink), i.e., causes losses, gdel > D, or
increases Cy ;; while ensuring (2) loss < 2a.

Progress. The probe builds queues. On the network with rate C, the queue build up is
(enqueued bytes) — (dequeued bytes) = C; - (T* + D) + a — C- T* (“Prb 1” illustrates this in
Fig. 4.5). On the network with rate Cy 5, the queue build up is C; y D+« (i.e., more than D seconds).
If the CCA does not observe gdel > D, then it knows that C is higher than C; ;, and the line L,
(Fig. 4.5) moves up. Le., Cy ) becomes W = Cra+55p > Cra. Likewise, if the CCA does
not observe loss, then L; shifts right. If the CCA does observe qdel > D or loss, then it knows that
it sent above C and obtains an (implicit) upper bound on C, ensuring a lower bound on utilization.

Loss. Loss due to the probe is AL = (bytes already in queue) + (queue buildup) — (buffer) =
q + qp — f. In Fig. 4.5, the horizontal distance between a point (f, C) in the and the
line Prb 1 shows qp — f. This distance, i.e., “Cp ;- (T* + D) + a« — CT* — f” is at most a (from
Eq. 4.2.3). Bytes already in the queue is also at most & as probe only happens when (¢ <) qu < .
Hence, AL < 2q, i.e., constant independent of C.

Also notice, if we probe over a shorter interval T < T*, then there are networks (f, C) for
which gp — f is larger (Prb 2 in Fig. 4.5) and loss on those networks is O(C). To avoid large loss,
the probing interval T needs to be at least as long as the past measurement interval T* (§ B.3
formally proves this).
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Path Metrics Probe ‘ Drain; ‘ Drain,
Duration
T | D=R | D=R
Sent by CCA Coa(T"+D)+a a CraR - 2a
qu CiaD+a 2a 0
Serviced; CpaT* CraD CraR
p Queue; CraD 2a 0
z Loss; o 0 0
Utily 100% 100% 100%
Serviced, Cra (T*+D) o CriR - 2a
Queue; 0 0 0
Py Loss, a 0 0
Util, 100% ~0% | w5 100%

Table 4.2: Steady-state behavior of cc_probe_slow on two extreme paths in the belief set:
Py = (C = Cppp = CrpD)and P, = (C = CL,;LTT;*D,ﬁ = 0). “Serviced” shows bytes serviced
by the CBR box, and gy is computed at the end of the probe/drain duration. Note, for drain;, the CCA

sends packets due to line 7 of the template (Listing 4.1), even though rate = C; ) — qu/R < 0.

cc_probe_slow steady-state behavior. In steady state, cc_probe_slow follows a “Probe, Drainy,
Drain;” cycle. Table 4.2 shows the result of this cycle on two paths in the belief set. These lie on
the corners of belief set on the line L, (Fig. 4.5). Notice the two paths are very different, but CCA’s
observations are exactly the same. The loss is the same, and the delay box can ensure RTTs are the
same (as gdel < D). In fact all paths on the line joining P, and P, can produce CCA’s observations,
and form the steady-state belief set. Utilization is lowest on P, and highest on P;. The bandwidths

of P; and P, differ by a factor of TTW To bound inflight on P;, CCA’s average sending rate

s

e T
cannot be more than Cy ), as a result, the average utilization on P, cannot be more than - The

only way to increase utilization is to reduce uncertainty (size of belief set) by increasing T*. This
also increases convergence time (e.g. if the link rate increases when the CCA is in steady state).

If we replace o with f(Cr ), where f(.) is the loss allowance (§4.2.2). Then the resulting
family of CCAs (parameterized by f(.) and T*) allows us to tune the tradeoff between loss vs.
convergence time vs. utilization. We can even adapt these over time (§ B.6).

Discussion. The probe works as CBR-delay ensures that if a probe did not cause loss in the
past then repeating the probe will not cause a loss. This is not true for CCAC due to its non-
deterministic token bucket filter (TBF). CCAC can arbitrarily decide how many tokens to keep
in the bucket. A past probe may not have lost packets as the token bucket was full. However,
on repeating the probe, CCAC can choose to keep the token bucket empty, and drop O(bucket)
packets. Due to this, we conjecture that either large losses cannot be avoided for CCAC or will
require asymptotically longer convergence time (e.g., quadratic instead of linear in BDP).
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4.2.3 Proofs of performance

Ensuring the under-specified synthesis invariant is not a sufficient proof (§4.1.2). We sum-
marize the lemmas that serve as the proof of performance for (cc_qdel) and
(cc_probe_slow). These represent CCAs designed for deep and shallow buffers respectively. We
give the full list and encoding of lemmas in § B.4. Note, we describe theoretical worst-case
bounds. Empirical performance is better (§4.2.4).

cc_qdel. On a CCAC link with parameters (C,R,D =R, > 3C: (R + D)), cc_qdel ensures
that beliefs become consistent exponentially fast, they converge exponentially fast, and it drains
queue at a rate proportional to C.* After beliefs are consistent, converged, and the queue is
drained, the CCA is in steady state and remains in steady state. Note, this is despite the periodic
beliefs timeouts (§4.1.1.2), i.e., the beliefs remain close to each other even after timing out. In
steady state (state IV in §4.1.2), cc_qdel gets at least 89% utilization, keeps RTT < 4.4(R + D)
seconds, and loses at most 3 packets in any R duration. Additionally, cc_qdel never incurs large
loss events when probing for bandwidth as long as the beliefs are consistent, i.e., in states IL, IIL, IV.

cc_probe_slow. On the CBR-delay model with parameters (C, R, D, f8), cc_probe_slow ensures
that beliefs (Cy 5, qu) become consistent exponentially fast, and C 3 converges additively. Le.,
when the link rate decreases, cc_probe_slow ramps down exponentially fast. When the link
rate increases, cc_probe_slow ramps up additively. In steady state, cc_probe_slow ensures at
least 30% utilization, keeps RTT < 1.5(R + D). It ensures that it loses at most 2 packets in any
R duration whenever beliefs are consistent and the link rate has not decreased. Note, in §4.2.2.1,
we showed steady-state utilization > %100% =50% (for T* = R = D). The proved worst-case
utilization is lower because C; j may reduce on timeouts.

4.2.4 Empirical evaluation

Our goal with empirical evaluation is to validate our mathematical modeling and proofs of
performance. Further evaluation is warranted before deployment.

Implementation. We implement (CCA1) (cc_qdel) and (CCA4) (cc_probe_slow_k, see §4.2.2.1
for “_k”) over UDP using [17]. For cc_probe_slow_k, we run cc_qdel until a large loss event
(resembling TCP slow start), and set @ = 5MSS instead of 1MSS to account for false-negatives in

loss detection. As a result, probes may lose 2a = 10MSS bytes.

We initially implemented the CCAs in the Linux kernel, but found bugs in kernel’s pacing
implementation and the cong_control API to be insufficient (§ B.5). We compare against Cubic,
BBRv1 (Linux kernel v5.4.0), BBRv2 [33], BBRv3 [34], and Copa [17, 18].

Scenarios and metrics. We use iperf to generate traffic and mahimahi [94] to emulate sce-
narios with jitter and shallow buffers (§3.1) with the aim of validating our performance proofs.

“A CCA cannot drain the queue faster than this. Even if it stops sending packets, the queue will only drain
by C- t bytes in time t.
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Figure 4.6: Summary of utilization, queue, and loss. Right subplot shows runs with § < BDP. Additionally,
for visibility, we only show three CCAs, and use symlog scale on y-axis.

We measure utilization, delay, loss, and convergence time metrics under a variety of parameter
(C,R, D, B) choices. Each tuple constitutes a different “run”. We emulate jitter by injecting up
to D = R seconds of uniformly random delay, while ensuring FIFO service and constant average
link rate (§ B.6).

Results. Fig. 4.6 summarizes utilization, queue (proxy for delay), and losses across runs (e.g.,
each run gives us an average utilization, and we compute the minimum across runs). § B.6 shows
the metrics for each run and also studies convergence time and fairness. The synthesized CCAs
are within their proven performance bounds and achieve tradeoffs between loss, convergence,
utilization, and delay that prior CCAs cannot achieve.

cc_probe_slow meets the proven lower bound on utilization, upper bound on RTTs, and incurs
at most constant loss (independent of BDP) across buffer sizes, bandwidths and propagation de-
lays. On the same networks, Copa starves as it is not robust to jitter [19]. BBRv1 is able to ensure
utilization despite random jitter, but incurs excessive losses (that increase with the BDP) on shal-
low buffers. Cubic gets low utilization when buffers are short (8 < BDP) and also bloats queues
when buffers are large ( > BDP). cc_qdel’s performance is similar to BBRv1, but with provable
guarantees on utilization even with worst-case jitter. Unlike BBRv1, the v2 and v3 variants do
not incur high losses on average but incur O(BDP) losses to converge exponentially fast when the
link rate increases (§ B.6). They also get lower utilization than the v1 variant. cc_probe_slow_k
gets higher utilization at the cost of higher convergence time (§ B.6) with increasing k.

4.3 Related work

Related work not covered in Chapter 2 can be classified into:

Automatic CCA design. Past works have explored online learning [41], reinforcement learn-
ing [67, 83, 110], model predictive control (MPC) [60, 64], and (partially observable) markov
decision process (POMDP) formulations [116]. CCAs produced by these works are not human-
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interpretable or are not explicitly designed for adversarial network behaviors. CCmatic CCAs
are modular, human-interpretable, and provably robust under adversarial network behaviors.

Reasoning about CCAs. Past works use different network models: (1) deterministic (e.g.
fluid model) [37, 122], (2) stochastic [56], and (3) non-deterministic [20]. Some also limit their
scope to a small class of CCAs [21, 37, 122]. Deterministic models are easier to reason about
but may not accurately reflect real world behaviors. With stochastic models, it is hard to deduce
probability distributions that characterize real networks. Non-deterministic models do not
require a distribution but may be too adversarial. Beliefs can be computed regardless of the
modeling choice, and facilitate reasoning about complicated network models across all possible
CCAs. Beliefs and CCmatic add to the emerging toolkit for performance reasoning.

4.4 Chapter summary

Using beliefs from Chapter 3, we built CCmatic to automatically synthesize CCAs for different
environment/objective combinations, alleviating humans from figuring out complex details
like when/how long to probe/drain. CCmatic also gives insights when objectives are infeasible.
Due to formal methods and program synthesis, CCmatic CCAs are human-interpretable and
provably performant. We used CCmatic to build novel CCAs and also showed how we can use
the properties of beliefs to discover and prove new tradeoffs in congestion control.

In this part, we focused on single-flow settings, in the next part we build contracts to enable
reasoning about multi-flow scenarios.

4.5 Syntra: Joint video streaming and congestion control
using deductive synthesis

In work related to this thesis, we collaborated with researchers at UT Austin to develop tech-
niques that extend and improve upon CCmatic. In CCmatic, we relied on inductive synthesis:
we “searched” for a controller that met the specification by filling holes in a template. This
template-based approach restricts the search to a subset of belief-based CCAs and sacrifices
completeness guarantees. In follow-up work, we found that we can preserve both soundness
and completeness by using deductive synthesis. Instead of searching over a template, deductive
synthesis “derives” the algorithm by algebraically manipulating the input specification using
known logical rules and identities.

Directly solving the deductive formulation is computationally intractable, but it yields
two key insights that enabled us to build Syntra [97], a tool for automatically designing joint
controllers for video streaming and congestion control. Unlike CCmatic, which reasons only
about the congestion-control sending rate, Syntra jointly reasons across multiple decision axes
including video quality, frame rate, sending rate, and forward error correction.

Syntra performs this reasoning automatically and produces controllers that outperform
strong baselines such as WebRTC-GCC [35], WebRTC-Vegas [27], and Salsify [50]. It improves
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P95 one-way delay by over 6%, increases median video quality (SSIM) by more than 2 dB, and
maintains higher frame rates even under challenging conditions, including jitter.

To achieve this, Syntra addresses key scalability and expressivity limitations of CCmatic.
While CCmatic can take weeks to synthesize a controller that is only a few lines of code, Syntra
can design 100-line controllers within days. This is critical for expressing optimal policies that
make joint decisions across multiple control axes.

Below, we give a brief overview of the deductive formulation, the key insights it revealed, and
Syntra’s approach to synthesizing joint controllers. We refer the reader to [97] for a complete
description of Syntra.

Deductive control synthesis. We model the design of congestion control algorithms as a
two-player game between the controller and the network. For each game state (belief set), we
compute an action for the controller such that, for all actions that the network may take, the
controller “wins” (it either makes progress toward shrinking the belief set or satisfies the desired
performance objectives). This design problem can be expressed as a quantified logical formula
(Eq. 4.5.1), which can be solved using quantifier elimination (QE) [109].

d Controller actionV Network action. Feasible network — Controller wins (4.5.1)

Here, Feasible network is a boolean valued SMT formula that encodes that the Network action
is feasible according to the network model under the current belief set. The solution to this
formula eliminates the V quantifier to give us a formula describing the optimal controller action
as a function of the belief set that causes the controller to win. This formula, mapping the belief
set to the optimal control action, is the desired controller. Such formulations have been explored
for other problems in the control theory literature [23].

Insight #1. Belief projections are exponentially large and can be computed accurately.
While in Chapter 3, we showed that we can compute the complete belief set by inverting the
network model, in practice, we often also need to compute projections of the belief set along
different dimensions. For example, to determine whether the controller is reducing uncertainty
in link capacity, we compute the set of capacities in the belief set. Computing such projections
is hard and to simplify this, we over-approximated the projections in CCmatic (Fig. 4.2).

The deductive viewpoint gave us an automatic and accurate way to compute the projections.
Specifically, the complete belief set is given by:

Belief set = {(C,R, D, B, q(t),0(t)) | 3 q(0..t — 1),0(0..t - 1).

Network(C, R, D, B, ¢(0..t), 0(0..t), A(0..t), $(0..t), L(0..))}
(4.5.2)

Le., belief set is the set of latents “(C,R, D, 5, q(t), 0(t))” for which there exists a history of

network states “q(0..t — 1), 6(0..t — 1)” that can satisfy the network model “Network” under the
observations of the controller “A(0..t), S(0..t), L(0..t)".
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Projections of this set along the capacity dimension is given by:

Belief setc = {C |3 R, f, q(0.1),0(0.1).
Network(C, R, D, f, q(0..t), 6(0..t), A(0..t), S(0..t), L(0..t)) } (4.5.3)

Le., the set of capacities for which there exists other latents and history of network states that
can satisfy the network model under the controller’s observations. We can get a closed form
expression for “Belief set¢” using quantifier elimination. QE simplifies the input formula by
eliminating the quantified variables to obtain an output formula that has the same satisfying
assignment for the free variables.

As a very simple example, consider the quantified formula: “3 x € R. ax? + bx + ¢ = 0”. Here,
x is a quantified variable and a, b, c are the free variables. Applying QE to this formula yields
the quantifier-free formula “b? — 4ac > 0”. Here, both the input and output formula have the
same set of satisfying assignments on the free variables a, b, c. Turning back to Eq. 4.5.3. The
free variables are “C” and the observations “A(0..t), S(0..t), L(0..t)”. The satisfying assignments
to this formula are the set of capacities “C” such that the network model is satisfied under the
controller’s observations. QE gives us an equivalent formula that does not include the quantified
variables: other latents and history of states.

Applying this procedure led to a surprising result: the (quantifier-free) formulas describing
the projected belief sets are exponentially larger than the formulas describing the underlying
network model. This is not an artifact of our implementation; belief computations are inherently
large. In hindsight, this may explain why congestion control has been so hard: our community
has been effectively trying to perform the giant task of computing beliefs in an ad hoc manner.
We can solve this once and for all by computing beliefs systematically and automatically.

Intuitively, belief computations have to be large because unlike the network model that
maps initial state to next state, the belief computations map the history of states to inferences
about latest states. There are exponentially many variations that can happen in the history
that each give a different inference about the network state. For example, if we consider the
history of losses over three time steps, we may observe that loss did not occur in any of the
three steps, loss occurred at one of the three steps, loss occurred at two of the three steps, etc.
Each of these combinatorially many possibilities gives us a different constraint in the belief set
formulas bloating the size of the belief computation formula.

Insight #2. Optimal controller is in LRA. Although we cannot directly solve the two-player
game using quantifier elimination, the formulation provides insights into the structure of the
optimal controller allowing us to approximately solve the formula and design novel controllers
that beat key state-of-the-art baselines. Specifically, QE has the property that if the input quan-
tified formula is in linear real arithmetic (LRA), then the equivalent quantifier-free formula is
also in LRA [102, 109]. Since our game-theoretic formulation is entirely in LRA, this implies
that the optimal controller—the solution to the QE problem—must also be in LRA.

This is a striking finding. Our community has developed algorithms such as Cubic, which
rely on cube-root like functions. Our result suggests that if the network model and perfor-
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mance objectives can be written without complicated mathematical functions, then the optimal
controller also does not require such functions.

Deductive synthesis enabled Syntra. Syntra synthesizes controllers by approximately solv-
ing the QF formula. Rather than solving the QE formula symbolically, we solve it numerically
for a finite set of concrete game states (belief sets), to obtain optimal control actions for the
game states. These (belief, action) pairs serve as training data for an imitation-learning phase,
where we fit a decision tree that “imitates” the optimal decisions. Using a decision tree (rather
than a neural network) preserves human-interpretability of the resulting controller. We know
that a decision tree is enough because the optimal controller is in LRA. This approach, guided
by our insights, allowed us to go beyond CCmatic and design more complicated controllers in
a shorter amount of time.
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Chapter 5

Contracts: Coordinating between flows

In the previous part, we focused on single-flow congestion control, where the only source of
uncertainty was the lack of visibility into the state of the network. Beliefs enabled principled
reasoning about this partial observability. In this part, we turn to multi-flow congestion control.
Here, in addition to partial observability, we need to deal with decentralization, i.e., lack of
visibility into the state of the other flows.

In this chapter, we introduce contracts, our abstraction that formalizes how CCAs coordinate
with each other to reach fairness under decentralization. Traditionally, our community does
not reason about uncertainty explicitly and uses Chiu-Jain (Fig. 5.1) plots to reason about CCA
fairness. These plots show that additive increments (AI) and multiplicative decrements (MD)
converge to fairness and efficiency. We argue that this is a bad way to reason about fairness
because it hides the tradeoffs imposed by decentralization and that our community should use
contracts instead.

Since CCAs cannot directly observe each other’s internal states, they implicitly communicate
with each other by encoding information into globally observable congestion signals. Most CCAs
do this by encoding their fair share into these signals. For instance, Reno uses the encoding
“fair share o 1/V1loss rate”. All flows collectively agree to maintain a loss rate and sending
rate (or fair share) pair that obeys this relation. All the fair CCAs that we know of honor such
an encoding. For instance, Copa/Vegas/FAST use “rate = 1/delay” [18, 27, 115], Swift uses
“rate = 1/delay?” [73], and Arun et al. in [20] proposed a CCA that uses “rate = 93" [20].1
We call such encoding functions as contracts.

We show that these encoding functions fully determine the steady-state performance metrics
of CCAs including throughput, latency, fairness, generality (e.g., range of link rates that the CCA
can support), and robustness (to noise in congestion signals). We use this to reveal fundamental
tradeoffs between these performance metrics. We derive the contracts for a variety of existing
CCAs showing where they lie in the tradeoff space and identify the corner points in the tradeoff
space. Since CCAs follow the contract in steady-state, the model of their steady-state behavior
(e.g., fixed-points or limit cycles) reveals the encoding function used by the CCA. This allows us to

'Throughout this thesis, we use delay to mean a queuing delay estimate (e.g. RTT — minRTT).
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Figure 5.1: Chiu-Jain plots [37] illustrating how
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arrows show the evolution under multiplicative
decrements.
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analytically and empirically reverse engineer the contracts of a variety of CCAs including not only
analytically designed CCAs, but also black-box implementations, such as Tao (Remy) [104, 116],
and learned CCAs, such as PCC [41] (online-learning) and Astraea [84] (reinforcement-learning).

Contracts also allow us to identify a variety of design mistakes that result in poor performance.
For instance, we find that CCAs whose contracts have extreme shapes (e.g., logarithmic, exponen-
tial), shifts (e.g., rate = 1/(delay—c) vs. rate = 1/delay), clamps (e.g., delay = max(c, 1/rate)),
or intercepts can starve flows. We observe this in BBR [30], ICC [68], and Astraea [84].

To avoid these pitfalls and navigate the tradeoff space in a principled manner, we develop
blueprints for CCA design and analysis. We argue that the design (or analysis) of any CCA
should begin by choosing (or identifying) its contract. Doing so forces the designer to explicitly
confront the inherent tradeoffs and select Pareto-optimal points rather than inadvertently com-
mitting to suboptimal choices. In contrast, prior CCA design methodologies such as Network
Utility Maximization (NUM) [71, 85, 86, 106], Remy [116], or reinforcement learning (RL) [84]
tend to hide these tradeofts, creating the illusion that conflicting performance metrics can be
optimized independently when, in reality, they are fundamentally coupled.

We begin by explaining why contracts are necessary to address decentralization, highlighting
design mistakes that could have been avoided had we explicitly reasoned about contracts, and
providing blueprints for principled CCA design and analysis (§ 5.1). We then formally define
contracts and derive the contracts for a variety of CCAs (§ 5.2). In the next chapter (Chapter 6),
we show how contracts fully determine the steady-state performance of CCAs and use this
insight to derive fundamental performance tradeoffs.

5.1 Contracts through examples

5.1.1 Why do we need contracts?

Since CCAs do not know how many flows they are competing against, they need some form of
agreement between flows to determine their fair share. For instance, consider the scenarios in
Fig. 5.2. If the green (upper) flow in scenario B exactly emulates the cumulative effect of the three
green flows in scenario A, then the red flow cannot tell the difference. Its observations (times-
tamps of packet transmissions and acknowledgements) are identical. Yet, its fair share is different.
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Contracts help flows to disambiguate between such scenarios. Since flows cannot directly
communicate with each other, all flows “agree” to follow an encoding of fair share into globally
observed signals. For example, Reno uses: “rate oc 1/V1loss rate” [48, 89]. While this is not
explicit in the design, the emergent behavior is that all flows react to losses such that they effec-
tively measure the average packet loss rate and calculate a “target rate” using this formula. Then
they increase or decrease their actual sending rate to move towards this target (Fig. 5.3). Return-
ing to scenario B in Fig. 5.2, both the red and green flows measure the same loss rate, and hence
calculate the same target rate, but they have different sending rates. Thus, at least one of them
will change their rate until they reach a steady-state where everyone’s sending rates are equal.

Mathematically, the contract forces a unique equilibrium for flows. Consider a fluid model
execution of a CCA on a dumbbell topology, with n flows (fi, to f;), flow f; having an RTprop
(round-trip propagation delay) of R; seconds and a link capacity of C packets/second. The fluid
model equations yield n + 1 independent variables with 1 independent equation: ) ; rate; = C.
Where, rate; = cwnd;/RTT; and RTT; = delay + R;. The independent variables are cwnd; and
delay. The CCA through its contract (e.g., rate; = cwnd; /RTT; = 1/delay) yields n additional
equations to ensure a unique solution to this system.

To our knowledge, all existing CCAs use a similar method of coordination. They just use
different signals and contract shapes. E.g., DCTCP, DCQCN, and MPRDMA use average ECN
marking rate [12, 88, 123, 124]; Poseidon uses the maximum per-hop delay [112] collected using
INT (In-band Network Telemetry); AIMD on delay uses bytes (or time) between high delay
(§ 6.3). Even CCAs generated through machine-learning (e.g., Astraea [84]) implicitly learn to
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use contracts (§ 5.2.1).

Due to the coupling between rate and congestion, a CCA’s choice of contract induces a variety
of tradeoffs, e.g., halving the link capacity quadruples the steady-state loss rate for Reno (§ 6.1).

5.1.2 Contracts help identify CCA design mistakes

Contracts share mathematical foundations with NUM (§ 5.2.2) and some of our results may
seem like simple extensions of existing results. Despite this, many CCAs (including recent ones)
repeatedly commit avoidable mistakes resulting in poor performance. We detail some of these
mistakes below with others in § 6.3. To our knowledge, outside of mistake #1, other mistakes
(including § 6.3) have not been documented before. Contracts helped us discover these issues,
and make it easier to systematically avoid them in future designs.

These mistakes stem from several anti-patterns, including, treating CCA design as a mere
reaction to congestion (without analytically understanding their consequences) or blindly using
AIMD in hopes of ensuring fairness. The most prominent anti-pattern is myopically optimizing
latency without reasoning about fairness. This manifests in various ways, including, setting con-
stant delay targets in hand-designed CCAs (§ 6.3) or in reward functions of RL-based designs (§ 5.2,
§ 6.3). However, latency is intertwined with other metrics and cannot be optimized unilaterally
(§ 6.1, § 6.3). Note that this is different from the tradeoff between latency and throughput, which
stems from variations in link capacity as opposed to the coordination mechanisms used by CCAs.

Mistake #1: Not having a contract. CCAs like TIMELY [92] do not have a contract, i.e., there
is no unique mapping between steady-state rate and congestion signals to force a unique equilib-
rium. As shown in [124], TIMELY admits infinitely many solutions to the steady-state equations
described above. Each solution corresponds to a different allocation of flow rates (provided they
sum to link capacity), with a potentially arbitrarily large ratio of flow rates (arbitrary unfairness).

Mistake #2: Picking extreme contracts. Recent proposals like ICC [68], Astraea [84], and
the exponential CCA from [20] optimize for a narrow subset of performance metrics, yielding
contracts that are good for some metrics but extremely bad for others. All three CCAs cause
extreme unfairness in multi-bottleneck topologies (§ 6.1). ICC and Astraea are also extremely
susceptible to network jitter (§ 6.1).

Mistake #3: Conflating AIMD with contracts, and picking sub-optimal dynamics.
Swift [73] uses AIMD to update cwnd despite having an explicit contract. AIMD is not necessary
for fairness and unnecessarily increases convergence time. With explicit contracts, MIMD
updates can reach fairness exponentially fast while maintaining a stable control loop (§ 6.4). For
instance, in Fig. 5.3, all flows measure the same loss rate and compute the same target rate. Flows
can update their current rate to move towards the target using any increment choice (additive
or multiplicative). Fairness is ensured despite MIMD updates because flows stop changing their
rate if and only if all flow rates are equal to the target rate (and hence to each other).

Likewise, PowerTCP [7] claims that RTT-gradient based CCAs (“current-based” in [7]) are
more reactive and precise than RTT/delay/loss/ECN-based CCAs (“voltage-based” in [7]). We
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argue that reactivity is orthogonal to the choice of congestion signal. We can have exponentially
fast convergence to both fairness and efficiency even when using “voltage-based” control (§ 6.4).

Finally, works like Poseidon [112] artificially distinguish AIMD control and “target scaling”
(contracts) even though they are mathematically equivalent. AIMD implicitly creates a contract
(or scaling/mapping between rate and congestion), while “target scaling” is an explicit contract.

5.1.3 “Contract-first” blueprints to avoid mistakes

While there is no exhaustive list of mistakes, by following a contract-first blueprint, many
common mistakes can be avoided. We argue in contrast to other CCA design methodologies,
our blueprints are more intuitive, actionable, and generalizable.

* Intuitive. The tradeoffs are obvious from the contract choice (after a few to no algebraic
steps), forcing the designer to deliberately choose between uncomfortable tradeoffs and
picking Pareto-optimal points.

* Actionable. contracts align with how our community designs CCAs: a variety of CCAs
start with a target rate equation and build dynamics around it, e.g., Swift [73], TFRC [48].

* Generalizable. Our methodology applies to not only analytically designed CCAs, but also
black-box implementations, such as Tao (Remy) [104, 116], and learned CCAs, such as
PCC [41] (online-learning) and Astraea [84] (reinforcement-learning or RL).

Other methodologies often start from a utility function: local utilities (e.g., “log(tput) —
log(delay)” in Copa [18]), global utilities (e.g., NUM/Remy [116]), or reward functions in RL [84].
These hide tradeoffs giving an illusion of unilaterally optimizing latency or throughput when
these are intertwined with other metrics like fairness, robustness, and generality (§ 6.1). Con-
sequently, many designs pick sub-optimal tradeoffs as inadvertent artifacts of other design
decisions (§ 5.2, § 6.1, § 6.3).

Design blueprint. To design a new CCA, first, (D1) pick a contract. In § 5.2, we define
contracts as a function. Picking a contract involves deciding its (D1.1) input (e.g., delay, loss,
ECN, etc.) and output (e.g., rate, cwnd, fraction of link, etc.), (D1.2) shape (e.g., linear, square-root,
exponential, etc.), and (D1.3) parameters (e.g., scale, shift, clamps, etc.). § 6.1, § 6.3 and § 6.6
give guidance on how these choices affect steady-state performance. Then, (D2) implement
dynamics to follow the contract. § 6.4 gives guidance on how the dynamics impact convergence
time/stability along with other design considerations. Note that unless congestion control is
solved, our list of considerations is necessarily incomplete.

Analysis blueprint. For analyzing an existing CCA, one should: (A1) compute its contract
(§ 5.2.1), (A2) see where the contract lies in the tradeoff space (§ 6.1), (A3) identify any obvious
issues due to shifts/clamps/intercepts in the contract (§ 6.3), and (A4) compare dynamics with
those in § 6.4.

Fig. 5.2 shows why some form of agreement between flows is necessary to achieve fairness
with end-to-end CCAs. While we do not formally prove this, we believe this agreement can al-
ways be represented as a contract function, and consequently, the tradeoffs induced by contracts
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are fundamental. The only way to work around the tradeoffs is to change the input/output in
the contract to decouple performance metrics from the contract (§ 6.6). We believe that other
efforts for improving steady-state performance are futile and will likely lead to reinventing a
CCA already covered in the design/tradeoft space in § 6.1.

5.2 Contracts formally
Definition. The contract of a CCA is a function of the form
average sending rate = func(aggregate statistic)

that “describes” the CCA’s steady-state behavior (e.g., at time infinity) when competing with
itself on a dumbbell topology. The aggregate statistic (e.g., delay, loss rate, etc.) is derived from
the CCA’s observations: the time series of sending and acknowledgment sequence numbers,
along with any explicit signals (e.g., ECN [49], INT [112]). As a shorthand, we use “r = func(s)”,
or “r = f(s)”.

Here, “describe” depends on the form of equilibrium or steady-state. Most CCAs exhibit
a fixed-point or a limit-cycle equilibrium. In the fixed-point case (e.g., Vegas [87]), the set of
fixed-points is same as the set of input/output pairs of func. If this set forms a relation rather
than a function, the CCA is unfair and does not have a contract (e.g., TIMELY [92]). In the
limit-cycle case (e.g., sawtooth behavior in Reno [63], DCTCP [12]), we convert the cycle into a
fixed-point by considering the aggregate behavior (e.g., average sending rate) over the cycle. For
instance, DCTCP’s contract is “avg cwnd = 1/(avg ECN marking rate)?”, derived in [12, 13].

In general, it is difficult to rigorously define contracts given CCA behaviors can be complex.
We discuss possible extensions in Chapter 8. Our current definition captures all the CCAs we
analyzed; for each CCA, we can either compute its contract or show that it is unfair and does
not have a contract.

In § 5.1, we introduced the contract for a CCA as its encoding of fair shares into observable
signals, which enforces a unique equilibrium in the fluid model equations. This “encoding”
and the “steady-state behavior” are two equivalent views of a contract: the CCA follows the
encoding in steady-state “revealing” the encoding in its steady-state behavior. We adopt the
steady-state view in defining contracts as it provides a constructive definition, allowing one to
derive the contract directly from a given CCA.

5.2.1 Computing contracts

We compute the contract of a CCA by analyzing its steady-state behavior. We run it analytically
or empirically on a variety of dumbbell configurations (with different capacities, RTprops, buffer
sizes, and flow counts) and collect the set of steady-state observations. Then, we group this
set based on an aggregate statistic, such that observations with the same statistic value have
the same rate. These equivalence classes define the CCA’s contract function. When the same
steady-state observations result in different rates, the CCA is unfair and does not have a contract.
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fixed-points to compute BBR’s contract.

Often, this reduces to program analysis of the CCA’s code (see Vegas’s example below) or
fluid model analysis (see [124] for DCQCN [123]). One rarely has to compute contracts oneself.
The literature has already computed contracts for most CCAs; we cite these in the “func(s)”
column of Table 6.2. This allows us to focus on the performance impact of contract choice,
instead of computing contracts. For completeness, we show below examples of analytical and
empirical contract derivations.

Note, even for CCAs where fluid modeling is hard, their equilibrium behavior is well under-
stood. For example, BBR [30] encodes fair shares in delay when cwnd-limited [20], and in “growth
in delivery rate” when rate-limited [54]. In some cases the aggregate statistic is multi-dimensional
and/or the contract is a compound function. For instance, Copa emulates Reno on detecting
competing loss-based flows [18]. When the loss rate is zero, Copa follows a delay-based contract
versus Reno’s contract otherwise. For simplicity, we focus on homogeneous settings where flows
use the same CCA and run in a single mode, e.g., we disable mode-switching in Copa. We expect
the different modes to follow the tradeoffs according to the contract followed in the mode.

Analytical contract derivation (Vegas, taken from [106]). To update its cwnd, Vegas com-
pares diff = expected_throughput — actual_throughput = cwnd /RTprop — cwnd /RTT t0 ®pate,
where ar,te is a configurable parameter. Vegas increases cwnd when diff is larger than ayate,
and decreases otherwise. Fixed-point steady-state occurs when Vegas has no incentive to change
its cwnd, i.e., diff = aate. This equation gives us the contract. We substitute cwnd = rate-RTT,
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] CCA \Contract ‘

BBR (avg delay — 46.91)79%
Vegas avg delay 1%
Copa p50 delay !0
LEDBAT | 102 — p50 delay
Sprout 134 — avg delay
Cubic loss rate *®

Table 5.1: Contracts computed for CCAs in Pantheon [120]. We omit constant scaling factors for brevity.

and RTT = RTprop + delay, and simplify, to get Vegas’s contract: rate = ay,te- RTprop/delay.

Analytical contract derivation (Astraea, adapted from [84]). We can compute contracts
even for black-box CCAs without running them. We show this for the RL-based CCA Astraea [84],
which implicitly learns a contract. Fig. 5.5 shows its feedback (state) to action mapping. We ob-
tain this by querying its neural network’s action for different feature vectors (states). For a given
capacity and delay combination (state), action > 1 increases cwnd, and action < 1 decreases cwnd.
Astraea is at a fixed-point when it has no incentive to change cwnd (action = 0). For each link ca-
pacity (or fair share), Astraea maintains a unique delay, given by the X-coordinates of points with
action = 0. We fit a curve (rate = a(delay + b) + d) to these points to get its contract (Fig. 5.6).

Empirical contract derivation (CCAs in Pantheon). To demonstrate that (1) contracts are
easy to compute, and (2) fair CCAs have a contract, we empirically derive contracts for all CCAs
in Pantheon [120] using an automated procedure. We use Pantheon to run each CCA for 60
seconds on a dumbbell topology with link capacities of 24, 48, and 96 Mbps, 40 ms RTprop, 4
BDP buffer, and vary the flow count from 2 to 8 (except Cubic, which uses 1 BDP buffer). These
yield samples for throughput and three aggregate statistics: p50 delay (ms), avg delay (ms), and
loss rate. We compute contracts by fitting a curve to these points (Fig. 5.7) and pick the statistic

(131}

s” and fit that minimizes mean squared error.

The configurations we picked are not special. One should pick the dumbbell configurations
that best align with the target deployment of the CCA that one is analyzing. Most CCAs pro-
duce relatively continuous steady-state behaviors and interpolating/extrapolating steady-state
behavior from a few configurations is often enough for computing contracts.

Of the 17 CCAs in Pantheon, we faced deprecation/dependency issues for QUIC Cubic and
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Verus. We run the remainder 15. 2 CCAs (SCReAM and WebRTC) get ~ 0 utilization (consistent
with the Pantheon report [3]). 7 CCAs (Indigo, Fillp / FillpSheep, PCC-Allegro / Vivace / Exper-
imental, TaoVA) are unfair (Fig. 5.8) and hence, do not have a contract. Unfair means different
flow rates despite similar statistics/signals, indicating the absence of a unique signal-to-rate
mapping (contract). Table 5.1 shows the contracts derived for remainder 6 CCAs.

Our automated procedure is for illustration purposes and is not full-proof. These contracts
are for the range of networks we experiment with. The shifts in delays (e.g., 46.91 in BBR and
102 in LEDBAT) depend on the RTprop or buffer sizes, e.g., for BBR the shift is equal to RTprop.
One would require more experiments to deduce this empirically. Similarly, the unfair CCAs
may be fair and exhibit contracts on a narrower range of scenarios. For instance, we find that
PCC-Vivace and PCC-Experimental exhibit the contracts “avg delay **” and “p50 delay *4¢”
respectively, if we only consider data from the 96 Mbps link. Finally, the contracts may be
compound functions that take different shapes on different ranges of networks and use other
statistics than the 3 we measured. For instance, [96] shows Reno’s contract under different
operating regimes: loss detections are dominated by timeouts vs duplicate ACKs.

5.2.2 Scope

We only consider strictly decreasing contracts, with closed intervals as their domain and range,
ensuring they are continuous and invertible. All contracts that we are aware of are decreasing:
the statistic typically measures congestion; an increasing contract suggests increasing the rate
with increasing congestion. This further increases congestion, creating a positive feedback loop.

Rate- vs cwnd-based contracts. A contract can be written in terms of rate or cwnd, and
using rate = cwnd /RTT to convert between the two forms. Independent of the form, the CCA
can be implemented using either rate or cwnd (§ 6.4). Without loss of generality, we consider
rate-based contracts.

RTT or RTprop bias. Many CCAs have an RTT or RTprop bias, i.e., flows with differ-
ent RTTs get different rates, e.g., Reno allocates more rate to flows with lower RTT. This
bias shows up as a factor in the contract, e.g., Reno: rate o 1/(RTTVloss_rate), Vegas:
rate = Qpate: RTprop/delay. Even though RTT-bias has been a topic of interest in the con-
gestion control literature, contracts show that unlike the tradeoff induced by the shape of
contracts, the RTT bias is not fundamental, and that it can be easily removed. So we omit such
factors in our presentation. For instance, many implementations of Vegas easily remove the bias
by setting @tyate = Xpkts/RTprop [1]. The same can be done for Reno by removing the RTT term
from its contract and implementing the contract using TFRC [48].

Contracts in NUM. The concept of contracts can also be described using NUM [71, 85, 86, 106].
A contract maps the aggregate statistic (congestion measure or price) to rate, same as the de-
mand function (target rate) for a given price [71]. The inverse of a contract represents the link
price (e.g., target delay) for a given load (e.g., link’s ingress rate) [71]. Consequently, the utility
function that the CCA optimizes is (derived in [85]): U(r) = f func™!(r) dr (5.2.1). Here, U is
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the utility derived from a rate of r. Eq. 5.2.1 only holds for statistics that add up over links (e.g.,
delay). For other statistics (e.g., max per-hop delay), the utility is different [112].

5.3 Chapter summary

We showed that to coordinate fairness, CCAs implicitly encode fair shares into observable
congestion signals. We defined contracts as functions that represent this encoding and formal-
ize these coordination mechanisms. Because CCAs must follow this encoding in steady-state,
contracts manifest in their steady-state behavior. This allows us to reverse engineer the contract
of a CCA by modeling its equilibrium behavior (e.g., limit-cycles or fixed-points).

Using this approach, we analytically and empirically derived the contracts for a variety of
CCAs showing that all fair CCAs possess such a contract. In the next chapter we will show how
these contracts—which are often an emergent artifact as opposed to explicit design choices—fully
determine the steady-state performance metrics of CCAs, and use this to derive fundamental
tradeoffs between these metrics. We will then show how these insights can be used to design
better CCAs, providing blueprints for both CCA design and analysis.
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Chapter 6

CCA design and analysis using contracts

In the previous chapter, we introduced contracts and saw that there is a wide diversity in the
contracts of existing CCAs: they use different congestion signals (e.g., delay, loss rate, ECN
marking rate), different functional shapes (e.g., linear, quadratic, square-root, etc.), and different
shifts (e.g., “rate = 1/(delay- R)” [20, 30] vs. “rate = 1/delay”). In this chapter, we explore the
performance consequences of these differences and uncover a surprising result: contracts—a
design choice that most CCAs do not even make explicitly—fully determine key steady-state
performance metrics in congestion control, including, throughput (on multi-bottleneck topolo-
gies), latency, fairness (on multi-bottleneck topologies), generality (range of link rates that the
CCA supports) and robustness (tolerance to noise).

Specifically, we find that latency and generality are better when the contract is steeper (e.g.,
Swift [73] “1/delay?”), whereas fairness and robustness are better when the contract is gradual
(e.g., Vegas [27, 87] “1/delay”). Thus, no single contract can optimize all metrics simultaneously.
Our analysis subsumes throughput under fairness definitions, where prior work has shown
that throughput and fairness are at odds with each other. Additionally, we find that for a fixed
contract, tolerating more congestion allows supporting a larger bandwidth range. In that sense
latency and generality are also at odds.

Several of these tradeoffs have appeared in prior work. For instance, Arun et al. [20] discuss
a special case where full generality precludes simultaneous robustness and bounded variation
in congestion. Similarly, Remy [116] found that designing CCAs for a larger range of networks
(generality) results in degraded latency. While in Remy, this was an “empirical” observation,
with contracts, its obvious why this tradeoff exists and we can analytically quantify it. The NUM
(Network Utility Maximization) literature [71, 85, 87, 106] studies a subset of these tradeoffs for
individual CCAs. We believe we are the first to analyze a wider range of tradeoffs and generalize
them to many CCAs.

Using the CCA contracts derived in the previous chapter, we construct a “periodic table” that
shows where each algorithm lies in the tradeoff space and identifies the corner points of this
space. We also show how implicit contract choices in many CCAs cause them to exhibit sub-
optimal tradeoffs. Finally, we present canonical dynamics (i.e., cwnd updates) that CCAs should
use to implement a chosen contract. We show that when CCAs choose a contract explicitly,
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MIMD cwnd updates allow the CCA to converge exponentially fast. In contrast, many CCAs
blindly use AIMD updates—often justified by the Chiu-Jain plots—and suffer from unnecessarily
slow convergence. For instance, while AIMD updates in Reno implicitly create a contract, AIMD
updates are not necessary to create this contract, TFRC [48] uses the same contract but can
choose different dynamics.

We start by defining the performance metrics, showing how contracts govern them and
deriving the fundamental tradeoffs between the metrics (§ 6.1). We then use these results to
substantiate our design and analysis blueprints (§ 6.2, § 6.4) and detail how implicit contract
choices can lead to poor performance (§ 6.3). We validate our findings using simulation and
emulation, finding a near-perfect match between analysis and measurements (§ 6.5). Finally,
we discuss potential ways to work around the tradeoffs (§ 6.6).

In the next chapter (Chapter 7), we apply one of these workarounds to break the coupling
between robustness and generality, enabling us to design FRCC: the first CCA that avoids
starvation (robustness) on high link capacities (generality), thereby resolving the long-standing
open-problem of starvation in end-to-end congestion control [20].

In Chapter 8, we discuss the limitations of contracts and how we may expand their uses.
For instance, much of our current focus is on steady-state performance, and we hope to extend
reasoning to short-flows and inter-CCA fairness. Further, if the network supports mechanisms
like fair queueing, or if fairness is not desired, then contracts are not needed, and the tradeoffs
do not apply.

6.1 Metrics and tradeoffs

Metrics. We list the metrics that CCAs typically optimize, and study how contracts affect them.

(1) Link utilization, flow throughput

(2) Amount of congestion (e.g., delay, loss)

(3) Stability, and convergence time/reactivity
(4) Fairness (on general topologies)

(5) Robustness to noise in congestion signals
(6) Generality (range of link rates, flow counts)

Of these metrics, fairness notions (see below) subsume Pareto-optimality; that is, the bot-
tleneck links are fully utilized. They also subsume the tradeoff between total throughput and
fairness (see below). Stability and convergence time are concerned with transient behavior as op-
posed to steady-state equilibrium. While contracts may affect them, we can often independently
optimize them by choosing how fast a CCA’s sending rate moves toward the target rate (§ 6.4).
We are left with the following four metrics: robustness, fairness, congestion, and generality.

Approach. The choice of contract determines these four performance metrics. We show this
by expressing each metric explicitly as a function of the contract func. Conversely, specifying a
desired value for one metric constrains the contract, which in turn constrains the other metrics
(i.e., a tradeoff). We derive these tradeoffs quantitatively by characterizing the feasible values
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Figure 6.1: Parking lot

topology
‘ Fairness notion ‘ a ‘ Global utility ‘ ro ‘ ri=r; ‘ Total rate, 3; r; ] Example CCA
Max throughput 0 KT 0 1 2
Proportional 1 Hf:o ri 1/3 2/3 5/3 Vegas
Min potential delay 2 Z?:o —1/r; V2-1]2-v2|3-42 Reno
Max-min co | min; r; 1/2 1/2 3/2 Poseidon

Table 6.1: Rates under different fairness notions on the parking lot topology (Fig. 6.1). Both links have
capacity C = 1. r; shows the rate of flow f;. From top to bottom, fairness (rate equality) improves but
total throughput (or rate) decreases.

of one metric under a desired constraint on another metric. We keep our metric definitions
unit-less to minimize dependence on network parameters (e.g., link capacity, RTprop).

We use running examples of Vegas [27, 87] (r = 1/s) and Swift [73] (r = 1/s?), where s is
delay. We omit constant factors that ensure that the units are consistent. E.g., the unit of 1 in
Vegas’s and Swift’s contract is bytes, and byte - seconds respectively, so that the function value
has the unit bytes/second. Table 6.2 shows where existing CCAs fall in the tradeoff space.

Generality (e.g., range of link rates supported). Practical constraints limit congestion
signals to a finite range, s € [Smin, Smax|- Small delays and losses are difficult to measure due
to noise, while large delays and losses increase application perceived latency. Since the contract
maps congestion signals to rates, this range confines the CCA’s operating range of link rates
to [func(Smax), func(Smin) |, where func(Smin) > func(Smax) because func is decreasing. CCAs
must select the constants in func to suit the networks they operate on. For instance, if delay
spans a 200X range, e.g., delay € [0.5 ms, 100 ms], Vegas can support only a 200X range of
sending rates (e.g. 1 Mbps to 200 Mbps), whereas Swift can support a 2002X range (e.g. 1 Mbps
to 40 Gbps). In general, steeper contracts enable a broader range of bandwidths for the same
domain of the congestion signal.

Robustness to noise. We study the impact of “ds” error in the statistic “s” on the CCA’s rate.
We quantify the impact by looking at the (worst-case) ratio of rates without and with the noise:

_ func(s)
Error factor = max; Fanc(s+55)

to noise and is less robust. From Eq. 6.1.1, the error factors for Vegas (r = 1/s) and Swift (r = 1/s?)
are “1 + 85/Smin”, and “(1 + 85/Smin)>” respectively. If §s error perturbs Vegas by 2X, then the
same error perturbs Swift by 4X. Steeper contracts yield higher (worse) error factors (Fig. 5.4).

(6.1.1). A higher error factor means that the CCA is more sensitive

65



CCAs func(s) = £(s) fold | Robustness Unfairness Congestion Range of
error for ds | with k hops for n flows bandwidths
noise

£(s) (sk) f1(C/N) (Smin)
Max ls+5s) MaX £t (5 £1(C) F(Smax)
Lower is | Lower is | Lower is | Higher is
better better better better
Want gradual | Want gradual | Want steeper | Want steeper
f f f f
FAST, Vegas, | 1/s [20, 85, 115] > | 1+65/Smin | k n S
Copa
2

Swift, 1/s% [12, 13, 73] S| (14+685/Smin)? | K2 vn (f;;)

DCTCP

Reno 1/+/5 [63, 85, 89] S| A1+65/Smm | VE n? s

Poseidon e % [112] max | e 1 logn g max~Smin

a-fair (§ 6.1) 1/ 4f5 (Eq. 5.2.1) 3 {1+ 65/Smin | Yk n“ o

Exponential e_s/sﬂ [20] Z 655/50 ek'SmaX/SO log n e(smax_smin)/sﬂ

n—1
n log So—1og Smin

IcC log(So/s) [68] Y | oo (si) e

Astraea Co(1—15/S) (§5.2) > o0 00 m fg:g:::‘(

AIMD  on 1/4/5 (§ 6.3) (§6.3) | V1+85/Smin | o n? =

delay

Table 6.2: Existing CCAs and the tradeoff space. We organize into 3 sections: good contracts (blue,
top), corner points (green, middle), and bad contracts (pink, bottom). For Reno, s is loss rate. For DCTCP,
s is ECN marking rate. For Poseidon s is max per-hop delay. For AIMD on delay, s is bytes between
high delay. For all other CCAs s is delay. We assume loss and ECN marking rates are small enough to
approximate fold as ). For ICC and Astraea, unfairness and robustness error are worst when s ~ S.
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Note, the amount of noise we want to tolerate may depend on the statistic. E.g., delay may
have tens of milliseconds of noise [55], while loss rate may have noise of a few percent [76].

Fairness. For general network topologies, there exist multiple notions of fairness (Table 6.1).

rl—a

These are typically parameterized using a-fair utility functions [93] given by: U,(r) = 71—,
where U represents the utility a flow derives from a rate of r, and @ > 0. The rate allocation
maximizes the sum of utilities across all flows (}; U,(r;)) (global utility). Larger values of «
indicate greater fairness at the cost of total throughput [108]. Typically, & > 1 is desired.

Not all contracts correspond to an a-fair utility. As a proxy, to compare the fairness of
contracts, we study their behavior in the parking lot topology (Fig. 6.1). This topology exposes
differences between fairness notions (Table 6.1), and is common in data centers (e.g., when
inter- and intra-rack flows compete). In Fig. 6.1, each link has a capacity of C bytes/second and
flows experience congestion signals from multiple congested links. The long flow (f;) observes
signals from two hops, while the short flows (f; and f;) observe signals from only one hop. More
generally, for k hops, we consider flows (fy, fi, - . ., fx), Where f; observes signals from all k hops,
and other flows see signals from a single hop.

We quantify unfairness as the (worst-case) throughput ratio of f; to fy. We derive unfairness
using three steady-state equations. First, at each hop, the sum of the incoming rates is equal
to the link capacity: Vi > 1, ro + r; = C (6.1.2). Second, each flow’s rate (r;) and statistic (s;)
follow the contract Vi > 0, r; = func(s;) (6.1.3), Third, f; sees an accumulation of signals from
all the hops: s) = fold(sy, sz, ..., sk) (6.1.4). Here, fold describes the statistic f; sees when other
flows see sy, Sp, . . ., Sk. For delay, so = Zle si, as delays add up over hops. For loss rate and ECN
marking rate, sp =1 — ]—[;‘:1(1 — si), as survival probability gets multiplied over the hops. Note,
when the absolute value of loss rates (or ECN marking rates) is small (e.g., 1072), then fold can
be approximated as a sum. For max per-hop delay (e.g., Poseidon [112]), so = max(sy, Sz, - . ., Sk)-

From Eq. 6.1.2, we get r; = r; = ... 1. Given, func is invertible, we get s; = s, = -+ = s¢.
Then, the worst-case throughput ratio is given by:

re  func(sy) func(sg)
max — = ———— = max - (6.1.5)
C ro func(sy) C  func(fold(sk, sk, ...,k times))

Here, si solves func(sg) + func(fold(sg, Sk, - - ., k times)) = C (from Eq. 6.1.2).

Substituting the contracts for Vegas and Swift, and fold as ), we get the throughput ratios
of k and k? respectively. Steeper contracts imply worse fairness.

Congestion growth. We study how congestion grows with (decreasing) fair share or (increas-
ing) flow count. Consider a dumbbell topology with capacity C and n flows. For each flow to
get its fair share of r; = C/n, the statistic needs to satisfy: Vi, r; = C/n = func(s;). This implies
that func™'(C/n) = s, = s;. We define worst-case growth (i.e., (s for n flows)/(s for 1 flow)) as:
% (6.1.6). For Vegas and Swift, growth(n) is n and v/n respectively.

Steeper contracts imply slower growth.

growth(n) = maxc
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Tradeoff summary. Gradual contracts give better robustness and fairness, while steeper
contracts give better congestion and generality. In § C.1, we mathematically show these tradeoffs
by considering each pair of contending metrics. E.g., if we want error factor < ¢, for s noise,

then growth(n) is Q (53 1?5((2))). These bounds are tight, i.e., we show CCAs that meet these

bounds (see below).

The tradeoffs involving fairness depend on fold. We consider fold € {}, max, min}. The
tradeoff exists for fold = ), e.g., delay, loss rate, and ECN marking rate (assuming loss and
ECN marking rates are small enough). There is no tradeoff for max and min, e.g., max per-hop
delay, as this allows independently ensuring max-min fairness. So, for CCAs like Poseidon [112],
the only tradeoff is between robustness versus congestion and generality.

There are exactly two corner points in this tradeoff space. If we fix desired robustness, e.g., we
want to tolerate s noise, then the Exponential CCA [20] gives the best generality and congestion
growth, but it has poor fairness (Table 6.2). If we fix desired fairness, e.g., proportional fairness
(a = 1), then Vegas gives the best generality and congestion growth (for fold = })). In general,

if we want a-fairness, then the contract “func(s) = %” gives the best generality and congestion

growth (for fold = }). We mathematically show that these are corner points in § C.1.

6.2 (Design blueprint) Guidance on picking contract (D1)

(D1.1) Input/output. Unless one chooses a workaround to the tradeoffs (§ 6.6), the choice of
contract input is one of delay, loss rate, or ECN marking rate. This choice depends on buffer sizes,
availability of ECN, and constraints on dynamics (§ 6.4). Similarly, outside of the workaround
of coordinating fraction of link use (§ 6.6), the output of the contract is rate.

All the workarounds in § 6.6 either require in-network support (e.g., max per-hop-delay
signal) or fundamental congestion control research. For instance, [20] shows that to ensure
robustness and full generality (arbitrarily large link rates), CCAs must deliberately vary rate and
create delay variations. This goes against our desire to have a stable application-level rate. In fact,
RL-based CCAs [84] and Remy [116] update cwnd based on moving averages of historical signals.
CCAs that are deterministic responses to such histories are incapable of creating deliberate
rate/delay variations.

(D1.2) Shape. For the above input/output choices, the tradeoffs exist. One should decide
which of the two corner points in the tradeoff space is preferred. The tradeoff point fixes the
contract shape (e.g., rate = 1/s) and the asymptotics in the tradeoffs. Next, we want to tune
the contract for deployment, i.e., picking parameters that control shift or scaling (e.g., a, b, c
in rate = a/(s — b) + ¢). The scale (e.g., a) affects the constant factors in the tradeoffs, and

shifts/clamps (e.g., b, ¢) should be avoided.

(D1.3) Shift/clamps. Shifting the contract right (positive b) changes the fairness properties
(§ 6.3). Shifting left (negative b) restricts the range of link capacities by introducing a Y-intercept.
Shifting down (negative c) introduces an X-intercept which severely degrades robustness and
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Figure 6.2: (Left) Vegas’s contract (rate = 1/delay). The same noise creates larger discrepancies
with increasing link capacities. (Middle) Astraea’s contract (rate = Sy — delay) has an X-intercept.
Discrepancies increase as delay approaches the intercept. (Right) Shifting the contract changes the
fixed-point delays and rates on the parking lot topology. Solid red line shows Y-Axis without any shift
in contract. The dotted lines show the rates of two flows at steady-state (red shows without shift and
green shows with shift). Their delays are 2x apart (i.e., d and 2d). We omit units (e.g., Mbps or ms) here
as the shape/shift/intercept matter not the scale.

fairness (§ 6.3). Shifting up (positive c) only makes sense if there is a known lower bound on the
fair share of a flow (e.g., fair share > 512 Kbps). Clamping (e.g., s = min(a, 1/rate)) has similar
consequences.

(D1.3) Scale. We discuss the scaling choice for the two corner contracts. We use Cy and S
respectively to represent scaling of rate and s, e.g., rate = Cye™*/%. One can set these parameters
to meet a desired value for one of the four metrics. The tradeoffs decide the other metrics.

The general form of the exponential contract is rate = Coe™/%. Cy is the maximum rate at
which the CCA can ever send. If the link capacity is higher, the CCA would under-utilize the link.
So controls the robustness error (throughput ratio) for ds errorin s = Craxe S5 / Croaxe~ 5T99)/50 =
e%/%_ Larger S, gives better robustness but worse congestion. These parameters also decide
the range of delays (Smin, Smax) produced by the CCA for a deployment’s range of fair shares

(Cmin s Cmax)'

The general form of the a-fair contract is rate = Cy5¢%/s%, or rate = CySy/s for a = 1. The
contract passes through (Sy, Cp): Sy is the delay maintained when the fair share is Cy. The deploy-
ment’s range of fair shares (Cyin, Cimax) implicitly decides the range of congestion (Spin, Smax), and
robustness to noise. For small capacities (Cypin — 0), Smax is 0. For large capacities (Cipax — ©0),
Smin is 0 and the error factor is oo (as 8s/Smin — 0). When Cp,y is known (e.g., a data center),
and one desires to maintain a minimum delay of Sy, (to ensure utilization despite variations [84],
or bound error factor by “1 + §s/Smin”), an example contract choice is rate = CpaxSmin/delay.

The exponential contract ensures a finite error factor at the cost of not supporting arbitrarily
large link capacities. The a-fair contract supports arbitrarily large capacities but cannot bound
the error factor. This is the same as the fundamental tradeoff in [20].
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6.3 Learnings from contracts

Avoid extreme shape and intercepts. Astraea (linear contract) and ICC (logarithmic con-
tract) exhibit poor robustness and fairness due to extreme shapes and X-intercepts. The issue
is that all the low rates (e.g., 0.1 to 1 Mbps) map to delays near the X-intercept (e.g., 40 ms)
(Fig. 6.2 middle). Consequently, small delay jitter creates large discrepancies in inferring fair
shares. Similarly, on parking lot (Fig. 6.1), if the hop delays are close to the intercept delay, the
long flow (fy) observes their sum, which exceeds the intercept delay. Attempting to reduce this
“excessive delay”, fy reduces its rate to zero and starves.

Fig. 6.4 demonstrates these issues empirically. Ambient emulation noise causes Astraea to
starve flows when the fair share is low (4 flows on a dumbbell topology with 10 Mbps capacity,
30 ms RTprop, and infinite buffer). ICC starves the long flow (fy) on a parking lot topology with
3 flows (2 hops) and the same network parameters. Importantly, contract analysis reveals these
performance issues without running the CCAs or understanding their internal working.

Note, unlike [20], the starvation here is not fundamental and is easily avoided by removing
the X-intercept (e.g., rate = 1/delay). This increases the delay at low fair shares, however, this
is unavoidable as transmission delays anyway grow as 1/C with decreasing capacity. In contrast,
the issue in [20] is fundamental and is caused by the asymptote on the Y-axis, where all the high
fair shares (e.g., > 100 Mbps) map to near-zero delays (Fig. 6.2 left). This asymptote is hard to
remove while supporting arbitrarily large rates with a monotonically decreasing contract.

Avoid shifting contracts. CCAs like Swift [73] define target delay as: target_delay =
b + 1/rate. In such formulations, it may seem convenient to shift the contract (set a positive
b) to maintain a minimum delay for high utilization. However, shifting changes the steady-state
fixed-point causing undesired unfairness (Fig. 6.2 right). For instance, in the parking lot topology
with 2 hops, the short and long flows see delays of d and 2d respectively. These delays are such
that the corresponding contract rates add up to the link capacity. Shifting the contract rightward
changes these delays in a way that increases discrepancies in the rates. We show this empirically
for BBR in § 6.5. To avoid this issue, one should tune the scaling (§ 6.1) to maintain a minimum
delay instead.

With active queue management (AQM), e.g., RED-based ECN marking [47, 49], we can
increase queue buildup (delay) independent of the contract. We can increase the RED parameters
Kiins Kmax to increase delay without changing the steady-state ECN marking probabilities (and
rate allocations).

Avoid fixed thresholds (e.g., delay targets) at end-hosts. We illustrate how AIMD on
delay (i.e., MD when delay crosses a fixed threshold and Al otherwise) causes starvation. AIMD
on delay appears in 1IRMA [103] and the CCAs (SMaRTT [24] and STrack [78]) proposed for
standardization in the Ultra Ethernet Consortium [4]. It was also proposed by [20] to work
around their impossibility result.

On a dumbbell topology, AIMD on delay works fine. It induces a Reno-like contract:
“r = 1/4/s”, where s is the high-delay probability (inverse of bytes between high-delay events)
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Figure 6.4: (Left) Astraea is brittle under ambient emulation noise. (Right) ICC starves on parking lot.

instead of loss probability. However, it creates starvation with multiple bottlenecks. All hosts
attempt to maintain delay around the same (fixed) target value, but when flows observe delays
from different combinations of hops, they cannot simultaneously maintain the same delay.
Fig. 6.3 shows this on a 2-hop parking lot. The short flows (f; and f;) oscillate delay between
the delay threshold and half the threshold (shown in gray). The long flow (f;) observes their
sum, which always exceeds the threshold. Consequently, f, never increments cwnd and starves.

We can resolve this by either (1) not using a fixed threshold, e.g., Swift scales the (target
delay) threshold with rate, which transforms the contract to use delay instead of high-delay
probability, allowing different flows to maintain different delays, or (2) moving the threshold
to links instead of end-hosts, e.g., packet drops (Reno) and ECN marks (DCTCP) occur when
delay crosses a threshold at the links.

This issue may arise for any CCA that uses fixed end-to-end thresholds to decide when to
increase or decrease their rate, e.g., BBRv3 uses BBRLossThresh = 2% [32].

Minor changes in CCA change the contract and consequently steady-state performance.
MPRDMA [88], DCTCP [12], and Reno [63] all perform AIMD on binary feedback. In fact, [5]
uses MPRDMA as an approximation of DCTCP. However, the minor differences in their design
result in different contracts: Reno: “r = 1/4/s”, DCTCP: “r = 1/s*”, MPRDMA: “r = 1/s".

Similarly, we found an algebraic mistake in the Linux implementation of TCP Vegas that
changes its contract from “r = 1/delay” to “r = 1/delay?” when RTprop is small. We have con-
firmed this with the maintainers. This bug has existed for 17 years due to a refactoring commit [2].
Such bugs may be caught immediately if CCA implementations explicitly delineate contracts.
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Figure 6.5: MIMD using RTT ratio is more stable than rate or delay ratio. Dynamics stay above the
efficiency line showing no throughput loss, contrary to PowerTCP’s claim on voltage-based CCAs [7].

6.4 (Design blueprint) Canonical CCA dynamics (D2)

We discuss how to best implement a CCA (cwnd or rate updates) to follow a contract. We can
implement updates using either rate or cwnd, regardless of whether the contract is based on rate
or cwnd. We discuss cwnd-based updates to follow a rate-based contract. Other combinations
are similar.

While the contract fixes steady-state performance, the updates determine dynamics (stability
and convergence time). Existing CCAs correspond to various ways of implementing cwnd
updates to follow a contract. Vegas uses AIAD, Swift uses AIMD, Posiedon uses MIMD (using

rate ratio), FAST uses (a different kind of) MIMD (using RTT ratio), and Copa uses AIAD with
increasing gains when cwnd updates occur in the same direction.

We argue that TCP FAST’s method is the best way to implement a contract. AIMD/AIAD are
sub-optimal in convergence time. Copa uses convex—instead of concave (e.g., ETC [61])—changes
to cwnd, which creates overshoots and instability. Ideally, we want to dampen changes to cwnd
when it is already close to convergence [61]. Poseidon’s MIMD creates instability depending
on network parameters (see below). FAST’s update is stable and converges exponentially fast
to both efficiency and fairness. We illustrate (Fig. 6.5) the issue with Poseidon’s MIMD and how
FAST’s MIMD fixes the issue in the context of delay, and later discuss other congestion signals.

MIMD using rate or delay ratio (C.f. Poseidon). We can interpret a contract (e.g., rate =
1/delay?), in two ways: (1) target rate given current delay (target_rate = 1/current_delay?),
or (2) “target delay as a function of current rate” (target_delay = 1/+/current_rate). Where,
current_rate = cwnd /RTT, and current_delay = RTT — min RTT. These yield two natural MIMD
updates to implement a contract:

target_rate target_delay
target_cwnd <~ cwnd———— or cwnd
current_rate current_delay

Where cwnd moves towards the target with optional clamps bounding the magnitude of

change: “next_cwnd « (1—a)- cwnd+a- target_cwnd” and “cwnd « clamp(next_cwnd, fmincwnd, fmaxcwnd)”.
Outside of “rate = 1/delay”, rate and delay ratios are different yielding different dynamics. For

each a, clamp choice, both updates are only stable for specific network parameters (e.g., capacity,

flow count).
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MIMD using RTT ratio (C.f. FAST). To ensure stability, we want to consider how rate and
delay affect or are affected by changes in cwnd. The following update achieves stability without
requiring any averaging (@), clamps, or assumptions on network parameters:

target_RTT min RTT + target_delay

cwnd «— cwnd ——— = cwnd —
current_RTT minRTT + current_delay

Intuitively, cwnds map to “packets in queue + packets in pipe”. We only want to move the
“packets in queue” part from the current delay to the target delay. This cwnd update isolates the
term responsible for queueing delay and only scales that term using the delay ratio. We can also
interpret the update as: cwnd < rate * target_RTT = cwnd /RTT * (minRTT + target_delay).

For other signals, e.g., ECN or loss, the best cwnd update may differ. The current and target
RTT in the update depends on the relation between RTT and aggregate statistic. For instance, for
RED-based ECN, given target_ECN_rate, the target_RTT is “minRTT + (1/C)- (Kpin + (Kmax —
Kumin) * target_ECN_rate)”. We derive this by inverting the mapping from queue size (and
hence queueing delay) to ECN marking probability. This works directly when ground truth link
capacity “C” is known (e.g., a data center), otherwise either the capacity needs to be estimated or
one needs to use delay or rate ratio with a value of « tuned for the range of network parameters
one wants to support.

TFRC [48] explores cwnd update choices for loss-based contracts. The challenge is that while
a constant cwnd creates constant delay and ECN rate, a constant cwnd may not create a constant
loss rate (at least when loss rate is less than one loss per window). Thus, we may need cwnd
variations to maintain a persistent loss rate even when target and current loss rates are the same.

Other design considerations. A complete the CCA needs other decisions including: (O1) how
to aggregate multiple statistic samples, (02) how long to measure the samples, (O3) time between
cwnd updates, and (O4) how to compute any other estimates (e.g., bandwidth or RTprop estimate).
For instance, Copa computes standing RTT by taking the “minimum” (O1) over RTT samples
in the last “half srtt” (standard smoothed RTT) (O2). It updates cwnd “every ACK” (O3) and uses
minimum RTT over last 10 seconds to estimate RTprop (O4). Alternatively, one can estimate
RTprop using BBR’s RTT probes. Implementations may also require other features like using rate
instead of cwnd when the BDP is less than 1 packet [73]. Such details are orthogonal to contracts.

6.5 Empirical validation

We empirically validate the trends in metrics and tradeoffs predicted by contracts. For visual
clarity in plots, we only show a handful of contracts/CCAs. This section complements the
empirical results in § 5.2, § 6.1, and § 6.3; where we already showed performance issues and
contracts for a large set of CCAs including Sprout, PCC, Indigo, ICC, Astraea, AIMD on delay
(1IRMA, SMaRTT, STrack, etc.).

Methodology. We use packet-level simulation and emulation. Simulations allow us to control
noise and isolate one source of tradeoff at a time where emulation always has ambient noise, e.g.,
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Figure 6.6: Contracts-based performance estimates match packet-level simulation. The markers show
empirical data and gray lines show performance estimated by contracts. Fig. C.1 in § C.2 shows log-log
scale. Note: markers may be hard to see because they overlap.

due to OS scheduling jitter. We use htsim [5] for simulation (previously used in MPTCP [100],
NDP [62], EQDS [95]), and mahimahi [94], Pantheon [120], and mininet [39] for emulation.

In simulation only, for two reasons, we give oracular knowledge of RTprop to all CCAs. First,
CCAs like Swift target data center deployments where RTprop may be known. For consistency,
we provide RTprop to all CCAs. Second, CCAs like Vegas do not explicitly drain queues resulting
in misestimating RTprop and poor performance. We remove this source of poor performance
as this is not fundamental unlike the tradeoffs imposed by contracts. For instance, Copa and
BBR explicitly drain queues to estimate RTprop accurately (at least in the absence of noise).

Note that we are validating negative results (i.e., tradeoffs). Simplifications only make the
validation stronger. If tradeoffs exist with oracular knowledge of RTprop, then performance
is only worse without it, e.g., under-estimation causes under-utilization, and over-estimation
increases congestion.

Simulation CCAs. We implement and test Swift [73] and Vegas [27]. For reference, we also
show 3 canonical (§ 6.4) contract implementations: 1/+/s, 1/s, and 1/s?, where s = delay =
RTT — RTprop. These avoid RTT-bias unlike vanilla Vegas/Swift, and use MIMD instead of
AIAD/AIMD. In the canonical CCAs, we update cwnd every 2 RTTs and aggregate delay as the
minimum over delay samples since the last cwnd update. To isolate the impact of contract shape,
we also tune the scale parameters symmetrically. All CCAs have the same Sy, = 1.2 us = 0.1
RTprop and Cpax = 100 Gbps = link capacity. Spmax is then decided by Cy,in and the contract shape.

Simulation scenarios. We set link capacity = 100 Gbps, RTprop = 12 us, packet size = 4 KB.
These are default parameters in htsim for data-center deployments. In § 6.1 we defined the metrics
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Figure 6.7: Robustness error (Left 3). Cubic starves the orange/green flows that do not witness jitter,
while Copa starves the blue flow that witnesses jitter. BBR starves the blue flow with the smallest (10 ms)
RTprop. Unfairness (Right). Grey lines show y = x and y = x?. Copa matches the unfairness predicted
by its contract. BBR and Cubic are worse due to shift and RTT-bias.

in to be unitless and the tradeoffs we showed exist for all choices of network parameters (link ca-
pacity, RTprop, etc.). Consequently, the specific parameter values are of little importance and we
could have used any other values as well. We set the buffer size to be infinite to remove any effects
of packet losses, since we use delay-based CCAs. To measure robustness error, we use a dumbbell
topology with 2 flows where one of them witnesses noise. We inject controlled error by adding a
hop that persistently delays packets by “ds” us, and vary ds. We do not include this in the RTprop
provided to the CCAs. We inject noise this way to show trends. In emulation, we show the impact
of realistic noise. To measure unfairness and congestion growth, we instantiate parking lot (with
varying hops) and dumbbell (with varying flow count) topologies respectively. For the CCAs we
test, generality is just the inverse of congestion growth (Table 6.2), so we do not show generality.

Simulation results. Empirical performance matches that estimated by contracts (Fig. 6.6).
Swift’s RTT-bias causes slightly worse fairness and robustness than the equivalent “1/s%” canon-
ical CCA which removes the bias. Vanilla Vegas has RTprop-bias (instead of RTT-bias). Since
the RTprop is the same for all flows, the steady-state performance of Vegas is the same as the

canonical “1/s” CCA.

Emulation CCAs, scenarios, and results. We run Cubic [59], BBR [30] (Linux kernel v5.15.0)
and Copa [17, 18]. The empirical contract derivations (§ 5.2) already showed generality and
congestion growth, e.g., increase in delay or loss rate with decreasing fair share (increasing
flow count). In Fig. 6.7, we show robustness and fairness. We run flows for 5 mins on dumbbell
and parking lot topologies with capacity = 100 Mbps, buffer = 1 BDP, and describe RTprop and
flow count below. Emulation does not scale to data-center link speeds (unlike htsim). Here, our
parameter choices align with Internet deployments. Again, the tradeoffs are independent of the
absolute parameter values and we get qualitatively similar results with other values.

Note that introducing noise in signal may not create an equivalent amount of error in the
statistic used by the CCA. Hence, we do not see a persistent trend in robustness error with
varying noise. To validate that robustness is an issue, we show that the CCAs incur large
throughput ratios (starvation) with small delay jitter. We inject jitter in two ways: (J1) slightly
different RTprops (3 flows with RTprop of 10, 20, and 30 ms), and (J2) ACK-aggregation (3 flows
with RTprop of 32 ms but 1 flow additionally witnesses 32 ms of ACK aggregation). We emulate
ACK-aggregation in the same way as Pantheon [120]. In Fig. 6.7 (Left 3), Cubic and Copa show
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starvation with J2 and BBR shows starvation with J1. Note, BBR’s unfairness in J1 is different
from RTT-unfairness in traditional CCAs [59, 63]. For BBR, a small difference in RTprops leads
to large unfairness that increases with the link rate [20].

Fig. 6.7 (Right) shows unfairness on parking lot with 5 ms RTprop. Copa matches the trend
estimated by the contract. With BBR, the shape (derivative) of the contract is same as Copa.
However the shift and RTT-bias in BBR’s contract causes worse unfairness. For Cubic, the
throughput ratio should be at least hops*/® (contract is rate = loss rate™®7® [81]). Reality is
worse due to RTT-bias.

6.6 Working around the tradeoffs

As discussed in § 5.1, we believe the only way to work around the tradeoffs is to pick the
input/output of the contract in a way that decouples physical quantities (e.g., rate or delay) from
the contract. We show this for the four metrics.

Note that compound contract functions that take different shapes on different link rates or
switch the shape on the fly do not alleviate the tradeoffs. In the worst-case, all the scenarios
may occur simultaneously, e.g., multiple flows per hop on a parking lot topology with noise.

* Fairness. As mentioned in § 6.1, statistics that accumulate using max or min, like max per-hop
delay, decouple multi-bottleneck fairness, trivially ensuring max-min fairness. However, such
accumulation often relies on in-network support [112].

* Congestion and robustness. The congestion growth metric describes growth in the statistic
and not congestion. Decoupling statistic and congestion allows independently bounding
congestion. For instance, [124] shows use of a PI controller to obtain different ECN marking
probabilities for the same queue buildup (i.e., different statistic for the same congestion).
Likewise, explicit communication in packet headers (using enough precision) may eliminate
noise to meet robustness [70].

* Generality. The domain of the statistic limits generality. Existing CCAs encode fair shares
using a “unary” encoding. As proposed in [20], we can improve encoding efficiency using
a “binary” encoding that communicates fair shares over time—similar to deriving multi-bit
feedback from single ECN bit [55]. Another workaround is coordinate the “fraction of link
use” (i.e., a quantity between 0 and 1) instead of “absolute fair shares” (i.e., an arbitrarily large
number). This reduces the range of output values that a contract needs to support. BBR’s
rate-limited mode does this [54], but BBR often operates in cwnd-limited mode [113], without
fully leveraging this workaround. Our new CCA, FRCC (described in Chapter 7), uses exactly
this workaround to improve generality.

6.7 Chapter summary
We showed that contracts determine key performance metrics, resulting in tradeoffs. We iden-

tify pitfalls to avoid when designing CCAs. We hope that with our work, contracts will be a
conscientious design choice rather than an afterthought. Contracts should be a direct conse-
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quence of desired steady-state performance, and rate updates should be a consequence of desired
reactivity/convergence time.

In the next chapter (Chapter 7), we will use contracts to solve the open problem of starvation
in congestion control, where all existing CCAs starve some flows when multiple flows compete
on networks with jitter.
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Chapter 7

FRCC: First starvation-free CCA

This chapter presents FRCC, the first congestion control algorithm that provably avoid starvation
on networks with jitter and multiple competing flows. As we showed in Fig. 2.2 in Chapter 2,
all existing CCAs starve flows in such scenarios. The starvation theorem from [20] shows that
these are not one-off failures. The theorem states that any CCA with small self-induced delay
or delay variation can starve in the presence of jitter (from sources like ACK aggregation or
OS scheduling delays). To our knowledge, all existing CCAs that are buffer-bloat resistant (i.e.,
bound delays) cause little to no self-induced delay variations and, therefore, starve.

Given this result, we ask whether there exists an end-to-end CCA that can provably bound
fairness, albeit at the cost of large (enough) self-induced delay and delay variations, while still
bounding the maximum delay. We design FRCC (Fair and Robust Congestion Controller), the
first such CCA with formal guarantees of fairness and efficiency under the same pessimistic,
worst-case model used by [20]. With this, we can be confident that our design is robust in any
real networks that can be emulated by the worst-case model, which includes components like
token bucket filters and ACK aggregation (Chapter 2).

Contracts from Chapter 5 enabled us to better understand the root cause of starvation and
discover key insights to overcome starvation. Since CCAs encode rate in congestion signals,
noise in signals creates discrepancies in the fair rates inferred by different flows. Unfortunately,
the contracts of all existing CCAs have an “asymptote”, where a large range of fair rates are
encoded in an narrow interval of congestion signals (§ 7.1). For instance, the contract for Copa
“rate = 1/delay” has an asymptote at zero delay. Due to this, even an epsilon amount of noise
(e.g., micro-seconds of jitter) can cause arbitrarily large errors in inferring fair rates, causing
some of the flows to starve.

To work around this, FRCC decouples the coordination of fair rates into two parts. Exist-
ing CCAs coordinate fair “rates”. Rate conveys two pieces of information: (1) capacity of the
bottleneck link and (2) number of flows competing at the bottleneck. From ideas in beliefs
(Chapter 3), we know that flows can vary their rate to independently probe for link capacity.
We only need coordination across flows to infer the flow count. Capitalizing on this insight,
FRCC only encodes flow count (or fair link fractions = 1/flow count) into congestion signals.
This removes the asymptote in the contract allowing us to bound the error caused by noise.
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We formally analyze FRCC’s performance properties proving that it indeed avoids starvation
(bounds fairness) on networks with jitter and multiple competing flows. Our proofs model the
execution of FRCC as a dynamical system, describing both its transient and steady-state perfor-
mance (§ 7.5). We cover a range of scenarios from ideal links (without jitter), links with jitter, and
even flows vastly different RTprops and multiple-bottleneck links. To exhaustively reason about
network behaviors, we use a number of analysis tools, including the Z3 SMT (satisfiability modulo
theory) solver [40], and numerical methods [36]. Our formal approach also uncovered previously
undocumented behaviors in cwnd-based CCAs that occur due to ACK-clocking (§ 7.4.3.2) and
are unrelated to jitter. These are interesting in their own right independent of FRCC.

We implement FRCC in the Linux kernel and empirically evaluate it. FRCC’s performance
closely matches our theoretical analysis for all the challenging scenarios listed above and it
consistently achieves fairness and efficiency, even when state-of-the-art CCAs exhibit starvation
(e.g., Fig. 2.1, Fig. 2.2). We have open sourced our implementation, automated proofs, and
empirical setup at https://github.com/108anup/frcc detailed in § D.1.

Note, our goal was to investigate if it is possible to design a CCA that operates at the limits
of existing theoretical tradeoffs. FRCC’s current design does not consider important practical
issues such as coexistence with other CCAs, shallow-buffers, etc. (§ 7.1). Further, we had to
make several assumptions (listed in § D.3) to make our proofs tractable. We conjecture that our
results are true even without these assumptions as supported by our empirical evaluation (§ 7.6).

7.1 Background and motivation

Starvation theorem statement [20]. On networks with jitter, no end-to-end CCA can si-
multaneously achieve three desirable properties: (P1) avoid starvation, i.e., ensure a finite bound
on the ratio of flow throughputs (s-fairness in [20]), (P2) scale to arbitrarily large link capacities
(f-efficiency in [20]), and (P3) incur only small self-induced delay or delay variation (delay
convergence in [20]).

This result applies only to end-to-end schemes, not to those relying on in-network support
(e.g., XCP [70]) or active queue management (e.g. fair queuing). We focus on end-to-end CCAs
because in-network mechanisms have been historically hard to deploy: explicit schemes re-
quire header changes (via IP or TCP options), which risk packet drops at legacy routers and
incompatibility with encryption [55].

Goals. Our motivation is to address the practical starvation observed in Fig. 2.1 and Fig. 2.2,
both of which arise in common scenarios. For example, two users in a household may have dif-
ferent RTprops when downloading from separate CDNs (e.g., YouTube and Amazon CloudFront,
both using BBR), causing one flow to starve. Likewise, when one user connects via Ethernet
and another via WiFi, the resulting differences in jitter lead to starvation under Cubic, Reno, or
Copa. In the context of the starvation theorem, rectifying these issues requires achieving both
(P1) bounded fairness and (P2) scaling to large capacities (e.g., 100 Mbps in Fig. 2.1 and Fig. 2.2).
So we must give up (P3).
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Consequently, our main goal was to determine if an end-to-end CCA can provably avoid
starvation (achieve bounded fairness) and scale to arbitrarily large link capacities in the presence
of jitter by accepting the tradeoff of creating large self-induced delays and delay variations.

Here, large is a relative term, and the absolute value of delay and delay variations can still be
low. Specifically, these only need to be (1) larger than the amount of jitter in the network, and
(2) be independent of the link capacity. CCAs, like Vegas/Copa/BBR, may maintain large delays
or delay variations, but these vanish with increasing link capacity (§ 7.6), and their unfairness
increases with link capacity, eventually leading to starvation. This also means that we can still
bound the maximum delay and delay variation we create to avoid buffer-bloat, unlike traditional
CCAs like Reno and Cubic.

This represents a challenging theoretical problem. To date, no delay-bounding end-to-end
CCA has been proven to avoid starvation, particularly when faced with arbitrary jitter patterns
as modeled by the CBR-delay network model (Fig. 7.11 and [20]). While these jitter patterns
may seem pessimistic or rare, existing CCAs break under simple scenarios (Fig. 2.1, Fig. 2.2).
We believe that designing FRCC for the pessimistic model, even though it may not capture all
real-world scenarios, will make it robust to a wide range of network behaviors.

Beyond our primary objectives of bounded fairness, high utilization (scaling to arbitrarily
large bandwidths), and bounded maximum delay (and delay variations), our secondary goal was
to design a practical CCA. We partially achieve this goal. FRCC converges exponentially fast
to both efficient and fair rate allocations (its convergence time is O (Ng log BDP) RTTs), where
NG is the number of flows.

Non-goals. As discussed in Chapter 2, in building FRCC, we do not address other properties
that may be desirable for a CCA, including, coexistence with other CCAs, operation under shallow
buffers, handling losses (including detection, recovery, and reaction), or short/application-limited
flows.

Our analysis assumes buffers are sufficiently large to avoid loss. Here, sufficiently large is
relative to the amount of jitter and not RTprop. Specifically, FRCC maintains a steady-state
queueing delay of O(NgD) (§ 7.5). Where, D is the amount of jitter we want FRCC to tolerate.
If RTprop = 100 ms, Ng = 4 flows, and D = 10 ms, FRCC needs 4 X 10 = 40 ms of buffering. In
contrast, CCAs like Reno/Cubic/BBR need O(RTprop) or 100 ms of buffering. In Chapter 4, we
showed that buffering smaller than jitter is also an extremely challenging scenario involving
an additional tradeoff between amount of packet loss and convergence time and we leave the
combination of jitter, shallow buffers, and multiple flows to future work (Chapter 8).

Why does the starvation occur? Contracts (covered in Chapter 5) explain why starvation
occurs. Specifically, we showed how since flows cannot directly talk to each other, they ef-
fectively coordinate by encoding fair rates into observable congestion signals. The issue with
this coordination is that rate gets coupled with noise in congestion signals. The contract maps
a small range of congestion signals to a large range of rates. As a result, even small noise in
congestion signals creates large errors in inferring fair rates, causing different flows to disagree
on what is the fair rate (Fig. 7.1). This disagreement increases with increasing link capacity, and
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Figure 7.1: [Left] Noise creates discrepancies in inferring fair rates. The discrepancy increases with
increasing link capacity. [Right] Link fraction gets rid of the asymptote on the Y-axis, ensuring bounded
error in inferring fair link fraction for bounded jitter.

due to the asymptote on Y-axis, creates arbitrarily large ratios of flow throughputs (starvation)
for arbitrarily large capacity.

7.2 Overview

7.2.1 Key insights to overcome starvation

Why do strawman solutions fail and key learnings. From Fig. 5.2 in contracts (Chapter 5),
to coordinate fairness, we need some form of contract (e.g., rate-vs-delay mapping). And, the
asymptote in such contracts is the main culprit causing starvation (Fig. 7.1). The problem is that
there is no rate-vs-delay curve that (1) is asymptote-free, (2) scales to arbitrarily large rates, and
(3) is monotonically decreasing. Monotonic decrease is needed as increasing rate with delay
creates a positive feedback loop.

This explains why decades of research have failed to resolve starvation: no amount of
noise filtering or parameter tuning can eliminate the asymptote. At high link capacities, even
microsecond-level jitter causes large divergence in the inferred fair rates. Adjusting parame-
ters only shifts the asymptote rather than removing it. For example, Vegas uses the contract
rate = Qyegas/delay. Increasing ayeqas allows Vegas to tolerate up to 10 ms of jitter on a 100 Mbps
link by maintaining a 10 ms queueing delay. However, this tuning dramatically increases delay
at lower capacities—e.g., 1 s of queueing at 1 Mbps—and the asymptote resurfaces at higher
capacities (e.g., 1 Gbps). Similarly, changing the contract shape (e.g., rate = 1/delay? [73]) does
not eliminate the asymptote, and contract proposals such as “rate = Cpgye %'®” [20] only
eliminate the asymptote by give up scaling to arbitrary bandwidths.

First key insight. Instead of relying on a contract that coordinates the fair rate across
flows, we split the challenge for determining fair rate into two parts. Our first insight is
that inter-flow coordination should focus on the fair link fraction, i.e., the fraction of the
bottleneck link that flows should occupy in steady-state. For example, we use the contract:
“target_link_fraction = min(1, D /delay)” (shown in Fig. 7.1). This eliminates the asymptote
in the contract since the link fraction is naturally bounded by 1. Consequently, bounded noise
in delay measurements creates bounded errors in inferring the fair link fraction. Here, D is a
tunable bound on the amount of network jitter that we want to tolerate.
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Each flow updates its cwnd to ensure that the fraction of the link it consumes is equal to the
globally observable target fraction, so that in steady-state, all flows occupy the same fraction
of the link (fairness). Flows increase their cwnd if their current fraction is less than the target
and decrease otherwise.

Second key insight. The above requires that flows estimate the fraction of the link they
currently consume. One way to achieve this is by estimating their throughput and the bottleneck
link capacity, i.e., current_fraction = throughput/capacity. To estimate capacity, flows can
“probe” the link by temporarily increasing their cwnd. However, estimating link capacity is a
surprisingly difficult problem [43, 74, 75], with accurate estimates requiring large probes (§ 7.4.3).
Our second key insight is that our capacity estimates only need to be accurate enough for flows
to determine if their current fraction is above or below the target so that they can change their
cwnd in the correct direction.

We precisely compute how large capacity probes need to be, allowing us to make our probes,
and hence, delay variation smaller than otherwise needed (§ 7.4.3). Specifically, our probes
increase the cwnd by:

throughput

E = — - yD (7.2.1)
target_fraction

where y > 1 is a constant. This probe increases queuing delay by E/C seconds, i.e., all packets
packets have to wait behind (the transmission delay of) the increased inflight. The starvation
theorem does not apply to this design due to the resulting delay variation.

This probe is large enough for us to compare the target and current fraction. The intuition
is that when the target and current fractions are close (their ratio is close to 1), the flow’s
throughput = target_fraction * C. As a result, the probe size (Eq. 7.2.1) is close to CyD, and
creates yD delay. Jitter can only impact the expected delay by +D. If the measured delay is
more than yD + D, then the probe must have created more than y9 delay, which can only
happen if the flow’s throughput is larger than the target fraction of the link. Conversely, if the
excess delay is less than yO — D, flow’s throughput is smaller. When all flows’ excess delays
are close to yD, they consume a fraction of the link that is close to the target fraction (fairness).

Summary. We use delays larger than jitter to (accurately enough) coordinate fair link fractions,
and delay variations larger than jitter to (accurately enough) estimate link capacity (and current
link fraction). These allow us to ensure that the link fractions of all flows (and correspondingly
the throughputs of the flows) are close to each other (fairness).

7.2.2 Leveraging the insights

We combine these insights to build a practical congestion control loop. For reference, Alg. 1
in § 7.2.3 provides FRCC’s pseudocode. For convenience in implementation and analysis, we
perform a change of variables:

current_flow_count = 1/current_link_fraction
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Figure 7.2: Timeseries of FRCC’s cwnd and RTT.

target_flow_count = 1/target_link_fraction

FRCC tracks estimates for four independent quantltzes ()RTT (TRTT), (2) RTprop (R) (2)
throughput (rtput), and (4) link capacity (C), where TRTT — R gives delay. These give us the
current (Nc) and target (NT) flow counts as:

— C

Ne = and Nr = Contractrc(TRTT — R) (7.2.2)

rtput
Where Contractp,, is our contract function (§ 7.4.1).

Since we cannot simultaneously measure all four quantities [30], we use a structure similar
to BBR [30] to obtain estimates over time (Fig. 7.2). We divide time into rounds, which are
further divided into slots. There are two types of slots: (1) probe and (2) cruise. Each flow
independently selects exactly one slot in the round as its probe slot. Flows make this choice
uniformly randomly and freshly for each round.

In the probe slot, FRCC temporarily increases cwnd to estimate link capacity (6 )- In the cruise
slot, FRCC retains its cwnd to measure throughput (rtput) and RTT (rRTT). In addition to the
slots, every Tg = 30 seconds, FRCC flows launch a synchronized RTprop probe to empty queues
and estimate RTprop (R), similar to BBR [30]. To ensure synchronized draining, we assume
clock synchronization (through the Network Time Protocol) to keep implementation simple,
though we could use BBR’s implicit synchronization as well (§ 7.4.6). Finally, at the end of the
probe slot, FRCC updates cwnd to move the current and target flow counts closer to each other.

Note, we use a cwnd instead of rate to keep a closed-loop system and bound queues. We
pace packets at the rate of 2 cwnd /R to avoid transmitting bursts while ensuring we do not
get rate-limited. This is a common-case optimization and does not affect performance under
worst-case jitter.

7.2.3 FRCC Pseudocode

For simplicity we do not show (1) RTprop probes (§ 7.4.6), and (2) pacing the probe’s gain and
drain over an RTT (instead the pseudocode just shows abrupt changes in cwnd) (§ 7.4.3), and
(3) pacing rate.
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Algorithm 1: FRCC pseudocode.

1 Function OnACK(Seq ack, RTT rtt)

© % N A G s W N

NN NN = m e e e e e e e
@WON =R O 0T R W N RO

24
25
26
27
28
29
30
31
32
33
34
35
36
37

updateEstimates(ack, rit)
if probing & shouldInitProbeEnd() then > See § 7.4
‘ cwnd «— prev_cwnd > Drain probe’s excess
end
if slotEnded(ack, rtt) then » See § 7.4
if probing then
probing <« False
updateCwnd() » See Alg. 2
end
if shouldProbe() then > See § 7.4
‘ startProbe()
end
startSlot() » Reset sRTT (if not probing)

end

if roundEnded() then > kN,,,, slots elapsed
> Reset ﬁﬁ?, H:_p\m:

end

end

Function updateEstimates(Seq ack, RTT rtt)

R « min(ﬁ, rtt)
TRTT <« min(TRTT, rtt)
if probing & partOfProbe(ack) then > See § 7.4
‘ Ad = min(&\i, rtt — SRTT)
else if not probing then
SRTT « min(sRTT, rtt)
rtput «— max(rtput, cwnd/rtt)
end
end
Function startProbe()
probing « True
Ad «—
prev_cwnd <— cwnd
N (xRTT = R)/0
E « max(yl@ﬁﬁc@, 1)
cwnd < cwnd + E

end
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7.3 Design requirements

Notation. We use hats to denote estimates (e.g., NE,-, N;,) and no annotation to denote true
values (e.g., N¢,, Nr), and subscript of i for flow f;. We drop the subscript when clear from
context. You can find our glossary in Table D.1 and Table D.2.

Desired bounds. Flows update their cwnd based on their local estimates, Kl}l and ﬁa. To
ensure throughput ratios are bounded, we need to ensure: (D1) the target flow counts of all
flows are within a multiplicative bound of each other, and (D2) each flow is able to infer when
its true current flow count (N¢,) (inverse link fraction) is multiplicatively far from its local target
(N\T,) On combining these, the true current flow count (inverse link fraction) N, is close to local
target (N;l), which is close to the single true global target (N7). So the true link fractions (N¢,)
(and thus throughputs) are close to each other.

Meeting D1/D2. From Eq. 7.2.2, C and rtput affects error in N¢ and the shape of our
Contractg,,. affects how errors in delay (r/RT\T—E ) propagate to I’V\T (D1). Finally, errors in both NE
and Ny affect (D2). It is challenging to directly reason about necessary error bounds on the four in-
dividual estimates to meet (D1/D2). We build C using our second key insight (§ 7.2.1) and we build
other estimates TRTT, R , and rtput to be the best achievable under our error model below. We
then show that our estimates are indeed sufficient to meet (D1/D2). We do this by encoding all the
error bounds in the Z3 SMT solver [40] and show that FRCC converges to bound fairness (§ 7.5.3).

Error model. We need to consider three sources of errors: (E1) network jitter, (E2) RTT (and
throughput) variations due to a combination of multiple hops (§ 7.4.3), difference in feedback
delay (RTprop) of flows (§ 7.4.3), and interleaving of packets across flows (§ 7.4.5), and (E3)
self-induced delay variations due to our capacity probes.

Tolerating E1/E2. (E2) errors are unrelated to network jitter and even occur on smooth,
non-time varying links. In two instances, we were able to model these and mitigate their impact
(§ 7.4.3, § 7.4.5). Outside of these two instances, we treat (E2) same as (E1). We design FRCC to
tolerate a bounded (configurable) amount of cumulative errors due to (E1) and (E2). As described
in Chapter 2, we formally model these errors as non-deterministic (or arbitrary) similar to prior
work [19, 20], as opposed to stochastic (or random). Arbitrary delays (as opposed to stochastic
delays) can express causal effects and correlations, allowing us to be provably robust to a number
of sources of jitter in real networks [19].

Tolerating E3. (E3) affect us in two ways. First, when a flow probes, it temporarily inflates
RTT and reduces throughput for other flows, potentially skewing their estimates of TRTT, R,
and rtput. Fortunately, these are one-sided errors: RTTs only increase and throughputs only
decrease. We filter them by computing rRTT and R as the min over RTT samples, and rtput as
the max over throughput samples collected in cruise slots. This bounds additive error in rRTT
(best achievable under (E1/E2)). For rtput, we measure throughput over packet-timed RTT
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intervals (i.e., the interval starts with sending a packet and ends with receiving its ACK) which
bounds multiplicative error (also the best achievable as shown in § A.2). We show in § 7.4.5
that measuring throughput over other (even potentially longer) intervals is either sub-optimal
or provides no additional benefit.

Second, if two flows probe for capacity together, their induced delays add up and they
misestimate capacity (C). Our round and slot design is specifically to address the second issue.
Probing in exactly one slot of the round reduces the likelihood of simultaneous probes from
multiple flows (§ 7.4.4) and helps retain fairness despite probe collisions.

7.4 Design

We begin by describing FRCC’s contract which governs its steady-state performance (§ 7.4.1).
Then we describe how we perform cwnd updates to reach this steady-state (§ 7.4.2). The remaining
subsections detail the design of our estimates and slots (§ 7.4.3, § 7.44,§745,§74. 6) In these,
tolerating the error bounds directly guldes our demgn of estimates: Ny (§7.4.1), C (and Nc) (§7.43
for (E1/E2), and § 7.4.4 for (E3)), rtput (§ 7.4.5), and R (§ 7.4.6). We already covered rRTT in § 7.3.

7.4.1 FRCC’s Contract
We use the contract (Fig. 7.3):

Flow count = Contractp,,(delay) = delay/6 (7.4.1)

We interpret it in two ways: (1) “target flow count as a function of current delay” (Ny =
delay/0), and (2) “target delay as a function of current flow count” (delay = 0- N¢). The
constant 6 > 0 denotes the seconds of delay we maintain per flow in steady-state, and amount
of noise we tolerate: AR of noise in delay creates AR/6 of additive error in Nr. Increasing 6
increases error tolerance at the expense of delay. In steady-state, without jitter, Nr = No = Ng,
where Ng is the ground truth number of competing flows (§ 7.5.2). Le., all link fractions (and
throughputs) are equal and there is ONg of queuing delay.

Past CCAs have employed different contract shapes, e.g., linear (Copa/Vegas/FAST, delay =
1/rate [18,27,115]), square-root (Swift, delay = 1/+/rate [73]), square (Reno [63, 89], Loss_rate =
1/rate?). As we showed in Chapter 6, the shape affects three metrics: (M1) delay growth with
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flow count, (M2) tolerance to jitter, and (M3) fairness with multiple bottlenecks (e.g., Reno
achieves minimum potential delay fairness, while Copa/Vegas/FAST achieves proportional fair-
ness [106]). Since a single choice affects all these metrics, they are at odds with each other
(Chapter 6). Note, in Chapter 6, we showed the tradeoff along four metrics. FRCC precisely
decouples the fourth metric—“generality” (range of link rates)—from the tradeoff space enabling
fairness and robustness at high link capacities.

While our contract bounds additive error in N, we only needed to bound multiplicative
errors (for D1 in § 7.3). The logarithmic contract, delay = 6 log(N¢), gives the optimal tradeoff
between delay (M1) and noise tolerance (M2) [20]. Delay grows logarithmically with flow count
and multiplicative error in N7 is bounded (Ny = e(detay=AR/0 — o*AR/O . Ny However, this
creates unfairness with multiple bottlenecks (M3) (§ 7.5.5), so we use do not use this contract.

7.4.2 Congestion window update

At the end of the probing slot, flows update their cwnd to move the current and target flow counts
closer to each other (Fig. 7.3). When current exceeds target (XTE > I/\I\T), FRCC increases cwnd.
This decreases the current flow count (increases link fraction), and increases the target (due to
the increased delay). Likewise, when current is below target (I\/IE < N\T), FRCC decreases cwnd.

The cwnd updates are proportional to the gap between N¢ and Nr. This enables: (1) expo-
nentially fast convergence to both efficiency (link utilization) and fairness in O(log BDP) rounds,
and (2) stability, as proportional updates dampen as FRCC gets closer to steady-state, similar
to [61, 115].

Algorithm 2: FRCC cwnd update.

1 Function updateCwnd()

2 N7« (*RTT —R)/6 > cund «— cund8y if Ny =0
3 6(—E/KZJ >E<—wifﬂlso(5ee§7.4.3)
4 N¢ « max(a/m, 1) » Asrtput <C
5 Ne min(max(l\/fz, N\T/(SL),J/V\TSH) > Clamps
6 target_cwnd < cwnd- NE/N} > Alternate cwnd update
7 target_cwnd « cwnd- (ﬁ + QIQE)/(E + 01/\];)
8 cwnd < (1 — )  cwnd + - target_cwnd > a =1
cwnd « ceil(cwnd) > Ensures at least 1 packet inflight

10 end

Alg. 2 shows two cwnd updates: line 7 (main) and line 6 (alternate). The main update is more
stable and we use it in all our analysis and implementation. We only use the alternate update
in our proof for the jittery link in § 7.5.3 as Z3 times out for the main update (Assumption 6.).

The main update focuses on moving only the “queuing delay” portion of the RTT towards
our target delay from ON7 to ONC. Intuitively, cwnd maps to “packets in queue + packets in
pipe”. The main update isolates and scales the term for “packets in queue”, i.e., it is same as:
target_cwnd = rate * target RTT = cwnd /TRTT * (ﬁ + HJVE). In contrast, the alternate update is
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Figure 7.4: Lines show increasing E. A small range of excess delays map to a large range of potential
link capacities. For C = 600, only the largest three probes create more than AR of excess delay.

more aggressive (less stable) and scales the entire cwnd. Specifically, the alternate update requires
ONg > R for stability, i.e., the queuing portion of the cwnd is more dominant than the pipe portion.

Clamps on cund. The clamps (line 4 and line 5) help manage the impact of noise in estimates
in three ways. First, while without jitter, FRCC converges to a fixed-point, with (worst-case)
jitter, FRCC converges to a region around the fixed-point (§ 7.5.3). The clamps (among other
parameters, and the amount of jitter) affect the size of the region. Tighter clamps imply a
smaller region but slower convergence. Second, our capacity estimate is more accurate for
some flows than others (§ 7.4.3.1). With worst-case errors, some flows may move away from
the steady-state region. The clamps curb these bad movements. The onus is on the flows with
accurate estimates to bring the system to convergence. Lastly, clamps help curb perturbations
when FRCC misestimates capacity due to probe collisions.

7.4.3 Link capacity estimate

Prior work has explored various capacity estimation techniques, including packet-pairs/packet-
trains [74, 75] and max ACK rate [30, 57]. All these methods have known issues, e.g., instead
of estimating capacity, max ACK rate and packet-trains may only measure available bandwidth
and asymptotic dispersion rate [43] when other flows consume a part of the link.

The three sources of errors (E1/E2/E3) make capacity estimation hard. We elaborate why and
describe our solutions. Specifically, for (E1) we ensure that our capacity probes are large enough
(§ 7.4.3.1), for (E2) we measure persistent change in delay created by the probes as opposed to
transient change (§ 7.4.3.2) and for (E3) we have our slot/round design (§ 7.4.4).

7.4.3.1 Probe size

Problem (Fig. 7.4). Consider the simple estimator we used in § 7.2.1. It increases cwnd by E
packets and measures the excess delay created by the probe (Ad ARTT) to estimate capacity
as:C = E / Ad When there is no noise, the estimator is correct (as Ad = Ad = E/C). When there
is noise, i.e., Ad = Ad + AR, this estimator has a similar issue as we saw in Fig. 7.1. It maps a

small range of Ad values to a large range of C values (Fig. 7.4). Small noise in Ad (= Ad £ AR)
creates large errors in C. The same issue happens for an estimator based on the increase in
throughput (or ACK rate) due to probe.
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Figure 7.5: Life-cycle of a probe slot.

Unless E > CAR, the excess delay is less than jitter, and the CCA cannot disambiguate
between queueing delay and noise. C is the quantity we are trying to estimate, so we cannot
set such a probe size a priori, to bound the error in C and consequently Ne. Though it may be
possible to binary search for such a probe size on the fly.

Solution. We only need to decipher if our current flow count is above or below target. For
this purpose £ = NTrtput yD is enough. Under this probe size, if we propagate the impact of

errors from Ad to Nc, we get (derivation in § D.2.1):
1’\-]} _ rtput 1’\-7} AR I’V\T 1

T _ P S 7.4.2
No rtput Ne yD YRNC Y ( )

Here, rtput and N are the true throughputs and current flow count (inverse fraction) of the
flow, yg is the multiplicative error in throughput, and yO controls the tradeoff between the
seconds of delay variation we create, and the accuracy of our estimate. We get the second
equality whenever AR < D. Thus, the total error in N1/N¢ is bounded and the flows update
cund in the correct direction when Ny and N are far (D2).

Note, the additive error in ]’V\T/Kfz causes some flows to have more accurate estimates than
others. This asymmetry occurs in two ways. First, the estimate is more accurate for flows whose
N7 and Nc are far apart (NT/NC is too large or too small). Second, when NT/NC € (0,1), i.e.,
additive error has greater impact than when N7/N¢ € (1, ). In essence, flows getting more than
their fair share have better estimates. While not all flows may move towards the steady-state
region in a given round, flows that are too fast or too far from the fair share are more likely to
move in the correct direction and update the global Nt to help bring the system to convergence.

Note, bounding multiplicative error in /N\T/NE relative to /N\T/Nc, to avoid asymmetries, is
same bounding error in N¢ which requires O(C) probe size as shown above.

7.4.3.2 Probe timing

With different RTprops, or multiple hops (either bottleneck or non-bottleneck), probes incur
transient variations in RTT (and throughput) even without jitter. Bottleneck hops are those
that have other competing FRCC flows (Fig. 7.15), while non-bottleneck hops do not have any
competing flows (Fig. 7.6). With different RTprops and multiple bottleneck hops there is also
persistent bias in excess delay, i.e., the ground truth Ad # E/C. We explain the cause and impact
of persistent bias in § 7.5.5. Here, we discuss the transient variations. Both the variations and
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Figure 7.7: Oscillations occur during probes when flows have different RTprops. The excess delay
without oscillations # the transmission delay of excess packets. Oscillations dampen over time. Left
shows probe of short RTprop flow and right shows long.

biases are interesting in their own right, they even occur in packet-level simulation, and to our
knowledge have not been documented before.

Multiple hops. Fig. 7.6 shows that the immediate excess delay created by the probe is more
than the transmission delay of the probe. Initially, the sending rate of the probe is higher than
the capacity of the hops. As a result, transient packets queue up at the non-bottleneck hop,
before also queuing at the bottleneck hop where the other flow is competing. The extra delay
subsides when the packets become ACK-clocked in the next RTT.

Different RTprops. Fig. 7.7 shows oscillations in RTT caused by differences in feedback delay
of flows. We provide intuition for the case when the longer RTprop flow probes (the other case is
similar). At the start of the probe, the long flow’s sending rate is high (increased delay). This re-
duces the ACK rate (and sending rate) of the short flow. The burst packets take a while to trigger
new transmissions (in response to their ACKs) as the probing flow’s RTprop is long (decreased de-
lay). Each time the burst gets paced by the bottleneck and reduces in rate and eventually dies out.

Design of probe. In lieu of these transient variations, we make two choices (illustrated in
Fig. 7.5): (1) we increase and decrease our cwnd over an RTT instead of abruptly (this reduces
the magnitude of oscillations (Fig. 7.8), and (2) we wait for two RTTs before starting to measure
excess delay. This eliminates the variations due to multiple hops, but the feedback delay based
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variations may not fully vanish.

We account any oscillations that do not vanish under (E1). This is okay because these
oscillations are bounded independent of our design parameters, i.e., (P1) they largely depend
on the differences in RTprops, and (P2) do not asymptotically grow with our probe sizes. As a
result, the relative impact of these vanishes as we increase our delay/delay variations. We found
it hard to mathematically prove (P1/P2) and empirically validated them (not shown).

We measure excess delay as the minimum RTT over the “packets part of probe” in Fig. 7.5
minus the minimum RTT in the slot before the probe.

7.4.4 Duration and number of slots

Duration of slots. Since slots allow us to coordinate probes, all slots, including probe and
cruise, need to have the same duration, i.e., 4RTTs (§ 7.4.3.2). We conservatively set the slot
size as the 4x the maximum RTT observed in the slot (for both probe and cruise slots). Note,
slot durations may differ across flows as RTTs may differ due to noise or differences in RTprops.
Empirically, FRCC works despite this (§ 7.6). Our formal proofs assume that slot durations are
equal (Assumption 2.). We experimented with a design that hard-codes a large enough slot
duration, but deprecated this as FRCC empirically worked without it.

Number of slots. When probes overlap, flows may underestimate capacity (and N¢) and

incorrectly decrease cwnd. Underestimation occurs because excess delays add up (Ad is larger
so C = E/Ad is smaller).

More slots decrease the probability of such overlaps at the cost of increasing convergence
time. We dynamically set the number of slots to be linear in flow count as kN7, with the intuition
that ]/\-I\T = Ng in steady-state. In transient state, N\T may not equal Ng. To ensure enough slots,
we set the minimum number of slots to Ky, = 6. When there are too many probes for the
number of slots, the natural increase in delay will increase N\T and the number of slots. For
practical reasons, our implementation also clamps slot count above (Ky,.x = 20). C.f. BBR [30]
uses 8 slots. We investigate the impact of the upper clamp empirically (§ D.5).

Note that with slot count linear in Ng, while the probability of some probes colliding is high
due to the birthday paradox, the probability of a particular flow colliding is low (§ D.2.2). Thus,
each flow has infinitely many rounds where its probes do not collide, and it makes progress
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towards fairness. Additionally, flows that collide yield bandwidth to other flows, but each flow
is equally likely to collide, so on average, the flow throughputs are still equal (§ 7.5.4, § 7.6).

7.4.5 Measuring throughput over packet-timed RTTs

We argue that for cwnd-based CCAs (1) rtput should be measured over intervals aligned with
packet-timed RTTs (i.e., the interval starts with sending a packet and ends with receiving its
ACK), and (2) that measuring over multiple aligned intervals (to get longer intervals) provides
no additional benefit.

As shown in Fig. 7.9, the throughput measured over non-RTT-aligned intervals can be any-
where between 0 and C (the link capacity). This occurs due to packet interleaving across flows
and exists even on ideal links without jitter. Specifically, in interval 69, only packets of flow 1
are served, resulting in throughput equal to C, while in interval @9, only packets of flow 2 are
served, yielding zero throughput for flow 1.

In contrast, in the RTT-aligned interval @, the packets ACKed, between sending a packet and
receiving its ACK, are exactly those that were in flight when the packet was sent, which equals
the flow’s cwnd. This gives a throughput estimate of cwnd/RTT, where RTT is the round-trip
time seen by the last ACK in the interval. While this RTT value may contain noise due to jitter,
such noise can persist indefinitely under our network model, causing the same throughput
measurement to repeat. Consequently, throughput measurements over multiple RT T-aligned
intervals offer no improvement in the worst-case.

Note, this does not contradict Chapter 4, which showed that longer measurement intervals
yield better estimates, as this is true for rate-based control. Specifically, with rate-based control,
packets transmitted (and ACKed) within an RTT may not equal cwnd (when the cwnd cap is not
hit, or if there is no cwnd).

Note, pacing may only partially address interleaving. Jitter before the bottleneck can still
reorder packets across flows. Further, with cwnd-based control, pacing yields no improvement
over RTT-aligned estimates anyway.

7.4.6 RTprop estimate

We can only measure RTprop when queues are drained [30]; however, FRCC maintains 6 Ng
seconds of delay in steady-state. To drain this queue, we launch RTprop probes every Tz = 30
seconds, similar to BBR [30]. During these probes, FRCC reduces cwnd to 4 packets for one “max
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RTT”, a conservative upper bound on the RTT of competing flows. This ensures that the probe
lasts long enough for all flows, with potentially different RTprops, to simultaneously observe
the drain.

We set max RTT to “Ry,4,+ max slot delay”, where max slot delay is the maximum of RTT -R
samples in the latest slot. We use Ry,qx = 100 ms. This is similar to BBR’s RTT probe duration
of (hard-coded) 200 ms [30].

Note, this only works if the RTprop probes occur together. We assume that senders’ clocks are
synchronized and launch the probe every 30th second on the clock. This keeps our implementa-
tion simple. Today, NTP (network time protocol) makes it relatively easy to get clock synchroniza-
tion with < 10 millisecond-level accuracy. Note, this accuracy depends on RTprop between NTP
servers and senders, and not on the RTprop between senders or between senders and receivers.

Note that we could instead use BBR’s mechanism of launching RTT probes when the R
expires (i.e., 10 seconds elapsed since R last changed) to implicitly synchronize the RTT probes.
In our empirical evaluation, BBR’s RTT probe always synchronize regardless of injected jitter,
though we do not have a formal proof for this.

7.5 Analysis and proofs

We describe highlights of our analyses, with details in § D.3. We use three network models
corresponding to our error models (§ 7.3): (1) jittery link (E1/E2/E3) (Fig. 7.11), (2) ideal link
(E2/E3), and (3) fluid model (E3) only.

We analyze FRCC under four different settings, each providing unique insights into the
FRCC’s dynamics and performance guarantees. Our split of these four settings is governed
by the tractability of the analyses tools under non-linearity (different RTprops and multiple
bottlenecks), stochasticity (probe collisions) and non-determinism (jitter).

§ 7.5.2 Ideal link, N flows, equal RTprop, no probe collisions.
§ 7.5.3 Jittery link, 2 flows, equal RTprop, no probe collisions.
§ 7.5.4 Ideal link, 2 flows, equal RTprop, with collisions.

§ 7.5.5 Fluid model, different RTProps & multiple bottlenecks.

Based on our analysis of these settings, we conjecture that FRCC guarantees bounded fair-
ness with high probability (over the algorithm’s randomness in choosing the probe slot) on
well-behaved network topologies (i.e., full rank routing matrix [115]), including those with jitter
and multiple hops.

7.5.1 Approach

Our analyses proceed by deriving a state transition function that describes how the system state
evolves after each round of FRCC’s cwnd updates. We use a three step process to derive this
function (Fig. 7.10):
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Figure 7.11: Jittery link (CBR-delay model from [20]). Ng flows, f; to fy,,, on a dumbbell topology,
with capacity C pkts/sec, infinite buffer, and RTprop of R; for flow f;. The jitter boxes can delay packets
by D seconds non-deterministically (or arbitrarily) to model (E1/E2) errors in § 7.4. Ideal link uses D = 0.

Notation. We represent state in terms of the current and target flow counts. We use the suffix
[r + 1] to denote state in next round, (N¢,[r + 1], Nr[r + 1]), and no suffix for current round.

@ Fluid reference execution. We want to make statements about the gap between flow
throughputs and error between our estimates and true values. However, due to (E1/E2), even
when all cwnds, link capacities, flow count are fixed (non-time varying), there are variations in
RTT and throughput. So there is no single true value of RTT, throughput, or link fraction. To
deal with this, we define a “fluid reference execution”, to define true values. Our proofs describe
how these reference values (or state) evolve over time. The real state, RTT, and throughput
hover around the reference values (§ 7.5.3).

We define the hypothetical fluid reference execution as one that runs parallel to the real one
but without (E1/E2). It shares the same network parameters as the real execution (e.g., C, Ng,
R;, etc.). Given some initial cwnd;, we define the reference (true) values for rRTT, rtput, (and
consequently, N¢,, N7), as the RTT and throughput in the fluid execution. These are solutions
to the two fluid model equations: (1) rtput; = cwnd;/rRTT; and (2) }; rtput; = C. These
yield a unique solution to rRTT; and rtput; [115], and consequently N, (= C/rtput;) and Nr
(= (rRTT; — R;)/0). Note, we use the same reasoning to define the excess delay created by a
probe of size E as Ad = E/C.

@ Bounds on estimates. We respectively define AR and yg! as additive error in a RTT mea-
surement and multiplicative error in a throughput measurement in the real execution relative to
the reference rtput; and rRTT;. These represent cumulative errors due to (E1/E2). Using these,
we derive bounds on FRCC’s estimates (rRTT;, I—‘t,p_lEl K]Ei, N;i) relative to the reference state
(similar to Eq. 7.4.2).

'While AR is a pure network parameter. yr depends on the RTT we maintain. Larger 0 decreases yr (yr is
rtput;
rtputi)'

effectively RTRTT +TA > from
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Figure 7.12: Evolution of (Nc,, Nr) over rounds on ideal link for N = 2 flows. In all the overlaps, Nr
moves towards 1. With partial overlap, N¢, increases (link fraction decreases) for the flow that witnesses
combined excess delay (d) and decreases for the other flow (e).

€© Next state(s). We plug-in the bounds into FRCC’s cwnd update rules (§ 7.4.2). This
yields the (possible) cwnd; [r + 1] in the next round and consequently the next reference state
(N¢,[r+1], Nr[r+1]), as a function of the current state, design (y, 6, etc.) and network parameters
(AR, R;, C, etc.).

Our analyses study the evolution of this function, assuming non-time varying link capacity
and flow count. When these change, we restart the evolution from a new initial state, similar
to CCmatic (Chapter 4). We show convergence for all initial states.

Assumptions. Since we model FRCC’s execution at the granularity of rounds, we make sev-
eral simplifying assumptions about the slot-level execution. For instance, we assume that rounds
and slots of flows align (they have the same durations and start/end times). We assume that
flows update cwnds synchronously (i.e., all flows first make estimates, then update their cwnd),
in reality flows may update cwnd one-after-another (sequentially) (we relax this assumption in
§ 7.5.4). We detail all these assumptions and more in § D.3.2.

Apart from describing FRCC’s dynamics and performance, the primary purpose of our anal-
ysis is to demonstrate that FRCC correctly handles jitter—a worst-case (or adversarial) element
controlled by the network. Since, aspects like the randomness we use to decide probing slots
which affects probe collisions are not in control of the adversary, we believe it is okay to rely on
numerical and empirical methods for validating these components like any other CCA evaluation.

These assumptions make our analysis tractable. Empirically, FRCC works even though these
assumptions do not hold (§ 7.6).
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Figure 7.13: Evolution of (N¢,, Nr) over rounds on jittery link.

7.5.2 Ideal link (Theorem 7.5.1)

THEOREM 7.5.1. On an ideal link (Fig. 7.11) with equal RTprops, assuming no probe collisions occur,
under assumptions in § D.3.2, FRCC ensures fairness, i.e., every flow’s steady-state sending rate is
C/Ng, and RTT is R + ONg.

Proof sketch. The proof (§ D.3) mathematically describes for an arbitrary number of flows
what we see in Fig. 7.12 (a) for the behavior of two flows. N¢, and Nr move towards Ng, and in
steady-state, Vi. Nc, = Ny = Ng. This implies (1) 100% utilization (since delay = 0Nt = ONg > 0)
and (2) fairness (equal N¢, imply equal throughputs, since N¢, = C/rtput; (definition of N¢
(§ 7.5.1)).

Our proof shows that with equal RTprops, there are no (E2) errors and the ideal link is
equivalent to the fluid model (Lemma D.3.1). Thus, our estimates are error-free (KIEI. = Nc,, N;, =
Nrt,). We substitute these into the cwnd update to get the next state, and state transition function
(Eq. D.3.6, Eq. D.3.7).

We show that under the transition function, the gap between Nt and Ng, i.e., |Nr[r] — Ng|
decreases multiplicatively (or exponentially fast) each round. Likewise, the gap between N¢, [r]
and Ng, decreases multiplicatively.

For the ideal link, our proof works for all design parameter choices as long as they are
non-zero and positive. Since there are no errors in estimates, we do not need clamps on the
cwnd (i.e., 8y = oo, §y = o0). Our probes just need to create non-zero delay (y > 0, D > 0), and
we need to create non-zero seconds of queueing per flow (6 > 0).

7.5.3 Jittery link (Theorem 7.5.2)

THEOREM 7.5.2. On a jittery link (Fig. 7.11), with Ng = 2 flows, both having equal RTprops, as-
suming no probe collisions, and under assumptions in § D.3.2, FRCC bounds unfairness (avoids
starvation). Specifically, it ensures that the ratio of steady-state flow throughputs (in the corre-
sponding fluid reference execution), i.e., rtput, is at most 6.6X.

Proof. The evolution of FRCC on jittery link is similar to ideal link. The key difference is the
state transition function gives a set of possible next states instead of a unique next state and
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(a) Partial overlap (b) No overlap (c) Full overlap

Figure 7.14: Probe overlap scenarios. Rectangles represent probe slots during which cwnd is high. The red
hatched portions show intervals where flows measure excess delay. (a) Flow 1 measures combined delay
while flow 2 does not. (b) Neither flow measures combined delay. (c) Both flows measure combined delay.

consequently FRCC converges to region instead of a fixed-point. The lemmas (Lemma D.3.6,
Lemma D.3.7, Lemma D.3.8, proved in § D.3.4), summarized in Fig. 7.13, show that for all initial
states, all trajectories (despite jitter) converge to the shaded region, and then stay in that region.
As a result in steady-state, N¢, € [6.6,6.6/5.6]. This implies that the reference throughputs
(rtput;) are at most off by 6.6x (as N¢, = C/rtput;).

Since jitter can emulate different “effective” RTprops , the real throughputs can be slightly
off this guarantee: if jitter doubles the RTT for one flow, but not the other, its throughput halves,
and the throughput ratio could go from 6.6x to 13.2Xx.

Note, we were only tractably able to write and check the proof of Theorem 7.5.2 for Ng = 2
flows since the number of state variables, and hence the solving time for Z3, grows with Ng.

Parameters. There is a one-to-one relation between the design/network parameters and the
performance bounds (e.g., 6.6X in the theorem). Given design/network parameters, we find
the performance bounds using binary search (§ D.3.4). We iterated this a few times to find a
reasonable combination of parameters and performance bounds. We set the design parameters
as:y =4, a =1,y = 1.3, 6; = 1.25. In terms of the amount of jitter, our design works as long
as: delay is larger than jitter (8 > AR/2), delay variation is larger than jitter (9 > AR), and RTT
is large enough to bound throughput variations due to RTT variations (yg < 2).

Additionally, we also need 0 % N; > R for stability, as we use the alternate cwnd update
(§ 7.4.2), i.e., less stable update, for jittery link proof. This condition is also needed for ideal link
if we use the alternate update.

7.5.4 Impact of probe collisions (overlaps)

Types of probe collisions. When the probes of two flows collide, either one, neither, or both
of them may underestimate capacity, depending on exactly how their probes overlap (Fig. 7.14).
A probe underestimates capacity when it measures the combined excess delay from multiple
probes. Since we take the minimum of RTT samples in the probe’s measurement interval (Tp),
we measure the combined delay only if the entirety of Tp overlaps with another flow’s probe slot.

Transition function(s). We update the ideal link transition function to include the impact of
probe collisions by updating Ad. Specifically, if two flows have probe sizes E; and E;, the total

excess delay is (E; + E3)/C. The flows could see either Ad; = E;/C, or the combined delay. We
substitute both these possibilities for both the flows, to get different transition functions.
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Figure 7.15: Parking lot topology. Flow f; gets observations from both hops, fi, f; only see a single hop.

State trajectories. Fig. 7.12 shows the state trajectories of the system under different align-
ment of probe slots. We get 5 different functions for the possible probe slot alignments. The
first two cases are when the probes do not collide. Two flows may measure the same state
and update their cwnds together (synchronous), or one flow may first update the cwnd, causing
the second flow’s round RTT and throughput estimates (rRTT and rtput) to change before its
cwnd update (sequential).? In both cases, the system state converges to the fair and efficient
fixed-point (N1 = N¢, = Ng = 2), shown by the green circle.

With probe collisions, both flows may measure the combined excess delay (full overlap),
or only one of them may measure the combined excess delay (partial overlap). In full overlap,
both flows update their cwnd by the same ratio, and this does not change their link fractions
(no motion along the N, axis). With partial overlap, the flow that underestimates capacity
yields bandwidth to the other flow. Fig. 7.12 (d) shows the perspective of the flow that yields
bandwidth and (e) shows the flow that receives bandwidth.

Note, for two flows, the state of one flow is enough to represent the state of the system because

N. . . . . .

Ne, = NCCl—l‘ (d) and (e) are images of each other under this transformation. This is because link
1

fractions sumto 1, }}; 1/N¢, = 1. Since the fixed point in (e) is (1, 1), the fixed point in (d) is (oo, 1).

FRCC is fair despite collisions. The phase portraits show system evolution if the same
transition function is taken in every round. In reality, the system state will evolve under a
superposition of these transition functions each taken with some probability. (a), (b) move the
system towards fairness and (c) does not change fairness (no change to link fractions). (d) and
(e) do cause one flow to yield bandwidth to another, but the system is equally likely to take any
of these transitions. This is because, both flows have equal slot and measurement durations, and
we resample probing slot in each round. Hence they are equally likely to measure combined
excess delay. This explains why FRCC is fair despite probe collisions as the effects of (d, e) cancel
out and (a, b, c) do not cause unfairness.

Note, collisions do cause Nr to decrease creating instability and unfairness at short time
scales (§ D.5).

7.5.5 Fluid model analysis (different RTprops and multiple bottlenecks)

With different RTprops or multiple bottlenecks, the excess delay (Ad) is no longer equal to the
transmission delay of the probe, i.e., Ad # E/C. This creates a bias in our capacity estimate, and

2If the first flow increases its cwnd, the updates remain synchronous because the second flow’s rtput and

rRTT do not change. The increased cwnd increases RTT and decreases throughput of the second flow, these
measurements get filtered out by the max/min filters.
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Figure 7.16: Throughput ratios at the fixed point with different RTprops (Left), and parking lot topology
(Right). The different lines correspond to different choices of probe size (y D) relative to the RTprop of the
short flow (with yD /R ranging from 277 to 28). Large probe size yields better (lower) throughput ratios.

consequently rate allocation. Instead of equal throughputs, FRCC’s throughput ratio may be
as bad as the RTT ratio (not RTprop ratio). With parking lot topology, instead of proportional
fairness [93] (i.e., a throughput ratio of hops), FRCC’s throughput ratio may be as large as hops?.

Different RTprops. When the short RTT flow probes, the excess delay is more than expected.
Conversely, when the long flow probes, the excess delay is less than expected. We give intuition
for the short flow probe. During the probe, short flow’s rate increases and long’s decreases
by the same amount. However, since the long flow has larger RTprop, the packets in its pipe
reduce by a larger amount. These go into the queue, increasing the delay beyond the probe’s
transmission delay:.

We compute the exact value of the biased excess delay using the fluid model (§ D.4). This
yields bias in C, and consequently bias in Ne¢. We include these biases in the transition function
and solve for the fixed-point (i.e., next state = current state). We use numerical methods to approx-
imate the fixed-point as we do not get closed-form expressions for the transition function in this
analysis (§ D.4). Fig. 7.16 shows the throughput ratios at the fixed-point. The ratio depends on the
size of our probes (i.e., yD) relative to the short flow’s RTprop. With large probes, the throughput
ratio approaches 1, while with small probes, it approaches the RTT ratio between flows.

Multi-bottleneck parking lot topology. Fig. 7.15 illustrates the parking lot topology where
different flows witness congestion signals from different number of hops. As a result, if f;
estimates the queuing delay to be delay, then f; witnesses a delay of hops - delay. Since CCAs
coordinate fairness through congestion signals (Chapter 5 and Chapter 6), this creates bias in all
end-to-end CCAs, shifting the rate allocation away from max-min fairness (equal rates for all
flows) [93, 112]. For instance, Copa/Vegas/FAST achieve proportional fairness [93, 115], where
flows using more bottleneck resources receive proportionally less bandwidth. While FRCC
would achieve proportional fairness with just the contract bias, the bias in FRCC’s capacity
estimate results in throughput ratios larger than proportional fairness.

Similar to the different RTprop case, we compute this bias and FRCC’s fixed-point (§ D.4).
Fig. 7.16 shows the resulting throughput ratios, with FRCC’s throughput ratio falling between
hops and hops® depending on the probe size.
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Figure 7.17: Parameter sweeps with ideal link. We omit RTT for Cubic, it bloats buffers building
very high delays and skews the plot.

7.6 Empirical evaluation

We evaluate FRCC with four goals in mind: (1) illustrate the performance properties of FRCC,
while (2) validating our proofs, (3) measure performance relative to existing CCAs, and (4)
explore when FRCC breaks.

Implementation & Methodology. We implement FRCC in the Linux kernel as a pluggable
kernel module. We set FRCC’s design parameters as guided by our jittery link proof (§ 7.5.3),
weset: y =4, =1,y = 13,6, =1.25, D =0 = 10 ms, T = 30 seconds, and Tp = 1IRTT. Our
whole goal was to scale to arbitrarily large link capacities. Our proof shows that these parameter
choices work for all link capacities and RTprops, as long as the buffers are large enough (§ 7.1,
§ 7.5.3). Note, even though we set D = 6 = 10 ms, this is for worst-case jitter, our design handles
much more than 10 ms of jitter in experiments.

We compare against Cubic [59], Reno [63], BBRv1 [30] (Linux kernel v5.15.0), BBRv3 [34],
and Copa [17, 18]. We use mahimahi [94] and mininet [39] to emulate and test a variety of net-
work scenarios. We perform various network parameter sweeps. By default, we use a dumbbell
topology with C = 48 Mbps, R = 50 ms, Ng = 3 flows, and buffer size = co (we set buffer = 3BDP
for Reno/Cubic, otherwise they set cwnd = o).

We use tcpdump at the senders to measure the throughput and RTT. We study the link

utilization, flow throughput, fairness (Jain’s fairness index (JFI) [65], and throughput ratio
. throughput;

max; j throughput;
measure these metrics in steady-state (i.e., minute 3 onward).

)), RTTs (latency), and convergence time. We run experiments for 5 mins, and
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Figure 7.19: Jitter (ACK aggregation). Three flows with R = 32 ms. Flow f;’s path has 32 ms of ACK
aggregation. [Left] Varying link capacity. [Right] Varying amount of ACK aggregation on flow fy’s path.

Parameter sweeps without jitter. We sweep flow count (1 to 8 flows), link capacity (12 to 96
Mbps), and RTprop (10 to 200 ms). This is a wide sweep that is at the limits of what mahimahi em-
ulation can support. Fig. 7.17 shows that across all sweeps—flow count, capacity, and RTprop—all
CCAs achieve fairness (JFI = 1), except Copa, which struggles at high RTprops. All flows maintain
non-zero queueing in steady-state yielding a link utilization of roughly 100% (not shown).

The RTT plots agree with the expected RT Ts of the CCAs. With increasing flow count, FRCC’s
RTT increases linearly by 8 = 10 ms per flow (RTT = R+ 6Ng). BBR’s RTT also increases linearly.
It operates in cwnd-limited mode (when N > 1) and maintains aggr packets (not seconds) per flow
(cwnd; = 26,-1/%\1- + ager, RTT = 2R+ Ngager/C [20]). Copa’s RTT also increases linearly maintaining
1/8copa packets of queueing per flow (RTT = R+ Ng/(8copaC) [18, 20]). Reno/Cubic fill up buffers
and have an RTT of 4R independent of the flow count (RTT = R + buffer/C, buffer = 3BDP)

Looking at the capacity sweep, FRCC’s RTT remains constant regardless of link capacity.
Similarly, Cubic and Reno maintain constant RTT of 4R. In contrast, BBR’s RTT decreases with
increasing capacity as the seconds of queueing (transmission delay) of its aggr packets in queue
diminishes. Copa follows the same pattern, with its RTT decreasing as capacity increases. This
vanishing queueing delay (or delay variation) with increasing link capacity is precisely what
leads to starvation under jitter. FRCC avoids this pitfall by maintaining delay and delay variation
that remain larger than network jitter regardless of link capacity.

Finally, the RTT vs RTprop plot is also consistent with the expected RTTs. The slope of RTT
vs RTprop is 4 for Reno/Cubic, 2 for BBR, and 1 for FRCC and Copa.

The absolute RTTs (and RTT ranking across CCAs) varies depending on the design param-
eters, flow count, link capacity (transmission delay), RTprop, and buffer size. Trends in RTTs
matter more than the absolute values.
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Figure 7.20: Parking lot topology. FRCC’s empirical throughput ratio is between hops and hops?.
We do not show BBRv3 as we have separate VMs for BBRv3 and mininet (for emulating parking lot).

Sweeps with jitter. We study two manifestations of jitter: (1) different RTprops and (2) ACK
aggregation. These are settings where FRCC shines. Fig. 7.18 [Left] shows flows with slightly
different RTprops (10, 20, and 30 ms), FRCC/Cubic/Reno yield close to equal throughputs (ratio
~ 1). BBR causes unfairness which increases with link capacity and ends up starving the shorter
RTprop flow (e.g., Fig. 2.1). Copa also causes increasing unfairness with increasing link capacity.

To emulate ACK aggregation, we implement an aggregator parameterized with a burst size
in milliseconds and a burst rate. The aggregator collects all ACKs in the burst size period and
sends them at the burst rate. We set the burst rate to ensure that the aggregator does not become
the bottleneck. We sweep the link capacity in Fig. 7.19 [Left] and burst size in Fig. 7.19 [Right].

Copa and Cubic/Reno cause unfairness which increases with link capacity, eventually starv-
ing flows. Copa starves the flow with aggregation while Reno/Cubic starve the other flows
(Fig. 2.2). FRCC maintains roughly equal throughputs for flows even when the jitter is 128
ms—10Xx what FRCC was tuned to tolerate. BBR exhibits slight unfairness.

Vastly different RTprops and multiple bottlenecks. Fig. 7.18 [Right] shows throughput
ratios of two flows with varying RTprop ratio. The throughput ratios for all CCAs increase with
RTprop ratio. FRCC’s throughput ratio is lower (more fair) than other CCAs even when the
RTprops are off by 64x. FRCC’s throughput ratio lies between 1 and RTT ratio and is consistent
with our analysis (§ 7.5.5). Note, RTprop ratio > RTT ratio.

Fig. 7.20 shows results with the parking lot topology with C = 100 Mbps and RTprop = 10
ms for all flows. FRCC’s throughput ratio lies between hops and hops?, consistent with our
analysis (§ 7.5.5). The throughput ratio for Copa is ~ hops (proportional fairness), while that
for BBR/Cubic is worse than hops?.

Convergence time. Fig. 7.21 shows 8 flows competing on a 96 Mbps link with 50 ms RTprop.
Each flow enters 90 seconds after the previous one and runs for 8 X 90 = 720 seconds. Practically,
FRCC’s convergence time is slow and takes tens of seconds to converge. FRCC takes O (log(BDP))
rounds to converge. When there are four flows, a slot is 4 RTTs or 360 ms (RTT =R + ONg =
50 + 4 % 10), and a round is kN = 8 slots or 3 seconds. C.f. a round for BBR is 8 * R = 0.4 seconds.
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Figure 7.21: FRCC converges to fair rates as flows enter and leave. Each line shows the throughput
of a different flow.

7.7 Chapter summary

We presented FRCC, the first CCA that provably achieves fairness despite network jitter, using
our key insight of of decoupling fair rate coordination. Our formal analysis demonstrates that
FRCC converges exponentially fast to efficient and fair rate allocations with bounded throughput
ratios even under worst-case jitter patterns. Our empirical evaluation validates these theoretical
guarantees, showing that FRCC maintains fairness in scenarios where existing CCAs starve.

Limitations and future work. While FRCC represents significant progress, three key lim-
itations may need to be addressed for a practical deployment: (L1) operation with shallow
buffers, (L2) coexistence with other CCAs, and (L3) convergence time. Of these, we believe the
convergence time is the most critical. For instance, even widely deployed CCAs like Reno, Cubic,
and BBR struggle with shallow buffers [32] and coexisting with each other [113]. We provide
ideas on addressing (L3) here and (L1/L2) in Chapter 8.

While FRCC’s asymptotic convergence time of log(NgBDP) RTTs is competitive, its practical
convergence is longer due to (1) a long, multi-RTT probing slot, and (2) O (Ng) slots in a round.
Further research on capacity estimation could reduce the probing duration. Alternatively, an
initial deployment could trade theoretical robustness in favor of convergence time. For instance,
the long probing slot helps deal with transient RTT variations with different RTprops and
multiple bottlenecks (Figures 7.6, 7.7, and 7.8). A shorter slot duration and fewer slots per round
would help improve convergence at the cost of modest unfairness in those specific cases, while
still solving the core starvation problem in Figures 2.1 and 2.2.

Takeaways. FRCC may influence the CCA landscape in at least four ways. First, FRCC could
be deployed with a pragmatic tuning (as described above) or after further research addresses
its limitations. Second, parts of FRCC (e.g., link fraction coordination, link capacity estimation,
transient/persistent RTT variations) may inform other CCA designs. Third, further research may
conclude that fairness is a much harder problem where end-to-end methods like FRCC come
at an unbearable cost, bolstering the case for deployment of in-network solutions or informed
over-provisioning of the Internet.

Finally, our design would not have been possible without formal reasoning and worst-case
modeling of the network. We began by stating assumptions about the network and desired
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performance guarantees, then worked backwards to derive a CCA that meets these requirements.
This (1) revealed high-level key insights and (2) guided our low-level design decisions. We believe
this is a promising methodology in general for developing robust network control algorithms
with predictable performance in challenging environments.
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Chapter 8

Conclusion

“We have given you the telescopes, it’s your turn to discover the planets.”

— Anup Agarwal

We envision a future where beliefs and contracts serve not only as tools for designing and
analyzing CCAs, but also as a common language for educating and communicating ideas in
congestion control. These abstractions vastly simplify the design and analysis of CCAs: they
made automated synthesis tractable, revealed a variety of previously unknown tradeoffs, and
enabled new CCAs that solve long-standing open problems in congestion control. Using these
tools, this thesis “solves” congestion control for a broad range of challenging networks with
diverse parameters and various sources of noise. More precisely, we solve congestion control for
networks that can be modeled by the CBR-delay and CCAC abstractions in Chapter 2. Future
work need not revisit these scenarios outside of the cases we list in § 8.1. Our key results include:

(1) The first class of CCAs that can provably bound loss independent of the capacity of the link
on networks with shallow buffers and jitter. Existing CCAs incur significant losses under
these networks.

(2) The first CCA that can provably avoid starvation (bound fairness) on networks with multiple
competing flows and jitter. Existing CCAs starve one or more flows on such networks.

(3) Fundamental tradeoff between “amount of packet loss” vs “time to converge to the link
capacity” on networks with jitter and shallow buffers.

(4) Fundamental tradeoff between “latency” and “generality (e.g., range of link rates)” vs “fair-
ness” and “robustness to jitter”.

These are not the only results (planets) that our tools (telescopes) can discover. We believe
that by using beliefs and contracts, our community can continue to uncover further results and
solve congestion control once and for all. Whenever designing, analyzing, or even reviewing a
new CCA, every congestion control practitioner, researcher, or student should ask: “What is the
contract for this CCA?” and “What beliefs does this CCA compute?” Answering these questions
will deepen understanding of how that CCA really works: what assumptions it makes about
the network, what tradeoffs does it make, and which network conditions might it break in.
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8.1 What remains to solve congestion control?

We believe that the following two are the main problems that remain to solve end-to-end
sender-based Internet congestion control.

Problem 1: Shallow buffers + Jitter + Multiple flows. In the first part of this thesis, we
showed how to design algorithms that provably guarantee performance on networks with jitter
and shallow buffers. In the second part, we developed FRCC, which guarantees performance
on networks with jitter and multiple competing flows. However, it remains unclear how to
design CCAs that provide such guarantees when all three conditions—jitter, shallow buffers,
and multi-flow competition—occur simultaneously.

Problem 2: Convergence time. Both FRCC and the loss-bounding CCAs synthesized through
CCmatic give up convergence time. In the case of FRCC, it remains unclear whether this slow-
down is a fundamental limitation or merely an artifact of our design. We conjecture that a deeper
fundamental tradeoff involving convergence time may exist. For the loss-bounding CCAs, we
formally proved a convergence-loss trade-off, but this result represents a worst-case bound. We
believe there is room to improve convergence time in at least the common case for both the
CCmatic CCAs and for FRCC.

Promising directions. We outline four promising directions to address these problems. First,
to handle shallow buffers, in FRCC, a contract based on packet loss [48, 89] rather than delay
could be explored. However, directly adopting Reno’s loss-rate encoding is insufficient, as its
sawtooth behavior causes under-utilization when buffers are smaller than the BDP. Second, our
current contract encodes information in the magnitude of delay. Future work could explore
encoding the fair rate in the frequency or pattern of delay variations. A prior proposal for AIMD
on delay [20] follows this direction, but we showed in Chapter 6 that this specific design can
lead to starvation on multi-bottleneck paths even without jitter. This can help improve the
convergence time by removing the need to conduct and coordinate capacity probes in FRCC.
Third, in § 7.7, we showed that FRCC can be tuned to give up robustness in the worst-case to
improve convergence time in the common case.

Finally, the loss convergence tradeoff in Chapter 4 applies whenever the link capacity in-
creases and the CCA needs to converge to the new capacity. Since the CCA does not know if
the capacity could have increased, the CCA needs to continuously re-verify its belief about the
capacity. This re-verification imposes the loss-convergence tradeoff in the common case. We can
split the the re-verification and converging to new capacity into two phases. In phase 1, we can
choose to only slowly increase rate to check if capacity could have increased, so we bound loss
in the common case. In phase 2, once we have confirmed that the capacity has indeed increased,
we can converge fast and risk large losses. The hope is that the second phase triggers rarely
so that we bound losses on average.

Congestion control in data centers. While we believe the above two are the main remaining
problems in Internet congestion control, data center environments present a distinct set of
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problems and opportunities. On the problem side, data center networks are simpler in some
respects: links are predominantly wired and therefore experience far less noise, and the range
of link capacities to support is bounded and known in advance. However, these environments
introduce new challenges. For instance, we desire better performance than Internet congestion
controllers on workloads like large-scale incast or short/bursty traffic that completes in less than
one RTT. We also desire minimal to no packet losses because loss recovery logic adds significant
overhead to hardware-offloaded transport stacks predominant in data centers.

At the same time, data center settings offer unique opportunities for advancing congestion
control. They enable mechanisms that are infeasible at Internet scale, such as (1) collecting richer
information about the network using in-band network telemetry (INT), (2) using multi-paths
exploiting path diversity, (3) conducting proactive congestion control using receiver-based and
credit-based control.

We hope to extend beliefs, contracts, and automated synthesis to systematically explore the
design space of data center congestion control. For example, even in their current form, they
can guide what telemetry signals should one collect from network switches to guide congestion
control decisions (§ 6.6). Similarly, it is hard for humans to manually reason about interactions
between multiple decision axes like balancing load between multiple paths and sending rate
on each path. Formal methods can aid humans to do this multi-axis reasoning. We describe one
such example in § 8.3.4.

8.2 Key learnings

We offer two key lessons and two hot takes for future work on network control.

Lesson 1: Design for e-noise and all network parameters. New control algorithms (1)
should be designed to tolerate at least an € amount of noise in their measurements, and (2)
should be tested at the boundary points of network parameters—very high and very low link
capacities, large and small flow counts, extreme propagation delays, and shallow/deep buffers.

We give this guidance based on what we observed in FRCC. At high bandwidths, even an
e-level timing noise—such as minor timestamping differences or operating system jitter—can
cause flows to starve. This happens because, to signal information to other flows, most existing
CCAs maintain queueing in units of packets, while their delay estimates are measured in sec-
onds. At high link capacities, these mismatched units amplify small timing errors into large rate
disparities, breaking fairness. By deliberately designing for e-noise and validating at parameter
extremes, such hidden mismatches and corner-case failures can be detected and avoided early
in the design process.

Lesson 2: Methodology for controller design. Every decade, there is some change in
network environments that leads to an influx of new work on congestion control. We hope
that by using the following methodology, our community can streamline the design process
for new CCAs. The design of a new controller should begin by explicitly stating a model of the
network—specifying the assumptions the controller makes about how the network behaves—and
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an objective that the controller seeks to optimize. The algorithm should then simply be a function
of this model and objective.

Of course, defining the algorithm as a function of the network model and objective alone
does not make design tractable. This is precisely where our abstractions of beliefs and contracts
come in. One of the central questions in controller design is: what state should the controller
maintain, and how should it compute it? Our key argument is that the maintained state should
represent uncertainty in the state of the network and that of the other flows. With beliefs, we
can compute this uncertainty mechanically—without ad hoc design choices—by inverting the
assumptions encoded in the network model and the contract. Together, the network model and
contract describes how the global network state gives rise to the controller’s observations; beliefs
simply invert this mapping to infer what global states are consistent with those observations.

Once uncertainty (partial observability and decentralization) are properly addressed, the rest
of control design becomes immensely simpler. To do this, for each belief state, we just need to
pick a rate choice that aligns with (1) the contract, (2) the objective and (3) shrinks the belief set
if there is too much uncertainty. This reasoning is effectively a 2-player (controller vs network)
complete information game that can be solved computationally or manually as we show in [97].

Note, in this methodology, there is an open question of how to pick the contract. This is only
relevant when designing controller for multi-flow settings. This choice should happen as the
first step after selecting network model and objective, since this is required to compute beliefs.
§ 6.2 gives guidance on how to pick a contract. However, our current formulation of contracts
is too strong, i.e., once we pick a contract, the remaining design decisions are trivial. We hope
to relax this in future work (§ 8.3).

Hot Take 1: There is no such thing as model-free controller design. In our community,
there has been some debate in model-based vs model-free design. We argue that there is no such
thing as model-free design. All controllers need to make some assumptions about the network,
and these form the network model.

All CCAs implicitly or explicitly make some or the other assumptions about the network.
Even algorithms like PCC [41, 42, 90], which claim to “learn” the network online, make assump-
tions about the network. For instance, PCC concretely sets “how long each micro-experiment
should last”. Ideally, the answer to this question depends on the network model, and setting a
concrete threshold is effectively an assumption about the network. Similarly, PCC assumes that
the results of micro-experiments are repeatable, i.e., if a certain rate experiment improved utility
in the experiment, then employing it will also improve utility. However, the network state may
change due to exogenous (link capacity or flow count might change) or endogenous reasons (the
rate change changes the state of queueing). Assumptions on how these factors change are also
part of the network model. Making these assumptions explicit clarifies what environments the al-
gorithm is designed for and prevents misinterpretation of its behavior. There is a question of what
are the minimal assumptions any controller must make and then learn the remainder things of-
fline. When we answer this question, then the minimal assumptions would be the network model.
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Hot Take 2: Stop blindly using reinforcement learning or computer-generated con-
trollers for multi-flow settings. Our community needs to fundamentally rethink how we
use computers to generate controllers in multi-flow settings. In particular, we need to focus on
how can we get computers to explicitly explore the design space of contracts.

In Chapter 6, we showed that reinforcement learning (RL) based approaches effectively
learn a narrow contract, e.g., one that works only under a limited set of link rates. While we
demonstrated this concretely for Astraea [84], we believe this limitation extends to all existing
computer-generated congestion control algorithms. Most automated approaches—whether
learning-based or synthesis-based—share the same structure: they specify a template for the
algorithm (e.g., features and neural network architecture), a network model or simulation envi-
ronment, and an objective to optimize. However, none of these components explicitly constrain
or incentivize the computer to select a good contract or to explore the space of possible contracts.

As a result, the algorithms they produce almost inevitably rediscover existing canonical
contract-based designs or, worse, produce controllers with narrow contracts. In either case,
we do not advance the state of the art. Therefore, if we do not rethink how we encode these
inputs—particularly how to represent and guide the discovery of contracts—then there is no value
in applying RL or any other automated synthesis technique to multi-flow congestion control.

This take aligns with findings from multi-agent RL in other domains. Specifically, without
explicit incentives, RL agents rarely learn to cooperate and need reward functions that deliber-
ately incentivize cooperation [66]. For instance, recent work builds domain agnostic metrics like
“social influence” that can drive agents towards cooperation [66]. Such ideas are a promising for
addressing the limitations of RL-based congestion control algorithms in multi-flow environments.

8.3 Future work

8.3.1 Extending contracts for (1) inter-CCA fairness/coexistence and
(2) automatic synthesis of CCAs for multi-flow settings

Contracts emerged from our efforts to extend CCmatic beyond single-flow scenarios. In the
single-flow setting, we could infer the state of the network solely from assumptions about the
network encoded in the network model. However, in the multi-flow setting, each flow must also
reason about the state of other flows. This requires making assumptions about their behavior.
The simplest assumption—that all flows follow the same congestion control algorithm—does not
directly help as, we are still in the process of designing that very algorithm. Thus, we introduced
contracts as a principled way to express the assumptions that each flow makes about the other
flows in the network.

Current limitations. In defining contracts, we faced a tradeoff between expressivity (breadth
of statements we can make) and tractability (mathematically backing the statements). We erred
on the side of tractability to mathematically derive tradeoffs in § C.1. Correspondingly, our
current formalism is a bit too strong.
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For instance, once we fix a contract, there is little room left in completing the CCA de-
sign. In § 6.4, we showed how one should implement CCA dynamics to follow a contract.
Ideally, a weaker formalism of contracts could enable automated tools to take more charge of
the CCA design process. This could allow tools like CCmatic to jointly explore designing a
contract and a CCA, possibly enabling progress on the open-problem of designing CCAs that
can simultaneously handle jitter, shallow buffers, and multiple flows § 8.1.

Similarly, in our current definition, we compute the contract of a CCA using scenarios where
the CCA is competing with itself. As a result, we are unable to reason about inter-CCA fairness.
For the same reason, we could not prove/disprove that contracts are necessary or sufficient for
fairness (i.e., two CCAs can reach fairness if and only if they have the same contract). Resolving
these issues could further guide CCA design. For instance, to meet TCP-friendliness, BBRv3 [32]
leaves “headroom” for loss-based CCAs. If contracts are necessary for fairness, then it is better
to explicitly follow Reno’s contract on detecting competing Reno flows rather than relying on
“leaving headroom” which may or may not cause BBRv3 to follow Reno’s contract.

Challenges and potential approaches. Addressing these limitations is non-trivial. For in-
stance, two CCAs may achieve fairness even when they have different contracts. Copa employs a
delay-based contract when competing with itself but switches to emulating Reno when it detects
Reno flows. Even CCAs like Vegas—which employ a delay-based contract all the time—may
compete fairly with Reno depending on the network conditions [85]. For instance, RED-based
packet drops [47] create a mapping between queuing delay and loss rates. If the loss-rate-based
and delay-based fair shares match, then Vegas and Reno may compete fairly.

Conversely, two CCAs may be unfair to each other even when they share the same contract.
For instance, TFRC [48] and Reno [63] have the same contract. However, we can construct an
adversarial variant of TFRC that is fair to TFRC flows but unfair to Reno flows. This adversarial
CCA can detect when it is competing with Reno flows by detecting their sawtooth pattern, and
then deliberately blast packets to consume more than fair share.

These examples highlight that representing contracts using simple mathematical functions
may not capture all the nuances of multi-flow coordination. A promising direction is to borrow
from the formal methods literature, where contract-like abstractions have been used to reason
about distributed algorithms. For instance, [14] models contracts as a set of traces described
using w—regular grammars, while we defined contracts as a function.

Another promising approach is to leverage domain-agnostic notions of coordination. For
instance, recent work [66] in multi-agent reinforcement learning uses “social-influence” as a
metric to incentivize cooperation between agents. Such metrics may offer a way to parametrize
and computationally explore the space of coordination mechanisms between CCAs.

8.3.2 Benefits to and from network measurement

Measurements of workloads and environments can guide the use of beliefs and contracts. Also,
beliefs and contracts can help improve our measurement tools.
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Improvements from measurements. We uncovered a variety of new tradeoffs. Measure-
ment of workloads and network environments can guide which metrics to prioritize in the
tradeoff space. For instance, assessing fairness requires understanding how often flows experi-
ence multi-hop congestion and the typical number of flows or hops involved. Recent work [28]
suggests that contention may be rare on the Internet, implying fairness may be less critical in
some contexts. For robustness, it would be useful to quantify the size and frequency of non-
congestive delays and losses. On the workload front, we want to understand which network-level
metrics correlate with application-level metrics. For instance, [101] shows that unfairness is
better for Al collectives.

Improvements to measurement. Beyond designing controllers, beliefs and contracts can also
help improve our community’s measurement tools. Beliefs can help understand (1) what is the
distribution of parameters like link capacity, buffer sizes, propagation delay, etc. on the Internet,
and (2) what mathematical network model(s) best reflect real network paths. Recall, beliefs can be
computed independent of the CCA (Chapter 3). We only need the timeseries of sending and ACK
sequence numbers to compute beliefs. Such traces can be passively collected at scale for a variety
of vantage points, deployments, and CCAs. The beliefs for these traces directly tell us the param-
eters of the network under different network models. Similarly, to learn what model(s) does the
Internet conform to, we can start by building a collection of network models (e.g., ideal link, CBR-
delay model, CCAC model from Chapter 2 and more). Then, we can check which of these models
is satisfied by the collected traces. Multiple models may be satisfied by the traces, and we can pick
the model with the fewest behaviors that still captures reality as a target network model to design
controllers for. This allows us to make the strongest (correct) assumptions about the network.

Likewise, contracts can improve reverse-engineering and classification of CCAs in the
wild [45, 53, 91, 114]. Like past work, we can setup a controlled bottleneck and measure the
steady-state behavior of congestion in the bottleneck for a variety of bottleneck link rates.
This data gives us the contract for the CCA (similar to our empirical procedure in Chapter 5).
The contract can then help understand which bucket of steady-state performance tradeoffs it
falls into. Note, knowing the contract of the CCA is almost as good as knowing the full CCA
itself, because, the contract is what determines the steady-state performance. One can perform
additional measurements to also determine the CCA dynamics to fully characterize the CCA.

8.3.3 Formal methods to reason about system performance

While this thesis demonstrated how automated reasoning tools can aid the design of congestion
control algorithms, we believe they can play an equally crucial role in the analysis of controllers.
Further, automated reasoning can also help reason about system performance in other contexts
beyond congestion control, such as resource allocation and scheduling. Below, we outline two
directions along these lines.

Beyond design: automated analysis. Automated reasoning can go beyond synthesis to
formally analyze existing controllers. In this thesis, we formulated the design problem as an exists-
forall (3Y) query: “Does there exist a congestion control algorithm (in a given search space) such
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that, for all network traces permitted by a given model, a specified performance property holds?”
Similar reasoning frameworks can be used to answer complementary analytical questions. For
example, we can ask: “Does there exist a network model or set of assumptions such that, for all
traces under this model, a given controller satisfies the desired performance property?”—thereby
uncovering the implicit assumptions under which the controller operates. Likewise, we can query:
“Does there exist a workload or environment under which algorithm A outperforms algorithm B?”.
Such queries can allow operators to decide what policies to use in different deployments.

Formal models of environments. Any systematic approach to designing control policies
or heuristics must begin with a formal model of the environment in which the policy operates.
These models, along with automated reasoning tools allow one to prove/disprove theorems
about system performance under the model. To ease application to other domains, we list
some principled ways to construct such models. First, we can build models that fit empirically
collected data. Second, we can construct analytical models of individual system components
and then derive composite models that describe how these components interact. Finally, a third
and perhaps new way to build models is by inferring them from existing control algorithms: we
can identify the implicit assumptions that different controllers make about their environments,
and take a “majority vote” across these assumptions to recover a minimal set of assumptions
that any reasonable policy must make. This is because a model of the environment is effectively
equivalent to the set of assumptions made about it.

8.3.4 Extending to other domains

While this thesis demonstrated the benefits of beliefs, contracts, and program synthesis in the
context of congestion control, we believe that these tools are far more general.

For example, in follow up work (§ 4.5 in Chapter 4), we considered designing cross-layer
controllers for low-latency interactive and live video streaming. Here, the controller must
reason not only about the sending rate but also about multiple other decision axes—such as the
video bitrate, whether to skip a frame, and how much forward error correction (FEC) to apply.
Manually reasoning about all these interacting dimensions is difficult, which is why most prior
work optimizes only one or two of them in isolation.

Here, directly using CCmatic does not scale to reason about these multiple axes of decisions.
To address this, we built a new tool Syntra [97]. The key idea is to replace full program synthesis
with decision synthesis: rather than generating the entire controller program symbolically, Syntra
computes the optimal action for each belief set (or state) by formulating control synthesis as
a two player (controller vs network) game. It then collects these belief-action pairs, and applies
imitation learning to derive a compact, interpretable policy that reflects these optimal decisions.

We showed that Syntra’s controllers outperform state-of-the-art baselines on video quality,
latency, and frame rate both because (1) we can reason about noise and diversity in networks,
and because (2) we can reason about four dimensions of decision making. We get benefits on
both common case networks and challenging networks.

Beyond congestion control and video streaming, we believe our methodology can apply to
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more different domains like scheduling and load balancing. For instance, recent work [16, 52]
used worst-case analysis to identify workloads where existing production load balancers and
schedulers break. This worst-case analysis uses the same non-deterministic environment mod-
elling philosophy that we use and thus, we believe our program synthesis approach can generalize
to this setting and design policies that address these workloads.
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Appendix A

Belief framework proofs and details

A.1 Beliefs are sufficient

LEMMA A.1.1. The set of feasible actions that the network is allowed to take in the future can be
determined by the belief set.

Proof. Recall, the only rule in our game is that the sequence of network’s actions should be
allowed by some path in the network model. As a result, a network action is feasible if and only
if the sequence of past actions combined with the network action is allowed by some path in
the network model. We will show that the network can compute the set of all feasible actions
using the belief set.

We argue that the set of feasible actions is the set of actions that are allowed by some
(path, state) tuple in the belief set. First, if an action A is allowed on path #, and state S from the
belief set. Then all the past network actions are allowed by path # (as % is in the belief set, and a
path is in the belief set if all past actions can be explained by it). So the sequence of actions, includ-
ing past and A, is consistent with the path #, hence A is a feasible action. Second, if an action
A is not allowed on any (path, state) tuple in the belief set, then it cannot be a feasible action as
the sequence of past actions and A cannot be explained by any single path in the network model.

O

LEMMA A.1.2. Belief set for a future time can be computed by the belief set at the current time and
the CCA’s observations between the current and future times.

Proof. We compute the future belief set as follows. Enumerate all tuples in the current belief set.
Filter out the tuples that cannot produce the trace of CCA’s observations between the current
and future times. Filtering can be done by replaying the CCA’s sending rate choices on the tuple,
and checking if the tuple has feasible network actions that produce the exact observations of
the CCA. The set of remaining tuples is same as the future belief set (as if it were computed
using the entire history of CCA’s observations). This is because a tuple is in the remainder set
iff it can produce both (1) all CCA’s observations till now (as it is in current belief set) and from
now to the future time (as it was not filtered out). O
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(a) Game tree 7. (b) Condensed graph G.

Figure A.1: Constructing condensed graph from game tree.

THEOREM. If there exists a deterministic CCA that ensures a given performance property, on a given
network model, then, there exists a belief-based CCA that ensures the performance property on the
network model. Where, the beliefs are derived from the given network model, and the performance
property is defined as a boolean valued function of the belief set and the action taken by the CCA
on that belief set.

Proof. We construct a belief-based CCA (Ag) by inspecting the executions of the given deter-
ministic CCA (Ap), and show that Ag ensures the given performance property (¥y).

Preliminaries. An execution (or trace) is a sequence of CCA actions (Ca;) and network actions
(Naj), e.g., (Cas, Nag, Cay, Nay, . . . ). We say that an execution is valid if it conforms to the rules of
the game, i.e., the sequence of network actions correspond to some path in the network model.

We annotate each step of the execution by the beliefs computed over the entire history until
that step, e.g., the belief set is Be; after Caj, and Bn; after Na;. At the start of all traces, the belief
set is Bng. The annotation looks like: (|gn,Ca1|pc,Na1|sn,Cazlac,Naz|en, - - - )-

The performance property is defined as a function Pr that maps (Belief, CCA action) (e.g.,
(Bn,Ca)) to True or False. While in §4.1.2 and §4.2.3, we do not directly state the performance
properties this way, we show that they can be defined this way at the end of the proof.

Construction. The high level summary of the construction is that Ag can arbitrarily pick
one CCA action (sending rate choice) whenever Ay takes different actions on the same belief
set. As a result, Ag is a pure function of belief set (it does not take different actions on the same
belief). First, we will show that Ag function is well-defined i.e., it assigns a rate choice to each
belief Bn that it can witness in an execution. We will show this is because Ag only ever reaches
a belief set Bn if Ay reached it. We will use Lemma A.1.2 and Lemma A.1.1 to show this. Second,
we will show that Ag satisfies the performance property because it only takes an action Ca on
Bn if Ayp took it and so Pr((Bn,Ca)) evaluates to true for Ag as it evaluated true for Ayp.

We consider the set of all executions of Ay on the given network model. We visualize them
in the form of a (directed) game tree 7~ (Fig. A.1a). The nodes in 7 are placeholders. A unique
node includes the entire history of the CCA and network actions until the node. If it is the turn
of the CCA to play, the node has an outgoing edge labelled with the CCA action Ca. If it is
the network’s turn to play, the node has outgoing edges corresponding to all feasible network

118



actions, each labelled with a network action Na. We label each node in the tree with the belief
set computed over the history of actions until the node. We get two kinds of labels, (1) beliefs
after CCA action (Bc), and (2) beliefs after network action (Bn).

From the tree, we construct a condensed graph G (Fig. A.1b) as follows. Within each label
type, we merge the nodes that have the same belief value (i.e., if two nodes have labels Bn!, Bn'/,
with Bn! = Bn!!, we coalesce the nodes). Likewise for B! = Bc!!. Note, we do not merge nodes
with different label types even if they have the same belief value. Then for each node with a
Bn label type (i.e., CCA’s turn to play), we just keep one outgoing edge (arbitrarily) resembling
the CCA action that Ag takes on that belief value.

Note, in our construction of G, we never remove edges corresponding to network actions,
and all edges (both CCA and network actions) have the same destination node label in 7 and G.

Ag is the desired belief-based CCA. With the above construction, we will argue that (1)
Ag is well-defined, i.e., it assigns an action (outgoing edge) to each belief set that it can reach
(ever witness in any execution), and (2) all actions of Ag satisfy the performance property.

Ag is well-defined. Ag assigns a rate choice (CCA action) to each belief set that it can wit-
ness under the network model. We prove by contradiction. Say there is a valid execution e
produced by Ag that reaches a belief set Bn; for which Ag never assigns an action, and Bn;
is the first such belief in the execution. Ag does not define an action for Bn; in two cases, (1)
Bn; is not in G, and (2) Bn; is in G but does not have an outgoing edge.

Case 1. We know Bn; # Bng because Bng is in G (it is the root node of 77, and we do not
remove any nodes when constructing G). As a result, e looks like (- - - |gn, ,Cai|pc;Nai|gn, ), Where,
Bn;_; isin G.

Since Ag produced e, Ag took action Ca; on the belief Bn;_, i.e., Ca; is the outgoing edge
for node Bnj_; in G. Ag only takes this action, if Ay took this action on a node with label Bn;;.
We argue that in 77, this action leads to a node with label Be;. This comes from Lemma A.1.2,
Agp could have arrived from any history at the belief Bn;_;, but taking the action Ca; on Bnj_;
updates the belief to Bc; no matter the history. Thus, from our construction, Bc; also exists in
G and is the destination node on the edge Ca; (as we do not remove nodes in the construction
and the destination node labels are same in G and 7 for each edge).

Now, we argue that in 77, Na; is an outgoing edge for the node with label Bc;. This is because
according to e, Na; is a feasible network action on the belief Bc;, as a result Na; is a feasible action
on the node with label Bc; independent of history in 7 that led to this node (from Lemma A.1.1).
Since the game tree describes all executions of Ay, each node with label type Bc has an edge
for each feasible network action, so 7 has an edge with action Na; on the node with label Bc;.
Again from Lemma A.1.2, Na; takes belief from Bc; to Bn; in 7.

Since Bcj, Na; and Bn; exist in 77, they also exist in G. And in G, Na; points from Bc; to Bnj,
and Ca; points from Bn;_; to Bc;. This is because we never remove any edges corresponding to
network actions, nor do we remove any nodes, and the destination nodes have same labels in
9 and G. Since Bn; exists in G, we arrive at a contradiction.

119



Case 2. Bn; exists in G only if it exists in 7. All nodes with label type Bn have a CCA action
in 7°. So Bn; has an action in 7. In constructing G, we never remove all edges for a node with
label type Bn, so we will keep at least one outgoing edge (action) for Bn;. This is a contradiction.

Ag satisfies Pr. Recall, Py is defined as a function of (Bn, Ca). From our construction, Ag

takes an action Ca on Bn only if G has edge Ca on Bn. This happens only if 7 has such and
edge which happens only if Ay takes Ca on Bn. Since, Ay satisfies the performance property,
Pr((Bn,Ca)) = True. Hence, all of Ag’s actions satisfy the performance property.

Performance properties in §4.1.2 and §4.2.3 can be expressed as a boolean valued func-
tion of belief set and CCA’s action on that belief set. At a high level, our performance
properties dictate that the CCA (1) ensures some bounds on metrics like loss, delays, and uti-
lization, and (2) makes progress. We show how both these can be expressed as a function of
belief and CCA action.

We can compute delays, losses, and utilization for each tuple in the belief. The tuple tells
us the starting queue, link rate, and buffer; and the CCA action tells us the sending rate. We
can use this to calculate if the sending rate choice inflates delays or causes losses (e.g., using
% = (A(t) - C)*, where (x)* = max(0, x)). Likewise, we can compute if the link is utilized
during the action using starting queue, link rate and the sending rate choice. If the CCA violates
the delay, loss, utilization bounds on any tuple then the property evaluates to False on the
(belief, CCA action) pair, otherwise the property evaluates to True.

For progress, there are two types, (1) shrinking beliefs, and (2) stabilizing queue. For the first,
we can check if an action can lead to shrinking beliefs by emulating all valid network actions.
The CCA makes progress only if the beliefs shrink no matter the network action. For the second,
the queue state is present in the belief tuple, and we can compute how the rate choice and link
rate in the tuple will change the queue; and determine whether the queue will stabilize.

Note, our proof does not hold for arbitrary safety properties defined as boolean valued
function over the entire execution. For instance, an arbitrary safety property might require that
every time a CCA sends at rate 10 Mbps, in the next RTT it must send at 20 Mbps. Since we change
the specific decisions that Ag makes compared to Ap, such a safety property can be violated.

Also, note that we cannot express our performance properties solely as a function of the
belief set. For example, the belief set does not tell us if the CCA will cause loss on an action,
and we need to know the CCA’s action on a belief set to evaluate loss. This is different from
chess where the winning condition is just a function of the board state. Thus, Theorem 3.2.1
is non-obvious [26, 51].
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A.2 Computing beliefs

A.2.1 Propagation delay and jitter

We assume that the CCA knows R and D. Due to discretization of time in the SMT encoding,
all quantities with units of time are integer multiples of the discretization interval. The time
for synthesis and verification scales with the number of intervals considered (§4.2.1). To cover
as many RTTs in as few intervals as possible, we set R = D = 1 interval. As a result the constant
value 1 reveals R and D in the templates.

This is a non-issue as jitter inherently creates uncertainty in RTTs. CBR-delay with parameters
(R, D) can emulate parameters (R, D’) aslong as " > Rand R'+ D’ < R+ D. Now, say the actual
network parameters are (R% D?). From the first RTT measurement we set R = RTT € [R% R*+D%]
(as there are no other flows, so no queuing). At this point, we run the CCA designed for (R, D = R)
and get the performance guarantees for (R, D) as long as D* < R+ D — R®. If some future RTT' is
< R, we update R = RTT’ and repeat our argument, this time with better performance guarantees
as Ris closer to R%. E.g., if we guarantee g < R for (R, D), then on the actual network we guarantee
q < R < R*+ D% and our guarantee improves as R*— R decreases. Same reasoning holds for CCAC.

In summary, we run the CCA designed for (R = minRTT, D = minRTT) and get the guarantee
we promised for the network (minRTT, minRTT), when we are actually running on the network
(R* D%). We get these guarantees as long as D* < 2minRTT, which is true if the real network
can be captured by the CBR-delay model with parameters D¢ < R“.

A.2.2 Bandwidth

We show the analytical derivation of the link rate belief bounds (C; and Cy) for the CCAC
model. Before that we briefly give relevant background on CCAC (for detailed background
please see [19]).

Background on CCAC. CCAC models the network as a generalized token bucket filter. It
puts constraints (Listing A.1) on how the network serves packets (i.e., S(t), service curve, or
cumulative bytes serviced by time t), based on how packets arrive into the network (i.e., A(t),
cumulative bytes arrived by time ¢).

Tokens arrive at rate C bytes/secs, i.e., C- t tokens arrive by time t. On a token arrival, the
network decides whether to admit it or waste it (Eq. A.2.4). The network uses admitted tokens
to send packets, so the packets sent are upper bounded by the number of admitted tokens
(Eq. A.2.1). Also, the network cannot send more bytes than arrived but not lost (Eq. A.2.2).

To emulate non-congestive jitter, the network can choose to delay sending packets even
when tokens are available. To ensure jitter is bounded, all tokens must be used within D seconds,
and the network should only admit a token if it knows it will be used within D seconds.! This
puts a lower bound on service (Eq. A.2.3).

Due to non-determinism, the network can look into the future to make these decisions.
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Listing A.1: CCAC constraints on S

S(t) < Ta(t) = Sy(t) (A.2.1)
S(t) < A(t) — L(t) (A.2.2)
S(t) > Ta(t — D) =S.(t) where, (A.2.3)
Ta(t) =C -t — W(t) (A.2.4)
q(t) >0 = W'(t) =0 (A.2.5)
q(t) = A(t) — L(t) — Ta(t) (A.2.6)

Ta(t) — cumulative tokens (in units of bytes) admitted
q(t) — inst. bytes in the bottleneck queue

W (t) — cumulative tokens (in units of bytes) wasted
L(t) — cumulative bytes lost

Additionally, to prevent the network from wasting all the tokens, tokens cannot be wasted
when there are packets waiting for tokens, i.e., there are packets that have arrived (but not lost)
and do not have corresponding admitted tokens (Eq. A.2.5 and Eq. A.2.6). These packets are put
into a queue, and they build congestive delays. Other packets that have corresponding tokens
but have not been delivered as considered as facing non-congestive delays.

Analytical derivation. CCAC visualizes its constraints using graphs like Fig. A.2. From such
graphs, we can determine the minimum and maximum average ACK rate (r“X) that a CCA can
get for different A and C choices. Specifically, consider the case when A > C. In this case, tokens
cannot be wasted (W’ = 0). As a result S; and Sy have slope C, and the network has to ensure
that at all times S is between the S; and Sy lines. We look at different feasible choices of S, and
find the maximum and minimum slope of S (ACK rate) over time intervals of different lengths.
Note, we are interested in the “average” ACK rate over the intervals, so we look at the slope
of the line joining the start and end points of the interval.

Fig. A.2 shows different feasible S curves along with minimum and maximum slopes in
different intervals. For example, over an interval of length D, rACK e o,C]. Similarly,
rACK e [C/2,3C/2] for 2D long intervals, rA°K e [2C/3,4C/3] for 3D long intervals. For
kD long intervals, rACK ¢ [I%C, I%IC ]. Following a similar exercise, we find that for intervals
with length T, rACK ¢ [C(T—T_D), C(T—;D)
burst or delay of CD bytes.

]. Le., S follows an ideal link with rate C with an additional

We repeat this for the case when A < C. Here, we consider two extreme cases: (C1) Sz, Sy have
slope A, and (C2) Sy, Sy have slope C. The first case corresponds to the network wasting tokens
because packets arrive slower than tokens, and the second corresponds to a large queue build
up at time ¢t = 0 preventing the network from wasting tokens. When we inspect the graphs (not

ACK c [/I(T;D), A(T+D)

shown, similar to Fig. A.2), we find that over intervals of length T, r -] in case
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Figure A.2: Computing ACK rate range based on C. ACK rate is the slope of the lines. Over different

time intervals (T), the lines show feasible service curves with the maximum (r{}CK ) and minimum (r’L“CK )

slopes. Service curves need to be non-decreasing and lie in the region.

Feasible A< C
behaviors

[ YN S

Figure A.3: Inverting bounds on observations to get bounds on network parameters. For observed ACK
rate, draw horizontal line (red dashed line) corresponding to the observed ACK rate r4“K, the points
intersecting with the feasible region give the range of link rates [Cr, Cyy] that could have produced r4°K.
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C1,and rACK ¢ [CTD) COHD))

St and Sy take slopes in the range [A, C], we get more feasible values of rA“X. Taking the union of
ACK ¢ [A(T—D) C(T+D)]
T >~ 1 I

in case C2. When we look at other cases between C1 and C2, i.e.,

all the rA¢K ranges, we find that in any T'long interval, whenever A < C, r

We invert the bounds on 4K to get bounds on C. Fig. A.3 illustrates this. Specifically, when
A > C, we have, VT:

T T
On rearranging, we get:
ACK ACK
r -T r -T
<C< A27
T+D T-D ( )
Likewise, when A < C, we have, VT:
T T
On rearranging, we get:
ACK
-T
r < (A.2.8)
T+D

From Eq. A.2.7 and Eq. A.2.8, we get:

rACK .T rACK .T

C > max =Cy and C < min =Ct
T T+D T T-D

Where Cy can only be computed over intervals where A > C.

The CCA can compute Cy and Cy as defined. rA“X can be measured directly by the CCA. The
CCA can also infer if A(t) > C at all time steps ¢ in an interval if (gdel; () > 0) vV (L'(t) > 0)
for all time steps ¢ in the interval. We checked that this condition holds by querying CCAC if
C > Cy can happen when we compute Cy over intervals where (qdel; () > 0) vV (L'(t) > 0) is
true. CCAC returned UNSAT implying that C has to be < Cy.
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Appendix B

CCmatic synthesis, tradeoffs, proofs, and
evaluation details

B.1 Synthesis details

For completeness, we describe the workings of the generator and verifier in CEGIS (§4.1). For ease
of understanding, we interpret the search (or program synthesis) problem as a 3V formula [6].
For instance, “does there exist a belief-based CCA, such that forall traces captured by the network
model, the CCA ensures the desired performance properties”. More formally, the formula is:

J[?]Vtrace (CCA A Network) = Performance (B.1.1)

and trace represent vector of variables. [?] are the holes in the CCA template (Listing 4.1).
Assigning value to the holes produces a concrete CCA. A trace (timeseries) describes the exe-
cution of the CCA under the network model. It is specified using the dimensions of the network
model’s relation (§2.3), e.g., path, feedback, CCA actions. In our case, the trace includes variables
like C, B, R, D, rate(t), A(t), S(t), L(t), Ta(t), W(t) (Table 2.1, Listing A.1).

The CCA, Network, and Performance are boolean valued SMT formulas (in the theory of linear
real arithmetic (LRA) [72]) over the [?] and trace variables. CCA ensures that the congestion
control decisions are made according to the CCA. It encodes that the rate(t) variables are
assigned using the values of [?] and trace variables according to the CCA template. We produce
this encoding by symbolically executing the CCA template. Network encodes what assignments
to the trace variables result in executions that are deemed feasible according to the network
model. These look like Listing A.1. We also encode belief computations (§4.1.1.1) and timeouts
(§4.1.1.2) in Network, these constraints merely populate the belief bounds and don’t affect the
actions that the network takes. Performance encodes the desired objectives using the transition
system. We use the synthesis invariants (Eq. 4.1.3) to specify Performance.

The formula can be read as “does there exist an assignment to the holes in the template such
that for all traces, if the packets are sent according to the CCA and the service/delay/loss deci-
sions are made according to the network model, then the trace satisfies the desired performance
properties”.
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Verifier operation. For a given CCA (i.e., value of[2] ), the verifier produces a counterexample
trace by solving the formula:

=value of A CCA A Network A —Performance (B.1.2)

This is a quantifier-free formula (i.e., no 3 or V quantifiers). The verifier uses an SMT solver
(e.g., Z3 [40]) to solve this formula. This is a formula on the trace variables (as the [?] variables
have been substituted by fixed values). The assignment to the trace variables describes a trace
where the given CCA violates the performance properties on the network model. If the formula
is unsatisfiable, then there is no counterexample that breaks the CCA.

Generator operation. Given a set of counterexample traces (say X), the generator solves the
following formula to propose a new candidate CCA:

/\ (CCA A Network) = Performance (B.1.3)

traceeX

This is a formula on the [?] variables (as the trace variables have been substituted by concrete
counterexamples from the set X). The assignments to the [?] variables that satisfy the formula
are those on which either the trace is no longer feasible according to the CCA/network model,
or it satisfies the performance properties.

Note, in this formulation, only CCA depends on the holes, the Network and Performance
only depend on the trace variables. On each trace in X, Network evaluates to True and
Performance evaluates to False (as the trace was generated by the verifier by satisfying
..+ A Network A Performance”). As a result, Eq. B.1.3 simplifies to:

A ~CCA (B.1.4)

traceeX

Effectively, the new candidate should not produce the exact same trace of rate choices as made
by the prior candidate CCAs. So all the CCAs that have the same buggy control flow exploited
by the counterexample trace are pruned from the search space.

B.2 Loss vs. convergence tradeoffs

Tradeoff theorem and proof. For ease of understanding, we show the proof for a CCA trying
to ramp up its rate from 0 to the link rate C, while trying to avoid large loss events. Later we
generalize this to CCA trying to ramp up from arbitrary C, to C, while trying to risk at most
O(f(C)) losses for some function f(.).

THEOREM. For an end-to-end deterministic CCA running on a CBR-delay network with parameters
(C,R,D,0 < B < CD), to avoid getting arbitrarily low utilization, the CCA must either (1) cause
w(1) packet loss, i.e., losses that increases with C, or (2) take Q(C(R + B/C)) time to converge to
the link rate.
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Proof. We will first show that under the parameters of the proof, i.e., f < CD, the CCA must cause
loss to avoid arbitrarily utilizing the link (Step 1.). Then we compute a tight lower bound belief
for C, under the CBR-delay link (our prior belief computations were for CCAC) (Step 2.). This
allows us to compute the amount of loss the CCA risks any time it tries to probe for bandwidth
(Step 3.). If we restrict this risk of loss to a constant independent of C, it gives us a constraint on
how quickly the CCA can ramp up, giving us a lower bound on the convergence time (Step 4.).

For the proof, we assume the CCA knows R, D, and f;. f; is the seconds of queueing that the
buffer can tolerate (i.e., f/C). Knowledge of these quantities only makes the proof stronger. If
CCAs need to respect the tradeoff with the knowledge, then they also need to respect it without
the knowledge. Note, cc_probe_slow meets the theorem bounds without knowing f;.

Step 1. Since s < D, the CCA must cause loss to avoid arbitrarily low utilization. This
immediately follows from Theorem 2 of [20], i.e., to avoid arbitrarily low utilization, the CCA
must cause more than D queueing delay. If the buffer size is < D seconds, the CCA will have
to cause loss. For completeness, we repeat the proof in Appendix B.2.1.

Step 2. Until the time that loss happens, we compute the set of paths (link rates) that the
CCA could be running on given its observations. If the CCA has not seen a loss event by time
t*, then the CCA never over-flowed the buffer until time t* — RTT(¢"). Le., in any time interval
before t* — RTT(t*)!, the net bytes enqueued and the net bytes dequeued differ by at most S. Le.,
Vti, ty, such that, 0 < t; < ¢, < t* — RTT(t%):

/fz A(s)ds —=C-(t—t;) <

151
Substituting f = Cfs and rearranging, we get, Vt1,t,. 0 < t; <t < t* —RTT(t"):

/ttz A(s)ds
C>>~*~
ty —t1 + fs
Based on this we define Cy  as:
ftltz A(s)ds

Cra(th) = max —_— B.2.1
La(t) 0<ti<t,<t*—RTT(t*) Iy —t; + Bs ( )

The set of paths that can produce the trace up to t* is {(C = C*, f = C*)|C* = C(t)}. The
CCA could be running on any of these paths, and it needs to ensure its performance properties
no matter which of these paths it is running on.

Step 3. On the path (C*, C*f), loss happens whenever the CCA over-flows the buffer, i.e.,
if the enqueued and dequeued bytes differ by more than the buffer size in some time interval.
Le., loss happens if for some interval [, t;],

/tz A(s)ds > C*- (t2 - tl) + C*ﬂs

151

!Note, the CCA only knows what happened in the network one RTT ago. At time t, the CCA has no information
about what may have happened in the network during the time interval (¢ — RTT(?), ¢].
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Figure B.1: C;; puts constraints on fT/l(s)ds, and fT/l(s)ds puts constraints on Cr ;. Over the
intervals, the red and blue values show the maximum value of f T/l(s)ds and Cp ) respectively. The green
arrows show the constraint dependencies. Le., Cr 1 in [kRTT, (k + 1)RTT) puts constraints on / T/l(s)ds in
[KRTT, (k+1)RTT) and fTA(s)ds in [kRTT, (k 4+ 1)RTT) puts constraints on Cy ; in [(k+ 1)RTT, (k+2)RTT).

Specifically, on the path (Cp (), Cp,(t)f), ie., the smallest link rate that can justify CCA’s
observations, the amount of loss is: AL(ty,t) = /tot A(s)ds = (Cpa(t)- (t —to) + Cpa(t)- )

Step 4. Convergence can only happen after the CCA causes loss (until loss the CCA could
be running on arbitrarily large link rate from Step 1.). It needs to do this while ensuring that
the amount of loss it risks is bounded, i.e., for all intervals 0 < t; < t,, AL(t1, t2) < « for some
constant a independent of C. We compute a lower bound on the time to loss under this constraint.

Loss happens only if buffer overflows, i.e., in some interval [ / A(s)ds > C-(t; —t]) +

C- B;. We also know that CCA needs to ensure AL(t],t;) < a. From thlS loss happens only if
Cra(t;) = C — a/f;. See Appendix B.2.1 for details.

We compute time for Cy ; to increase to C — ¢/ fs. Initially Cy 3(0) = 0. Since Cy,; can only be
computed after the first RTT (from the definition of Cy ;), Cy 5 is 0 over the entire interval [0,RTT).
This puts constraints on sending rate choices in [0,RTT). Specifically, substituting C;; = 0 in
AL < a, we get, /tltz A(s)ds < a for all intervals [ty, t;] inside [0, RTT). Thus, if we compute Cy ()
at any time t € [RTT, 2RTT), we get Cp;(t) < [% (because on intervals 0 < t; < t, < 2RTT — RTT,
i.e., to < RTT, the numerator in Eq. B.2.1, “/tltz A(s)ds”, is at most ).

We can similarly obtain that in interval [KRTT, (k + 1)RTT), Cy, is at most k- (a/f;) (il-
lustrated in Fig. B.1). For C;; to ramp up to C — a/fs, we need k > C- (f;/a) — 1. Hence,

the convergence time is at least k RTTs, or “C- (f;/@) — 1 RTTs”. Before loss, each RTT can
be as large as R + fs (either due to queueing delay or jitter), making the convergence time

= (C-(Bs/a) =1) - (R+ D) = Q(C(R + fy)).

|

Generalizing Theorem 4.2.1. If the CCA wants to ramp up from Cj to C while ensuring
its risks at most f(C) loss, then the convergence time is Q(F~!(C)(R + fBs)), where F~! is the
inverse of F and F is defined by the recursion:

F(0) =Cy and, F(k)=F(k—1)+ f(F(k—1))/Bs

If C is not in the domain of F~!, we evaluate F~! at the smallest value greater than C in the
domain of F7!.
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We obtain this result by replacing C; 3 (0) = Cp in Step 4., and ensuring that risk of loss
AL < f(Cr). The function F(k) tracks the maximum possible value of Cy ; at any time in the
interval [KRTT, (k + 1)RTT).

B.2.1 Proof details
We fill in the details skipped in the proof.

Step 1. We will prove below that the CCA must cause RTT > R + D or loss to avoid arbitrarily
low utilization. Since (1) the buffer is not big enough to build D seconds of delay (because f; < D),
and (2) the delay box in CBR-delay can avoid adding any jitter, the end-to-end delays can always
be < R + s < R + D, forcing the CCA to cause losses (as it can no longer cause RTT > R + D).

Proof. We prove by contradiction, i.e., if the CCA does not cause RTT > R + D or loss, then
we can construct an execution where the CCA gets arbitrarily low utilization. Say the CCA
produces an infinite execution with RTT < R + D without ever causing loss on a CBR-delay
link (say link I) with bandwidth C; and f; seconds of buffering. This exact RTT sequence can
be produced by another CBR-delay link (say link II) with rate C;; > Cj (see construction below).
Since the CCA is deterministic, and it gets same sequence of RTTs as feedback on both links,
it will make the same sending rate choices on both the links.? However, the CCA’s average
sending rate is ~ Cy (as it does not build large queues on link I given that its RTTs are at most
R + D). Such sending rate gets arbitrarily low utilization on link II for arbitrarily large C;.

Construction. Link II can produce same RTT sequence as link I, by choosing jitterj(t) =
RTT:(t) —R—qdelj;(t) (we use subscripts I and II to refer to quantities on link I and Il respectively).
With this choice RTT11(t) = R + qdelj;(t) + jittery(t) = RTT1(t). We just need to show that
this is a feasible choice for jitter;;, i.e., 0 < jittery(t) < D.
jitterH(t) S D

We know RTT;(f) < R+ D, or RTT;(t) —R < D,
thus jitter;;(t) = RTT1(t) — R — qdelj(t)
<D- qdelH(t) <D
(as gdely(t) > 0 by definition of gdel)

jittery(t) > 0.
Since Cy; > Cy, qdely;(t) < qdel;(t)
(increasing C decreases congestive queueing delays)
As aresult, RTT1(t) = R + qdel;(t) + jitter;(t)
> R + qdely(t) + jitter;(t)
Or, RTT1(t) — R — qdeljp(t) > jitter;(t) >0
Thus, jitter;(¢t) =RTT1(t) — R — gdel;;(t) >0

ZNote RTTs capture all the information that a CCA can obtain from feedback. Metrics like loss, ACK-rate, etc.
can be derived from packet send events and RTT sequence [20].
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Step 4. Loss only happens when C;; > C — a/f;. For loss to happen, the buffer needs to
overflow, i.e., in some interval [t], t;]

‘/tz A(s)ds > C- (t; — t7) + C- s (B.2.2)

1

And, we also know the CCA need to ensure its risk of loss is bounded, i.e., AL(t], 1)) < a, i.e.,
t
/ A(s)ds = (Cpa(ty)- (85 — 1) + Cpa(ty)- fs) < a
t*

t*
or, / 2 A(s)ds < Cpa(5y)- (6 — ] + fs) + (B.2.3)

We can only meet both these constraints (i.e., Eq. B.2.2 and Eq. B.2.3) when:
Cra(8)-(t; —t] + Bs) + a > C- (t; — £]) + C- f5s
or, Cp(ty) > C—af(t; —t] + fs)
or, Cp (ty) > C — a/fs

B.3 Synthesizing cc_probe_slow

We describe properties of probe intervals used in §4.2.2.1 to inform belief computation and
encoding. Recall, probe intervals are intervals that lead to increase in Cy ; through the equation:

1)
A(s)ds
Cra(t") = max /tl—

0<h<t,<t*-RTT(+*) tp—t;1 +D

Measurement intervals influence probing intervals, or future probe intervals cannot
be shorter than past probe intervals. Say in the past Cf , was computed over an interval

of length T?. In the future, Cy ; increases to C{ 1= Cf ,te and was computed over an interval

T/ < TP. We will show that this action risks losing more than constant loss, i.e., loss can increase
with C.

The amount of loss the future probe risks is (from difference in net enqueued bytes, dequeued
bytes, and buffer size):

AL = / Tf)t(s)ds - (c- Tf 4 ﬁ) (B.3.1)

We make the following substitutions in Eq. B.3.1:

T/ S f ey
(1) f A(s)ds = Cru (T? + D) (from the definition of Cy ).
(@ ¢, =cl +e

130



(3) From the past probe, we know pr A(s)ds < C-TP + f (as loss did not happen, Eq. 4.2.3),
and / Tp A(s)ds = Cf 5+ (TP + D) (from the definition of C ;). From these two inequalities,
we get C{/f (T? +D) <C-T? + .

We substitute C-T? + f = Cf/l' (TP + D), or C‘Z
happen on this network.

_ CTP+p

1= Trep s O evaluate how much loss would

On making the substitutions, and algebraic simplifications, we get:

_(CD - p)- (TP - TY)
B TP + D

AL +e (T + D) (B.3.2)

For T/ < TP, AL can be an increasing function of C as long as < CD, e.g., = Cf, for s < D.
Hence, loss is not bounded by a constant independent of C.

A probe interval must start with drained queue. Say [ty, t;] is a probing interval, i.e., it
leads to an increase in Cy 5, and it does not start with a drained bottleneck queue; then we will
show that the probe interval risks losing all the packets in the bottleneck queue. As a result,
to ensure losses are bounded, a CCA needs to ensure that the bottleneck queue is bounded at
the beginning of the probe interval.

Say the [#;, t;] probe interval causes an increase in Cy j at time ¢,ie,0 < t; < t; <t —RTT(1),
and,

2 A(s)ds
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Cra(t) = H-1.+D

> Cpa(t — ) (B.3.3)

for some small € > 0. If this is not true, then [#, t;] is not a probing interval. By definition,

Cr can only increase over time, so Cy;(t — €) > Cp,(t2). Using this and Eq. B.3.3, we get,
ttz A(s)ds
1
to—t1+D

> CL,A(t2)3 Ora
[2)
/ A(s)ds — Cpy(ts)- (t, =ty + D) > 0 (B.3.4)
b

The risk of loss during the probe is: AL = (bytes already in queue) + (enqueued bytes) —
(dequeued bytes+buffer). We evaluate this equation on the path (C = Cp,(22), f = Cr(t2)D).
It can produce observations till time ¢, as it is in the belief set (derived in §4.2.2.1), assuming
until #,, the CCA has not witnessed RTT > R + D, or losses. Plugging this path into AL, we get:

AL =q(t) + / Zﬂ(s)ds — (CLa(t2) (2 — t1) + Cpi(82)- D) (B.3.5)

3]

From Eq. B.3.5 and Eq. B.3.4, we get AL > q(t).
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Lemma B.4.2 1 Lemma B.4.6

(1) Beliefs (IT) Beliefs (1) Beliefs (IV) Queue
inconsistent consistent converged converged
Lemma B.4.1 Lemma B.4.3 Lemma B.4.5
Lemma B.4.4

Figure B.2: State transition lifetime of cc_qdel. Note, a link rate change can cause a transition between
any two states (these “all to all” transitions are not shown).

B.4 Proofs of performance

The synthesized CCAs ensure the synthesis invariant, but that is not sufficient to meet the per-
formance objectives due to under-specification (§4.1.2). We build proofs, consisting of lemmas,
that describe the states the CCA visits, transitions it makes, and the objectives it ensures. In the
interest of space, we only discuss lemmas for cc_qdel. Lemmas for cc_probe_slow are similar
but use C; ;, and qy belief bounds instead of C; and Cy.

Using the verifier, we checked that the lemmas are true for cc_qdel running on the CCAC
network model with parameters (C,R,D =R, f > 3C- (R + D)). We give a summary of how the
lemmas work together, describe how we built them, and then discuss each lemma.

Summary. Fig. B.2 describes how the lemmas are related to each other. The lemmas are true
over any 10R seconds trace of the CCA’s execution. We stitch together lemmas to reason about
performance over arbitrarily long time horizons.

Whenever the link rate changes significantly, C; and Cy beliefs may become inconsistent.
The CCA ensures that these beliefs become consistent exponentially fast (Lemma B.4.2), they
converge to a small range exponentially fast (Lemma B.4.4), and finally, the CCA reaches steady
state (Lemma B.4.6), i.e., the bottleneck queue reduces additively at rate proportional to C.3
The lemmas ensure that progress always happens in the same direction. Specifically, the beliefs
cannot become inconsistent on their own, i.e., without link rate varying (Lemma B.4.1), the
beliefs cannot diverge post convergence (Lemma B.4.3), the bottleneck queue cannot become
unbounded after it converges (Lemma B.4.5). In other words, once the CCA reaches steady state
(IV), it stays there. In the steady state (IV), cc_qdel gets at least 89% utilization, keeps RTTs
to less than 4.4(R + D) seconds, and loses at most 3 packets in any R duration (Lemma B.4.7).
Additionally, Lemma B.4.8 ensures that cc_qdel never incurs large loss events when probing
for bandwidth as long as the beliefs are consistent, i.e., in states IL, III, IV.

Building lemmas using binary search. The lemmas include non-trivial constants, we obtain
all these by using binary search. For instance, to compute utilization in steady state, we ask
the verifier if cc_qdel violates Lemma B.4.5 for different choices of utilization. When we ask
this query for utilization = 100% the verifier gives a counterexample showing that cc_qdel can

3A CCA cannot drain the queue faster than this. Even if the CCA stops sending packets, and the bytes are
serviced at rate C, then the queue will only drain by C- t bytes in time t.
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get lower than 100% utilization. However, when we repeat for 50%, the verifier says UNSAT,
implying on (worst-case) all executions that start in steady state, cc_qdel gets at least 50%
utilization. We repeat and find that cc_qdel ensures 89% utilization in steady state.

LEMMA B.4.1. Initial beliefs are consistent = final beliefs are consistent. Where, beliefs are consistent =
Cr(t) < C < Cy(t), and we evaluate initial beliefs at t = 0 and final beliefs at t = T = 10R.

This lemma verifies that our belief computations are correct. Le., any bandwidth C that can
produce the observations in the trace from ¢t = 0 to t = T, and also produce observations before
t =0 (i.e., C is in the initial belief set or “initial beliefs were consistent”) should be in the final
belief set (or “final beliefs should be consistent”). This lemma is true for any CCA.

LEMMA B.4.2. (= Initial beliefs are consistent) = (final beliefs move towards consistency V final
beliefs are consistent V steady state objectives). Where,

Final beliefs move towards consistency =
(Cy inconsistent = C beliefs decrease) A\
(Cy inconsistent = C beliefs increase)
Cy inconsist. = C(0) > C, Cy inconsist. = Cy(0) < C
C beliefs dec. = At least one decreases A None increases
At least one decreases =
Cr(7)-1.1 < Cr(0) vV Cy(T)-1.1 < Cy(0)
None increases = Cr(T) < Cr(0) A Cy(T) < Cy(0)
C beliefs inc. is defined symmetric to C beliefs dec.
Steady state objectives = (Utilization lower bounded
Inflight upper bounded A No large loss events)
_3(D - 5(0)
C(T- D)
Vt.0(t) <4.4C-(R+ D) AVt.L(t) — L(t — 1) < 3MSS

> 83%A

In each trace, the beliefs move towards consistency by a multiplicative factor, i.e., exponen-
tially fast. The 1.1x factor is a worst-case movement over all possible 10R long executions. In
traces where Cr, Cy are far from C, beliefs move quicker. Beliefs start moving slower (but at
least 1.1x) only when they are very close to C. So in practice the amount that the beliefs move
varies over time and the beliefs become consistent much quicker than if they only improved
by only 1.1x every 10R seconds.

To encode “final beliefs move towards consistency”, we require that (i) at least one of the C
beliefs move in the correct direction and (ii) neither of them move in the wrong direction. The
second clause (i.e., ii) is needed to ensure that the progress made by the CCA in consecutive
traces adds up. Without this, it can happen that C; increases and Cy decreases in the first trace,
then Cy increases and C, decreases, and so on. In each trace at least one of C, or Cyy is moving
in the right direction (satisfying clause i), but their progress is not adding up.

LemmA B.4.3. (Initial beliefs are consistent A initial beliefs are converged) = (final beliefs are
consistent A final beliefs are converged). Where, beliefs are converged = Cr(t) > %/\CU(t) < 3C.
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When the beliefs are in the range [%, 3C], they do not go outside this range unless the

link rate varies. This is despite periodic belief timeouts (§4.1.1.2). The beliefs are only timed out
when they are well within this range, so that they stay within the range even after the timeout
if the link rate hasn’t changed.

Recall, we found the constants 27/40 and 3 by binary search, i.e., the tightest range for which
Lemma B.4.3 is true.

LEMMA B.4.4. (Initial beliefs are consistent A — initial beliefs are converged) = (final beliefs are
consistent A (final beliefs shrink V final beliefs are converged V steady state objectives)). Where,

Final beliefs shrink = At least one improves A None degrade
At least 1imp. = C(T) > 1.7C1(0) V Cy(T) < 1.7Cy(0)
None degrade = C1(T) > C(0) A Cy(T) < Cy(0)

The beliefs shrink by a multiplicative factor i.e., exponentially fast. Similar to Lemma B.4.2,
we need the “at least one improves” and “none degrades” pattern to ensure that the progress
made by the CCA adds up.

LEMMA B.4.5. (Initial beliefs are consistent A initial beliefs are converged A initial bottleneck queue
is bounded) = (final beliefs are consistent A final beliefs are converged A final bottleneck queue
is bounded). Where, bottleneck queue is bounded = q(t) < 3.3C- (R + D).

LEMMA B.4.6. (Initial beliefs are consistent A initial beliefs are converged A — initial bottleneck queue
is bounded) = (final beliefs are consistent A final beliefs are converged A (final bottleneck queue
is bounded V bottleneck queue reduces)). Where, bottleneck queue reduces = q(T) < q(0) — CR/2.

To drain the queue, the CCA takes time that is linear in the queue size (i.e., it decreases queue
additively, proportional to the BDP in each trace). Note, no CCA can multiplicatively reduce the
number of bytes in the bottleneck queue. Even if the CCA stops sending packets, and the bytes
are serviced at rate C, then the queue will only drain by C- ¢ bytes in time t, this is independent
of the number of bytes in the queue (i.e., not a multiple of the queue size).

Lemma B.4.7. (Initial beliefs are consistent A initial beliefs are converged A initial bottleneck queue
is bounded) = steady state objectives.

LEMMA B.4.8. (Initial beliefs are consistent) = (rate increases = no large loss events). Where,
rate increases = rate(T) > rate(0).

Once the C beliefs are consistent, when cc_qgdel is probing (or ramping up, i.e., “rate in-
creases”), it never incurs any large loss events losses. Large losses may happen if the link rate
decreases (there is no way to avoid this). Note, this is only true on networks with large buffers,
ie,f >3C-(R+D).

B.5 Implementation issues in the Linux kernel
We originally implemented the synthesized CCAs in the Linux kernel. We uncovered bugs

in the kernel’s pacing implementation and also found the cong_ctrl API to be insufficient to
implement the synthesized CCAs.
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Pacing bug. To implement pacing, the Linux kernel pre-computes the “time to send the next
packet” as the inverse of the pacing rate, i.e., inter-send-time. If the CCA’s sending rate changes
before the pre-computed time, then the kernel implements the wrong sending rate until the
time to send the next packet. This leads to a discrepancy in the number of packets actually sent
vs. the number of packets that the CCA wanted to send in a time interval.

In general, it is hard to implement pacing correctly. Pacing constrains two things, (1) a
lower bound on the inter-send-time between packets and (2) number of packets sent in a time
interval. Practically, a pacing implementation cannot meet both these constraints. Due to
delays in CPU scheduling and interrupt handling, an instruction’s execution may be delayed.
These delays can cause a pacing implementation to miss a sending opportunity. When this
happens, pacing implementation can either temporarily increase the sending rate to correct for
the delayed opportunity (there by violating the lower bound on inter-send-time) or process the
delayed sending opportunity as is (there by not sending any bytes corresponding to the delay
and violating the constraint on total packets sent).

In fact, the pacing implementation of the genericCC [17] (the framework that we used to
implement the synthesized CCAs in userspace over UDP) was also incorrect. We modified it
so that it faithfully honors the lower bound on inter-send-time to ensure constant loss. Doing
so creates a minor discrepancy between the packets sent over an interval vs. packets the CCA
expected to send. Specifically, we maintain last_sent_time and compute inter_send_time
whenever the CCA changes its sending rate. We launch a thread that polls (busy waits) to check
if the sender is allowed to send (i.e., current_time is > last_sent_time + inter_send_time).

The busy waiting can be avoided by setting two interrupts: (1) sleeping for time = inter_send_time,

and (2) whenever ACKs are received. Before either of these two interrupts hit, no packets are
sent or received and so there is no reason for CCA to change its rate, so it is okay to sleep until
these interrupts as the inter_send_time does not become stale until these interrupts. Note,
setting interrupts increases the delays caused in scheduling threads. This can increase the
discrepancy between the actual packets sent vs. the packets the CCA expected to send. The
pacing implementation may choose to transiently increase the sending rate to correct for sending
opportunities missed due to scheduling delays.

API. The Linux kernel also does not provide a direct API to change the sending rate after
packets are sent. The kernel only gives a callback on ACKs. Since ACKs can be delayed due to
non-congestive delays, the CCA ends up setting a potentially stale sending rate for O(D) time.
This can be worked around by setting up timer interrupts or instrumenting a callback on packet
send events. The genericCC API provides callbacks on both packet send and receive events.

B.6 Supplementary empirical evaluation

We empirically evaluate the synthesized CCAs across a variety of (C, R, D, f) parameters. Specif-
ically, we explore combinations of C € {24, 48,96} Mbps, R € {20,40,80} ms, D =R, and f €
{1/16,1/8,1/4,1/2,1,2,4,8,16} BDP. Each tuple is a 60 seconds long “run”. We discard the first
20 seconds of each run (to study steady-state behavior) and compute metrics over the remainder.
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Figure B.3: Average utilization and maximum queue use with varying bandwidth, propagation delay
and buffer sizes for a link with random ACK aggregation. The tuple at the top of each subplot shows
(C Mbps, R ms).
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Figure B.4: Packet loss with varying bandwidth, propagation delay and buffer sizes for a link with
random ACK aggregation. The tuple at the top of each subplot shows (C Mbps, R ms). We compute
number of packets lost in every R long interval and take average over all the intervals. We omit cc_qdel, it
causes O(BDP) losses with a higher constant factor than BBRv1 (Fig. 4.6), and ends up skewing the graphs.

To emulate jitter, we inject up to R seconds of random ACK aggregation with a fixed av-
erage link rate. We sample agg_delay € [0, D = R) uniformly randomly. We serve a batch of
C- agg_delay bytes after waiting for agg_delay seconds, ensuring an average bandwidth of C.
We sample agg_delay after every batch.

Fig. B.3 and Fig. B.4 show the utilization, delay, and loss metrics for each run. The synthe-
sized CCAs are withing their proof bounds in each run. In some of the runs, cc_probe_slow’s
utilization is less than 50% (expected steady-state utilization in §4.2.2.1), this is because in those
runs, it has not reached steady-state at the end of the run.

Note, BBRv2 and BBRv3 are not robust against adversarial jitter. On short buffers, they
do not cause loss in steady-state. This is needed to ensure a lower bound on utilization on
CBR-delay (Step 1. of Theorem 4.2.1), because otherwise their observations could be explained
by an arbitrary large link rate. We believe this is why they get lower utilization when buffer
is small in Fig. B.3.

Convergence time. We study convergence time in Fig. B.6 and Fig. B.7. We show a run
with R = 80 ms. For increasing link rate, we double the link rate every 20 seconds starting
at 24 Mbps. For decreasing link rate, we halve the link rate every 20 seconds starting at 96
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Figure B.5: With multiple flows, cc_probe_slow is able to fairly share the available bandwidth. Every
30 seconds, we start a new flow for a total of 4 flows shown by the different colors. We use translucency
to show the sending rates when the graphs overlap.

Mbps. In both cases we set the buffer size as the BDP when link (wire) rate is 96 Mbps. Le.,
B =BDP = 96 Mbps - 80 ms = 624 packets (each packet sends 1538 bytes on the wire in our setup).

cc_probe_slow meets its convergence time bounds. It converges additively when link rate
increases and exponentially fast when link rate decreases (due to belief timeouts).

BBRv2 and BBRv3 have low loss on average, but incur large loss events, i.e., O(BDP) whenever
link rate increases, and they start probing exponentially fast. This happens at the 20 second and
40 second marks when the link rate increases (not shown).

To synthesize a CCA that follows the tradeoff choice made by BBRv2 and BBRv3, we would
need to remove the under-specification in our synthesis invariant. We want to be able to cause
large losses when we are in state II (i.e., the link rate changed, and we want to converge), but
do not want to cause large losses in state IV (when the link rate has not changed, but we just
want to check if it may have increased after a belief timeout). Because of under-specification
we cannot distinguish between these scenarios during synthesis. We leave this for future work.

We can manually design such a CCA using the version of cc_probe_slow parametrized by
f(.) and T* (§4.2.2.1). We can adapt the loss allowance f(.) depending on if the CCA is in
steady-state (causing periodic small losses), or if the CCA needs to converge (is not causing
losses). This can also be done in a fashion similar to BIC [119] and Cubic [59], i.e., loss allowance
adapts depending on how much the link rate changed. We leave this exploration for future work.

Fairness. Currently, our formal theoretical framework does not provide any guarantees in
multi-flow scenarios, nor does it provide any predictions for the outcomes of multi-flow exper-
iments. Nevertheless, we explore the fairness properties of the synthesized CCAs empirically.

Fig. B.5 shows a run with C = 96 Mbps, R = 80 ms, = 1/2 BDP on an ideal link. We run 4
flows that share the same bottleneck. Each flow is started 30 seconds after the previous flow and
lasts for 4 x 30 = 120 seconds. Results are qualitatively similar for other parameter and network
model combinations. For each run (i.e., (C, R, D, ) combination mentioned at the beginning
of the section), we compute the Jain’s fairness index (JFI) for the average rates of the 4 flows
between time 100 to 110 seconds (i.e., when all 4 flows are running). When f < 2BDP, the JFI for
cc_probe_slow across the parameter combinations is 0.94 + 0.06 (i.e., mean + stddev) without
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Figure B.6: Convergence time for increasing C. cc_probe_slow_k converges additively when the
link rate increases. Increasing k increases utilization by a multiplicative factor (Fig. B.3) at the cost of
increasing convergence time by a multiplicative factor.

jitter and 0.86 + 0.11 with jitter. When f > 2BDP, cc_probe_slow effectively runs cc_qdel as
there is no large loss event (§4.2.4). cc_qdel is unfair and gets JFI of 0.58 + 0.24 without jitter
and 0.43 + 0.18 with jitter.

Even though cc_probe_slow was designed for single-flow scenarios, it is able to converge to
a fair share of the available bandwidth. We believe this is because, to track changes in link rate,
cc_probe_slow increases its effective rate (Cy ;) additively and reduces its effective rate (Cr ;)
multiplicatively allowing it to reach a fair allocation similar to AIMD [37].
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Appendix C

Contracts tradeoff derivations

C.1 Tradeoffs

We show that metrics (M1) robustness and (M2) fairness are at odds with (M3) congestion and
(M4) generality. M1 & M2 require the contract to be gradual, while M3 & M4 require the contract
to be steeper. We derive these tradeoffs quantitatively. We assume the contract function func
has domain [Spin, Smax| and range [Cuin, Cmax]s i-€., Cmax = Func(Spin), and Cpin = func(Smax)-

Our strategy to derive the tradeoffs is as follows, choice of a metric puts constraints on the
contract, and this in-turn puts constraints on other metrics. So we fix one metric and see what
constraints it puts on other metrics.

The tradeoffs involving fairness depend on fold. We consider fold € {}, max, min}. The
tradeoffs exists for »). We do not get tradeoffs for max and min, i.e., we can achieve max-min
fairness independent of requirements on robustness/generality. We also show derivation steps
for arbitrary fold, if future work wants to consider other statistics that accumulate differently
across hops.

C.1.1 M1 vs. M3: robustness vs. congestion growth

Say we want the robustness error factor to be at most ¢, > 1, then we compute a lower bound
on growth(n). From the definition of robustness error factor (Eq. 6.1.1):
func(s
Vs. ¢ <e€
func(s + Js)
Picking s = Spin,

func(Smin)
—1 S €
func(Spin + Os)
- Crax = 'Func(smin) < € % 'Func(smin + 53)

< € * € * func(Syin + 2 * J5)

< €* % func(Spin + k * 85)
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)

= n}jx < func(Spin + k * ds) (C.1.1)
£ func™ ( max) Smin + k * Os (C.1.2)
func™! ( )
Smin + k * s
—
func™1(Cp, ) Swmin
func™ ( —n= )
k €r Smin + k * s
= th > C13
growth(e;) > Fanc 1(Coy ) S ( )
func™ ( max) Smin fggg((g)) * s
= growth(n) > — (C.1.4)
func (Cmax) Simin

Note, we get Eq. C.1.2 by taking func™! on both sides, the inequality flips as func and func™!

are monotonically decreasing. We get the left inequality in Eq. C.1.3 from the definition of
growth (Eq. 6.1.6). Eq. C.1.4 shows that lower error factor implies higher signal growth. The
inequalities become equalities when (by substituting Spin + k * ds by s in Eq. C.1.1):

$=Smin

func(s) = Cpax€, = (C.1.5)

This is same as the exponential contract from [20].

C.1.2 M1 vs. M4: robustness vs generality

We compute an upper bound on gm"‘" given we want the error factor to be at most €, > 1. We
start from Eq. C.1.1, and substitute Sy, + k * ds by Spax:

Cmax

&

< func(Spin + k * Is)

_ Smax—Smin
s _
- Cmaxer < 'Func(smax) = Cmin
Smax —Smin
<e s
> €
Cmin

Cmax

-

Lower the robustness error, lower is the range of bandwidths we can support. The inequality
becomes equality for the exponential contract.

C.1.3 M2 vs. M3: fairness vs. congestion growth

We derive a lower bound on growth(n) given that we want the throughput ratio in parking lot
for k hops to be ratio* (k). For the parking lot ratio to be ratio*(k), we need:

func(s)

VE.
X Func(fold(s,s,...5))

= ratio* (k)

142



Say, the maximum of LHS is achieved when the link capacity in the parking lot is C = C*(k).
ratio*(.) and C*(.) are functions of k. For brevity, we drop the k, and refer to them as r* and

C* respectively. The statements are true for all positive k.
Instead of directly computing a constraint on growth(n), we first derive a constraint on
-1
growtho«(n). This eventually constrains growth(n). Where, growth(n) is defined as ’c:[‘;c—_g%;’)

Le., growth(n) = maxc growth-(n) (from Eq. 6.1.6). Note, growth-(1) = 1 from this definition.
We will use this later.

Consider the execution of the contract (CCA) on a parking lot topology with k hops and
link capacity C*. In steady-state, we have:

ro +rr =C* same as Eq. 6.1.2, and,

r
20 —»*  from the definition of r* above.
I'k

On solving these, we get:
ro=C*/(r*+1) and, r,=C*r*/(r*+1)

Say the aggregate statistic seen by flow f; in the parking lot is s; = func™!(r;). Then growth«(C*/r;) =
func H(CH/(CH ) _ s

func~1(C*) ~ func 1(C*)"
we get:

We define s* = func™!(C*), and substitute i by 0. On rearranging,

so = func 1(C*) - growth« (C*/rg) = s* - growthes (r* + 1)

Likewise, sy = s* - growthe« (1 + 1/r%)
In steady-state:

so = fold(sk, Sk, - - -, k times) same as Eq. 6.1.4, on substituting sy and si just computed, we get
= s* - growth« (r* + 1) = fold(s* - growth« (1 + 1/r%),..., k times)

If multiplication distributes over accumulation, this is true for fold € {}, max, min}, then:
growth« (r* + 1) = fold(growth« (1 + 1/r%), ..., k times)

We consider under different choices of fold, what constraint ratio* puts on growthq«. For
fold as max or min. We can vacuously meet this constraint for ratio* = 1 (corresponding to
max-min fairness), and there is no tradeoff. For fold = }, the constraint becomes:

growth« (r* + 1) = k - growth« (1 + 1/r%)

Letn =r*+1 =ratio*(k) +1,i.e, k = ratio* ! (n—1), where ratio*! is the inverse of ratio*
then:

growthes (1) = ratio* (n — 1) - growthq« (1 + 1/(n — 1))
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Since, func is decreasing, growth, is increasing for all C. So growthy«(1 + 1/(n — 1)) >
growthc«(1) = 1. So, we get:

growth«(n) > ratio* '(n — 1)

If we want better fairness, we need ratio* to be slow growing, then ratio*! is fast-growing,
and so growth.« is fast-growing, and so congestion growth growth > growth.» needs to be
fast-growing.

For proportional fairness, ratio* (k) = k, and so growth(n) = O(n), this is met by Vegas. For
a-fairness, ratio* (k) = ¥k, and so growth(n) = O(n%), this is met by the contract func(s) = .

r

C.1.4 M2 vs. M4: fairness vs. generality

We compute an upper bound on % given we want the throughput ratio in parking lot for k
hops to be at most ratio* (k). For the throughput ratio to be at most ratio*(k), we need:
func(s)

. < io*
VK mc(fold(s.s. ) ~ ratie (B)

The derivation beyond this depends on fold. For fold € {max, min}, the above constraint is
vacuously true and there is not tradeoff. For fold = }, we need:

Vs, k.func(s) < ratio*(k) - func(k * s)

Picking s = Syin, and k = %, we get:

S
func(Spin) < ratio® (ﬂ) - func(Smax)

min

C S
— < ra.tio*( max)

min min

Better fairness implies smaller ratio ratio*(.), implies smaller the range of supported band-
widths.

If we want fairness to be at least as good as proportional fairness, we need ratio* (k) < k, or:
Vs, k. func(s) < ratio*(k) - func(k *s) < k - func(k * s)
Substituting k = Spin/s, we get:

-Func(s) < Smincmax

Equality occurs when func(s) = Sm‘“sﬂ, which is the same contract as Vegas.

Likewise, for a-fairness, ratio* (k) = \a/E, and so gm—a" <4 S"ﬂ The equality occurs for the

Smm ’
1
.

contract: func(s) = -
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Figure C.1: Contracts-based performance metric estimates match packet-level simulation. The markers
show empirical data and gray lines show performance estimated by the contracts.

C.2 Validation

Fig. C.1 shows the simulation results on a log-log scale plot for visual clarity.
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Appendix D

FRCC design and analysis details

D.1 Artifacts

Abstract. We release (1) FRCC’s Linux kernel module implementation, (2) code for theoretical
analysis and proofs, and (3) scripts to run and plot empirical experiments.

Scope. We hope our artifact allows others to verify our theoretical and empirical claims as
well as build upon our work.

For the theoretical analysis and proofs, we include code to reproduce Figures 7.12, 7.13, 7.16
and Theorems 7.5.1, 7.5.2.

For the empirical experiments, we include code to reproduce Figures 2.1, 2.2, 7.17, 7.18, 7.19,
7.21. We do not include code to reproduce experiments with BBRv3 and the parking lot topology
(i.e., Figure 7.20) as we have separate VMs for these experiments.

Contents. Our artifact is organized across three repositories:

(1) https://github.com/108anup/frcc/tree/main. This is the main repository that includes
the other two repositories as submodules. It contains documentation and the code for
reproducing FRCC’s theoretical analysis and proofs.

(2) https://github.com/108anup/frcc_kernel/tree/main. This contains FRCC’s Linux kernel
module implementation.

(3) https://github.com/108anup/cc_bench/tree/main. This contains the scripts for running
and plotting empirical experiments.

The main repository (https://github.com/108anup/frcc/tree/main) contains a detailed
README .md documenting dependencies, setup, known issues, and commands for reproducing all
the experiments.

Hosting. At the time of writing, the main repository (https://github.com/108anup/frcc/
tree/main)is at commit cedada281fb2d7dfOUf6dadu76a30edlbe6+d19 on the main branch. This
commit includes the kernel and benchmarking repositories as submodules.
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Requirements. The artifact does not require specialized hardware. Since our artifact modifies
the kernel through the kernel module, we recommend running experiments in a virtual machine
or on a dedicated host. All evaluations in the paper were performed on an x86_64 server-class
machine with 64 cores and 256 GB RAM, allowing multiple concurrent experiments. Users with
fewer resources can scale down the degree of concurrency (see README . md for details).

D.2 Design details

D.2.1 Probe size derivation

Under our probe size (E = yl/\f\TrtputZ)), we derive the impact of AR noise in Ad on our C
estimate and consequently its impact on deciphering which of N¢ or Nr is bigger.

We used this derivation in inverse (from bottom to top) to derive the probe size in the first
place.

- E E CE
C::: =
Ad Ad+AR E=+CAR

We get the last equality by substituting Ad = E/C. Substituting our probe size,

C yl’V\TrtputD

C=—rr
YNrrtputD + CAR

Substituting C into ]’\}E computation,

— C CyNrD
NC = =
rtput  yNrrtputD + CAR

Substituting K/’E in,

—_—

Nr y/N\TrtputZ) + CAR 3 /N\Trtput AR

Ne CyD cC ~yD

Substituting C = N¢ - rtput (definition of N¢ (§ D.4)),

NT_ImN\T_FAR

—

N¢  rtput Ne ~ y_Z)

Note, we define the “true” quantities Ad, N¢, rtput based on the fluid model and define AR
as error in observations in jittery link relative to fluid model (§ 7.5.1, § D.3.1). This is why it
is okay to use the substitutions Ad = E/C and C = N¢ - rtput.
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D.2.2 Probability of probe collisions

If there are kN slots and N flows probing. The probability of a particular flow not colliding is:

(kN—l

N-1
—eVkas N = oo
kN

Hence, the probability of a particular flow colliding is bounded by 1 — e~ /%,

D.3 Proof details

D.3.1 Preliminaries

Fluid reference execution. Say flow f; has congestion window cwnd;, round-trip propagation
delay R;. We look at the execution of these choices on a fluid model of the network with link
capacity C and infinite buffer.

Under this execution, below we define “reference” state variables: (1) “current flow count”
(from the point of view flow i) (Ng,), and (2) “target flow count” (N7). Recall, the current flow
count is inverse of the fraction of link the flow consumes, and target flow count is based on the
contract’s target delay function, i.e., Ny = Contractgy,(delay) = delay/6.

cwnd; cwnd;
Nt solves = = — = =C D.3.1
s 53 o
>, i rtput; C cwnd;
Ne, = ] 2= , with, rtput; = : (D.3.2)
rtput; rtput; rRTT;
ccwnd; — CR
For R; =R, Nr = ZIWT (D.3.3)

We also define “rRTT;” (= N7 + R;) and “rtput;” (= cwnd; /rRTT;) as the “reference” RTT
and throughput values.

Summary of notation. We track four variables: rRTT;, rtput;, N¢,, Nr (Table D.2).

For each of these variables there are: (1) values in the reference execution, and (2) estimates
maintained by the FRCC. Further, all these quantities change as rounds progress. We use the
following notation to differentiate between these uses.

* Symbols without any annotation or with [r] suffix (e.g., rRTT; or rRTT;[r]) denote the state
variables in round r of the reference execution. We also use symbols without [r] suffix to
refer to state after a probe (in addition to at boundaries of rounds).

« Symbols with hats (e.g., rRTT; [r]) denote the estimates or state variables maintained by FRCC.

* Asashorthand we drop the [r] suffix when clear from context, e.g., we use Kfa [re] = Nzi [r+1]
and NE to denote state in the next round and current round respectively.
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D.3.2 Assumptions

Since our analyses are at the level of rounds, we make several assumptions about the slot-level
behavior.

“The purpose of abstraction is not to be vague, but to create a new semantic level
in which one can be absolutely precise” — Edsger Dijkstra

Assumption 1. RTprop probe works. We assume that our RTprop probing mechanism
works; i.e., flows can simultaneously drain queues and get an RTT measurement without queue-
ing delays. This may still have errors due to (E1/E2). Note, there is no error due to capacity
probes (E3) because FRCC stops any ongoing capacity probes when its time for an RTprop probe.

Assumption 2. Slots align. Slots of flows are the same duration. This is true for ideal link
with equal RTprops (§ D.3.3). On jittery link, slot durations may differ due to differences in the
RTTs of the flows. Further, with different propagation delays also slot durations differ. Despite
this our analyses yields interesting and empirically valid insights (§ 7.5.3, § 7.5.5, § 7.6).

Assumption 3. Rounds align. Between two cwnd updates of a flow, all other flows have
a cwnd update. For the purpose of analysis, we define rounds at the boundaries of such intervals
where each flow probes and updates cwnd exactly once. In reality, a flow may probe twice
between the probes of another flow, e.g., a flow may probe at the end of one round and at the
start of the next round, without other flows updating their cwnds in between. Note, when slot
durations are the same, there can be at most two cwnd updates of a flow between other flow’s
cwnd updates, as a full round needs to elapse between the first and third cwnd update of a flow,
during which all other flows will probe at least once.

Assumption 4. Synchronous updates. (We relax this for § 7.5.4) All cwnd updates occur
synchronously. ILe., in a round, all flows first update their estimates and then use these to
update their cwnd. In reality, the cwnd updates may happen sequentially, i.e., one flow probes
and updates their cwnd, resulting a new reference state, then another flow estimates the new
state, and then updates its cwnd.

Assumption 5. At least one non-colliding cruise before probe. Before every capacity
probe, there is at least one cruise measurement that does not collide with a probe of some other
flow. This ensures we get an estimate of rRTT; and rtput; that is not biased by the probe of
other flows (i.e., no impact of (E3)). Note, our design ensures that there is at least one cruise
slot before a probe. Further, over a round there will be many cruise slots that do not collide with
probe (from the pigeon-hole principle, there are kNg in steady-state and only N flows or probe
slots). But all the measurements in the cruise slot before a flow’s probe may collide with other
probes, we assume that this does not happen.

Assumption 6. Use alternate cund update. Only for Theorem 7.5.2, we use the alternate
update (line 6) instead of the main update (line 7).

Assumption 7. Known RTprop and one-sided error in RTT, throughput. Only for
Theorem 7.5.2, we assume that there is no error due to (E1/E2) in RTprop, i.e., Vi, I’Q\, = R;. We
also assume that the error due to (E1/E2) in RTT and throughput measurements is one-sided,
i.e.,, RTTs only increase due to noise and throughputs only decrease. This does not hold in
reality. Fig. 7.8 shows that RTTs oscillate and thus can be both more or less than the fluid
reference. Likewise, if one flow’s throughput drops because of RTT inflation then the other
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flows’ throughput increases with a closed-loop system.

We believe these assumptions are not needed for Theorem 7.5.2. We made them historically
and hope to remove them. We designed our estimates so that errors vanish with increasing
delay and delay variations, and the polarity of the errors has little consequence. For instance,
for the capacity estimate, the excess delay is a difference of two potentially erroneous RTT
measurements, and we model both positive and negative errors in excess delay. Removing this
assumption may change the guidance on design parameter choices. However, empirically, the
current design parameters work fine (§ 7.6).

D.3.3 1Ideal link

D.3.3.1 Bounds on estimates

LemMmA D.3.1. For an ideal link, with equal propagation delays, when the link is utilized, and there
are no cwnd changes, there are no RTT variations due to (E2), i.e., effects of packet interleaving or

differences in feedback delay.

Proof. When the link is utilized, every 1/C seconds (i.e., a transmission delay), a packet is de-
queued by the bottleneck link, due to the ACK-clock, this dequeue triggers an enqueue exactly
R seconds later (as all R; = R). As aresult every 1/C seconds a packet is enqueued and dequeued,
and there is no variation in queuing delay or RTT. Note, this is not true when RTprops are
different, which is why we see the oscillations in Fig. 7.7. O

It suffices for us to look at the execution when the link is already utilized, as FRCC ensures
that the bottleneck link is utilized exponentially fast. This is because there is at least one flow in
the network, and FRCC increases cwnd until, the minimum RTT is 1 = 8 more than R. As a result,
there is always a queuing delay, and link is utilized. So we can use Lemma D.3.1 in deriving the
state transition function. This derivation then works for states that start with a utilized link.

Due to Lemma D.3.1, since all RTTs are the same, they are equal to rRTT;, and so our RTT
estimates are correct: rRTT; = rRTT;, Ad; = Ad;, and R; = R; = R (equal RTprops, and draining
occurs synchronously (Assumption 1.)).

Further, since we measure throughput over packet-timed RTT the rtput is cwnd/RTT which
is same as the rtput =cwnd/rRTT on the fluid reference (as all RTTs are equal to rRTT due to
Lemma D.3.1).

Note, we used the fact that updates are synchronous in computing these bounds, i.e., the esti-
mates are not impacted by other flows’ cwnd updates within the round Assumption 4. (and con-
sequently Assumption 3. and Assumption 2.). We also assumed that probes do not collide and
that there is a cruise slot before the probe that did not collide with any probe (Assumption 5.).

As aresult, N, = N1, C; = C, N¢, = Ng,, i.e., there is no error in estimation compared to
reference execution.
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D.3.3.2 Next state, and state transition function

Now, we derive how the state variables evolve over rounds. We re-write the cwnd update equa-
tions (§ 7.4.2) given that the estimates are the same as the reference state, and then consider
the reference state after all flows have updated their cwnd. Note, in reality, flows may update
their cwnd one by one (but we assume updates are synchronous Assumption 4.).

Reference state after a round is (Eq. D.3.3):

_ X;cwnd;[re] - CR

Nr[re] = = (D.3.4)
Ng,[re] = Li C“’”dic[;F] — CR (D.3.5)

Substituting next cwnds, (i.e., cwnd; [r¢] = (1 — @) cwnd; [r] + - target_cwnd;, where
target_cwnd; = cwnd;- N¢,/N7), i.e., the alternate cwnd update (line 6) and simplifying:

B Nci((l — OC)NT + OENG)

D.3.6
(1-a)Nr+ aNg, ( )

Ng, [re]

R (N
Nr[re] = (1 — )Ny + aNg + = (—G - 1) (D.3.7)
o \ Ny

Note, for the proof on ideal link, we do not need the clamps (g, 7). So we just use:
target_cwnd; = cwnd;- N¢,/Nr. The clamps are needed in the jittery link execution to bound
the impact of potentially wrong cwnd updates when estimates have errors. Further, in the

simplification, we also substituted Zf\g NLQ =1 (follows from the definition of N¢, in Eq. D.3.2).
N,

We get the Ng from ), 1.

D.3.3.3 State trajectories (alternate cwnd update line 7)

We now follow these state update equations to see what happens at round large enough (time
large enough). This is visualized in Fig. 7.12.

LeEMMA D.3.2. Ny — Ng exponentially fast (as long as Nr6 > R).
Proof. Rewriting Eq. D.3.7, we get:

NT[I‘ + 1] — Ng
Nr[r] = Ng

=(1-a)+ aQNT[r]

Based on this equation, if the magnitude of RHS is less than 1 (say 0 < |RHS| < f < 1), then the
gap between Ny and Ng decays exponentially fast. Here, |x| is the absolute value (magnitude) of x.

NT[I‘ + 1] - Ng
Nr[r] = Ng

<p

= ‘(1 —a)+ a@NT[r]
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Substituting |Nr[r] — Ng| by x[r],

x[r+1] <x[r]p
= x[r + k] < x[r]gF

= x — 0, or Nt — Ng exponentially fast, as k — oo

The RHS is average of 1 and a negative number, so it is always less than 1. We just need to
show that it is greater than —1. If Ny6 > R, then RHS is > —1. If we set 8 = 2R (we know R from
Assumption 1.), then we just need Nr > 1/2.

Recall, Nr comes from queueing delay in the reference execution. Also recall that Kfa =
Nc, 2 1 (Ng, > 1 from definition of N, in Eq. D.3.2). Whenever Nt < 1, the cwnd for all flows

. Ne; .
increases as target_cwnd = cwndTC’ = cnd Z2 > cund. As a result, the queueing delay and
T <1

in-turun Nt increase. Once Ny > 1/2, it will not decrease below half, as the distance between
Nrand Ng always decreases (from the proof above) and Ng is always > 1. O

LEMMA D.3.3. Given Nr = Ng, N¢, — Ng exponentially fast.

Proof. Substituting Ny = Ng, and x[r] = %([;r] in Eq. D.3.6, we get:

NG NG Ng

x[r+1]  x[r] (1-a)Ng +a%
= x[r+1] =(1-a)x[r] +«a
— x[r+k] = (1-a)x[r] + (1= (1 - a))

= x — 1, or N¢, — Ng exponentially fast, as k — oo

D.3.3.4 State trajectories (main cwnd update line 6)
While target_cwnd; = cwnd;- NZ,/ N;l (line 7) was the alternate target cwnd, our main target
cwnd is: target_cwnd; = cwnd;- (R; + N¢,0)/(R; + N1.0).

This update is more stable/robust than the original one. Specifically, this does not require
NTQ > R.

Under the main target_cwnd choice , the state variables evolve as (by substituting the new
cwnd in Eq. D.3.4 and Eq. D.3.5):
Nr[r+1] = (1 — a)Nr+ aNg (D.3.3)

R+0((1—-a)Nr+aN,
Nole + 1] = N ot (- )Ny + o)
R+9((1—0{)NT+Q'NCI.)

(D.3.9)

LEmMA D.3.4. Nr — Ng exponentially fast.

153



Proof. From Nr state update equation (Eq. D.3.8):

Nrlr+k] = (1-a)*Nr[r] + (1 - (1 - 2)")Ng
= Nr — Ng exponentially fast, as k — oo

LEMMA D.3.5. Given Nr = Ng, N¢, = Ng exponentially fast.
Proof. In Eq. D.3.9, substituting Nt = Ng, and re-writing:

NCi[r+1]_NG B R+6(1—-a)Ng
Ne,-Ng R+6((1-a)Ng +aNg,)

Since N¢, > 1 (from the definition of N¢,, i.e., Eq. D.3.2), the RHS is < 1, also RHS > 0 (as all
quantities are non-negative). Say 0 < RHS < f < 1, then:
Nc, [r+1] - Ng
Nc, — Ng
= Ng,[r + k] = No < (Ng,[r] - No)p*

= N¢, — Ng exponentially fast, as k — oo (as B — 0)

<p<1

O

Note, since a = 1, without clamps, FRCC actually converges N in 1 round with the main
update and N, in 1 round with the alternate update.

D.3.4 Jittery link

D.3.4.1 Bounds on estimates

We compute bounds on the estimates made by FRCC, assuming each RTT can increase by up to
AR/2 and throughput can decrease by yr due to (E1/E2) (Assumption 7.). As a result, the error
in a RTT difference measurement is +AR (since (R; + AR/2) — (R, + AR/2) = (R; — R;) = AR).

In these estimates we do not incorporate impact of (E3). We assume there is a cruise measure-
ment before probe that does not overlap with other probes (Assumption 5.), hence (E3) errors
for cruise slot estimates (Im, TRTT, E) get filtered out by max/min. The theorem statement
also assumes probes do not collide so (E3) does not affect capacity estimate.

1. R = R. We have assumed that R is correct (no error) (Assumption 1., Assumption 7.).

2. rRTT; € [rRTTy, rRTT; + AR/2].
C

3. rtput; € [rtput;/yg, rtput;]. This implies that
We will use this later.

4. Ad; € [Ei/(C + AR), E;/(C = AR)]. (For C; in N,).

€ [NCpNCiyR] as C/I‘tputi = Nci.
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5. Nr, = (fRTT; — R;)/0 € [Np, Ny + AR/26]

6. Error in current flow count estimate:

N\ _ Ei _ E; 1 _ yxjc—pu\tl]\/]il) 1
¢ rtput;  Ad, rtput; E;/C £ AR rtput;
_ yNiD
yrtput, N, D/C + AR
When D > AR,
yNr

yrtput; N, /C + 1
Substituting C/rtput; derived in step 3:

_ Nr Ny,
Ne e |Ne—20 N LT (D.3.10)
YYrNT, + Nc;  yNr, = Ne,

Note, we used the fact that updates are synchronous in computing these bounds, i.e., the
estimates are not impacted by other flows’ cwnd updates within the round Assumption 4. (and
consequently Assumption 3. and Assumption 2.).

Note, the upper bound in Eq. D.3.10 may be very big (e.g., when N, is close to yﬁi) The
clamps on N, allow us to manage the impact of errors during such situations.

D.3.4.2 Next state, state transition function

We re-write the cwnd update equations (using the alternate update line 1, using Assumption 6.)
given the errors in estimates, and then consider the stabilized state after all flows have updated
their cwnd (Assumption 4.). In reality, not all flows may update their cwnd in a round, and the
flows may not make measurements and updates in lock-step.

Consider the next reference state (Eq. D.3.3). We plug the values of cwnd; [r¢] from line 1
in Eq. D.3.4 and Eq. D.3.5, and simplifying, we get the following state update equations. Note,
these equations are in terms of N,, this term is after the clamps have been applied.

3 (TTks; Ne,N) ((1 = @)Nr, + aNg,)

Ne,[xe] = e s B (D.3.11)
(ITkzi NoeNg) (1 — )N, + aNc,)
R+ QNT NC 1 R
Nr[re] = 0 (( —OC)Z—]"‘QZNC NT)_E
R + 6N Nc, 1
_ A UAT ( G :) _R (D.3.12)
0 ; NCj NT] 0
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We verified our algebraic steps using sympy [36]. To get Eq. D.3.12, we used Zf\ﬁ % =1 (from

the definition of N¢,, i.e., Eq. D.3.2). Also observe that if we substitute Kf; = Nr, and KIEI. = Nc,,
we get the ideal link equations (Eq. D.3.6 and Eq. D.3.7).

For two flows, these equations simplify to:
Ne, Ny (1 = )Ny, + aNe,)
NCZNTZ((I - OC)J\TT1 + OCNcl)

R+ ON Ne. Ne, R
Nelrel = ——L (1 -a) + o | —2 + —2|] - = (D.3.14)
0 Ne,Ni,  Ne,Ni, 0

Ne,[re] =1+ (D.3.13)

These equations describe the reference state in the next round as a function of the reference
state in the current round and estimates. In the previous section (§ D.3.4.1), we had derived
bounds on estimates relative to the reference state. Using these, we obtain an expressions
showing bounds on the reference state in the next round (Ng,[r¢], Nr[re]) in terms of the
reference state in the current round (N¢,, N7), and design/network parameters, eliminating all
estimates (e.g., sz 61-, I—‘t’p_LEi, IRTT;, etc.). We do not show these expressions for brevity.

D.3.4.3 State trajectories. Lemmas in Theorem 7.5.2

We encode the transition function into Z3 to prove lemmas about state evolution over rounds.
We ask Z3 to find a counterexample to our lemma. A counterexample is an assignment to
the variables, i.e., current state ((N¢,, N1)), design parameters (9, 0) and network parameters
(C, R, D, yg), for which our lemma evaluates to False. If Z3 outputs UNSAT, i.e., there is no
counterexample, then our lemma is True. We also used Z3 to come up with the lemmas to
begin with. This is an iterative trial and error process where we ideate lemmas, get potential
counterexamples and update the lemmas. We describe this process more in § D.3.4.4.

We list the lemmas part of Theorem 7.5.2. We prove these lemmas for the design parameters:
Yy =4, a=1,6y =1.3, 6 = 1.25. Our design works whenever the network parameters satisfy:
D > AR, 0% Ng >R, 0> AR/2, yr < 2. Note, 0 * N; > R was also needed when analyzing
the less stable cwnd update in § 7.5.2. This was not needed for the more stable cwnd update. We
believe this will also not be needed for the jittery link for the more stable cwnd update.

For readability, we use the following substitutions in our lemmas:

N¢, = Ng,[r] N¢, = Ne,[r +1]
uB

Mf:N?ilzébﬁb N& = 6.6

N; = Nr[r] Nj. = Nr[r + 1]

N;® =0.15 N# =33

NIT_B—BAND =1.8 N#B—BAND =22

o =1.01
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We obtained these non-trivial constants using binary search. We find the most extreme val-
ues at which the lemmas continue to hold. E.g., if we decrease Ng? from 6.6 to 6.5, Lemma D.3.6
breaks. Note, these are worst-case performance bounds, i.e., over worst-case jitter patterns.
Empirical performance of FRCC is better § 7.6. Further, the lemmas also only describe worst-
case progress, e.g., Ny may only show minor progress (¢ = 1.01) when it is already close to
converging, but it shows major progress when it is far from converging because of asymmetry
in our capacity estimate (§ 7.4.3.1).

. . Ne,
Note, these lemmas are for a two flow system (Ng = 2) with flowsf; and f;. Since N¢, = vcil

(from the definition of N, in Eq. D.3.2, along with Ng = 2), N, represents the state of both the

flows, and we state the lemmas only in terms of N, without losing generality. The bounds N
LB

N
and Ng? also satisfy Ngis = Né?cil‘ As aresult, N, € [N"?, Ng?] if and only if Ne, € [Né?, Ng?].

The lemmas also assume that Ny > 0 always. When Ny < N;® = 0.15, Lemma D.3.7 shows
that N7 increases multiplicatively, so as long as we start with Ny > 0, Ny > 0 will keep remaining
True. N7 > 0 is true whenever the bottleneck queue occupancy is non-zero (this also ensures that
the bottleneck link is utilized). It is okay to assume Nt > 0 because FRCC increases cwnd when-
ever N?, < 1 (because there is always at least one flow in the system). Since N;l < Nr+ AR/20
(§ D.3.4.1), as long as AR/20 < 1 (which is what we are designing for), ]Tf;l will always be < 1,
whenever Nt < 0, so FRCC will keep increasing cwnd (multiplicatively), so that Ny > 0 happens
exponentially fast.

LEmmA D.3.6 (N1 and N, bounded). If initial Nt and Nc, are converged to a bounded range, then
they remain converged. Le.,

N € [NEE, Ng?l = NE, € [NEE, NG and,

NI e [N, NY¥] = NI e [NEE N

Lemma D.3.7 (Nt converges). If initial Nt is outside its bounded range, it converges towards the
range exponentially fast without overshooting (e.g., if it is above the range it does not reduce to a
value below the range), Le.,

NI > N = (Nf < NJ/o v NE<NE) A NS 2 Ni2 and

NI <Ni# = (Nf2 NiovNfz NE) ANF < NEE

LEmmA D.3.8 (N¢, converges). If either the initial Nt or initial N, is not converged, then either both
converge or two things happen: (1) at least one of them (one that is not already converged) improves
(exponentially fast without overshooting) while (2) neither moves away from the bounded range. Le.,

~(NZ, € [NE%, N&P) A Np € [N£%, N{°])
= (Ng, € [NE, N&] A Ny € [N, Ni°])
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V ((bad N¢, improves V bad Nt improves)
A N, does not degrade
A Nr does not degrade)

Where “bad N, improves” means that Nc, is outside its converged range, implies and it moves
exponentially fast towards the range without overshooting, i.e.,
I UB F LB F I F UB
Nz, > Ng/ AN, =2 Ni' A (Ne, < Ng /o v NG, < N¢;) o,
I uB F LB F 1 F uB
Ng, > Ng' A Ng, 2 Ng;' A (ch < ch/a\/Nj < Ng)

“bad Nt improves” means that Nr is outside the [ N3P2A"°, NY2#4] band, implies and it moves
towards it exponentially fast without overshooting:
I UB-BAND F LB-BAND
NI > NUBBAD o NF > NLB-BAND \
(Nf < Nf/o vV N < N{B24%) or,
I LB-BAND F UB-BAND
N7 < Ny A Np < Np A

(Nf > Nj * oV Nf. > Np2B4P)

“Nc, does not degrade” means that if N¢, is not converged then it does not move away from its
converged range, i.e.,

(NL <NE = NE>NE)A(NEL >NE = NE <NZ)
Similarly, “Nt does not degrade” means:

(Nf <N;® = Nj>Nj)A(Nf>N? = Nj<Nj)

In “bad N¢, improves”, you will notice that both the conjunctions use the upper bound.
Instead of writing the second conjunction in terms of the lower bound, we write it in terms of

Nc, which refers to the other flow. If N¢, is below its lower bound then N, has to be above the
upper bound. This follows from N¢; = leéil (from the definition of N, in Eq. D.3.2, along with

LB

Ng =2), and Ng? = NLBCil (from the constant values). We wrote it this way because the relative
1 cl

change in N¢, is higher when N¢, > 1 > Ng;, (i.e., the flow that is consuming lesser fraction of

the link has higher relative change in their fraction after the round updates).

We need the “neither degrades” part to ensure that the N, and Nt do not oscillate in a way
where one of them improves and the other degrades and vice versa without making any progress
towards convergence. Similarly, we also need the “one which is not converged improves”, or
“bad” in “bad Nr improves”. If we replace “bad Nt improves”, with just “Nr improves”, we would
get “Nr above the [N;®A"° NI®-8A°] band implies it decreases and Nr below the band implies
it increases”. This formula is true when Nr is inside the band, and as a result satisfies the post
condition of the lemma without forcing N, to ever converge towards its range.
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Summary. Going back to Fig. 7.13, if N7 is outside its converged range (top or bottom) then
it eventually converges from Lemma D.3.7. Le., the system is in the left, center, or right boxes
in Fig. 7.13. If state is in the center box, we are done (i.e., system is in steady-state, it stays that
way from Lemma D.3.6 and we deliver the steady-state performance bounds). Left and right
boxes are symmetric (one of Nc, or Nc; lies in the right box if the system is in left or right boxes).
Without loss of generality, say N, is in the right box. Then from Lemma D.3.8, if N¢, does not
improve, then Ny must move towards the narrow band if it is outside the band, whenever it
is inside the band, N¢, must improve. Nt can exit the narrow band but not leave its converged
range, and the process repeats. N¢, can never move away from the converged range. The result
of these movements is that eventually N¢, must converge. These movements are shown using
blue arrows in Fig. 7.13.

All the movements are multiplicative without any overshoots, thus asymptotically the system
converges to steady-state in logarithmic steps in the total amount of movement. Each step is a
round that lasts for O(Ng) slots, with each slot being 4RTTs, and the total movement is bounded
by the steady-state cwnd = C/Ng * (R + ONg) = BDP/Ng + CONg (this is cwnd FRCC maintains
in steady-state on ideal link). Giving a total convergence time of O (Ng log(BDP)) RTTs.

Note, Nr may enter and exit the band multiple times, these are all hidden in the big-O notation.

D.3.4.4 How we come up with the lemmas

Coming up with the lemmas is an iterative process. We start by identifying a region in the
state space such that if initial state is in the region, then the final state is in the region. This
gives us the shaded region. A rectangular region worked for us. Note, the proof is not tight,
the real region could be a different shape. Then we ideate lemmas to describe motions the state
makes then it is outside the shaded region. Z3 may prove that the lemma is correct, or give us
a counterexample showing how the state moves instead of what our lemma described. Based
on this feedback, we update the lemma and iterate.

D.4 Fluid model analysis (different RTprops and multiple
bottlenecks)

Different RTprops. We compute value of biased excess delay from the fluid model as fol-
lows. Say in the current state, the RTTs (not RTprops) of the two flows are R and pR (i.e., RTT
ratio of p), and throughputs are fC and (1 — f)C. Consequently, the cwnds of the flows are:
cwnd; =R - fC,cwnd; = R - (1 — f)C (using throughput = cwnd /RTT). When flow f; probes, the
delay increase seen by the probe Ad is given by:

cwnd; + E cwnd,

—+ =
R+Ad  pR+Ad

(D.4.1)

Le., the RTTs of both flows increase by Ad and the sum of the throughputs during the probe are
equal to C. We substitute the cwnds and solve for Ad as a function of p, R, E (yD), f, and C. This
expression is complicated and we do not show it. But Ad # E/C. Note, if we substitute p =1
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in Eq. D.4.1, then Ad = E/C. If p > 1 (short RTprop flow probes), Ad > E/C, while Ad < E/C,
when p < 1 (long flow probes).

Since Ad is a complicated expression we not substitute it all the way through to get an
updated transition function, instead we solve for the fixed-point indirectly. Specifically, the
system is in steady-state when no flow has incentive to change its cwnd, i.e., NE = ﬁ;i. Since
flows measure the same queueing delay, N;l = Kf;z Thus, steady-state happens when ffc\l = ]’V_c\z
We substitute the biased Ad in N¢ (= C/rtput = E/(Elm)) We get Kfa as a function of the
system state and design/network parameters. Solving NCT = N(;, gives us the fixed-point state
as a function of design/network parameters. Note, in the fluid model, hats (Kfa) and non-hat
(Nc,) variables are the same.

Solving N_C\l = Nc\z requires finding roots of a high degree polynomial, we use numerical
methods (secant method in sympy [36]) to approximate the root.

Multi-bottleneck parking lot topology. The setup and computation of the fixed-point is
similar to the different RTprop case. We write fluid model equations for each hop in the parking
lot. This time, the excess delay, Ad, when the long flow (fy in Fig. 7.15) probes is given by:

cwndg + E cwnd,
+ =
Ry+Ad Ry + Ad/hops

(D.4.2)

The main difference is that if before the probe the RTTs of flow f; (long flow) and f; (short flow)
were Ry and Ry, then after the probe the RTTs become Ry + Ad and R; + Ad/hops respectively. Le.,
the increase in the RTT of the short flow is 1/hops times less than the increase in the RTT of the
long flow. This is because the RTTs of all the short flow (f; to f4,s) increases and fy witnesses
the sum of the delays over all hops. The delay at each hops is the same (due to symmetry fluid
equations for each hop). So the total increase in RTTs of all the short flows matches the increase
in RTT of the long flow.

When solving for the fixed-point, Kf; = K/’Ei. Due to the same reason as above, this time,
N1, = hopsNr,. So we solve for N¢, = hopsN¢, to determine the fixed-point.

D.5 Supplementary empirical evaluation

Fig. D.2 and Fig. D.3 complement Fig. 2.1 and Fig. 2.2 to show that BBRv3 and Reno also cause
starvation in the scenarios with different propagation delays and jitter.

Impact of upper clamp with higher flow counts. Fig. D.1 shows FRCC with more flows.
The upper clamp on slot count is Ky« = 20, and the dynamic slot count is kNr, with k = 2.
With up to 10 flows the upper clamp is not hit and JFI is close to 1. Beyond that there are less
than kNg slots and collisions become more likely creating some unfairness.

Note, since FRCC’s practical convergence speed is slow, to ensure flows reach steady-state,
we ran this experiment with RTprop of 10 ms instead of our default of 50 ms (§ 7.6).

160



] 150
1.0 4 nmw — 1 —e— FRCC
B w B
T ] £ 100 ]
Lﬁ'- 0.8 1 — E
] — ]
0.6 4 —e— FRCC & 50 ]
L e N B — T
5 10 15 20 10 20
Number of flows Number of flows
Figure D.1: FRCC with more flows.
] 7 ] L]
7 60 FRCC a ACER BBRv1 i 7 60 - BBRv3 i
2 ] 2 ] T M HA Y 2 R T TN T ™
g w0 S 1o ] AR | £ o BRI
S 204 : ‘Szo:i :‘520:" I
3 20 7 3 207 PR pparres i yo. i - . U
2 1, 2 . ; Nyl ol 2 ]
0 YT T 0 e
0 100 200 300 0 100 200 300 0 100 200 300
Time (s) Time (s) Time (s)
] S ; —_ ]
7 60 3 Copa I Cubic 2 60 Reno =
S 404 ; S SN !
= ] I | = 40 = 40
] 1 1 ]
2 20 7 EEE R
SN o] R Hy
SN S S e S B S 0_|----|----|----|- B e e e e e e e N
0 100 200 300 0 100 200 300 0 100 200 300
Time (s) Time (s) Time (s)

Figure D.2: Flows with round-trip propagation delay (Rtprop or R) of 10, 20 and 30 ms. BBR starves
the (blue) flow with lower Rtprop.
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Figure D.3: Three flows with R = 32 ms. The blue flow experiences 32 ms of ACK aggregation. Cubic
and Copa starve flows.
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Symbol \ Unit \ Domain \ Description
Network parameters
C r R Link capacity
BDP P Rxo Bandwidth delay product
Ri,R s Rxo Round-trip propagation delay
D;, D s Maximum network jitter per-packet
Ng u YAS Number of flows (ground truth)
AR s Max (additive) error in RTT difference
YR u Ryg Max (multiplicative) error in Tput
Design parameters
Rinax S Roo Assumption about maximum R
D s Ry Amount of AR we want to tolerate
0 s Rso Delay we maintain per flow
Y u Rs1 Gain multiplier for probing
a u (0,1] cwnd update weight
oL, Oy u Ry Clamps for cwnd update
k u Ry kN\T = Number of slots in a round
Tp S R Probe duration (= 1 RTT)
Tr s R0 Time between RTprop probes (= 30 s)

Table D.1: Glossary of parameters. For the units: r = rate (i.e., packets/seconds), s = seconds, p = packets,
u = unit-less. By default, the domain is R. Subscript i denotes quantity seen/maintained by flow i.
We drop the subscripts when clear from context.

D.6 Glossary

Table D.1 and Table D.2 parameter and state variable definitions.
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Symbol Unit | Domain Description
cwnd; p Ry Congestion window size
C; r Link capacity estimate
R\,- s R estimate
rRTT;, FRTT; S RTT in a round
rtput;, rtput; r Throughput in a round
Nr, Nt,, N;, u Target flow count
Ne,, NZ u Nc, > 1, NE >0 Current flow count (from the perspective of flow i)
E; p Ry Excess packets sent by probe
Ad;, A/cz- s Ad; >0, A/Ei eR Excess delay due to probe

Table D.2: Glossary of state variables. We use hats (rRTT;) to denote estimates made by FRCC, and no
annotation (rRTT;) to denote the value of the state variable in the fluid reference execution. We use a
suffix of [r] to denote the round number (e.g., rRTT; [r], rRTT; [r]). See Table D.1 for convention on units,
domain, and subscript i.
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