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Abstract

ORA is a network analysis tool that detects
structure. The design structure of arganization is the relationship among its personnel,
knowledge, resources, and tasks entities. These entities and relationships are represented by the
MetaMatrix. Measures that take as input a Mptatrix are used to analyze the structural
properties ofan organization for potential risk. ORA contains over 100 measures which are
categorized by which type of risk they detect. Measures are also organized by input requirements
and by output. ORA generates formatted reports viewable on screen or in lognilesads and

writes networks in multiple data formats to be interoperable with existing network analysis
packages. In addition, it has tools for graphically visualizing Nid#&ix data and for
optimizing a networ kds de sriaagefor e;de ofwsef and seC++ ORA
computational backend. The current version ORA1.2 software is available on the CASOS
website: http://www.casos.ece.cmu.edu/projects/ORA/index.html.
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2 Questions, Bugs, and Comments
Please contact us:

Dr. Kathleen M. CarleyKathleen.carley@cmu.ejlu
3 Dynamic Network Analysis

Dynamic Network Analysis (DNA)*is an emergent scientific field that brings
together traditionakocial network analysis (SNA)ink analysis (LA)and multi-agent
systems (MAS)* There are two aspects of this field. The first isdtaistical analysis of
DNA data. The second is the utilization of simulation to address issues of network
dynamics. DNA networks vary from traditional social networks in that are larger
dynamic multimode, multiplex networks, and may contain varying lsveof
uncertainty.

DNA statistical tools are generally optimized for lasgale networks and admit the
analysis of multiple networks simultaneously in which, there are multiple types of nodes
(multi-nodes)*and multiple types of link@nulti-plex)*. In contrast, SNA statistical tools
focus on single or at most two mode data and facilitate the analysis of only one type of
link at a time.

DNA statistical tools tend to provideare measures to the user, because they have
measures that use data drawn from multiple networks simultaneously. From a computer
simulation perspective, nodes in DNA are like atoms in quantum theory, nodes can be,
though need not be, treated as probakislisti
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Whereas nodes in a traditional SNA model are static, nodes in a DNA model have
the ability to learn. Properties change over time; entities can adapt: A company's
employees can learn new skills and increase their value to the network; Or, kill one
terraist and three more are forced to improvise. Change propagates from one entity to
the next and so on. DNA adds the critical element of a network's evolution and considers
the circumstances under which change is likely to occur.

3.1 Where to learn to more:

o Kathleen M. Carley 2003,Dy na mi ¢ Net work Analysiso ir
Network Modeling and Analysis: Workshop Summary and PapRmnald
Breiger, Kathleen Carley, and Philippa Pattison, (Eds.) Committee on Human
Factors, National Research Council, Nationakéd®ch Council. Pp. 13B45,
Washington, DC.

o Kathleen M. Carley2002,Smart Agents and Organization
Handbook of New MediaEdited by Leah Lievrouw and Sonia Livingstone, Ch.
12, pp. 206220, Thousand Oaks, CA, Sage.

Kathleen M. Carley,Jana Diesner, Jeffrey Reminga, Maksim Tsveto\zi05
forthcoming, Toward an Interoperable Dynamic Network Analysis Toolkit, DSS Special
Issue on Cyberinfrastructure for Homeland Security: Advances in Information Sharing,
Data Mining, and Collaboration Stems.

4 File Formats

ORA can read in enultitudeof file formats.
Below is a list, with examples of the code, of those formats.

DyNetML 1 .dl T UCINET T comma delimited (.csvi) text files (.txt)i Pajek (.net)i
GraphMLT7 GMU model (.stl)i Pathfinder (.lo)

Dynetml (the native ORA xml format): DynetML is an xml based interchange language
for relational data including nodes, ties, dhd attributes of nodes and ties. DyNetML is

a universal data interchange format to enable exchange of rich social network data and
improve compatibility of analysis and visualization tools.

<node id="col_jack_o'neill">
<properties>
<propertyname="ally" type="string" value="yes"/>
<property name="gender" type="string" value="male"/>
</properties>
</node>
<graph sourceType="Agent" source="Agent" targetType="Agent" target="Agent"
id="agent x agent" isDirected="true">
<edge source="A0l'atget="Al11" type="double" value="1"/>
<edge source="A02" target="A01" type="double" value="1"/>
</graph>
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.dl: DL (for "data language") is a very powerful and (fairly) simple language that allows
the creation of quite complex and large UCINET data wéts minimal data entry. DL
language files are plain ASCII text files that can be created with any editor (be sure to
store the results as plain text).

dl n=9, format=edgelist1l
labels:

AB,C,D,E,F,G,H,I
data:

11
1 2
1 6

o

8 7 1
9 91

##h and ##d (UCINet): UCINET datasets are stored in a special (Pascal) format, but can
be created and manipulated using both UCINET's and other software tools (text editors
and speadsheets). Each UCINET dataset consists of two separate files that contain
header information (e.g. myfile.##h) and the data lines (e.g. myfile.##d). Because of this
somewhat unusual way of storing data, it is best to create data sets with the internal
spreadsheet editor or DL language tools, or to import text or spreadsheet files and save
the results as UCINET files.

.CSV (comma separated values): The CSV ("Comma Separated Value") file format is
often used to exchange data between disparate applicaltomdile format, as it is used

in Microsoft Excel, has become a pseudo standard throughout the industry, even among
non-Microsoft platforms. File most commonly created from an Excel spreadsheet using
the Save Asé option

e Each recor d i0sA reqord separatorentay donsist of a line feed
(ASCII/LF=0x0A), or a carriage return and line feed pair (ASCII/CRLF=0x0D
0x 0A) é& fieldstmay contain embedded libeeaks (see below) so a record
may span more than one line.

o Fields are separated with commas

e Leading and trailing spaesharacters adjacent to comma field separators are
ignored.

e Fields with embedded commas must be delimited with demidée characters.



e Fields that contain double quote characters musubm®undedy doublequotes,
and the emédded doubleuotes must each be represented by a pair of
consecutive double quotes.

o Afield that contains embedded libeeaks must bsurroundedy doublequotes

o Fields with leading or trailing spaces must be delimited with degidtee
characters.

» Fields may always be delimited with double quotes.

e The first record in a CSV file may be a header record containing column (field)
names

,A01,A02,A03,A04
A01,0,0,0,0
A02,1,0,0,0
A03,1,0,0,0
A04,1,0,0,0

txt (text files): Otherwisereferredto ASCII files whidh contain no extemporaneous
formatting

raw: net (Pajek): The file format accepted by Pajek provides information on the vertices,
arcs (directed edges), and undirected edges. A short example showing the file format is
given below:

*Vertices 3

1 "Doc1" Q0 0.0 0.0 ic Green bc Brown
2 "Doc2" 0.0 0.0 0.0 ic Green bc Brown
3"Doc3" 0.0 0.0 0.0 ic Green bc Brown
*Arcs

12 3cGreen

2 35 c Black

*Edges

134 cGreen

.graphml: GraphML is a comprehensive and dasyse file format for graphs. It consists

of a language core to describe the structural properties of a graph and a flexible extension
mechanism to add applicati@pecific data. Unlike many other file formats for graphs,
GraphML does not use a custom syntax. Instead, it is based on XML and hegibe id
suited as a common denominator for all kinds of services generating, archiving, or
processing graphs.

<xs:annotation>
<xs:documentation
source="http://graphml.graphdrawing.org/"
xml:lang="en">
Simple type definitions for the new grapttridbutes.
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</xs:documentation>
</xs:annotation>

stl (GMU model): This file format is native to the stereolithography CAD software
created by 3D Systems. STL files describe only the surface geometry of a three
dimensional object without any represematof color, texture or other common CAD
model attributes and can us both ASCII and binary representations

An ASCII STL file begins with the line:
solid {name}

where name is an optional string. The file continues with any number of triangles, each
represeted as follows:

facet normal n1 n2 n3
outer loop
vertex v11 v12 v13
vertex v21 v22 v23
vertex v31 v32 v33
endloop
endfacet

where nin3 and v11v33 are floating point numbers in sigmantissa'esign-exponent
format and concludes with:

endsdid {name}

Jo (pathfinder):



5 Getting Started

Welcome to ORA's Help File system!
The ORA help set is organized into the following-tepel folders:

To begin with, if you're not familiar with Social Network Analysis, then you should read
through this maual. It's broken up into six parts.

1. Getting Started: provides an overview of Social Networks and how they pertain to
ORA.

2. The Main Interface: The Main Interface is the area for working with the data
within the Networks. This includes loading, saving r&erging, performing
various math functions on the Networks, generating a variety of networks, and
running reports.

3. The Visualizer: This is the graphical tool for visualizing the Networks. It contains
tools for displaying (or hiding) nodes and links, cregtdifferent groupings, and
displaying information about the Network.

4. ORA Measures: This section contains explanations of the various measures used
in ORA. They contain a short explanation and (for the most part) the math used in
the measure. It also desxzs the type, input, and output.

5. Lessons: Lessons designed to teach specific materials.

6 Network Drives

If you are running on a network drive then the help system needs a drive letter in order to
work correctly. There are 2 possible solutions to this:

1. Copythe ORA folder to each local machine.
2. If at all possible Map a Network Drive. Right click on the shared folder and select
Map Network drive.

6.1 Mapping a Network Drive

In an Explorer window select My Network Places. Find the name of the network which
contairs ORA.

(G} Desktop Add Metwork Place
+-_) My Documents mﬂ. Wireless Mebwork Setup Wizard
+ _é My Compuker j‘Entire Metwork
-4 _f My Mebwork Places 7 ORA %
2l Recyde Bin

Go back to My Document.



ﬂﬁ' Desktop

+

My Docunments

+ _é My Corpuker

+- % My Mebwork Places
2l Recycle Bin

From the menu select Tools => Map Network Drive. This brings up the dialog box
below.

Map Metwark Drive. ..

Disconneck Mebwork Drive, ..
Synchronize, ..

Folder Qptions. ..
Select the [Browse] button in order to select the network drive.

Map Metwork Drive @

Windows can help vou conneck ko a shared network Folder
and assign a drive letker to the connection so that vou can

.\” acress the Falder using My Computer,
e

pmmemr | Specify the drive letker For the connection and the Folder
that waou wank ko conneck ko:

Drive: I W

Folder: hd Browse. .. [:
Example: \\serverishare

Reconnect at logon

onnect using a different user name.,

Sign up For online storage of conneck to a
network server,

Cancel

Select the correct network drive and press [OK].



Browse For Folder @

Select a shared network Folder

% My Nebwark Places
= ﬁ Entire Mebwork
= i;’ Microsoft Windows Metwark

& =

[ Make Mew Folder ] l K {[ Cancel

Select [Finish]

Map Network Drive E|

Windows can help wou connect ko a shared netwark Folder
and assign a drive letker to the connection so that wou can

.\“ acress the Falder using My Computer,
e

e | Specify the drive letter For the connection and the Folder
khat waou want ko connect ko

Drive: I W

Folder: | V\DESKTOPIORA v

Example: \\serverishare

Reconnect at logon

Zonnect using a different user name.,

Sign up For online storage of conneck to a
network server,

| Finish ﬁ[ Cancel |

Your computer now has the Network drive with ORA mapped on the desktop.




7 ORA and DNA

In general, you may want to use ORA in conjunction with other computational tools
to advance DNA theory. The CMU CASOS tools that work with ORA to form tool
chains areAutoMap (extracts networks from texts) and various DNA simulators
including both Construct and DyNet. These tools are often used in a number of real world
applications, including the following areas:

Designing adaptive teams for Command and Control Nésvor
Estimating the impact of organizational downsizing
Estimating the effectiveness of new structures

Evaluating risk in organizational designs

Examine impact of IT effectiveness

Impact analysis of actions in asymmetric warfare simulation
Impact analysis ofveaponized biological attacks on cities

ORA is interoperable with a number of other SNA and-hnlalysis tools: UCINET,
KeyPlayer, and Analyst Notebook. Additional information is listed under data import and
export.

7.1 Where to learn more about CASOS toolsind this tool chain:

Kathleen M. Carley, Jana Diesner, Jeffrey Reminga, Maksim Tsvetd084, An
Integrated Approach to the Collection and Analysis of Network ,Dat&roceedings of

the NAACSOS 2004 Conference, Pittsburgh, PA

Kathleen M.Carley 2004, Edimating Vulnerabilities in Large Covert Networks Using
Multi-Level Data In Proceedings of the NAACSOS 2004 Conference, Pittsburgh, PA
Kathleen M. Carley 2003, Dynamic Network Analysis in Dynamic Social Network
Modeling and Analysis: Workshop Summary aRdpers Ronald Breiger, Kathleen
Carley, and Philippa Pattison, (Eds.) Committee on Human Factors, National Research
Council, National Research Council. Pp. 438, Washington, DC.

Kathleen M. Carley, Jana Diesner, Jeffrey Reminga, Maksim Tsvet@dfs
forthcoming,Toward an Interoperable Dynamic Network Analysis Toolkit, DSS Special
Issue on Cyberinfrastructure for Homeland Security: Advances in Information Sharing,
Data Mining, and Collaboration Systems

CASOS: Center for Computational Analysis of Bbcand Organizational Systems
(http://www.casos.cs.cmu.edu/index.html)

8 Questions, Bugs, and Comments
Please contact us:

Dr. Kathleen M. Carley (kathleen.carley@cmu.edu)



9 Overview: The Organizational Risk Analyzer

ORA is an analysis tool designed to help tiser evaluate one or more networks. It
can be used to assess the nature of, features of, change in, and determinants of complex
networks. A large variety of networks can be assessed including, but not limited to, social
networks, activity networks, tasketworks, knowledge networks, supply chains, and
communication networks. Using ORA questions such as the following can be addressed:
what is critical, are there groups of interest, are there patterns of interest, how might
interventions impact the netwonkho is critical, are there emerging groups, how is the
network changing.

What is a network? In any data there are relations among things such as two people
are cousins, or a set of people are all members of the same club. These networks might be
psychologcal or cultural as when two people share the same belief. They might be
physical as in two resources being in the same location or two computers being connected
by a line, or they might be social as in people being related. There are many reasons why
networks exist. Networks are ubiquitous. Everyone and everything is constrained and
enabled by the networks in which they are embedded. Everyone and everything is
embedded in multiple networks; e.g. you are connected to some people due to work,
others due tochool, others due to your kids, and so on. ORA lets you visualize, assess,
and reason about these networks.

9.1 What kinds of networks?

ORA can assess any type of network. Anything that can be represented as a set of
nodes and relations can be assesbgoicd networks are: social networks (who interacts
with whom), financial networks (who lends money to whp taskcharts (what task
needs to be done before what), supply chains (what resources are needed to build what
other resources)., semantic networks (wlats are linked to what ideas), proximity
networks (what states border on what states), and sORA. can assess any data that
can be represented as nodes and relations regardless of what the nodes are or what the
relations are.

9.2 What if there are many networks?

ORA can be used to assess the interlocks among networks. For examples, imagine
that the following networks exist: who works with whom; who has what skills, what
skills are needed for what tasks, who is doing what tasks then ORA can assessiwhether
fact the right people have been assigned to those tasks or where there are problems
because there is insufficient skills available for the task. ORA can assessimuéti
multi-link" data.
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9.3 What if the networks change?

ORA can be used to assess chaingeetworks over time. Over time, the shape or
topology of a network might change; e.gtartupcompanies move from a collaborative
to a hierarchical structure, terrorists change what weapons they use to attack sites,
scholars cite different papers, ama@. Consequently, over time, who or what is critical
in a network might change. ORA can assess change in networks, and forecast possible
ways in which the network might change in the future.

9.4 What if information is incomplete?

ORA can assess networks ewshen information is incomplete. ORA has been
built to gracefully degrade so that it calculates all and only those metrics for which there
is information.

9.5 [lllustrative applications

ORA has been applied in numerous settings. Examples include the following.
Assessment of team leadership structure at NASA. Comparison of terror networks.
Identification of vulnerabilities in insurgency and terror networks. Assessing change in
political elite structures in Korea and early identification of emergent leaderngnides
teams for wargames. Assessing the impact of turnover and retirement on public health
organizations in Duchess County, NY. Identifyingay ports with AIS data.
Organizations where ORA has been used include: AFIT, SOCOM, USMA, CIA, many
universities.

9.6 Tool Evolution
There are still many challenges in the area of dynamic network analysis. Key
challenges include handling streaming data, locating confidence intervals for metrics,

uncertainty assessment, and so on. As these challenges are met, new algamthm
implemented, tested and added to ORA thus further meeting the user's needs.
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Social Network Analysis (SNA)

Social Network Analysis*s a scientific area focused on the study of relations,
often defined as social networks.

In its basic form, a social network is a network where the people entities and the relations
links are a form of aanection such as friendship. Social Network Analysis takes graph
theoretic ideas and applies them to the social world.

The term social network was first coined in 1954 by J. A. Barnes (see: Class and
Committees in a Norwegian Island Parish). Social n&twaoalysis is also called network
analysis, structural analysis, and the study of human relations. SNA is often referred to as
the science of connecting the dots.

Today, the term Social Network Analysis (or SNA) is used to refer to the analysis
of any netvark such that all the entities are of one type (e.g., all people, or all roles, or all
organizations), or at most two types (e.g., people and the groups they belong to). The
metrics and tools in this area, since they are based on the mathematics ohgoaph t
are applicable regardless of the type of nodes in the network or the reason for the
connections.

For most researchers, the entities are actors. As such, a network can be a cell of
terrorists, employees of global company or simply a group of frigthosever, entities
are not limited to actors. A series of computers that interact with each other or a group of
interconnected libraries can comprise a network also.

9.7 Where to find out more on SNA

e Scott, John2000,Social Networks, Sage (2nd edition)
e Wasseman, S. & K. Faust 1994, Social Network Analysis: Methods and

Applications
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10 Stargate- Summit - Synopsis

LAST STAND

10.1 Story Background

The data for this scenario is based on theFsdV show, Stargate SG and
specifically the episodes Summit / Last Stand. Following is a synopsis of the episodes if
you have an questions regarding the dataset.

10.2 The Datasets

The Agents’ Colonel Jack O'Neill, Major Samantha Carter, Doctor Daniel Jackson,
Teal'c, Jacob Carter/Selmak, Lt Elliot, Ren'al, Aldwin, Janet Frazier, Major
Mansfield, General Hammond, Lantash, Narim, Travell, Osiris, Yu

10.3 The Short of it

The Tok'ra are planning an attack which would kill all of the head Gou'ald in one
fell swoop byinfil tratinga summit and poisoning them almultaneouslyWith the help
of Stargate Command and the U.S. Military they are able to infiltrate the summit. The
plan is going fine until new information is disclosed which changes everything.

10.4 The Story

The Tok'rahave information regarding a secret Gou'ald summit of all the System
Lords. They devise a plan to destroy the organization once and for all by poiweimg
symbiotes, but they have need of one thing. A human (tauri) who speaks fluent Gou'ald.
Ren'al (he head of the Tok'ra council) travels to Earth to meet with Stargate Command in
order to recruit Dr. Daniel Jackson. Dr. Jackson is a human who is fluent in Gou'ald. The
System Lords have declared a truce for the summit and each System Lord can bring one
human servant.

SG-1 journeys to the Tok'raome world Revanna. Jacob Carter, previously of the
U.S. military but now a Tok'ra, presents the plan to Colonel O'Neill and.S&'s
established himself as a minor Goa'uld in the service of Yu. He can hé&)amget inside
Yu's home base by using the Reole menaitgring chemical to convince Yu that he is
his closest human slave, Jarren.
Elsewhere, the Goa'uld Zipacna, a servant of the new and very powerful Goa'uld,
welcomes a guest, Osiris. Zipacna offersdgosition in service of the Goa'uld, Anubis.
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Osiris prepares to depart Zipacna's ship for the summit, as Anubis' official representative.
Zipacna, meanwhile, has learned the location of the new Tio&ree world Revenna,

from a captured spy and plamslaunch a fulscale invasion.

Jacob and Daniel successfully dispose of Jerran, and, using the reole drug, trick Yu into
believing Daniel is his faithful servant. Yu and Daniel depart to the summit.

Six of the galaxy's most powerful System Lords are ngitBa'al, Olokun, Morrigan,
Bastet, Kali the Destroyer, and Svarog. They are waiting, though, for another guest, the
powerful Goa'uld who has been dealing them all heavy defeats in battle, but who refuses
to make his identity known.

As the attack beginsnoRevanna S@ and SGL7 try to help the Tok'ra, but little
can be done. The Goa'uld have dialed into Revanna's Stargate, thusly preventing their
escape. Zipacna continues bombing the surface of Revanna, in an attempt to flush out the
resistance. As the tmels collapse many Tok'ra are killed along with Major Mansfield.
Ren'al encrypts the symbiote poison formula onto a data crystal but is killed by falling
debris shortly after. Major Samantha Carter takes the data crystal for safe keeping. A
large holdingtank, where the symbiote Lantash is being kept alive, is destroyed and
Lantash takes refuge in the dying Lieutenant Elliot as a host.

Colonel O'Neill, Teal'c and the Aldwin do a scouting run on the surface of the
planet only to find Zipacna has amasseduany of Jaffa troops on the surface. Aldwin is
killed on their way back to the tunnels. 8Gegroups but more tunnel collapses prevent
their escape to the ring room. Their path to the surface is blocked.

Back at the summit Osiris, the final guest, arrivieaniel is caught by surprise. Osiris

had taken possession of his friend Sarah Gardner a year ago. Osiris recognizes Daniel,
but does not reveal this to the System Lords.

In private Daniel communicates her arrival to Jacob. Her arrival presents a lalotgpr

Osiris confronts Daniel Jackson and demands to know what he's is planning. Daniel
manages to prick her with his ring containing the reole memory drug and convinces her
that he is but Yu's human servant. The drug tadfésct and she leaves, somewhat
confused. Col. O'Neill and Teal'c find a set of Tok'ra tunneling crystals which they use to
grow new tunnels. Major Carter tries to help Lt. Elliot stay alive.

Oiris tells the System Lords she represents the Anubis, who had been believed to
be dead for D00 years. Anubis has dealt blows to each and every System Lord. Anubis
wants entrance back into the System Lords. The Goa'uld vote to allow Anubis to rejoin
them, and for Osiris to represent him.

Daniel reports this to Jacob Carter. They both agree lieaplan to poison the System
Lords must be aborted. If they wipe out the seven most powerful System Lords now,
Anubis will be free to conquer the galaxy.

SG-1 and Lt. Elliot make it to the surface but must still must avoid the Jaffa army. They
begin the 25mile walk to the Tok'ra beacon to send a signal to Daniel and Jacob. At the
beacon Maj. Carter sends a signal to Jacob and Daniel.
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Jacob tells Daniel to get off the space station. But Daniel decides to attempt to kidnap
Osiris (still hoping to free herdm the Gou'ald). When she arrives, he locks her in the
hold and readies to steal the ship. But Yu intervenes saying that his servant Jarren has
betrayed him. He releases Osiris. But believing that Yu plotted to kidnap her she stabs
Yu. As she prepares tallkDaniel he reveals who he really is. This cause her to hesitate.
That, and the attack by Yu gives him the opportunity to escape.

On their return to Revenna Jacob and Daniel are shot down by the Jaffa army and crash.
SG1 finds them shaken but unhurt. Hiliot/Lantash, knowing he'slying anyway,
volunteers to sacrifice himself by taking the symbiptésonand wait to be captured.

He'll then release the poison clearing the way forl3G escape through the Stargate.

Colonel O'Neill hates to leave his maehind, but sees that there is no other choice. The
team goes into hiding. Elliot places the poison in his pocket, and listens as the footfalls of
the approaching Jaffa army loom ever closer.

15



11 System Requirements

ORA performs best on machines that meadaeed the following specifications:

Spec Windows Mac (running XP)
System XP 0SX 10.4.x
RAM 256 MB 1GB
Processor Pentium 4 Intel Core 2 Duo
Speed 1.0 GHz 2.0 GHz
Java 6.0 6.0
Extra Parallels for Dual Booting

NOTE : When working with extremdbrge data sets, increasing processing speed and
RAM is highly recommended.

TERMINOLOGY CLARIFICATION

So that the help file mirrors the actual tool in use, some terms have been
deliberately left in the help documentation that have since been refineskias they
specifically apply to the ORA interface. To avoid confusion, the ORA Help will refer to
terms as they are still used in the ORA interface, though the term may need to be
updated. However, what follows is a clarification of all key terms onleendounter in
the both the interface and the help. For other terms, please see Basic Terms in the ORA
help documentation.

ENTITY

Can be who, what, where, how, why, a thing that is being studied. For example,
entities can be people, agents, organizatibesiefs, expertise areas, resources, tasks,
events, locations.

NODE

The representation of a single entity (a who, what, where, how why item). This
pertains to actually looking at a network model. In the visual model, entities are called
nodes.

META -NODE

The representation of a group of nodes as one node. For example, if Bob, Carol,
Ted, and Alice are all accountants, they could all belong to the-Ntda Accountants
which would contain all their individual nodes.

LINK

The representation of the tie, conneset relation, edge between two nodes.
META -LINK

The representation of a Group of links.
NETWORK
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The representation of a set of nodes, including metes, of one type and the links,
including metalinks, of one type between them.

META -NETWORK

The represatation of a Group of networks.
LABEL

Each entity, node, link or network has a typewhat kind it is, is called a label.
This can be the common name, adidunique identifying number or some othand of
label.
ENTITY CLASS

A set of entities of ong/pe.
NODE CLASS

A set of nodes of one type. Note: a set of nodes of one type can be represented as
a metanode.
LINK CLASS

A set of links of one type. Note: a set of links of one type can be represented as a
metalink.

NETWORK CLASS

A set of networks of me type. Note: a set of networks of one type can be
represented as a metatwork.

GROUP

A collection of things, such as entities, nodes, ties, and networks. A group might at

times be represented as a medale.

Nodes may be classified in groups based shaed attribute, type, -ihnge, label,

user selection, etc. For example: if you have a set of people and know their gender,

then there might be two groupsen and women.

In addition, the nodes representing those people could be displayemetarsode

for men and a metaode for women.

Nodes may be classified into groups based on a grouping algorithm. For example, if

you have a network showing connections among members of an organization and you

run a grouping algorithm it will return clusteo$ nodes that fit together on some

mathematical criteria. This cluster is a group and can be represented amadeeta
TRAIL

A set of nodes and links that form a single unbroken chain, such that no node or link is
repeated.

PATH

A set of nodes and linkbat form a single unbroken chain, such that no nodes and links
can be repeated.
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12 What Is ORA?
12.1 An Overview

The Organizational Risk Analyzer (ORA) is a statistical analysis package for
analyzing complex systems Bgnamic Social Networks
Many complex systems such as organizations,-state alliances, food webs, etc. can be
represented as an ecology of mitkked networks. Within ORA any complex system is
represented as a Network. What follows is a general description of ORA's primary
capabilities. Specific instruction is provided under the correlating folders in this help
system.

SeeBasic Termdor additional definitions relating to Social Networks.
12.2 The ORA Visualizer

The ORA Visualizer renders noeptual images of social networks. Nodes such as
Agents, Task, Knowledge and Organizations representwaddl Entities like the
president of a company, driving to the airport, or how to wash your clothes. Nodes which
share the same attributes can behier grouped together creating Mdtade. Links
connect nodes that share a direct relationship. Such relationships are derived from the
Network. ORA's single unit of data input, and are referred to as graphs. The ORA
Visualizeris interactive. You can zogmotate, isolate, add and remove MBlades, and
much more.

12.3 Reports

ORA can run many reports: Risk, Intelligence, and Sphere of Influence to name a
few. Multiple organizations can be compared against each other, network structure can be
optimized, subgrges within a network can be identified, and scenarios involving the
removal of nodes or links can be examined. Reporting capabilities are constantly being
refined and updated.

12.4 Charts
Four chart types are available: Bar Chart, Scatter Plot, Histogram, aaidvide.

Each one in turn presents a different statistical profile of a seldlidd Set Examples
of these reports and how to access them can be found under Basic Usages.
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13 Where To Begin

To begin you need data to run in ORA. And not data in just any fo@RA uses
particular data format®yNetML*, .csv*, GraphML*, and a couple others.
The examples in the ORA help file use a dataset based on the poptfarTScshow,
Stargate. You can download a copy of this dataset to practice ush@QRe following
URL:
http://www.casos.cs.cmu.edu/computational_tools/datasets/internal/stargate/index2.htmi
Another method is tareate a MetaNetwork from an Excel spreadshedtsave it as a
.csv*file.
Let's now assume you've created a MetaNetwork after reading through the
documentation.
From the Man Menu select: File => Open MetaNetwork. Then navigate to the directory
which contains the MetaNetwork you want.
If this is the first MetaNetwork you're opening it will appear in panel 1. If there are
already Matrices open you'll get the following dialoux.

Load Organizations from embassy.xml

Do wou want the Organizations in "embassy, sl
ko replace only the currently selected Organization,
to be appended as additional Organization(s),

ar ko replace all currently loaded Qrganizationis)?

[ Replace Selected Org l [.ﬁ.ppend as Additional Org ] [ Replace All Orgs ]

Choose Replace Selected Org to remove the previous MetaNetwork and replace it with
the current one;

Choose Append As Additional Org to add it to any MetaNetworks already loaded in the
ORA session;

Choose Replace all Orgs to remove any MetaNetwiokded into ORA and start over
with the current MetaNetwork only.
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14 ORA's Main Interface

The ORA interface is organized into three resizable window panes. These panes are
dockable. That is you can click on the docking panel tabs andug#e the panes from

the GUI and move the panes to suit the user's liking.

Panel 1 contains a tree directory of the current Nietawork(s) loaded into ORA. This
contains the Metdletworks currently active plus all their Meltiodes and Networks.

Panel 2 contains the basiédanmation about the highlighted Mebdetwork such as how
many nodes are represented. This panel also allows quick access to ORA's Visualizer,
Reports and Chart tools. By selecting the Visualize button, the currently loaded Network
will render in the ORA \Bualizer, which will load in a separate window. Panel 3 is

empty when ORA is first started up. It will contain any reports that you run.

All three Panels can be resized to your preference.

MainiMenuiBar. -JBJx

TAGRN.0.5,3.7

File Edit DataManagement Generate Networks —Analysis  Simulations Wisualization  View  Help

Manager 2 X |

20X

R [ 4828 =238 oo =es|40pe =1

Meta-Nebwork Manager : Meta-Netwark: sg1
£ 13-

Meta-hetwork, 1D sgl
Meka-hetwork Date Click to create. ..
Meka-Metwork Filename | E:iCarnegieMelonUniversity_OnTheRun|oraldatasets|Stargateil

Met'aNEtW@I'k [ =) Reports ] ".'.'. Yisualize ] ’_—_ Yiew Charts ]

Wa nag ement Statistics

Pa n9| Source Count; 1] o
Mode Class Count: ] E'd It'@r mmls
Node Count: &0 Pa nel
Link Count: 152
Metwork Count: 12
Tatal Density: 0. 108696692

14.1 Panel 1

Panel 1 contains all the Meletworks you currently hawvactive. Clicking on the plus
icon will expand the Met&letwork showing all the Metblodes and Networks and

clicking on the minus icon condenses the Me&work.
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Meta-Metwork Manager

=28 - EEGE

----- ooo Agent | size 16

----- ooo Event : size 14

----- ooo Knowledge : size 9
----- ooo  Locakion : size 7
----- ooo Resource : size 7

----- ooo Task : size 18

And if you hover the pointer over a graph it will display information about that Network.

St Sl - e o agent [agent x agent]
agent xHgent [agent « even

k £ E £]
8% agert x Metwork: agent x agent

o-:-o IC: agent x agent
agent x b Link count: 323 ge]

o IR agent x [T [SUETT R TOCat]

14.2 Panel 2
14.3 With Meta-Network selected

Panel 2 displays the information regarding the Méggwork itself.

=

Name of the active Metbletwork: You can also use this textbox to change the
name of the MetdNetwork.

Currently selected Metdletwork showing it's ghway.

Node Class Count: How many Metdes are contained with the Mdt@twork.
Node Count: Total number of nodes within the Me&twork.

Link Count: Total number of links within the Meletwork.

Network Count: Total number of graphs within tleta-Network

Total Density

NookwnN

14.4 Editor Tab with NodeSet selected

When a NodeSet is selected changes can be made.
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Mode Class: Agent

| Info ﬁ|
Find: | |AND v |
5 e : i 5 Modes
Entity D Entity Title | symbiote paosition dies_whe
<set filt,., % | <setfilk,.. s | <sekfilk.., » | <setfil... | <setfil...
O] | a0 col_jack .. sg-1_leader ~ -
— - - Delete
] |aoz maj_sam...
] |a03 daniel_jac... —
] |a04 teal':
] |an0s jacob_cart.. [selmak tok'rafeart... -
O [a06 i_eliott  |lantash seting_olgn A
= —
— | .
[ Select All ] [ Clear all 0 itemis) selected, 16 visible, 16 tokal,

The Nodes buttons allow you to search for particular nodes using the Find: box and
And/Or criteria- Add, Delete or Merge NodesAdd, Delete, or Change Attributes
Further information can be read regardingThes in Panel 2

14.5 Editor Tab with Network selected

mebwork: [whio knows whio]
() Binary Yiew () Numeric Yiew
Row count = 16 Colurmn count = 16
col_jack_o'neill [maj_samant. .. |daniel_jackson keal'c jacob_carker,.. | Ik_el
col_jack_o'neil F Fi ] Fi Fi s
|maj_samant. ih |:| |:| |:| |:| |:
Idaniel jackson Fi F Fi ] F
[ tealc [ [ ] [ .3
|jan:u:n|:|_n:arter. i Fl ] ] F A P
It_elliott F ] ] Fl FI F
ren’al ] OJ ] ] OJ [
< | B
Einarize ] [ Symmetrize ] [ Remove Edges ]

Further information can be read regardingThés in Panel 2
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14.6 Panel 3

Panel 3, which at the start is blank, will contain any reports that are run on the Meta
Netwak. SeeGenerate Reporfer more information.

Analysis

Yisualization Wiew Hel
enerate Reports, ..

Report Selection Wizard. ..
Measures Manager...

Attribuke Partition Toal, ..
Mear-Term Analysis., ..

Lakent Semantic Analysis, .,
Geary-C & Moran-I Analysis, ..

GenerateReportsi Brings up a dialog box that enables you to run any report on any
currently active MetdNetwork then select the format you want the results.

Report Selection Wizard Assists you in selecting the best reports for the selected Meta
Network.

Measure Manageii The option allows you to choose which measures are to be used in
generating reports for the selected MiEtworks. The dropdown menu allows you to
chose measures lists which divide them up into categories such as: Slow Measures,
Critical RiskEmployees, and Resource Allocation Risk.

Attribute Partition Tooli Creates new Methdletworks using an existing Metdetworks

and uses attribute values to affect the result.

NearTerm Analysis Tool used to detect the results when a Métale is removeddm

an existing circumstance. SBearTerm Impact lessan

Latent Semantic Analysig Latent semantic analysis (LSA) is a technique in natural
language processing, in particular in vectorial semantics, of analyzing relationships
between a set of documents and the terms they contain by producing a set of concepts
relatedto the documents and terms.

GearyC & Moran Analysisi This function performs Moran's | test using phylogenetic

and spatial link matrix (binary or general). It usesghboringweights so Moran's | and
Geary's ¢ randomization tests are equivalent.
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15 Attr ibute Partition Tool

To create newMetaNetworks which are a subset of nodes use thitribute
Partition Select an Nod€lass(es), select the Attribute set, then select the individual
attribute(s) to form a new Mefdetwork.

+ = Attribute Partition Tool

This tool creates new meta-netwaorks Fram an existing meta-nekwork using a
node attribute,

£

Select a meta-network: | stargake_summit

Select the node classes to partition by atkribute value, Node classes nok
selected will be added in their entirety to each new meta-network,

agent
event

knowledge Select Al
location Clear all

resource
Eask.

Select an aktribuke:

£

ally

For each attribute value selected below, a meta-network will be created ko
contain only those nodes with the value.

no

Select All
yes

Clear &ll

[ Close ]| Compute |

There are four sections toe dialog box:

Select a MetdNetwork: The dropdown menu lists all the currently open Maaworks

Here | selected "stargate _summit"

Select Node Class(es): Place a checkmark in the box(es) of the NodeSets you want
included.

| selected all the NodeSets

Sekct an attribute: This dropdown menu shows all the attribute(s) contained within the
selected NodeSet(s). If you change the NodeSet(s) the choice of attribute(s) will be
reflected in this dropdown.

For an attribute set | selected ally
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Attribute Value: Plae a checkmark in the box(es) of the attributes you want included in

the new MeteNetworks.
Finally I chose two values "yes" and "no".

Next select the [Compute] button. The following dialog box will appear showing the
number of new MetdNetworks created.

New Meta-Networks Created E|

L
\]}) 2 new meta-nebworks were created,

Close the dialog box. In the main interface you'll see your new-Metaorks listed in

Panel 1. The two new Metdetworks contain, in their names, the source such as ally=yes
and ally=no.

—m— skargate_summit ally=na
Pk ooo agent : size 15

----- ooo faction : size 5

----- ®3® agert x agent [agent x agent]

----- ®9*® agent x Faction [agent x Faction]
----- #$*® faction x faction [Faction » Faction]
- al=targate_summit ally=ves

----- ooo agent ! size 15
----- ooo faction @ size 4

----- ooo lacation ; size 3

----- 9 agert x agent [agent x agent]

----- 3 agent x faction [agent x Faction]

----- ®9*® agent x location [agent x location]

----- #$*® faction x faction [Faction » Faction]

----- 2 location x location [location x location]

| returned to the original Metdletwork and opened the agenloxation network. Then |
selected the new Mefdetwork for ally=yes and opened that agent x location network.
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This is the visualization of thEW stargate_summé agent x location networtith
the attribute partition active.

/.janet_frazier
earth .~ o gen_hammond
ren‘al
col_jack_o'neill
maj_mansfield Jack_

It_elliott_lantash al'c
revan iel_jackson
maj_samanthe_carte tollana
jacob_carter_selmak ‘éﬁm\.tfﬂ%"
aldwin

This is the visualizatioof theoriginal stargate_summi agent x location netwonkith
no attribute partition. Note: The nodes and links not in the attribute display have be
lightened for this display only.

janet_frazier

maj_mansfield gen_hammond

It_elliott_lantash

aldwin
re%

cargoShip_spaceStation

cargoShip_tok'ra
Jacob_carter_selmak

hasaraSystem_spaceStation

With the partition attribute network only the nodes associated with ally=yes are shown in
the new network.

26



17 Meta-Network Manager

TheMetaNetwork Managepanel in ORA's main GUI is where you will find a tree root
system doting the Metletworks which yodoaded into ORA's Main Interface.

There are a number for powerful things you can do by working in the-Ntttaork

Manger panel only. It should also be noted that some of the features in development are
only available through direct interaction with thetédNetwork Manager via sulmenus
(accessed by "right clicking” on the various icons).

ey B | Tl s T

fMeta-Network Manager |

+.- Eé:"-ra-nzmiaErrhaisyEnh. —
e [ Alll loaded Meataletweorks
appear in the Meta-Netwerks Manger

The MetaNetwerk manager

By selecting the "plus” icons in the tree root, you can expand the N&gteork and view
the individual graphs and node classes that comprise that particulaNitetark.

In the example below, we clicked on the first "plus" icon and expanded the Meta
Network Manager Tree. The below screen shot displays the result:
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Filz  Edit  Data Management Generc'uter\{tﬁ:I orks  Analysis  Simulatiops | Yisualiz |on '\-'lew Hel
o erange and bive presents

Manager » X

: ihe entire [ﬁﬂ@ﬁ@nﬂﬂ@ﬁ@@mo
AR | e
eta-Nel- rk Manager :
B e The, erenge nede leons indicate the

- moE evert i size 3 —affe— E[%S‘% w% assee present im this
- ooo knowledge ; size 4 @?31‘2?@[?[3

- ooo |ocation @ size 54 eka-Metwork Filename
- OO0 FESOUFCE : 5ize 4
- ooo task ! size 5

- * 8 fgent x Agent

":" manual_agent_svenkt Statistics

- ® 3 agent x Knowledge Sourte Counk:

'f’ manual_agent_| |Dtatl0l Hodfpe Blue netwerk icens
=3 Agert x Resource Nﬂd@[ﬁlﬁ he graphs that

- R manual_event_locatio Total Density:
- * 8 Knowledge x Task

- ®3® manual_location_ao2n

- ®3® manual_location_even

- *3® Agent x Task ‘cemprise (he expanded
- ®8® manual_event_sgent Netﬂﬁ@{@d}]mm

17.1 Right clicking to access MetaNetwork Manager sub-menus

There are a number of submenu's you can atge§gyht-clicking” on the icons. Note:
each icon provides access to an separatersru. Therefore, if you right click on the
node class icon, you will access the notiss submenu. Likewise, if you access the
graph (individual network) icons, you wakcess the graph level satenu.

File Edit DataManagement Generate Metworks —n

_gs 'ORA 1.9.5.3.8, dlﬂal

T 'l'm Add New Meta-Netuwork ork TanzaniaEmbassyEnhanced_2-07_1956
=232 Remave Selected Meta-Netwaork, M
rooo Add New Node Class. ..
T Add Blank Hetwark workfFilename  Z:\CamegieMellonUniversity_OnTheRunioraidatasetsiTanzania
Transfarm. .. [ =i Reports | [, visualize | [ = view Charts |
Ananymize, ..
Load inko existing Yisualization ]
Corvert ko a dyvnamic meta-network, o
manual _agent_location iodgelass Caunt: 6
86
1276
- *3*® manual_event_agent Mstwoork Count: 14
T manual_event_location Total Densty: 23106198
- *3* Enowledge x Task
.':‘ manual_location_agen
" manual_location_even
P :'!': mamalJocatIur?Jocat_Al
kL wm B8 | &l I 1 B

The next screen shot displays the-sunu indicated by rightlicking on the node class
(orange) icon.
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File Edit DataManagement @Generate Mebworks Analysis  Simulations  Visualizakion  Wiew  Help

Manager !xl 20X
& | #2228 —121| $om0 moon| 4020 =

Meta-Metwork Manager |.:| :
B m TanzaniaEmbassyEnhance
agent : size 16

=000 Remove Selected Mode Class
Add Attribute. ..

[etbmogfeligious, friendship, latitude, longitude, nyi, political-leaning

Agent x Resource

it
3
%
3
- O E® fgent x Task
’:’ manual_event_agent
- O 8® manual_event_locatior
*3*® knowledge x Task
*3® manual_location_agen
*3*® manual_location_even
1 manual_location_locatD

i ot | | "
[T E I E—— B

(]

The next screen shot displays the-sunu indicated by rightlicking on the node class
(orange) icon.

RSO PO NP {.iai:i‘

File Edit DataManagement Gensrate Metworks Analysis  Simulations  Visualization  View  Help

Manager 2 X | a0x
R [ 4228 122 4osn —nes| 430 =070
Meta-Network Manager 4 MNetwork: manual_event_agent

=232~ TaneanizEmbassyEnhance M

----- ooo agent : size 16

----- ooo event : size 3

----- ooo knowledge : size 4
----- ooo |ocation : size 54
----- ooo resource : size 4

Info | Editor

----- ooo task ! size 5 |agent

22, Visualize this Network ]

**, Wisualize Only this Metwark ]

Soufce Count: 3
16

in: 1.000000, Max: 2,000000, Avg: 1,333333, Stddey: 0.577350

_____ =1 Remove Selaffed Metwork Bindky
..... Set Diagonal...
----- Transpose. ..

""" Fold Metwork, .

Save Network..,
Binarize Metwark, ./

<]

See also.

Creating a Dynamic Metdletwork
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18 Measures Manager

Before you run any measures on a Md&twork you can use the Measures Manager to
set exactly which measures you wish to run.

Form the main interface menu select Analysis => Measures Manager.

Use this window to select which measures to include when generating reports and charts.,

Search:
137 ikemn(s) selected, 137 visible, 137 kotal, | Reorder | [ Select &l ] [ Clear all ]
Communication Risk, Task Risk Personnel Inkeraction Risk Performance Risk,

All Measures | slow Measures | Critical Employee Risk | Resource Allocation Risk | Redundancy Risk

Last Mame First Mame Graph L... | Entity L...

<set filker = ** | st filker > | aset,,, (W <sel,., [
Redundancy ALCESS true false 5
Actual Workload false true
Socio Economic Power | Agent false frue
Redundancy Assignment true false
Average Distance true falze W

Description of measure: Congruence, Select an Organization: | skargabe_surmmit_allies w

Communication )
Select the input parameters:

Measures bo what extent the agents

communicate when and only when it is EEETREEEL <select a matrix>
needful ko complete tasks. Perfect agent x task | <seleck a matrix=
congruence requires a syrmmekric Agent x

Agent network. agent x resource | <seleck a matrix

resource x task | <select a matrix =

£ 10 £ R [

task x task | =select a matriz=

Close

Thedialog box has multiple sections:
18.1 Filter Commands :

This section comprises two radio buttons (Matcheast onefilter | Match all filters)
which allow for compleXiltering, a [Reset Filters] button, and a Search textbox used for
inputting your search. Watever searches you input in this section are reflected in the
Tabbed Window below. It will display only the nodes which match the search(es).

18.2 item(s) Selected | Visible | Total

When first called up the All Measures tab defaults to showing every measaitzble.
When started there were 137 item(s) selected, 137 visible, 137 total.
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Selecting the Slow Measures tab this changes to 16 item(s) selected, 16 visible, 16 total.

Typing Cognitive into thesearchtextbox reduces this to 16 item(s) selected, &ldsil6
total showing that only 8 out of the 16 Slow Measures contain the word Cognitive.

Furthermore you can deselect measures by removing the checkmark next to the measure's
name. With each measure deselected the number of selected items will redaee by o

With these tools you can select only the measures you want to run reports on.
18.3 Buttons

e Reorder
e Select All : Selects (puts a checkmark in the box) all visible measures
e Clear All : DeSelects (removes checkmarks) from all visible measures.

18.4 Tabbed Window

This section contains tabs which sort the measures into various categories.

Each of the nine tabs sorts out the measures in different categories. This is very useful for
large MetaNetworks when you'd prefer not run, saySlesv Measurestause it would

put too much a drain on your machine. By removing the checkboxes for the Slow
Measures theare taken out of the mix and the reports will effectively ignore them. You
can turn them back on when you're finished by placing a checkmark back in the box.

In the Tabbed Window there are four columns:

1. Last Name : Deals the general type of measure (@Qenge, Exclusivity,
Cognitive...). Most entries in this column will display one row as they are singular
in what they need to show. Others will display two rows as it's nearly the same
measure run on both knowledge and resources. Then a few (like Ggntwali
display quite a few rows the types of measures written for that type of measures
are somewhat varied.

2. First Name : Deals with the category of the measure (Betweenness, Closeness,
Centrality...). This is a secondary factoring.

3. Graph Level Graph Level*produces a single number as output.

4. Entity Level :Entity Level* produces one number per entity.

18.5 Drop-Down Menu

Gives the user the ability to select which currentlyivacMetaNetwork to run the
measures on, as well as, whioldividual networks.
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19 Near Term Impact Menu

1 Near Term Analysis

File  Simulation  Oukput Options

e N (eTalimiielimEAInallyisi
Interiace

The number of replications - The replications mean repeated simulations with a same simulation setup and different random seeds,

The number of simulated time-paints - The number of simulated time points determines the length of each simulation, Dynet will ikerate the agent interactions For the number of t\mes

Add new simulation cases ] [ Add intel-report based simulation cases ] [ Remove all the simulations ]

Simulation time ling

This is a simulation event visualization of a highlighted event in the belov list. Simulation Time Point {Range : 0 ~ 5.0}, Simulation case name : baseline
o 1 2 3 4

Cases bo simulabe

Total 1 runs = 1 si ion cases X 1 replications for each case

Isolation ... | Isolation Information Delete Edit

Execuke Cancel

Save the current simulation setting: Brings up a save box where you can navigate to a
directory and save all the current simulation settings.

Load a simulatiorsettingfrom a file: Navigate to a directory to loadpeeviouslysaved
simulation setting.

NOTE : This will remove any settings that are currently active.

Close: Closes the Near Temalysiswindow.

STl Dukpuk Opkions

Excute simulation cases

Shows the add simulation wizard
add ORA-Intel report based simulation cases

Edit the highlighted case
Femove the selected cases

Remove all of the cases

Execute simulation cases: Begmsning the simulation. Same function as the [Execute]
button at the bottom of the window.
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Show the add simulation wizard: Brings up the creation window. same as the [Add new
simulation cases] button.

Add ORArIntel report based simulation cases: Same aikl[®RAIntel report based
simulationcases] button.

Edit the highlighted case: Brings up the dialog box to edit parameters for selected event.
Remove the selected cases: Removes selected event from simulations.
Remove all of the cases: Same as the [Rerathtbe simulations] button.

Cukput Opkions

Generate evolved Interaction Makrix

Generate evolved Agent-to-Agent Matrix
Generate evalved Agent-to-kKnowledge Makrix
Generate evalved Agent-to-Task Makrix

These menu items will display in the Near Term Results menu:
Generate evolved Interaction Matrix:
Generate evolved Ageitd-Agent Matrix: Displays how agents interact with one another.

Generate evolved Agett-Knowledge Matrix: Displays how knowledge is diffused
within the agent network

Generate evolved Ageitd-Task Matrix: Display how tasks are used within a network.
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20 Near Term Impact Analysis

The Near Term Analysis (NTA) is a tool that allows for the removal of nades &

given organizational structure to evaluate how the organization will likely perform as a
result. The Near Term Analysis tool uses a raggent model as inpubDynet ML*.

The goal is to provide an answer to the question on how an organization will behave and
change after considering a sequence of strategic interventions or persesisi veay of

agent removal. In other words, we want to know what happens when we remove nodes
from an organization, be they people, places, resources, knowledge sets or other common
Node Classes*

This example will use the Stargate dataset-{3GThis dataset is included with the
version of ORA downloaded and can be found online at theowoiy url:
http://www.casos.cs.cmu.edu/projects/ora/sample.php.

From the menu bar select File => Open Mdt&twork then select SG1.xml.
In this example, we will remove two agents: daniel_jackson and maj_samantha_carter

Open the SG1 MetaNetwork into ORA.

Highlight the SG1 MetdNetwork before starting NTA in the ORA Meketwork
Manager panel.

3. From the main menu select Analysis => N&arm Analysis.

1.
2.

NOTE : If your dataset contains an OrganizatiNode SeORA will display the NTA
main window. If not, it viliask for you to chose a substitute Organizatiwode Set

i+ Near Term Analysis g@@'

File  Simulation Qutput Options

e I\ eTal el imEANAlYSIS
IInjtelnfalcle

The number of replications - The replications mean repeated simulations with & same simulation setup and different random seeds. 1
The number of simulated time-points - The number of simulated time points determines the length of each simulation, Dynet will ikerate the agent interactions For the number of times|s

Add new simulation cases ] [ Add intel-report based simulation cases ] [ Remove all the simulations ]

Sirnulation time line

This is a simulation event visualization of a highlighted event in the below list, Simulation Time Point (Range : 0 ~ 5.0 ), Simulation case name ; baseline

a 1 z 3 4

Cases o simulate

Total 1 runs = 1 simulation cases X 1 replications for each case
Isolation ... | Isolation Information Delete Edit

Execute Cancel
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When a MetaNetwork is first loaded into ORA's the Near Term Analysis, aomay
appear asking for a location node. Select Cancel and proceed with the Near Term
Analysis.

Specify Organization Nodeset

i Can't find Organization nodeset, Please select the nodeset ID which will substitute Organization nodeset, IF you don't have a nodeset to substitute, then just hit cancel
X ==

l

Ok (‘L‘[‘h—fancel ]
The NTA main windav consisted of four sub panels: Input Data, Settings, Simulation
time line and Cases to simulate. Below is a brief description of each panel:

! Near Term Analysis

File  Simulation  ©utput Options

Input Data 1]0 nm@m W

MetaMatrix name | sgl

Settings
Global parameters 2 m
o n
The number of replications - The replications mean repeated simulations with a same simulation setup and different random seeds,

The number of simulated time-points - The number of simulated time points determines the length of each simulation. Dynet: will iterate the agent interactions for the number of t\mes

Add new simulation cases ] [ Add intel-report based simulation cases ] [ Remove all the simulations ]

Sirnulation ke line:

This is & simulation event visualization of a highlighted event in the below list. Simulation Time Point (Range @ 0 ~ 5.0 ), Simulation case name : baseline

0 1 2 3 4
i ' i i i
8. Simulaticn Hme Iine
Cases to simulate
Total 1 runs = 1 simulation cases X 1 replications for each case
Isolation ... Isolation Information Delete Edit

4. Cases (o simulata

Execute Canicel

20.1 1. Input Data
In this section is the file name of the Mddatwork loaded.
20.2 2. Settings (Global Parameters)

In the Setting area are two text boxes. The first, The Number of replications informs
ORA how many times to run the simulation. The second, The number of simulated time
points defines the range in the section Simulation time line.

In the settings area, theaee two critical factors: 1) the number of replications and 2) the
number of simulated time points.

Why is this important?
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The number of replications if set at a higher versus lower value, will result in more
experiments being conducted on the scenariddbkis presented. Therefore, the more
replications the more likely the results will mirror those in a real world example.

The number of time points determines the length of the Near Term Analysis iterations. If
this number is also set to a relativelytniplue, the simulation will take longer.

NOTE : Be mindful of any memory considerations when running high value replications
or time points.

20.3 3. Simulation time line

This are of the Near Term Analysis tool shows a visual representation of the time points
selected in Settings area above.

20.4 4. Cases to simulate

After the settings (global parameters) are set, the virtual experiment cells need set.
Initially, there is a pralefined simulation cell, the Baseline. The Baseline is the cell
without any entities reoved as is the control situation when the organization does not
experience any interventions. Besides Baseline, any other cells need set up. Start by
selected Add new simulation instances, the leftmost of the four buttons.

20.5 Add new simulation cases
To run a Near Term Analysis, we will begin by selected the Add new simulations cases

button from the main Near Term Analysis Tool (see area highlighted in red ellipse
below).

37



After selecting Add new simulation instances button, a dialog box titled TNexamn
Analysi§ Simulation scenario create wizard will appear. This wizard supports the
creation of virtual experiment cells in three different ways. The First allows for the most
freedom of choice. The second and the third options will ask for a settefiactior
selecting important agents in the network and make experiment cells according to the
selection. Therefore, the first option gives full flexibility to users, and the second and the
third option provides a systematic analysis setup method. Togutdbis demonstration,
select the first option and select [Next].
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