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Abstract

The two major smartphone platforms (Android and i0OS) have more than two mil-
lion mobile applications (apps) available from their respective app stores, and each
store has seen more than 50 billion apps downloaded. Although apps provide desired
functionality by accessing users’ personal information, they also access personal in-
formation for other purposes (e.g., advertising or profiling) that users may or may
not desire. Users can exercise control over how apps access their personal informa-
tion through permission managers. However, a permission manager alone might not
be sufficient to help users manage their app privacy because: (1) privacy is typically
a secondary task and thus users might not be motivated enough to take advantage
of the permission manager’s functionality, and (2) even when using the permission
manager, users often make suboptimal privacy decisions due to hurdles in decision
making such as incomplete information, bounded rationality, and cognitive and be-
havioral biases. To address these two challenges, the theoretical framework of this
dissertation is the concept of nudges: “soft paternalistic” behavioral interventions
that do not restrict choice but account for decision making hurdles. Specifically, I
designed app privacy nudges that primarily address the incomplete information hur-
dle. The nudges aim to help users make better privacy decisions by (1) increasing
users’ awareness of privacy risks associated with apps, and (2) temporarily making
privacy the primary task to motivate users to review and adjust their app settings.

I evaluated app privacy nudges in three user studies. All three studies showed
that app privacy nudges are indeed a promising approach to help users manage their
privacy. App privacy nudges increased users’ awareness of privacy risks associated
with apps on their phones, switched users’ attention to privacy management, and
motivated users to review their app privacy settings. Additionally, the second study
suggested that not all app privacy nudge contents equally help users manage their pri-
vacy. Rather, more effective nudge contents informed users of: (1) contexts in which
their personal information has been accessed, (2) purposes for apps’ accessing their
personal information, and (3) potential implications of secondary usage of users’
personal information. The third study showed that user engagement with nudges
decreases as users receive repeated nudges. Nonetheless, the results of the third ex-
periment also showed that users are more likely to engage with repeated nudges (1)
if users have engaged with previous nudges, (2) if repeated nudges contain new in-
formation (e.g., additional apps, not shown in earlier nudges, that accessed sensitive
resources), or (3) if the nudge contents of repeated nudges resonate with users.

The results of this dissertation suggest that mobile operating system providers
should enrich their systems with app privacy nudges to assist users in managing their
privacy. Additionally, the lessons learned in this dissertation may inform designing
privacy nudges in emerging areas such as the Internet of Things.
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Chapter 1

Introduction

Smartphones show significant adoption by mobile users in the US and worldwide. According to
recent market reports, smartphone penetration in the mobile market is about 75% in the US and
40% worldwide [44]. This increased adoption of smartphones has been attributed primarily to the
availability of mobile apps. Both Android and 10S, the two most popular smartphone platforms,
have more than two million apps available to download from their respective app stores [2 50],

and each store has seen more than 50 billion app downloads [/1} 49].

Apps provide desirable functionality by accessing sensors integrated with mobile devices (e.g.,
GPS, camera, accelerometer) and by accessing users’ personal data (e.g., phone contacts list,
calendar, call logs For example, the Google Maps app provides directions by accessing the
user’s location information. However, apps also access users’ personal information for other
purposes beyond functionality that users may or may not desire [35, 199, 142, [185]. The top
downloaded apps both in iOS and Android collect a wide range of users’ personal information
such as device unique identifiers (e.g., IMEI), location information, and phone contacts list, and
may utilize users’ personal information for advertising, profiling, and other purposes without
users’ knowledge or consent [[19} 133,155,199, [185].

In light of these perceived privacy violations, studies have shown that many users desire to con-
trol what types of personal information apps can and cannot access [22}130,165,(107]. In apparent
response to such demands, platforms have provided their users with various techniques to man-
age their privacy and amongst these techniques are permission managers [4, [190]. Permission

managers enable users to selectively allow/deny apps access to different types of personal infor-

!Going forward, we refer to both sensor data and personal data as users’ personal information or simply personal
information



mation. For instance, the permission manager enables a user to allow the Facebook app to access

her location information but to deny the app access to her photos.

Although permission managers are intended to help users protect their privacy, users often un-
derutilize them or do not use them at all [22} 165, [107]. This underutilization is likely the result
of two main challenges. First, privacy is often not the user’s primary task [79, [148, [198]], and
therefore the user might not be motivated enough to use the permission manager to control her
app privacy settings. Second, privacy decision making is subject to decision making hurdles
(e.g., incomplete information or behavioral and cognitive biases) that often lead to suboptimal
privacy decisions [38,159]. Therefore, users might not be able to make optimal privacy decisions
even when using permission managers. For example, users might not deny apps access to their
personal information (through permission managers) because users are unaware of how much of

their personal information is being collected by apps [65, 73] [118]].

Privacy nudges are a promising approach to overcome these two challenges. Nudges are “soft
paternalistic” behavioral interventions that do not restrict choice, but attempt to account for de-
cision making hurdles [58,159,161, [181]]. As a subcategory of nudges, privacy nudges specifically
focus on helping users make better privacy decisions [58]]. In the mobile context, app privacy
nudges aim to temporarily make privacy the primary task for users by informing them of po-
tential privacy risks associated with their apps. The goal is to switch users’ focus to privacy
management and motivate users to review their app privacy settings [65)]. In addition, mobile
app privacy nudges also aim to overcome privacy decision making hurdles, especially the in-
complete information hurdle: the disparity between users’ and service providers’ knowledge of
collection, use, sharing practices, potential consequences, and available protections concerning
users’ personal information [59, |61]. To address this disparity, app privacy nudges may, for
example, inform users about how much of their personal information is being collected, which
brings users’ attention to apps’ behaviors that they may have been unaware of and helps users
make better privacy decisions [65, 73,110, [118]].

As a promising approach to help users better manage their privacy, nudges are finding their
way into various commercial platforms. For instance, Facebook recently introduced the “Pri-
vacy Checkup” to ensure that the user shares her personal information with the intended audi-
ence [[100, [159]]. The “Privacy Checkup” interrupts users who are about to make a public post,
verifies with whom the user wants to share the post, and provides options to share the post with
a limited audience (e.g., friends only). Similarly, in iOS 8 Apple introduced a form of privacy
nudging: if a user allows an app to access her location even when not using the app (e.g., in the

background), i10S will inform the user when the app accesses her location in the background and



ask if the user wants to continue allowing the app to do so [48, 52]. The implementations of
privacy nudges by these commercial platforms shows that nudges are gaining traction as a tool

assisting users in managing their complex privacy preferences.

In the mobile app privacy context, prior work has primarily focused on designing privacy nudges
to help users make better privacy decisions when choosing new apps to install (i.e. install-time
app privacy nudges) [85, 118} 134} 142, |162]. The install-time nudge works by informing users
of privacy risks associated with the app that the user chooses to install and recommending a more
privacy-friendly app than the one chosen. However, an install-time nudge can only be effective
(a) if there is an alternative app that is more privacy-friendly than the one chosen by the user, or
(b) if the nudge can persuade the user to refrain from installing the privacy-invasive app, even
when no alternative app exists. To the best of our knowledge, and assuming alternative apps
exist at all, there is no accessible way (outside the experimental settings) to find alternatives to
privacy-invasive apps. In addition, prior work has suggested that privacy notices are less likely
to garner users’ attention at install time in comparison to notices at run-time (e.g., during or after
using an app) [74], and that users are less likely to choose another app once they have made up
their minds to install a given app [174]]. Thus, if the user chooses to proceed and install the app,
the install-time app privacy nudges lose their effect.

To extend previous work on mobile app privacy nudges, this dissertation focuses on designing
and evaluating runtime app privacy nudgeto help users better manage their app privacy settings.
Specifically, runtime app privacy nudges aim to (1) increase users’ awareness about privacy risks
associated with apps that users have previously installed, and (2) motivate users to review their
app privacy settings and adjust them as needed. This thesis will attempt to answer the following

research questions:

¢ [s access to an app permission manager an effective way of helping users review and mod-

ify their app privacy settings?
e Can app privacy nudges enhance the effectiveness of an app permission manager?

® How effective is the “recent access” privacy nudge content in motivating users to review
their app privacy settings in comparison to other nudge contents? The “recent access”
nudge content informs users that their sensitive information (e.g., location information)
has recently been accessed by apps installed on their phones. Both Android and iOS (the
most popular mobile operating systems) use recent access nudge contents (see Chapter [

2Going forward, we refer to runtime mobile app privacy nudges as app privacy nudges or simply privacy nudges

unless we need to distinguish between install-time and runtime app privacy nudges.



for more details). In Android, a screen in the Settings app show the list of apps that
made recent location requests (i.e. within 15 minutes). Similarly, a screen in the Settings
app in i0OS shows a list of apps that request access to the user’s location information.
Next to each app, a purple arrow refers to an app that has recently accessed the user’s
location information, and a gray arrow refers to an app that had accessed the user’s location

information within the past day.

¢ Can we design nudge contents that are more effective than the “recent access” nudge con-

tent in motivating users to review their app privacy settings?
¢ How do mobile users respond to repeated app privacy nudges?

¢ Can we keep users engaged with repeated nudges by updating or varying nudge contents?
Which is more effective in keeping users engaged with repeated nudges, updating or vary-
ing nudge contents?

e What factors may motivate users to engage with repeated nudges?

The thesis of this dissertation can be summarized as follows.

It is possible to design runtime mobile app privacy nudges that increase users’
awareness of privacy risks, motivate them to review privacy settings, and cause them
to adjust their app privacy settings to reflect their privacy preferences. Effective
nudge contents highlight unexpected contexts, purposes, and potential implications
of accessing sensitive information by apps. User engagement with repeated nudges
can be maintained by limiting them to users who engaged with earlier nudges, to
repeated nudges that contain new information, or to repeated nudge contents that

resonate with users.

The results of the first field study (see Chapter [3) indicate that users benefit from an app per-
mission manager, with a majority of our participants taking advantage of the controls it offers.
The results, however, indicate that, even with access to a permission manager, users’ awareness
of the privacy risks associated with apps already on their devices remains limited (e.g., users are
unaware of how frequently apps collect their personal information). Therefore, users are unable
to fully utilize the permission manager to protect their privacy, and they would further benefit
from receiving nudges that effectively: (1) increase awareness about privacy risks associated
with their apps, and (2) motivate them to review and adjust their app privacy settings as needed.

In addition, the results of the first study show that privacy nudges can indeed help users utilize the

4



permission manager to better manage their app privacy settings. Specifically, the privacy nudges
led all but two of our participants to review their app permissions at least once within the eight
days after having access to the permission manager for a week. More importantly, the privacy
nudges led more than half of our participants to exercise control over the personal information
that apps were allowed to access. In sum, privacy nudges were shown to be a promising approach

in helping users better manage their app privacy settings.

The results of the second online experiment (see Chapter 4] suggest that not all app privacy
nudge contents are equally effective in motivating mobile users to review and possibly adjust
their app privacy settings. Although the “recent access” nudge content is used by current mobile
operating systems to inform users that their location information has been recently used by apps
on their phones, our results show that it is one of the least effective nudge contents. Only 59%
of respondents in our experiment indicated their willingness to review and possibly adjust their
app privacy settings in response to the “recent access” nudge content. In contrast, other nudge
contents were more effective in motivating mobile users to review their app privacy settings. In
particular, significantly more respondents indicated their willingness to review their app privacy
settings in response to five different nudge contents: informing users of the context in which
their personal information has been accessed (76%), informing users of the purpose for accessing
their personal information (two nudge contents: 76% and 83%), and informing users of potential
implications of accessing and then reusing personal information for secondary usages (two nudge
contents: 72% and 75%). In summary, app privacy nudges can help mobile users make informed
privacy decisions through nudge contents designed to inform users of: unexpected app behavior,
purposes unrelated to the apps’ main functionalities, or potential implications of secondary usage

of users’ personal information.

The results of the third field study (see Chapter [5) demonstrates that user engagement with
nudges decreases as users receive them repeatedly. In particular, the number of participants
(51.7%) who indicated their willingness to review and adjust their app settings in response to the
first nudge is more than those who did so in response to the repeated nudge (39.7%). In addition,
the number of app setting adjustments (67%) made in response to the first nudge is more than
adjustments made in response to the repeated nudge (33%). Nonetheless, our results identified
factors that may motivate users to engage with repeated nudges. Our results show that users were
more likely to engage with repeated nudges (1) if users had engaged with previous nudges, (2) if
repeated nudges contained new information (e.g., additional apps, not shown in earlier nudges,
that accessed sensitive resources), or (3) if the nudge contents of repeated nudges resonated with
users. In summary, although user engagement with nudges decreases as users receive them re-

peatedly, we identified a number of factors that nudge designers should take into account when



sending users repeated nudges.

In light of these studies, this dissertation makes the following contributions to the research of

mobile privacy:

e We show that app permission managers are useful tools that help users to manage their
privacy on mobile devices. We explored the utility of permission managers at the time
when Android (the most popular mobile operating system) had not provided users with
privacy tools to exercise control over how individual apps access various types of users’
sensitive informatio Furthermore, we show that although app permission managers are

useful, they cannot alone help users achieve the level of privacy protection that they want.

e We show that mobile app privacy nudges can be effective interventions that make users
aware of privacy risks associated with their apps, motivate them to review their app privacy
settings, and increase the utility of app permission managers. To the best of our knowledge,
we are first to deploy app privacy nudges to users in situ and enable users to act upon the

nudges by adjusting their app privacy settings.

® We show that not all privacy nudge contents equally motivate mobile users to review and
adjust their app privacy settings. In particular, we show that the “recent access” nudge
content (which informs users that their location information has been recently accessed by
apps), which is inspired by similar recent access nudge contents in current mobile operat-
ing systems, is one of the least effective nudge contents. Additionally, we show that we
can design nudge contents that are more effective than the “recent access” nudge content in
motivating users to review their app privacy settings. We show that more effective nudge
contents inform users of: the unexpected contexts in which their sensitive information has
been accessed, the purpose for apps’ accessing their sensitive information, or the potential

implications of how their sensitive information can be reused.

e We show that user engagement with nudges decreases as users receive them repeatedly.
Specifically, fewer participants indicated their willingness to review their app settings in
response to a repeated nudge than to a first nudge. In addition, participants made fewer
app setting adjustments in response to repeated nudges. These results align with previous
work on stimuli which suggest that user engagement with stimuli decreases with repeated
exposure (e.g., [83,1179,[183]).

3Google introduced the “App permissions” manager in Android Marshmallow (Android OS version 6) and above.
See Chapter for more details.



e We show that receiving a repeated nudge with a different nudge content than the previous
nudge (varying the nudge’s content), does little to influence users’ decisions in compari-
son to receiving a repeated nudge that shows the same nudge content as the previous nudge
albeit updated (updating the nudge’s content). Nonetheless, anecdotal evidence suggests
that varying a nudge content does have some influence on users’ decisions. Simultane-
ously, some participants did not notice the difference between the nudge contents, most
likely due to the nearly identical look and feel of the two nudges. It could be the case that
varying a nudge content does little to influence users’ decisions when receiving repeated
nudges in comparison to updating a nudge content. Alternatively, the difference between
nudge contents was not conspicuous enough and, thus, the influence of varying nudge con-
tents (if it exists) was diminished. We suggest that future work may explore the effect
of varying nudge contents using two dissimilar nudge designs in contrast to the similar

designs we used in our experiment.

® We show that a number of factors may motivate users to engage with repeated nudges. In
particular, users are more likely to engage with repeated nudges (1) if users have engaged
with previous nudges, (2) if repeated nudges contain new information (e.g., additional
apps, not shown in earlier nudges, that accessed sensitive resources), or (3) if the nudge
contents of repeated nudges resonate with users. App privacy nudge designers should take
these factors into account when sending users repeated nudges. In addition, researchers
should consider these factors when designing experiments which evaluate the long-term
effect of app privacy nudges.

e We show that two benefits of app privacy nudges emerged from our empirical results. First,
app privacy nudges increase users’ awareness of privacy risks associated with their apps
by highlighting such risks in nudge contents. Second, app privacy nudges make privacy
the primary task for users at least briefly, switch users’ attention to privacy management,
and motivate users to review and possibly adjust their their apps privacy settings. The
latter benefit extends the effect of app privacy nudges beyond the limited content of the
nudge itself. We refer to this phenomenon as the “spill-over effect” of app privacy nudges.
When users are presented with a nudge about a particular type of sensitive information
(e.g., location information) or particular apps, users take advantage of the opportunity to
also review app settings related to other types of sensitive information (e.g., phone contacts

list) and review apps settings of other apps (i.e. other than the apps presented in the nudge).

The remainder of this dissertation is organized as follows. Chapter [2] looks at prior work on

mobile app privacy and privacy nudges, and shows how this dissertation extends previous work.



Chapter 3] reports the results of the first study, which explores the effectiveness of the permission
manager before and after introducing the privacy nudges. Chapter [ reports the results of the sec-
ond study, which designs and evaluates effective nudge contents. Chapter [S|reports the results of
the third study, which evaluates user engagement with repeated nudges. Finally, Chapter [6] sum-
marizes the lessons learned throughout this dissertation and describes future research directions

beyond the work in this dissertation.



Chapter 2

Background & Related Work

2.1 Privacy Mechanisms in Mobile Platforms

Both Android and iOS provide tools and controls to help users protect their privacy; However,
each platform adopts different approaches to protect users privacy. Below we describe how each

platform handles users’ privacy.

2.1.1 Android

In Android, app developers are required to declare the list of permissions that the app needs in
order to access protected resources (e.g., the user’s location) [6]. When a user chooses to install
a new app from the Google Play store, the user is presented with a list of permissions that the
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app requires. Android shows the list of permissions required by the app as a primary feature to
inform users about potential privacy and security risks associated with installing the app. The
user has to accept all the required permissions to install the app.

At runtime, Android provides users with privacy control over location information. Users can
turn off location information and prevent all apps from accessing it; However, users cannot ex-
ercise control over individual apps. Additionally, Android provides a list of apps that recently
requested the user’s location as a transparency feature. Traditionally, Android has not provided
users with privacy controls over other types of personal information (e.g., phone contacts list or

calendar)

In Android 4.3, Google introduced a permission manager, called AppOps, that was hidden by
default and required an external app to access [16]. AppOps allows users to selectively grant or
deny permissions for installed apps. AppOps, shown in Figure organizes permissions into
four categories: location, personal data (e.g., calendar, phone contacts), messaging (e.g., SMS),
and device features (e.g., vibration, notification). In each tab, apps are ordered by most recent
access. When selecting a specific app in an AppOps tab, users are shown all permissions for that
app. In Android 4.3, AppOps allows users to control 31 different operations (e.g., would an app
be able to read from the clipboard?) [113]. Google incrementally expanded the operations that
AppOps controls to 43 in Android 4.4 and 48 in Android 5 [114, [115]. However, AppOps has

been made inaccessible since Android 4.4.2 [94], unless the device is rooted.

In Android Marshmallow (Android OS version 6.0), Google replaced install-time permission
screens with just-in-time permission requests and introduced the “App permissions” manager (as
shown in Figure [2.2)) which allows users to selectively grant or deny permissions for installed
apps [S,'43]]. When an app requests access to a sensitive resource for the first time (e.g., location
information), the user is prompted to either grant or deny such a request. If the request is granted,
the app can access the resource anytime. The user can revert the decision anytime either through
the “App permissions”” manager (as shown in Figure left) or the per-app permission setting
(as shown in Figure 2.2 right).

2.1.2 iOS

i0S handles privacy and security primarily through the app review process [68]. Apple provides
detailed guidelines to app developers to ensure that their apps incorporate the appropriate security
and privacy measures before the apps are approved and listed on the app store. For instance, an

app would be rejected if the app does not function unless the user shares her personal information
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with the app [69]. In addition, the guidelines include specific requirements if apps use personal
information that is considered sensitive. For instance, an app is required to provide a privacy
policy if the app uses health information through the HealthKit or financial information through
the Apple Pay frameworks [69].

i0S follows an opt-in model and therefore an access request by an app is denied by default unless
the user explicitly allows it. When an app requests access to the user’s personal information for
the first time, the user will be prompted to allow or deny that request [46]. If the user accepts
the access request, she can later revoke it through the the privacy controls (i.e. a permission
manager) that i0OS provides [46]]. iOS gradually has been providing users with privacy controls
to enable them to selectively grant/deny apps’ access to personal information. 10S 4 allowed
users to selectively control how individual apps access their location only [46]. The controls
expanded to include phone contacts lists in 10OS 5 [190] and other types of personal information
(e.g., calendar, microphone, camera, HealthKit, HomeKit) in iOS 7 and iOS 8. In iOS 8, users
are provided with an even finer-grained control over location information. The user can allow the
app either to use her location all the time or only while the user is using the app (i.e. preventing
apps from accessing the user’s location in the background). Recently, i0S 8 introduced a form of
privacy nudging: if a user allows an app to access her location even when not using the app (e.g.,

in the background), iOS will occasionally ask if the user wants to continue allowing that [48]152].

2.2 Evaluating and Enhancing Privacy Mechanisms in Mo-
bile Platforms

2.2.1 Android

When a user chooses to install a new app, the user is presented with a list of permissions that the
app requires. Android shows the list of permissions required by the app to inform users about
potential privacy and security risks associated with the app. As a result, an area of research has

been focusing on evaluating the utility of this feature, including how to improve its effectiveness.

Felt et al. evaluated the advantage of the permission model adopted by Android over the full-
privileges model in desktop operating systems (i.e. once the app is installed, it can access vir-
tually everything on the the device.) [103]. By surveying 100 paid apps and 856 free apps, the
authors showed that Android apps are less privileged than apps in desktop operating system.
Therefore, the permission model in Android is relatively effective in protecting users’ security

and privacy.
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Listing the permissions that the app requests before installation is only effective if the user reads,
understands, and makes a decision based on the requested permissions. Kelley et al. conducted
semi-structured interviews with 20 Android users to explore whether users read the permissions
presented at the installation time, comprehend them, and understand what the permissions allow
the apps to do [133]]. Although half of the participants reported that they notice or read the list
of permissions before installing new apps, most of the participants were unable to understand
what these permissions meant or what they allowed apps to do [133]. In a more comprehensive
study, Felt et al. conducted an online survey and a lab study to evaluate the utility of Android
permissions in warning users about potential security and privacy risks associated with installing
new apps [105]. The majority of the participants failed to notice the list of the permissions be-
fore installing apps and had limited comprehension of what the permissions meant and entailed.
However, about 20% of participants noticed the permissions before installing new apps, and had
a fairly good level of permission comprehension. An even smaller number of participants (8%)
self-reported that they refrained from installing some apps in the past based on the comprehen-

sion of app permissions [105].

99 ¢

Prior work also proposed and evaluated several designs (e.g., “privacy facts”, “privacy granules”,
“privacy summary”) to effectively communicate the privacy risks associated with apps that users
want to install [85) 118}, 134} 142, [162]]. The goal of these designs is to nudge users away from
privacy-invasive apps or to consider apps that are more privacy-friendly than the ones chosen by

users. We discuss each one of these designs in detail in Section [2.4

When apps access the GPS sensor to obtain the user’s location, Android shows a blinking icon
in the notification bar presumably to inform the user. Fu et al. [110] designed and proposed
a full-screen location access notification and evaluated it against the existing Android location
access disclosure method (i.e. the blinking icon in the notification bar). The authors showed that
their proposed notification is more effective than Android existing notification. In addition, they
showed anecdotal evidence of how the proposed notification affected participants’ behavior (e.g.,
influence users to stop using intrusive apps).

Traditionally, Android has not provided users with fine-grained privacy controls to enable users
to selectively allow/deny apps’ access to their personal information. As a result, a body of
prior work has been focusing on developing fine-grained privacy controls per individual app.
Apex [152]] modified Android to enable users to selectively grant or deny access to specific
permissions on a per-app basis. In addition, Apex allows users to specify constraints on how
apps use resources (e.g., frequency or time of the day) [152]]. Enck et al. developed “TaintDroid”

a modified version of Android that tracks in real-time how third-party applications access and
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transfer sensitive information [99]. The authors evaluated TaintDroid by selecting 30 apps that
require access to both the Internet (i.e. to transfer data) and sensitive data (e.g., location, device
ID). The authors found that 20 of those apps potentially violate users’ privacy by transferring
sensitive data off the phone to destinations including advertisers [99]. An extension of TaintDroid
is AppFence, which empowers users with privacy controls to either provide fake data to third-
party apps or block those apps from using the Internet to transfer sensitive data off the phone
especially to advertisers [121]]. Because blocking apps’ access to such data might effect users’
experiences, the authors evaluated how 50 apps would work both with and without the privacy
controls. They found that users can exercise control over their sensitive information without
affecting their experience with most apps. However, a third of the tested apps would not function
with the privacy controls which necessitated a trade-off between usability and privacy [121]. In
a similar approach, Beresford et al. developed “MockDroid” a modified version of Android that
allows users to provide fake information to third-party applications [76]. However, when fake
data is provided to an app, the user is notified and given the chance to provide real data, if needed.
The goal is to give the user the ability to choose between usability and privacy [76]]. Zhou et al.
developed “TISSA” a modified version of Android that provides “privacy mode” which allows
users to control how apps can access sensitive data [200]. The privacy settings manager allows
users to provide apps with anonymized or fake data instead of the actual real data. The authors
evaluated the proposed system with 24 free apps and found it to be effective in capturing privacy
leaks [200]. Jeon et al. [125]] developed two tools, “Dr. Android” and “Mr. Hide”, that provide
users with privacy controls over apps but with no modifications to the Android system. Mr. Hide
works as a service to facilitate how installed apps access sensitive data, whereas Dr. Android
modifies (i.e. rewrites) those apps to access sensitive data through Mr. Hide. The authors
evaluated the approach using both automated and manual testing on real apps, and they found
the approach to work with minimal issues [125]].

2.2.2 i0S

Although the app vetting process is the primary technique to handle privacy and security issues
in 10S, the vetting process was not documented at the beginning and therefore was not trans-
parent. In addition, iOS had not yet provided privacy controls to enable users to manage their
app privacy settingﬂ Due to the lack of transparency and privacy controls, researchers have
examined privacy risks associated with apps on i10S. Egele et al. developed “PiOS” which uses

static analysis to automatically identify potential privacy leaks of users’ personal information to

This was true back in 2011. However, since then Apple made the vetting process more transparent and also

gradually introduced privacy controls.
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third-party destinations [95]]. Using PiOS, the authors analyzed 1407 apps (825 free apps from
the app store and 582 apps from Cydieﬂ) and found that 55% of the analyzed apps leaked the de-
vice’s unique identifier (e.g., IMEI) to third-party destinations [95]. However, the authors found
that most apps, including apps in Cydia, did not leak other types of users’ personal information

(e.g., contacts list, photos, call logs, etc.) [93]].

10S gradually has been providing users with privacy controls to manage their app privacy set-
tings. To examine the effectiveness of the privacy controls, Fisher et al. [107] asked 273 iOS
users to take screenshots of the apps’ location privacy settings on their devices, and examined
whether users allowed or denied apps access to their location. The authors also explored how
to use the privacy decisions made by users to predict their future decisions. The results showed
that indeed users utilize privacy controls in 10S. For instance, most users denied at least one app
from accessing their location. The results also showed that users’ decisions to grant/deny apps
the access to location information differ by apps. For instance, while almost all users granted the
Google Maps app access to their location, only half of the users, who had installed the Shazam

app El, granted it access to their location [[107]].

ProtectMyPrivacy (PMP) was introduced to enable 10S jailbroken users to selectively grant or
deny apps access to an extended list of users’ personal information beyond what i10OS provided
(e.g., control over device unique identifier (e.g., IMEI)) [63]. PMP also allows users to provide
fake information to apps to avoid effecting users’ experiences (e.g., some apps might crash if
denied access to some information) [63]]. In addition, PMP provides users with privacy setting

recommendations for new apps via crowdsourcing as we discuss in detail in Section [2.4] [63]].

When an app in i0S requests access to users’ personal information (e.g., the user’s location) for
the first time, the user is prompted with a dialog box and asked to grant or deny that request. The
developer of the app is encouraged to provide an explanation for the purpose of the request. Tan
et al. explored the prevalence of developer-specified explanations for access requests and evalu-
ated their effectiveness on iOS users’ behavior [180]. By analyzing 4400 apps, the authors found
that only 19% of the access requests included explanations by developers. The authors, then,
compared the effectiveness of access requests with and without explanations in a 772-participant
within-subject AMT online experiment. Participants were presented with a screenshot of an
access request dialog with an explanation, then another screenshot of a different app with no
explanation. To examine the effect of the content of the explanation, participants were asked
to perform a third task in which they were presented with a screenshot of a request dialog with

2The iOS app store for jailbroken phones
3 A popular music recognition app. URL:http: //www.shazam.com
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a explanation from a list of potential explanations that covered a wide range of scenarios (e.g.,
accessing and sending the data to the provider’s servers or accessing the data to provide near-by
offers). The authors found that access requests were more likely to be granted when an explana-
tion is provided regardless of the actual content of the explanation [[180]. They also found users
experience is improved when the purpose of the access request is presented to the user [[180].
However, the provided explanation by apps from the app store did not help users understand why
their personal information was being requested and whether it would be subjected to secondary
uses [[180].

2.3 Privacy Nudges

Nudges are “soft-paternalistic”” behavioral interventions that do not restrict choice, but attempt
to enhance and influence the user’s choice by accounting for decision making hurdles such as
asymmetric information, heuristics (e.g., anchoring) and bounded rationality, and cognitive and
behavioral biases (e.g., overconfidence) 58,159,161, [181]. For instance, to nudge students to eat
healthy food, we can design the school’s cafeteria menu to make the healthy food attractive (e.g.,
putting the healthy food first in the menu) [181]. This is considered a nudge because it does not
restrict choice (e.g., students can still choose unhealthy food) but attempts to influence students’
decisions by making healthy food salient [181]. Nudges are shown to be useful in different
domains such as retirement plans, health care, and organ donations [181]. Within privacy and
security contexts, nudges may ameliorate some of the inconsistency in user decision making,
such as the dissonance between users’ stated privacy concerns and actual observed behavior or

users’ privacy and security preferences that change over time [38, [176].

Of all decision making hurdles, we are particularly interested in asymmetric and incomplete

information and how nudges can help overcome this hurdle in the context of mobile app privacy.

Asymmetric Information and Privacy Nudges

In privacy contexts, asymmetric or incomplete information refers to a disparity between users’
and service providers’ knowledge of collection, use, sharing practices, potential consequences,
and available protections concerning users’ personal information [61]. This phenomenon has
been attributed to ineffective communication of privacy risks and protections to users in privacy
policies and notices [[124]. In the context of mobile privacy, researchers recently have identified
a similar information asymmetry, in which users are unaware of the data collection performed by
mobile apps [55, 199,104} 1105, 142, (174, [185]]. This has led to alternate proposals for presenting
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privacy risks to users in a manner that is more readable and salient [[131]. However, research fo-
cused on privacy contexts finds that information disclosures lead to fleeting and even perverse ef-
fects on behavior, casting doubts on one time information disclosures’ ability to yield better user
privacy decision making. For example, Adjerid et al. [62] showed that the impact of simple and
readable notices can be thwarted by a mere 15 second delay between showing privacy-relevant
information and privacy choices. In light of these limitations, scholars are increasingly turning
to alternate methods such as privacy nudges for communicating relevant privacy information to
users [58]].

In the mobile context, the potential for nudges that account for asymmetric information to support
privacy decision making is appealing. It may include notifications that, in contrast to traditional
notices, highlight the recipients, contexts, or types of personal information being shared via a
mobile device. [65, 72, 73, [110].

2.4 Nudging Users to Change their Privacy & Security Behav-

iors and Decisions

Thaler and Sunstein posit that any design choice (deliberate or not) influences people’s decisions
and nudges them toward one decision or another [[181l]. By adopting this broad definition we
categorize as research on nudges, any prior work that developed approaches to influence users’
privacy and security behaviors and decisions. To navigate previous work easily, we arrange it
into two categories: (1) the mobile context and (2) other contexts (e.g., online social networks,

or web browsers). [140] provides an extensive literature review of security and privacy nudges.

2.4.1 Mobile Privacy & Security Nudges

Prior work has looked at the effectiveness of feedback in helping users review and possibly
adjust their privacy settings in mobile location-sharing systems. Tsai et al. explored the effect of
feedback on users’ privacy preferences for a mobile location sharing application that allows users
to share their location with friends on Facebook [[186]. In a 56-participant 4-week field study,
participants had the ability to create and edit rules to control how their locations are shared. The
treatment group (feedback condition) was given access to a list of people who requested their
location, at what time, and where (feedback condition); The control group was not given any
feedback. The authors found that participants in the feedback condition were more comfortable
sharing their location even with strangers [[186].
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Jedrzejczyk et al. explored how real-time feedback notifications affect users’ privacy settings
and behaviors in a location sharing application [[123]. The authors conducted a field study with
12 participants divided in two groups: 5 and 7 people respectively, related to one another within
each group (e.g., family members and close friends). The results showed that real-time feed-
back notifications reduced the number of unreasonable/unnecessary requests because feedback
notifications made requesters accountable for their location requests. However, the participants
never used the privacy settings provided by the application nor adjusted them in response to
the feedback notifications they received during the study, presumably because participants have
close relationships to one another [123]. Patil et al. explored how the timing of the feedback
(i.e. before vs. after the disclosure occurs) and the availability of controls to act upon the feed-
back (i.e. available vs. no controls) affect users’ privacy decisions in location sharing social
networks [161]]. Using experience sampling, 35 participants received hypothetical location re-
quests from pre-defined groups (e.g., participants’ family, friends, colleagues). Participants in
the feedback condition were informed that their location was shared according to their privacy
settings (that they identified at the beginning), asked to specify their level of comfort with the
decision, and asked whether the request should have been denied. Participants in the decision
condition were prompted to grant or deny a location request and to specify their level of com-
fort with the decision. When comparing participants’ decisions in situ to their initial decisions,
participants in the feedback condition felt that they were oversharing, whereas the participants
in the decision condition tended to be more comfortable with sharing (i.e. their in situ settings
were less protective than their prior settings) [161]].

Prior work has primarily focused on nudging users towards less privacy-invasive apps during
the installation process. Kelley et al. designed and evaluated a “Privacy Facts” interface to help
users select apps that request fewer permissions [134]. The “Privacy Facts” interface consists
of two sections: what information the app collects, and what third-party libraries the app uses
(e.g., advertisement or analytic). The authors evaluated the privacy fact interface against the
Android default permission screen. Using a 20-participant lab study and a 366-participant on-
line experiment, participants were asked to select a number of apps and were shown either the
privacy facts or the Android default permission screen. The authors found that privacy facts
can influence users to select apps that request fewer permissions [134]]. Harbach et al. enriched
permission dialogs with personalized examples from the user’s device (e.g., showing a personal
photo stored in a user’s device if an app requests access to files stored in the device.) to make
risks more salient and overcome habituation [118]]. Using experiment settings similar to Kelley
et al. [134], the authors conducted a 36-participant lab study and a 332-participant AMT online
study to compare the proposed approach to the Android default permission screen. The authors

found that personalized examples are effective in helping users to either choose apps with fewer

18



requested permissions or to not install intrusive apps altogether [118]. Lin at al. designed and
evaluated a “Privacy Summary” interface to bridge the gap between users’ expectations and how
apps are actually collecting and using their information [[142]. Through crowdsourcing, the pri-
vacy summary shows the percentage of users who feel surprised that the app is collecting some
types of personal information. Using an online experiment, the authors evaluated the privacy
summary interface against the Android default permission screen by asking participants whether
they would recommend a friend to install a given app. They found that users in the privacy
summary interface condition were more aware of privacy implications of installing the apps. In
addition, the privacy summary interface was easier to comprehend. Choe et al. explored how
privacy rating affects users’ perceptions of apps and whether the positive or negative framing of
the rating has an influence on such perception [85]. In a 332-participant between-subject online
experiment, the participants were asked to search for a weather app and presented with the re-
sults (e.g., app description page) along with the privacy rating. The authors found that apps that
received high privacy ratings where trusted more than apps with lower privacy rating regardless
of the framing. However, when the privacy rating of an app is low, the negative framing has a
counter effect (i.e. participants trusted the app more) [85]. Paturi et al. designed and evaluated
“Privacy Granules” which are icons aimed to communicate the potential risk of the ads library
included in Android mobile apps [[162]. The authors focused on the risk of capturing three data
types: location, device unique identifier (e.g., IMEI), or web search queries. Through both static
and dynamic analysis, the authors analyzed the top 50 free Android apps to identify what per-
sonal information is collected and what libraries are bundled with the apps. In a within-subject
online experiment, 272 participants were presented with the privacy granules followed by the
Android default permission screen and asked about four different apps in term of easiness to
find privacy threats from the apps and from third-party libraries. Users reported finding threats
to identity and search queries easier in the privacy granules than the Android default interface;
however, both interfaces were effective in helping users find privacy threats related to location
information. In addition, the privacy granules interface was effective in informing users about

privacy threats from third-party ads libraries [162].

Researchers have also explored using recommendations to assist users in making better app pri-
vacy decisions. Protect My Privacy (PMPf_f] used crowdsourcing to recommend privacy settings
(both granting and denying) for each app [63]. The recommendations followed a majority rule
and focused on representative apps (e.g., installed by 5 users) and users (e.g., made decisions
for 10 other apps). The total number of recommendations shown by PMP to users is slightly

less than 2M and the acceptance rate is 67% [63]]. To move from one recommendation-fits-all

“Protect My Privacy was described earlier in
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to more fine-grained recommendations, [142, [143| [144]] clustered users into a small number of
profiles. Liu et al. analyzed how 4.8M Android users made decisions to grant 12 different per-
missions to apps installed on their mobile devices [144]]. By focusing on representative users
(e.g., installed more than 20 apps) and apps (installed by at least 10 users), the authors used ma-
chine learning clustering algorithms to put users into a small number of profiles based on their
decisions to grant or deny apps the access to different permissions. Using a small number of
labeled apps (i.e. apps in which a user granted/denied access to permissions), the authors were
able, with relatively high accuracy, to assign the user to one of the profiles and, in turn, predict
privacy decisions for apps in which the user has not yet labeled [[144]. Lin et al. developed a
similar approach but, in addition, utilized static analysis to identify why an app requests access
to a particular permission (e.g., to provide a function or to deliver ads) [142,[143]. Using AMT,
the authors asked 725 participants to express their comfort level with apps accessing different
permissions for different purposes. Using participants’ responses, the authors clustered users
into four profiles using machines learning techniques. The four profiles included two extreme
groups (unconcerned and privacy conservatives) and two groups of users in between [142,|143].
Wilson et al. evaluated the effectiveness and influence of privacy profiles on users’ privacy pref-
erences for location sharing applications [195]. In a field study, 33 participants installed and
used “Locaccino” - a mobile location sharing application - on their smartphones for three weeks.
The participants were randomly assigned to two conditions: (1) a profile condition in which par-
ticipants’ privacy preferences were created using a small number of profiles (e.g., people who |
want to always share my location with), and (2) a control group where participants created their
privacy preferences using standard rule-based approach. Participants were required to complete
a daily questionnaire to indicate their satisfaction with location sharing events (both real and ar-
tificial) that occurred during the day. The authors found that participants in the profile condition
were more likely to share their location than those in the rule-based condition, and participants

in both conditions were similarly satisfied [193]].

While the majority of research has examined install-time mobile privacy nudges, some work has
focused on helping users better manage their privacy for apps that users previously installed (i.e.
at runtime). Fu et al. [110] designed and evaluated a runtime location access notification. When
an app that the user is currently using accesses the user’s location, the user is notified through
a full-screen notification. The authors showed that their proposed notification is more effective
than Android’s existing notification mechanism (i.e. the blinking icon in the notification bar).
However, they reported users being annoyed by the full-screen notification especially when apps
accessed users’ location frequently. Balebako et al. [[73] conducted a lab study with 19 partic-
ipants to evaluate their perception and concerns about data collection practices of two popular

game apps. Data collection practices were communicated to participants through two mecha-
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nism: a notification at the moment the apps collected and shared the information, and a report
that showed how frequently each app shared different types of participants’ personal information
(e.g., location, device ID). The authors showed that users are unaware of, and surprised by, apps’
data access practices, especially frequency [73]. Bal et al. designed and evaluated “Styx”: a sys-
tem that monitors apps’ data collection practices and informs users of what these apps are able to
infer based on the data they accessed and collected [71]]. For instance, Styx informs the user that
an app can potentially predict the user’s gender when the app obtains the list of installed apps on
the user’s device [71]. In a between-subject lab study with 55 participants, the authors evaluated
the effectiveness of a proof-of-concept of Styx against a basic interface that provides the user
with a chronological list of data collection events by apps. Styx was shown to be more effective
in informing users about potential privacy risks [[71]. Protect My Privacy (PMP) utilized crowd-
sourcing to recommend privacy settings (both granting and denying) for each app [63]. PMP
prompts the user with privacy settings recommendation while the user is using the app (e.g., a
recommendation to allow the app to use the user’s location but not her phone contacts list). If the
user accepts the recommendation, PMP applies the recommended settings instantly. Thompson
et al., evaluated two types of nudges to identify apps that access system resources (e.g., vibration
and changing wallpaper): a passive nudge in which the user needs to navigate to the Settings app
to identify apps that has accessed system resources, and a semi-active nudge in a form of a no-
tification which the user receives in the notification bar [182]. Via a lab experiment, the authors
showed that the semi-active nudge was more effective than the passive nudge in grabbing users’
attention and in helping users to identify apps which has accessed system resources. In addition,
the results of the experiment also showed that these two types of nudges were more effective in
helping users to identify apps which has accessed system resources than the control condition
(i.e. no accessible mechanisms to identify apps that has accessed system resources) [182]. In
Chapter [3] we describe the design of runtime mobile app privacy nudges to inform users about
how frequently apps access their personal information, and how we evaluated the effectiveness

of the nudges in a field study.

2.4.2 Privacy & Security Nudges in other Domains

Privacy and security nudges have also been proposed and evaluated in domains other than the
mobile. In this section, we briefly describe some of these nudges. Although we cite as many

related references per concept as we can, we only discuss few references to highlight the concept.

Prior work in online social networks has looked at the effectiveness of feedback in helping users
review and possibly adjust their privacy settings [[100, 126, [192]. [126] designed and evaluated
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two types of feedback: (1) showing users who viewed their profiles, and (2) showing users what
content was viewed recently (e.g., a post or a picture). However, both types of feedback were
artificial because thi information is not available on Facebook. By asking participants to install
a Facebook application, the authors conducted a 107-participant between-subject experiment for
24 days with three conditions: two types of feedback and a control condition. The authors found
that the privacy setting changes made by participants were not statistically significant across
conditions, which the authors attributed to the artificial nature of the feedback [126]. Wang et
al. designed and evaluated a Facebook privacy nudge to help users consider the audience and
content of their posts to avoid regrettable posts [192]. When the user posted some content on
Facebook, the nudge showed both the profile pictures of some of the recipients, the total number
of recipients, and delayed posting the content to Facebook for 10 seconds. The authors tested
the nudge with 28 Facebook users in a 6-week field study, a 3-week control phase followed by a
3-week treatment phase. Although participants did not adjust their privacy settings in response

to the nudges, they found the nudges useful especially the audience nudge [[192]].

Researchers have also designed and evaluated social cues to help users make better privacy and
security decisions [77, 90, 111, 160]. Besmer et al. designed and evaluated a prototype that uses
social cues (both positive and negative) to assist users to configure their privacy access control re-
garding applications on Facebook [/7]]. The authors asked 309 participants on AMT to authorize
a number of Facebook applications to access their personal data on Facebook. Throughout the
authorization process, participants were shown the percentage of other users who also authorized
(or did not authorize) the app to access different pieces of their personal information. The authors
found that negative social cues influenced users’ decisions [77]. In a large-scale study, Das et al.
explored how social cues increased users’ awareness and use of security tools [90]. Using seven
different variations, the authors informed 50K Facebook users of the number of their friends who
use either one of three security features: login notifications, approvals, or trusted contacts. The
authors found that this simple social cue was effective in nudging users to consider these security
features [90].

Prior work in security dialogs and warnings explored approaches to assist users in making better
security decisions (64, 66, 182, 183, 184, 106, [170, [179]. Brustoloni et al. explored how polymor-
phic dialogs (dialogs that alway change changing what input is required from the user and how it
is elicited) and polymorphic combined with audited security dialogs assist users in choosing less
risky decisions [84]. In a 26-participant between-subject lab study, participants (as employees in
a company) received emails with attachments related to two scenarios (recruiting applicants and
processing customer requests) using Mozilla Thunderbird with an extension to show the modi-

fied dialogs. Attachments were associated with justified and unjustified risks. Both approaches
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were shown to be effective to assist users in making better security decisions when the risk is
unjustified [84]. Bravo-Lillo et al. designed and evaluated “attractors” which are interfaces mod-
ifications that bring users’ attention to critical information to help them make informed security
decisions [82]. In two AMT between-subject experiments, the authors evaluated 11 different
attractors using two different scenarios: high security risk and no security risk. The authors
found attractors to be effective in bringing users’ attention to critical information presented in
the security dialogs and, thus, helped users to make informed security decisions [82]. Felt et
al. evaluated how the manipulation of the appearance of the SSL warnings would improve their
effectiveness [[106]. In a large-scale field study, the authors manipulated the warning by changing
the default image of the warning (using a policeman, a criminal, a traffic light), adding an extra
step before the user makes the final decision, changing the style of the warning, and reusing the
Firefox’s SSL warning on Chrome. The results show that only reusing the Firefox’s warning on

Chrome led to significant improvement in the effectiveness of warning [106].

Scholars have also developed and evaluated different approaches to assist users in choosing
stronger passwords [98, [108, [188]. Forget et al. proposed and evaluated a mechanism - per-
suasive text passwords (PTP) - to help users create stronger passwords [108]]. PTP takes the
password that the user initially created and suggests, as a replacement, a modified and stronger
version of the original password. In a 83-participant lab study, the authors evaluated four differ-
ent variations of PTP. The authors found that indeed PTP nudged participants to adopt stronger
passwords with minimal usability effects [108]. Similarly, Ur et al. conducted online experi-
ments to measure how strength meters affect password created by users [188]. In a two-part
2931-participant online study via AMT, the authors evaluated 14 different password strength
meters. In the first part, they asked participants to play a role in which they need to create new
passwords for their emails as their providers changed the passwords requirements. In the sec-
ond part, participants were invited via email to login using their new passwords. The authors
found that meters nudged participants to create longer passwords overall. However, only aggres-
sive meters (e.g., requiring an additional class character or longer passwords) were effective in

nudging participants to create stronger and harder to be guessed passwords [188].

2.5 Distinction From Prior Work

Prior work has focused primarily on designing app privacy nudges that help users make better
privacy decisions when choosing new apps to install (install-time app privacy nudges) (83, 118,
134,1142,1162]]. The install-time nudge works by informing users of privacy risks associated with

the app that the user chooses to install and recommending a more privacy-friendly app than the
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one chosen. In experimental settings, install-time nudges are shown to be effective in informing
users of privacy risks associated with apps that users want to install, and effective in influencing
users to consider installing more privacy-friendly apps [83, [118} (134, 142, [162]. However, an
install-time nudge can only be effective (a) if there is an alternative app that is more privacy-
friendly than the app that the user chooses to install, or (b) if the nudge can persuade the user to
refrain from installing the privacy-invasive app altogether, even without alternatives. To the best
of our knowledge, outside the experimental setting there is no accessible way to find alternatives
to privacy-invasive apps assuming alternatives exist at all. In addition, prior work has suggested
that privacy notices are less likely to garner users’ attention at install-time in comparison to
notices at runtime (e.g., during or after using an app) [[74]], and that users are less likely to choose
another app once they have made up their minds to install a given app [174]]. Thus, if the user
chooses to proceed and install the app, the install-time app privacy nudges lose their effect.

To extend previous work on mobile app privacy nudges, this thesis focuses on designing and
evaluating runtime app privacy nudges to help users better manage their app privacy settings.
Specifically, runtime app privacy nudges aim to (1) increase users’ awareness about privacy risks
associated with apps that users have previously installed, and (2) motivate users to review their
app privacy settings and adjust them as needed. As such, runtime app privacy nudges do not
burden the user to find alternative privacy-friendly apps. Instead, runtime nudges are intended
to help the user to better manage the privacy settings for apps that the user has already installed
and used. Furthermore, runtime nudges may also motivate users to uninstall privacy-invasive
apps (65, [110].

Few studies have looked at runtime mobile app privacy nudges. Balebako et al. [[73] proposed
mobile privacy nudges based on apps’ access frequency to specific data and evaluated them in
a lab study. Although our work in Chapter (3| builds on the work of Balebako et al., our work
differs in two dimensions. First, our work measures the effect of privacy nudges in triggering
users to review and adjust their app permissions, whereas the work of Balebako et al. measured
perception and feeling. Second, our study in Chapter [3| evaluates privacy nudges in situ, with
participants using their own devices “in the wild”, whereas Balebako et al. conducted a lab
study, and participants did not use their own devices. Fu et al. [110] proposed a per app runtime
location access notification and contrasted it with the existing location access disclosure method
in Android (i.e. a blinking icon on the notification bar). Our work in Chapter [3|extends the work
of Fu et al. but differs in two dimensions. First, our work measures the effect of privacy nudges
in triggering users to review and adjust their app permissions, whereas Fu et al. focused only on
transparency without providing users with tool to adjust their app privacy settings. Second, Fu et
al. focused on location access, whereas we also examine phone contacts, calendar, and call logs.
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Protect My Privacy (PMP) utilized crowdsourcing to recommend privacy settings (both granting
and denying) for each app [63]. In contrast, our focus is on informing users of apps behavior
instead of informing them of other users’ privacy settings. Bal et al. designed and evaluated
“Styx”: a system that monitors apps’ data collection practices and informs users of what these
apps are able to infer based on the data they accessed and collected [71]. Our work in Chapter ]
builds on the work of Bal et al. by using inferences/consequences of data collected by apps to

design effective runtime mobile app privacy nudges.

In contrast to [110] which nudges the user while using the app (app-usage dependent nudges),
our work primarily focuses on privacy nudges that are independent of app-usage. An advantage
of our approach is to also inform users of privacy risks associated with apps that access users’
sensitive information in the background (i.e. while users are not actively using the app). Only
22% of mobile users are aware of apps’ capabilities (and thus potential privacy risks) while
apps in the background [182]. Nonetheless, future work should explore which approach is more

effective and when.

In sum, this thesis attempts to extend previous work by introducing runtime mobile app pri-
vacy nudges, evaluating their effectiveness, designing effective content of privacy nudges, and

evaluating approaches to keep users engaged with repeated nudges.
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Chapter 3

Permission Managers & Mobile App Privacy
Nudges

In this chapter, we focus on two research questions: (1) Is access to an app permission manager
an effective way of helping users review and modify their app permissions? (2) Can app privacy
nudges, that regularly alert users about sensitive data collected by their apps, enhance the effec-
tiveness of an app permission manager? To address these questions, we conducted a 22-day field
study in which 23 participants interacted with a permission manager — AppOps on Android — for
one week, followed by an 8-day phase in which the permission manager was supplemented with

privacy nudges tailored to a participant’s installed apps and their data access behavior.

Our mixed methods approach provides rich insights into (1) how and why participants review
and restrict app permissions with a permission manager and (2) how they react to privacy nudges
alerting them about the data collected by their apps. Our results confirm that users are generally
unaware of mobile app data collection practices. Our findings also demonstrate the benefits
of fine-grained permission managers and show that the effectiveness of these managers can be
significantly enhanced by the delivery of nudges intended to further increase user awareness

about mobile app data collection practices.

This chapter makes the following contributions. First, our study highlights the benefits of a
permission manager like AppOps and quantifies the additional benefits that result from supple-
menting such functionality with privacy nudges. Second, we designed mobile privacy nudges
that increase user awareness of data collection practices and effectively motivate users to re-
view and often revise their app permissions. Third, we evaluated the effectiveness of the privacy
nudges in a real-world setting. Finally, we derive recommendations for the design of effective
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Figure 3.1: Screenshot of a privacy nudge for location (left) shown to a participant during our study. Nudge content
is based on participant’s apps and their access to location information. “Let me change my settings” opens AppOps.
“Show me more before I make changes” opens the detailed report (right). “Keep Sharing my location” closes the
nudge.

privacy nudges on mobile devices based on our results.

3.1 Mobile Privacy Nudge Design

We designed a mobile privacy nudge that provides concise privacy-relevant information and
meaningful actions that reduce the threshold for users to act upon the nudge’s content.

3.1.1 Nudge Content

Prior work has shown that users are unaware of, and surprised by, apps’ data access practices
and frequency [73} [110} [127], which suggests nudging users to review their app permissions
has utility. Therefore, we designed the mobile privacy nudge shown in Figure [3.1] to display a
succinct message describing the number of apps accessing one information type and the total

number of accesses in a given period.

The nudge further lists three specific apps that accessed the information in the given period, to

concretize the otherwise abstract information. In order to avoid showing only expected apps
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(e.g., mapping and navigation apps accessing location), the three displayed apps are selected
randomly from apps that accessed that information type. The addition of “and 10 other apps”
aims to pique the user’s interest, and trigger them to review permission settings for the particular

information type.

In order to enhance the nudge’s credibility, we included cues that establish a relation between the
nudge notification and the installed privacy manager (AppOps in our case), such as the AppOps
icon and a tag line at the bottom (see Figure 3.1

3.1.2 Nudge Response Options

The privacy nudge provides targeted response options to facilitate privacy management (see Fig-
ure [3.I). The “Let me change my settings” option opens AppOps directly. We hypothesized
that facilitating access to the permission manager may lead users to review and adjust additional
permissions once they switch their focus to privacy management. Since we want nudge users to

select this option, it is highlighted.

The second option (“Show me more before I make changes”) opens a detailed report, shown in
Figure |3.1] which lists each app’s access frequency for the nudge’s particular information type,
in descending order. The detailed report enables users to investigate which apps accessed the
particular information in order to support them in comparing their expectations with apps’ data
practices. Rather than just naming the option “show me more information,” we intentionally
indicated that users will also be able to make changes through this option, and imply that this
information may help their decision. The detailed report replicates the nudge’s other response
options to make the provided information actionable. Prior work inspired the detailed report
design [73]].

The third option (“Keep sharing my [data]”’) allows users to indicate the status quo is acceptable.
Keller et al. [[130] recommend employing enhanced active choice to emphasize the desired option
(option 1) by “highlighting the losses incumbent in the non-preferred alternative.” Therefore,
option 3 is adapted to the specific information (i.e. [data] is replaced with “location”). Finally,
users can also ignore the nudge by pressing the “Home” button or by switching to a another app.

3.2 Methodology

We conducted a field study to gain insights on the effect and perceived utility of mobile privacy
managers, as well as the effect and perception of privacy nudges. We implemented our privacy
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Figure 3.2: AppOps has four different tabs: location, personal (e.g., phone contacts and calendar), messaging(e.g.,
SMS), and device (e.g., vibration, camera). Each tab lists all apps that accessed the corresponding category of data,
e.g., location (left). Selecting a specific app opens a screen showing all permissions accessed by the app (right).

nudges on Android since it supported a permission manager, AppOps, which is accessible on
regular non-rooted devices. Thus, our 23 participants were able to use their own phones. Our
study received IRB approval.

3.2.1 The Permission Manager - AppOps

In Android 4.3, Google introduced a permission manager, called AppOps, that was hidden by
default and required an external app to access. AppOps allowed users to selectively grant or
deny permissions for installed apps. AppOps, shown in Figure organizes permissions into
four categories: location, personal data (e.g., calendar, phone contacts), messaging (e.g., SMS),
and device features (e.g., vibration, notification). In each tab, apps are ordered by most recent
access. When selecting a specific app in an AppOps tab, users are shown all permissions for
that app. In Android 4.3, AppOps allows users to control 31 different operations [113]]. Some
of these operations map directly to one or more permissions (e.g., read contact control maps to
“android.Manifest.permission. READ_CONTACTS” permission). Other operations do not map
to any permission (e.g., the existence of audio control although accessing audio does not require

a permission).

3.2.2 Implementation of Study Client

We designed a study client app to act as a launcher for AppOps and installed it on participants’
phones. Our study client collected information about app permissions accesses for specific in-
formation types, which was used to generate personalized privacy nudges for each participant’s

phone. The required information was obtained by periodically recording logs created by Ap-
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pOps. The AppOps logs show for each app-permission pair the last time the app tried to access
the permission. The logs show when access to a permission was rejected (e.g., after the user
restricted an app’s access). If the app is currently using a permission, the logs show how long
the app has been accessing it. By capturing this information in five minute intervals, we gained
detailed insights about apps accessing permissions, as well as the progression of permission
changes made by participants via AppOps. Accessing the AppOps logs requires a one-time
runtime permission (“GET_APP_OPS_STATS”), which can only be granted if the device is con-
nected via USB after app installation.

In addition to recording access frequency and permission changes, our study client recorded par-
ticipants opening AppOps, as well as their interaction with displayed privacy nudges. Permission
changes had to be recorded periodically, since AppOps does not provide easy access to specific
interaction events and modifying AppOps would have required rooting and flashing participants’
devices, which we deemed undesirable. Hence, we used the time difference between a partic-
ipant’s recorded response to a privacy nudge and an observed permission adjustment to infer

whether it was triggered by the respective nudge.

3.2.3 Study Procedure

Our field study consisted of an entry session, three consecutive field phases lasting 22 days in
total, an exit survey, and an optional exit interview. We opted for a within-subjects design as we
were interested in observing phone and app usage without interventions in order to establish a
baseline, as well as observing interaction with a permission manager with and without supporting

privacy nudges.

Entry session: We invited participants to our lab to read and sign our consent form. Because
AppOps was only available on Android versions 4.3—4.4.1, participants were required to affirm
that they would not update to Android 4.4.2 during the study, and could be disqualified otherwise.

Next, participants completed an online entry survey on a provided computer. The survey asked
about general Android usage (e.g., frequently used apps, reasons for installing or uninstalling
apps), mobile privacy and security attitudes and behaviors (e.g., screen look use, phone en-
cryption, awareness of apps’ permissions), and demographic questions (e.g., gender, age, phone
model). While the participant completed the survey, we installed the study client on her phone
with the required runtime permission to access AppOps logs, and placed it in a folder named
‘Android Apps Behaviors,” to make it easily locatable.
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Phase 1: Baseline: For the first 7 days of the study, our study client collected data about the
participant’s installed apps and their data access behavior, without providing access to AppOps
or showing privacy nudges. The information collected served as a baseline to better understand

participants’ phone and app use, and also informed the generation of privacy nudges in phase 3.

Phase 2: AppOps Only: On the first day of the second phase, we made AppOps available through
the study client and sent an email and an SMS to participants introducing it. The message subject
was “AppOps is now available to you” and it read “AppOps is an app which allows you to
selectively grant/deny apps access to your personal information (e.g., location, phone contacts,
calendar, SMS messages, etc) on your phone. We just made this app available to you. To use it,
go to ‘Android Apps Behaviors’ folder then click on AppOps.” This notification acted as a weak
privacy nudge, comparable to seeing a media article or an ad about AppOps. Participants did not

receive any further interventions during phase 2, which lasted 7 days.

Phase 3: AppOps Plus Privacy Nudges: In phase 3, which lasted 8 days, participants additionally
received one privacy nudge per day, sent at a random time between 11am and 8pm. In our study,
we provided nudges for four information types: location, phone contacts, calendar, or call logs.
They were selected both because they were shown to be the subject of mobile users’ privacy
concerns [104], and because initial experiments demonstrated that these four information types
constituted the most requested resources by apps, which made it likely that participants’ would
have apps installed that actually accessed these information types. On the first four days of phase
3, all four nudges were shown in a random order to avoid ordering effect. The same nudges
were then repeated in the same order on the last four days of phase 3. The first set of privacy
nudges showed access statistics since the beginning of the study (i.e. 14-18 days), the second set
showed access statistics for the period since the previous nudge for that data type (i.e. 4 days). If
no installed apps had accessed the information type of a scheduled nudge in the respective time

period, the next nudge would be shown instead.

Exit Survey and Interviews: After completing phase 3, participants were sent a link to an online
exit survey. The survey focused on the participant’s experience with AppOps (e.g., prior use
of AppOps, AppOps use during study, reasons for using AppOps) and the participant’s under-
standing of, and experience with, the privacy nudges (e.g., meaning of nudge text and options,
provided privacy awareness and decision support). Upon completion of the exit survey, partici-
pants were compensated with a $30 Amazon gift card.

All participants were further invited to an optional semi-structured one-hour interview and com-
pensated with an additional $10 Amazon gift card. Eight participants responded and were in-

terviewed. The interviews served to gain deeper qualitative insights to participants’ experiences
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with AppOps and the privacy nudges. The interviews were partially tailored to a participant’s
behavior during the study. For example, we inquired participants’ reasons for specific permis-
sion changes they made. We further presented them with specific nudges displayed to them when
asking about their experiences. All interviews were audio recorded and then coded with cate-
gorical codes (i.e. AppOps, the privacy nudges, reasons for app permission changes). We, then,

conducted thematic analysis on each of these three categories.

3.2.4 Recruitment

We conducted our study from May to July 2014. Participants were recruited via Craigslist and
from a city-wide participant pool maintained by our university. Ads directed prospective partici-
pants to a screening survey. Twenty-six respondents, meeting the following criteria, were invited
to participate in the study: (1) Adults who have Android phones running Android version 4.3—4.4
(because AppOps is only supported by these Android versions); (2) have a mobile data plan with
at least 2 GB/month (as data would have to be transferred during the study); (3) able to visit our
lab for the entry session. Three were later disqualified as they upgraded to Android 4.4.2 during
the study, which made AppOps inaccessible.

3.2.5 Limitations

Conducting a field study enabled us to evaluate our privacy nudges in situ on participants’ own
devices. This increased ecological validity but introduced multiple challenges. First, we were
unable to recruit a larger number of participants, because carriers (e.g., AT&T) and OEMs (e.g.,
Samsung) rolled out updates to Android 4.4.2 (i.e. AppOps removed) around the same time,
which significantly shrunk the pool of potential participants. Second, our study client required
Internet connectivity. However, some participants deactivated data connection to conserve data
volume or had intermittent connectivity for other reasons. This affected our data collection and
caused some nudges to be lost or delivered later than scheduled. We implemented a monitoring
tool to identify participants whose devices were not sending back information regularly, and then
reminded them via email to remain connected. While this worked, we used this approach sparsely
to avoid biasing participants’ responses. Due to these technical difficulties, some participants
received all eight nudges while others received fewer nudges. In addition, we acknowledge a
potential self-selection bias in our participant pool. In spite of these limitations, we still observed

an effect even with a smaller number of nudges; and therefore our findings still hold.
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Figure 3.3: The number of times each participant reviewed their app permissions by opening AppOps in phase 2 &
3. Participants are ordered based on the frequency of reviewing app permissions. In phase 3, participants reviewed
their app permissions 53 (77%) times in response to a nudge. The privacy nudges were the primary trigger for
participants to review their app permissions in phase 3.

3.3 Results

We first describe participant demographics and apps usage. Then, we report how participants
interacted with the permission manger alone followed by their interaction with the permission
manger with accompanying privacy nudges. Finally, we report how participants interacted with

nudges and evaluate the effectiveness of the nudge’s components.

3.3.1 Demographics

In total, we had 23 participants (65% female; ages 18—44, median=23), of whom 21 owned Sam-
sung devices and 2 owned an HTC One. Based on data collected in phase 1, participants had

89 apps installed on average (SD=22), including services and pre-installed apps. Twenty-one
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participants (91%) reported never using AppOps before; one had used AppOps, and one was un-
sure. Moreover, the data collected in phase 1 showed that participants could not access AppOps
(e.g. not other launcher app for AppOps installed), until phase 2. Six (26%) of our participants
are in information technology related fields and only one of them specializes in computer secu-
rity. However, our results do not indicate that their background had a significant effect on their
behavior. P2 never adjusted his app permissions throughout the study, P13 only adjusted the
permissions in phase 2, P6&P7 only adjusted the permissions in phase 3, and P10&P12 adjusted
their app permissions in both phases.

In the following, we use two main variables in our analysis:

(1) Reviewing apps’ permissions represents how often a participant opened AppOps to review

their app permissions regardless of whether they adjusted app permissions.

(2) Adjusting apps’ permissions represents how often participants adjusted their app permissions
by calculating (a) restrictive adjustments, i.e., how often participants restricted an app access to a
permission, and (b) permissive adjustments, i.e., how often participants permitted an app access

to a restricted permission.

3.3.2 Effectiveness of AppOps Without Privacy Nudges

In phase 2, after we made AppOps available, participants reviewed their app permissions 51
times, restricted 76 distinct apps from accessing 272 permissions, and permitted access to one

restricted permission.

Reviewing apps’ permissions: As Figure [3.3]shows, 22 participants (95.6%) reviewed their per-
missions at least once. Of those, 12 participants reviewed their apps’ permissions multiple times.

Only P2 did not review his permissions in phase 2.

Adjusting apps’ permissions: As shown in Figure[3.4] 15 (65%) participants restricted 272 app-
permission pairs for 76 distinct apps, including both participant-installed and pre-installed apps,
see Figure [3.5] Breaking down restrictions by information type, participants restricted apps’
access to location 74 times (27%), contacts 57 times (21%), calendar 10 times (4%), and call
logs 9 times (3%). Other restricted permissions included: camera 42 (9%), SMS 21 (8%), post
notification 19 (7%), and recording audio 15 (6%). Only P10 made a permissive adjustment by

permitting the Weather Channel app to send notifications.
In the exist survey, we asked participants if they used AppOps, what they used it for, and why.
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Figure 3.4: Number of permissions restricted by each participant. Participants are ordered based on (a) the restrictive
adjustments they made either in phases 2 & 3, phase 2, or phase 3, and (b) the frequency of adjustments within each
group. P2, P16, & P21 never adjusted their app permissions. Ninety-Five (78%) app permission adjustments in
phase 3 were made in response to a nudge. The privacy nudges were the primary trigger for participants to adjust
their app permissions in phase 3.

Most participants reported that they used AppOps to review their app permissions and adjust
them if needed. For example, P9 responded: “[I used AppOps] to see what personal information
different apps had access to and change that” because “I didn’t like that too many apps could
access so much information.”

In the interviews, participants further explained why they restricted apps’ access to permis-
sions. First, participants restricted unused apps, especially pre-installed apps. P10 stated: “I
also blocked bunch of AT&T bloatware from accessing any information. I don’t use them any-
ways.” Second, participants restricted permissions required for unused functionality. P13 re-
stricted iHeartRadio access to location, explaining: “I know what stations I want listen to no
matter where I’'m so I turn off the location.” Third, participants restricted apps when the purpose

to access their personal information is unclear. P4 stated: “[I turned it off] because I can’t think
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Figure 3.5: The apps that were revoked permissions in phase 2 & 3. The numbers to the right of the bars are the

absolute number of distinct users who revoked at least one permission per app.

of a reason why Inkpad needs my location.”

Making the permission manager available to participants led them to actively review their app
permissions and adjust them as needed. This indicates clearly that participants wanted to exercise

control over apps’ access to personal information.
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Figure 3.6: Timeline of participants’ interactions with AppOps and the privacy nudges during phase 2 and phase 3.
In the X-axis, each column represents a day during phase 2 (7 days) & phase 3 (8 days).

3.3.3 Effectiveness of AppOps with Privacy Nudges

The goal of our nudges was to get users to review their app permissions and adjust them as
needed. To that end, we designed the nudges to complement and increase the effectiveness of
AppOps. It is important to note that participants’ phase 3 behavior is contingent on their phase
2 behavior. For instance, if a participant restricted access to some permissions in phase 2, these
restrictions hold in phase 3, and may not require further review or adjustment. Hence, we report

and analyze results from phase 3 relative to phase 2.

In phase 3, participants reviewed their apps’ permissions 69 times, restricted 47 distinct apps

from accessing 122 permissions, and permitted six apps access to six permissions.

Reviewing apps’ permissions: As Figure [3.3] shows, 22 participants (95.6%), with the exception
of P21, reviewed their apps’ permissions at least once in phase 3. Participants could review
their apps’ permissions either by opening AppOps directly (same as in phase 2), or by opening
AppOps in response to a nudge. Twenty-One participants reviewed their apps’ permissions 53
times (78%) in response to the nudge, and 15 times (22%) by directly opening AppOps. P4
reviewed her apps’ permissions only once by opening AppOps directly. Thus, the privacy nudges
were the primary trigger for participants to review their apps’ permissions.

Figure [3.6] shows that participants’ interaction with AppOps declined sharply after day ten: 39%
(day 10), 13%, 17%, 22%, 4%, and 9%, respectively. However, the privacy nudges introduced
in phase 3 positively affected participants’ interest in reviewing their apps’ permissions (cf. Fig-

ure [3.3). For instance, P2 did not review his apps’ permissions in phase 2 but privacy nudges
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triggered him to do so six times in phase 3.

Adjusting apps’ permissions: Figure shows that 16 (70%) participants restricted 122 app-
permission pairs, 14 in direct response to nudges. Ninety-Five (78%) of the restrictive app
permission adjustments in phase 3 were made in response to a nudge. Only three participants
made permissive adjustments due to loss of app functionality. In the interview, P10 noted that
he restricted and later permitted Facebook’s access to the clipboard, because he was unable to
copy&paste in Facebook. Participants restricted permissions from 47 distinct apps, including
both self-installed and pre-installed apps, see Figure[3.5] Participants restricted 122 permissions
such as location 30 (25%), contacts 25 (20%), calendar 8 (7%), and call logs 6 (5%). Other
restricted permissions included: post notification 10 (8%), SMS 9 (7%), camera 7 (6%), record
audio 7 (6%).

To understand the data further, we analyzed participants’ restrictive adjustments in phase 2 &
phase 3, and divided them into four groups based on our analysis. We additionally examined the
groups’ comfort level by analyzing participants’ responses to 5-level likert scale question about

location, calendar, contacts, and call logs.

Group 1: restrictive adjustments in phases 2 & 3. Although they made restrictive changes already
in phase 2, the nudges led 11 participants to make additional adjustments in phase 3. For instance,
P11 & P17 restricted 89% and 50% additional permissions. These participants were overall
uncomfortable sharing their personal information with apps. This suggests that even active,
privacy conscious participants benefited from the additional information provided by privacy
nudges, which triggered them to further review and adjust their permissions to better match their

privacy preferences.

Group 2: restrictive adjustments in phase 3 only. These five participants made no restrictive
adjustments in phase 2. However, the nudges received in phase 3 triggered them to adjust their
permissions. These participants were also overall uncomfortable sharing their personal informa-
tion with apps. This suggests that the nudges provided additional value compared to AppOps
alone, triggering them to actively review and adjust their app permissions.

Group 3: restrictive adjustments in phase 2 only. Although the privacy nudges triggered three
of these four participants to review their permissions in phase 3, they made no restrictive adjust-
ments. These participants reported mixed levels of comfort sharing personal information with
apps. There are multiple potential explanations for why these participants made no adjustments
in phase 3. First, their phase 2 adjustments may have sufficed, particularly for P8 & P13, who
adjusted 12 and 10 permissions, respectively. Second, aspects of the nudge affected participants’
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experience. P4 stated in the interview that she always received the nudges when she was at work
and therefore never had time to interact with them. Third, participant-specific issues. In the
interview, P13 reported that phase 3 was a very busy week for him, which prevented him from

interacting much with the nudges.

Group 4: no restrictive adjustments in either phase. Although the privacy nudges did not trig-
ger these three participants to adjust their permissions, two did review them in response to the
nudges. These participants reported being comfortable or neutral sharing their personal informa-
tion with apps, which may explain the lack of restrictive adjustments.

3.3.4 Interaction with the Nudges

In total, participants received 125 nudges. We report details of how participants interacted with

them.

Did participants understand the nudge? In our survey, we presented each participant with a
nudge screenshot and asked them about their understanding of the nudge, its options, the trust
cues, and the detailed report. All of the participants understood the nudge, the options, and the
trust cues (“Notification provided by AppOps”). Nine participants did not understand option two
in the nudge (“show me more before I make changes”). Four never chose this option, possibly

because they did not understand its meaning or function.

How did participants interact with the nudges? As Figure [3.7] shows, participants responded to
53 (42%) nudges by choosing “let me change my settings” to open AppOps and 31 (25%) nudges
by choosing “keep sharing my [data].” Participants ignored 41 (33%) nudges.

Although some participants may have chosen “keep sharing my [data]” to express satisfaction
with how apps were accessing their personal information, our interviews revealed they also used
it to close nudges when they came at unsuitable times (e.g., busy at work or about to use another
app). P4 stated: “for one [nudge] I said keep sharing because as I said earlier I didn’t have time,
because if [ saw that normally I would have definitely changed it, if I wasn’t at work.” Similarly,
our interviews showed that participants ignored nudges because they received them at unsuitable
times. For instance, P19 also explained: “the first time [the nudge] came up I was on a run and it
covered my running app. All of a sudden I couldn’t hear [my running app] telling me my mileage
anymore. So I opened my screen and I swiped [the lock] and that [nudge] was there and I was
so confused I hit back so fast it was gone.” To mitigate the timing issue, future work can utilize

frameworks such as Attelia [[156] to find suitable times to deliver nudges to users.
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Did participants adjust permissions in response to nudges? We counted restrictive apps’ per-
missions adjustments as direct response to the nudge if a participant responded to a nudge by
choosing “let me change my settings” and then made these adjustments within 10 minutes. Four-
teen (60%) participants made restrictive adjustments in responses to 17 (13.6%) different nudges
out of 125 nudges. Of those, three participants made restrictive changes in response to two dif-
ferent nudges. We acknowledge that in some cases the nudge may have led participants to adjust
permissions after 10 minutes. P17 made restrictive adjustments within 22 minutes. P1 made

three adjustments: one of them within an hour.

The nudges may have had indirect influence on participants’ decisions to adjust their app per-
missions. For instance, a participant might review her app permissions in response to a nudge
without adjusting them, and then later open AppOps to adjust app permissions. While these in-
direct effects are difficult to track, the interviews helped us to identify a noteworthy occurrence.
P10 responded to the first nudge by choosing “show me more before I make changes” to open
the detailed report and then chose “let me change my setting”. However, he never adjusted his
app permissions. After a couple of hours, P10 opened AppsOps directly and restricted both
the Weather Channel app and HTC Location service access to location. In the interview, P10
described how the nudge helped him realize the Weather Channel app’s data access practices
mismatched his expectations “this weather app was the most hogging app on my cellphone. I
live in a city why do you have to access my location thousands of times in [a] few days? I not

only blocked this app, I removed [it].”

To explore whether nudging participants about a particular data type triggered adjusting corre-
sponding permissions, we counted the number of adjustments in which the permission matched
the data type in the nudge. As reported earlier, participants restricted their permissions in re-
sponse to 17 nudges. The response to 15 (88%) nudges included at least one permission that
matched the data type in the nudge. Thirty (32%) out of 95 restricted permissions matched the
data type featured in the nudge. In other words, 68% of restricted permissions were for data types
other than the one in the nudge. A possible explanation for this behavior is how the AppOps Ul
is structured. If a participant chooses one app, she will be redirected to a new screen listing all
the personal information that the selected app has access to, as shown in Figure Thus, it
is possible that participants may have initially intended to only adjust the permissions matching
the nudge’s data type, but adjusted additional permissions as needed. This suggests that the de-
sign of the permission manager may sway participants to adjust more permissions than initially

intended.

Finally, we explore the effect of the example apps included in the nudge. We checked if par-
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Figure 3.7: How participants responded to the nudges. The numbers on top of the bars are the absolute numbers.

ticipants adjusted permissions for any of the randomly chosen apps in the nudge. As reported
earlier, participants restricted their apps’ permissions in response to 17 nudges. For nine (53%)
nudges, the participants adjusted apps’ permissions of at least one of the apps listed in the nudge.
For 2 nudges, the participants adjusted the permissions of 2 out of 3 apps listed in the nudge.
Out of all 48 apps listed in the 17 nudges, the participants adjusted permissions for 11 (23%)
apps, this suggests that example apps listed in the nudge have a moderate effect on participants’

decisions to adjust their apps’ permissions.

How did participants respond to the Ist and 2nd nudge? In response to their first nudge, 16
(70%) participants chose “let me change my settings”, three (13%) choose “Keep sharing my
[data]”, and four (17%) ignored it. Participants’ likelihood to choose “let me change my settings”
decreased when they received the second nudge (after 4 days) as Figure [3.8|shows. This suggests
that repeating a nudge about the same data type within a short time may be ineffective, likely
because participant preferences do not change within a short time. This leads us to suggest
a potential improvement for our nudge. The nudge should provide a mechanism for users to
identify apps that they are comfortable sharing their personal information with. Thereafter, the

user could receive more pertinent nudges including only unidentified apps.

The detailed report: The main goal of providing a detailed report, as shown in Figure was
to give interested participants a closer look at apps’ data access patterns. Fourteen participants
(61%) chose “show me more before I make changes” to open the detailed report in response to
26 (21%) out of 125 nudges. After opening the detailed report, participants chose “let me change
my settings” more often than “keep sharing my [data]” (33% vs. 22%), see Figure 3.7
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Participants opened the detailed report in eight nudges (47%) before making restrictive adjust-
ments. In each case, the participant made restrictive adjustments for at least one app listed in the
detailed report. This suggests that the detailed report is helpful. Though, it is more helpful when
the participant intends to make adjustments as the detailed report provided a closer look at the

data collection practices of individual apps.

Frequency of access: We explore whether an increase in frequency of personal information ac-
cesses by apps correlates with an increase in participants’ likelihood to choose “let me change my
settings.” Using a random effects linear regression, we found a significant correlation (p<.05)
between the frequency of accessing personal information by apps and participants’ likelihood
of choosing “let me change my settings,” particularly for location (p<0.01). This suggests that
nudging about apps’ frequency of access is effective as it triggered participants to review their

apps’ permissions, which was the nudge’s purpose.

During the interviews, all eight participants indicated that frequencies of access to personal in-
formation by apps was the element of the nudge that caught their attention. For instance, P10
explained: “4182 [times] are you kidding me? It felt like I’'m being followed by my own phone. It
was scary. That number is too high.” P17 stated: “the number was huge [356 times], unexpected.

Again, big number a bit unexpected.”
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3.4 Discussion

In this section, we discuss the effectiveness of the permission manager and nudges, and how to

design more effective nudges based on lessons learned from our study.

3.4.1 Permission Managers Help

Access to a permission manager alone led participants to actively review and change app per-
missions. All but one of our participants reviewed their app permissions at least once; half of
them did so multiple times. Furthermore, the permission manager led more than half of our
participants to exercise control over the personal information apps were allowed to access; par-
ticipants modified permissions of both popular apps and pre-installed apps. In short, our results
highlight the value of using permission managers in mobile platforms, because they give users
the control they may want and need. However, service providers have taken highly different
paths in their handling of such tools. Violations of end users’ privacy by app developers have
led Apple to provide users with progressively more privacy controls in iOS [190]. On the other
hand, Google notoriously removed AppOps from Android phones in 2013 [94]]. While no of-
ficial explanation was provided, this move might be indicative of tensions between Google’s
advertising-based revenue model and its stated objective of giving users more control over their
information[] Another possible interpretation might be that this move was motivated by usability
concerns, whether concerns over the number of settings made available to users or concerns that
users may deny permissions that are necessary for apps to function. Our study however showed
that, despite the large number of settings, users generally benefited from having them and we did

not see many instances of users complaining about their apps stopping to work.

3.4.2 Nudges Can Increase the Utility of Permission Managers

In addition to making users aware of the permission manager, our goal was to design a nudge
that assisted users in better managing their privacy. Our results show that even a simple nudge

can help users utilize the permission manager to manage their privacy on mobile devices.

The privacy nudges led participants (both those who had and those who had not used the permis-
sion manager before) to review and adjust their permissions. This suggests that nudges help both

! Analysis of Android source code shows that Google has been expanding AppOps code since then (e.g., increas-
ing the number of permissions to control). This suggests that Google may, perhaps, provide mobile users more
control in the future.
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active users, who may not fully utilize the permission manager alone, and users who otherwise
might not have made any adjustments, to act to bring their data sharing into alignment with their

privacy preferences.

Privacy nudges are starting to find their way into mobile platforms. Recently, iOS 8 introduced
what can be viewed as a form of privacy nudge. Specifically, if a user allows an app to access
her location even when not using the app (i.e. in the background), iOS will occasionally ask
her whether she wants to continue doing so [48]]. This approach is consistent with our findings,
which show the benefits of combining permission manager functionality and nudges.
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Chapter 4

Toward more Effective App Privacy Nudge
Contents

Results from Chapter [3] indicate that, even with access to a permission manager, Android users
have limited awareness of the privacy risks associated with their apps. Therefore, users do not
take full advantage of the permission manager’s functionality. Our results show that users ben-
efit from receiving nudges that effectively: (1) increase users’ awareness about privacy risks
associated with apps they have previously installed on their devices (e.g., inform users of how
frequently apps collect their information), and (2) temporarily make privacy the primary task for
users and motivate users to review and adjust their app privacy settings as needed. Chapter
shows that the privacy nudges led all but two of our participants to review their app permissions
at least once within eight days. More importantly, the privacy nudges led more than half of our
participants to exercise control over the personal information that apps were allowed to access. In
sum, the results from Chapter [3|suggest that mobile app privacy nudges are a promising approach

to help users better manage their app privacy settings.

Nonetheless, it is not clear how effective different types of nudge contents are in motivating users
to review and possibly adjust their app privacy settings. Should we nudge users by simply in-
forming them that their personal information has been recently accessed and used by apps, which
has been used in current mobile operating systems as shown in Figure . 1]? Is this the best nudge
content to help users manage their app privacy settings given that mobile users have expressed
their desire to take control of how apps access their personal information [135]]? If not, as we
hypothesize, which nudge content is more likely to motivate users to review and possibly adjust
their app privacy settings? Should a nudge content inform users of how frequently their infor-

mation has been used as we did in Chapter [3? Can we do better by utilizing attributes that users
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consider when making privacy decisions about mobile apps (e.g., purpose of accessing users’
information as prior work has suggested [142,[173,180])? Our goal in this chapter is to evalu-
ate and compare the effectiveness of different app privacy nudge contents. This investigation is
important for two reasons. First, privacy is typically a secondary task for users [79, [148, [198]].
Therefore, we posit that we can only occasionally nudge users to switch their attention to pri-
vacy management. Thus, for such infrequent opportunities, we should use a nudge content that
is more likely to grab users attention and to influence them to review their app privacy settings
and ensure that these settings match their privacy preferences. Second, our results should assist
mobile operating system providers and mobile privacy tool developers in rethinking the current

nudge contents that they utilize.

The central research question in this chapter is: Which nudge contents are more effective in

motivating mobile users to review and possibly adjust their app privacy settings?

4.1 Methodology

4.1.1 Research Questions

Both Android and iOS provide a run-time app privacy nudge which simply informs users that
their location has been recently accessed by apps installed on their phones as shown in Figure
We refer to this nudge as the “recent access” nudge content. However, such a nudge content has
not been evaluated and its effectiveness is not known to the best of our knowledge. Furthermore,
we hypothesize that such a nudge content might not be effective because it provides very little in-
formation, which may not be sufficient for users to make informed privacy decisions. Therefore,
we explore whether we can identify and design more effective nudge contents that help users to
better manage their privacy on mobile devices. We posit that a nudge content is more effective
than other nudge contents if it is more likely to motivate users to review and possibly adjust their

app privacy settings. To this end, we focus on two research questions related to nudge contents.

1. How effective is the “recent access” app privacy nudge content in motivating users to
review their app privacy settings in comparison to other nudge contents? The “recent
access” nudge content simply informs users that their personal information has recently

been accessed by apps on their phones.

2. Can we design nudge contents that are more effective than the “recent access” nudge con-
tent?
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Figure 4.1: Both Android and iOS provide features to enable users to identify apps that have recently accessed users’
location information. Android (left) shows the list of apps that have made recent location requests. iOS (right) uses
a purple arrow to identify apps that recently used users’ location information, and uses a gray arrow to identify
apps that used users’ location information within the past day. We refer to these features as the “recent access” app
privacy nudge content. The baseline nudge content in our experiment is inspired by these “recent access” nudge
contents in Android and iOS.

4.1.2 Nudge Contents

We hypothesized a nudge content is effective if it can garner the user’s attention, make privacy
the primary task for the user by switching the user’s attention to privacy management, and moti-
vate the user to review and possibly adjust their privacy settings to better match their preferences.
To this end, we designed nine nudge contents that inform mobile users of : (1) apps’ data collec-
tion practices, (2) purposes of data collection by apps, and (3) potential implications of reusing
collected data.

(1) Data Collection Practices

Both Android and i0S inform users that their location information has been recently accessed
by apps installed on their phones. Android shows its users the list of apps that recently (i.e.
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within the past 15 minutes [7]) requested access to users’ location information (Figure (a)).
Similarly, 10OS shows the list of apps that are allowed to access the user’s location in the privacy
settings. Next to each app, a purple arrow refers to an app that has recently accessed the user’s
location, and a gray arrow refers to an app that had accessed the user’s location within the past
day (Figure (a)). The nudge content of our first (and baseline) nudge is inspired by the these
“recent access”” nudge contents in current mobile operating systems. The baseline nudge content
simply informs users that their personal information has recently been accessed by some apps on
their phones. The exact wording of the baseline nudge is shown in Table 4.1}

Two other data collection practices by apps that may be less known to users are: how frequently
apps access their personal information and whether apps can access users’ information even

when users are not actively using the apps.

Previous work including Chapter 3| has shown that apps access users’ location in high frequency
but users are unaware of and surprised by such practices [73} (110, [127]. Additionally, as Chap-
ter 3| shows, a nudge content based on how frequently apps access users’ information effectively
motivates the majority of our participants to review their app privacy settings. Therefore, we
chose this nudge content for the second condition in our experiment. The exact wording of the

nudge content is shown in Table d.1]

Furthermore, apps on mobile devices are capable of running and accessing users’ personal infor-
mation even when users are not actively using the apps (e.g., through services [9]). Wijesekera
et al., has shown that about three quarters of requests to sensitive resources (including users’
information) occur while the user is oblivious and not actively using the apps [194]. However,
the majority of users indicated that they would have denied at least one of the access requests
that happened in the background [194]. Similarly, Micinski et al., has shown that the majority
of access requests for location information in particular occurs either while the user is not ac-
tively using the app nor actively using any functionality that needs location information [[149].
Although users may have previously authorized access to information while actively using the
app, they may not expect the app to access the information again in the background [[149]. Ad-
ditionally, a similar nudge content found its way to the industry as Apple has recently started
notifying 10S users when their location is accessed in the background [48, 52]. This suggests
that informing users about apps accessing their information in the background is potentially a
promising nudge content. Therefore, we designed a nudge content for our third condition to
inform users of this practice. The wording of the third nudge nudge is shown in Table §.1]
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(2) Purposes of Data Collection

Prior work has suggested that the purpose of data collection is an important factor that users
consider when making privacy decisions about mobile apps [134} 142,162,173} 180]. However,
users’ ability to identify why their information has been accessed by apps is limited, especially
when their information is used for purposes other than providing the apps’ main functional-
ity [142]. By highlighting why apps access users’ information, we may help users make better
privacy decisions [142,[173]. Thus, we see potential value in designing nudge contents that high-
light purposes not related to apps’ main functionality. Amongst these unrelated purposes, users
are particularly concerned about using their personal information for advertising [[142} 143, [173]].
Therefore, we decided to design two variations of nudge contents related to the purpose of data
collection: a generic and a specific. The generic variation informs users that apps have used their
information for purposes other than providing a main function. The specific nudge content addi-
tionally provides a concrete example of such an unrelated purpose: location-based advertising.

The exact wording of these two nudge contents are shown in Table .1} (4) & (5), respectively.

(3) Potential Implications of Reusing Collected Data

Personal information which is collected for a particular purpose (e.g., facilitating a transaction
between the user and the service provider) can be later reused to infer additional and unknown
characteristics of users [57, |71, [118]]. Such inferred characteristics can then be used to build
profiles and may be used in discriminatory judgmental transactions against users [20, 34} 135,91,
11°7]. For example, Flurry, the popular provider of mobile analytics and advertising solutions,
has a product called: “Flurry Personas” which uses behavioral information (e.g., apps that the
user has installed) to profile and categorize users [20]. Examples of those profiles include: “High
Net Individuals”, “Slots Players”, “New Mothers”, and “Mobile Payment Makers” [20]. In light
of these potential implications, privacy guidelines (e.g., FIPPs and OECD) (18 29] and stan-
dards (e.g., HIPAA and COPPA) [15} [155] have been explicit about the importance of limiting
secondary usage of personal information, of informing users of such practices, and of seeking
their consent. Furthermore, the practices and implications of reusing collected data are generally
opaque to users due to the complexity of the information broker ecosystem [109]. We hypoth-
esized that bringing such practices to users’ attention will increase users’ awareness and will
motivate them to review their app privacy settings. Therefore, we decided to design nudge con-
tents that inform users of potential privacy sensitive implications of how information collected

by apps might be reused.
Potential implications of secondary usage of users’ information are unlimited. However, we
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restricted ourselves to practices that have been documented by prior work and are reasonably
plausible. Such a limit will assist us in reaching balanced nudge contents that inform users of
potential (sensitive) implications of reusing their personal information without getting into the
game of scaring users, which may have an unpredictable (short and long term) impact on users’
trust in nudge contents (e.g., accused of exaggeration in the short term and crying wolf effect in
the long term).

We decided to design four nudge contents about potential implications of reusing users’ informa-
tion: a generic nudge content and three specific nudge contents. In the generic nudge content, we
inform users that apps are able to infer additional details about them based on their location infor-
mation, but we do not provide examples of such inferred details. The goal is to examine whether
such a generic nudge content would be sufficient to motivate users to review their app privacy
settings. Additionally, the generic content will allow us to see if providing particular examples
in the specific nudge contents (as we will see shortly) affects how users respond to nudges. For
the three specific nudge contents, we similarly inform users that apps able to infer additional
details about them based on location information but we provide examples of such details. In
particular, we inform users that apps may be able to (1) infer where users live, (2) infer where
users live and then use such information to predict users’ income, and (3) infer where users live
and then use such information to predict users’ income which may make users subject to price
discriminatio As previous work has suggested, users are concerned about their home loca-
tion [187], they only share it with a limited group of people (e.g., family and friends) [86], and
they are less willing to share such information with advertisers [132]]. However, prior work has
shown that inferring where users’ live based on location traces is attainable (e.g., [120,1138,[141])
and prevalent mobile services such as Google Now predict one’s homes based on location his-
tory [26]. Given the sensitivity of this information and the ability to infer it from location traces,
we hypothesized that a nudge content that highlights such an ability will likely motivate users to
review their apps’ permission settings. The exact wording of the nudge is shown in Table d.1]

To build on this nudge content, the second and third nudge contents informs users of how such
an inferred characteristic (e.g., where they live) can be used to predict an unknown demographic
information (e.g., their level of income) and of how such a prediction may be exploited to af-

fect users’ experience (e.g., make users subject to price discriminatory transactions), respec-

"We use price discrimination here to refer to practices that are more generic than the strict definition of price
discriminatory (i.e. showing the same product with different prices for different populations). These practices
include tailoring the list of products in a website or a mobile app so that pricey products are presented to certain
populations (e.g., affluent users) and at the same time other less expensive products are made harder to find (e.g., by
increasing the number of steps needed to find such products) [147].
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tively. Predicting demographic information based on previously collected personal information
has been explored by prior work (e.g., [78} 89,193} [112, 172, [199]]). In particular, prior work has
shown that users’ income can be predicted based on browsing history [112}[151], social networks
(posts [32,164] or users whom you follow on Twitter [89]), shopping data [191], and installed
apps on users’ phones [36, 146]. Additionally (as mentioned earlier), analytics and advertising
companies, such as Flurry, identify affluent users and assign them to specific profiles (e.g., “High
Net Individuals™) [20]. As such, the second nudge content informs users that apps, which have
accessed their location, can infer where they live and then predict their income. We choose in-
come particularly for its sensitivity [88, |[163] and because we want to utilize it for introducing
price discrimination in the third nudge content. In the third nudge content, we took a step further
and designed it to inform users that a prediction of their income can be exploited to make users
subject to online price discrimination. Research has shown that online services actually engage
in price discriminatory practices based on previously collected personal information [[147, [189]].
For example, it has been reported that Staple changes prices of items based on users’ location
and whether there is a Staples’ competitor near by the user’s location [189]]. Similarly, OrbitzE]
profiles visitors, who are Mac users (i.e. using pricey products from Apple), as affluent and in
turn shows them deals with higher prices [147]. The third nudge content is based on these docu-
mented practices and the exact wording of the nudge content is shown in Table Although the
nudge content was designed to motivate users to consider privacy and review their app settings,
the content was carefully and iteratively worded to be as neutral as possible. In the pilot testing,
some users predictably pointed out that they responded to the nudge because they object to price
discrimination, whereas others perceived tailored prices as a positive practice. Furthermore, the
three nudge contents were intentionally designed so that each nudge content provides incremen-
tal implications to the previous one which allowed us to design comparable nudge contents. It
is important to note that we do not claim that apps or advertising companies engage in the exact
practices that the nudge contents describe. Rather, the nudge contents are inspired by similar
documented practices and has been designed to show potential (negative) implications of reusing
users’ location by apps.

4.1.3 Designing Nudges

As Figure 4.2| shows, each nudge consists of the location icon, the title, the main content of the
nudge, the list of apps, and the buttons to act upon the nudge. In the experiment, only the main

content of the nudge was replaced by one of the nine nudge contents shown in Table 4.1} Other

Zhttps://www.staples.com
3https://www.orbitz.com/
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Condition

Nudge Wording

(1) Location access (Baseline)

These apps have accessed your location in the past week.

(2) Frequency of access (Frequency)

These apps have accessed your location 1,865 times in the past week.

(3) Access while not using the app (Back-
ground)

These apps have accessed your location in the past week although you did not use them.

(4) Access not to provide main function (Pur-

poses)

These apps have accessed your location in the past week for purposes not related to the
apps’ main function.

(5) Condition (4) + an example, location-based

ads (Purposes+Example)

These apps have accessed your location in the past week for purposes not related to the

apps’ main function, such as location-based advertising.

(6) Potential inferences (Inferences)

These apps have accessed your location in the past week. With this information, apps can
infer additional details about you.

(7) Condition (6) + an example, inferring the
address where you live (Inferences+Example)

These apps have accessed your location in the past week. With this information, apps can
infer additional details about you, such as the address where you live.

(8) Condition (7) + a prediction example, pre-
dicting your income (Predictions)

These apps have accessed your location in the past week. With this information, apps can
infer additional details about you, such as the address where you live, and use it to

predict your income.

(9) Condition (8) + potential implications of

prediction (Predictions+Implications)

These apps have accessed your location in the past week. With this information, apps can
infer additional details about you, such as the address where you live, and use it to
predict your income. Knowing your income can affect prices and discounts you see
in ads.

Table 4.1: This table shows the wording of each nudge.
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components remained consistent.

The location icon informs the user immediately that the screen is about location information. We
used an icon with which users are familiar [162] and that has been used by maps and navigation
applications in both Android and iOS.

The title of the nudge reads: ““Your location accessed.” The title is grammatically condensed by
removing auxiliary verbs (i.e. “has been”). This was a deliberate decision to ensure that the title
is short and fits in one line. In the pilot testing, we evaluated the title closely and found that users

were able to easily comprehend its meaning.

The main content of the nudge matches one of the nine conditions as shown in Table d.1] that the
respondent is randomly assigned to. The words and phrases in bold in Table 4.T] are highlighted
in blue on the nudge screen to guide the respondent’s attention to the essential part of the nudge
content. We used blue color for highlighting because it has been shown to be a neutral color [1735]]

and thus we avoided introducing an additional confounding factor.

The three apps are listed in alphabetical order. Each row shows the app’s icon and the app’s
name. This resembles how apps are typically listed in both Android and iOS settings.

The respondents are given two buttons that correspond to two options: (1) “Restrict which apps
get my location” to enable respondents to review and possibly adjust their app privacy settings
in response to the nudge, and (2) “Keep sharing my location with the apps” to keep things as
is and close the screen. The captions of the two buttons are intentionally long because we want
to ensure that respondents can easily comprehend what the buttons do. Furthermore, we used
“enhanced active choice” when we chose the wording of the second button (“Keep sharing my
location with the apps™). Keller et al. [130] recommend employing enhanced active choice to
emphasize the desired option (button 1 in our design) by “highlighting the losses incumbent in

the non-preferred alternative [button 2 in our design].”

If the respondent is an Android user, the nudge is presented using Nexus 5 as shown in Figure .2
If the respondent is an iOS user, the nudge is presented using an iPhone 6 frame as shown in
Figure The dimensions of the two frames are close to each other. However, iPhone six is
slightly taller and Nexus 5 is slightly wider. We make the frames consistent across all respondents

of an operating system to avoid introducing any biases related to the length or width of a frame.
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9 Your location accessed

These apps have accessed your location
in the past week although you did not
use them.

Groupon

The Weather Channel
Channel

Words With Friends

Restrict which apps get my location

Keep sharing my location with the apps

9 Your location accessed

These apps have accessed your
location in the past week although you
did not use them.

Groupon

The Weather Channel
Channel
Words With Friends

Restrict which apps get my location

Keep sharing my location with the apps

9 Your location accessed

These apps have accessed your location
in the past week. With this information,
apps can infer additional details about
you, such as the address where you

live, and use it to predict your income.
Knowing your income can affect prices
and discounts you see in ads.

Groupon

The Weather Channel
Channel
Words With Friends

Restrict which apps get my location

Keep sharing my location with the apps

Figure 4.2: Examples of nudge contents used in our experiment. A nudge content about apps accessing the users’
personal information even if the users did not use the apps (left: Android, middle: iOS). Another nudge content
about potential implications (e.g., price discrimination) of apps accessing and reusing users’ location information
(right: Android). We used a Nexus 5 frame for Android nudges and an iPhone 6 frame for iOS nudges.
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Location Information

A large body of prior work has shown that users are typically concerned about sharing their loca-
tion information (e.g., location-sharing services 86} [187] and mobile apps [81}104]). However,
location information is one of the most frequently requested piece of information by apps [[102,
133]] and is frequently used for advertising purposes [177]. As such, we decided to design our
nudge contents around location information. Furthermore, we focused only on one type of in-
formation (i.e. only location information) rather than multiple types for a practical reason: to

ensure that we have a manageable number of conditions in our experiment.

Apps Selection

We selected three popular apps because we wanted the majority of our respondents to be familiar
with these apps and have used or are still using them. The goal is to minimize the effect of how
unknown apps influence respondents’ decisions to interact with nudge contents. In addition, we
selected apps that request access to users’ location information but are flexible enough to also
function without location information or with alternative and less privacy sensitive information
(e.g., a zip-code or a city-level instead of an exact location). This flexibility enables users which
are especially privacy conscious or advanced users to continue utilizing apps’ functionality with-
out privacy loss. The goal is to minimize how trade-offs between usability/utility and privacy
affect respondents’ decisions to interact with the nudges. Furthermore, the apps that we selected
collect location information for advertising purposes at minimum but may also use location infor-
mation to provide apps’ functionality. We selected three apps: The Weather Channel, Groupon,
and Words With Friends. All three apps have shown between SOM-100M installs on the Google
Play app store [27, 139, 40]. The three apps request access to users’ location information but
manual inspection of these apps shows that they can also function without location information
or with alternative and less privacy sensitive location information (The Weather Channel and
Groupon can function with zip-code or city-level; Words With Friends does not use location to
provide any major functionality and works without location information). Words With Friends
accesses users’ location for advertising purposes [41]. The Weather Channel accesses users’ lo-
cation for both advertising and weather forecasting [99]]. Similarly, Groupon accesses the users’
location for advertising and to show near-by coupons. The Weather channel, Groupon, and Words
With Friends belong to three different categories: weather, shopping, and games, respectively.
For the frequency condition, we calculated the frequency of access per app as follows. We used
averages of how frequently The Weather Channel and Groupon accessed location information
from the first study (in Chapter [3). For Words With Friends, manual inspection shows that the
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app accesses location information per session. To match the level of frequency for the other two
apps, we calculated the frequency for Words With Friends by assuming that the user is an active
game player (approximately 5 sessions each two days [21].

We selected three apps rather than just one app because we wanted to minimize the extent to
which one app may influence (due to trust or familiarity) users’ decisions to respond to nudge
contents. We also did not select more than three apps to avoid overwhelming the users with too

many choices. We believe that the three apps strikes a good balance.

4.1.4 The Main Task

The main goal of our experiment is to test whether mobile users will be motivated to review and
possibly adjust their app privacy settings when presented with different privacy nudge contents.
Thus, the main task shows users one of the nine nudge contents and records how users responded
to their nudges. To this end, we instructed respondents to imagine the following scenario: “Imag-
ine that you have installed an app on your phone. The app occasionally informs you about the
performance and behavior of the other apps installed on your phone.” The goal of describing
a scenario in the introductory prompt is to provide a context for respondents and to establish a
trust between respondents and the app that shows the nudges. Next, the respondent is presented
with this prompt: “Now imagine that this app shows you the screen below” and a screenshot (as
shown in Figure that matches both the condition the respondent has been randomly assigned
to, and the self-reported mobile operating system that the respondent uses. At the same time, the
respondent is presented with two questions. First, “What would you do?” with four choices: (a)
press the “Restrict which apps get my location” button, (b) press the “Keep sharing my location
with the apps” button, (c) close the screen (by pressing the “Home” or the “Back” button, and
(d) I do not know. Second, “Why?” with a short-essay.

If the respondent chose options (b), (c), or (d), the main task is completed. If the respondent
chose option (a), the survey asked follow-up questions to explore what app privacy settings the
respondent would change.

First, we want to examine whether the respondent indeed wanted to adjust their app privacy
settings and what those settings were. Thus, the respondent is prompted: “After pressing the
“Restrict which apps get my location” button, you are presented with the screen below.” (as seen
in Figure 7). The survey asked “What would you do?”, and presented three options: (a) Adjust

“*In the iOS version, it reads: by pressing the “Home” button. iOS does not have a back button. This difference

holds for other questions that contain a similar option.
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apps’ access settings, (b) Close the screen (by pressing the “Home” or the “Back” buttons), (c) I
do not know.

If the respondent chose option (a), the respondent was asked “What apps’ access settings would
you adjust?” and presented with the list of three apps with the option to allow or deny each one
of them. The screenshot with the privacy controls (as seen in Figure is also presented to the

respondent for reference.

After completing the main task, the respondent is asked follow-up questions to further deter-

mine what factors influenced the respondent’s decision. The details of the survey is described in

Section4.1.6

4.1.5 Experiment Design

We chose a between-subject design for our experiment. Each respondent was randomly assigned
to one of nine conditions and was asked to complete the main task (as described in Section |4.1.4))
only once. We chose between-subject design instead of within-subject design to specifically
avoid the learning and order effects [[139]. Such effects will strongly biased the results in ways
we deemed unacceptable. Additionally, a within-subject design will require respondents to com-
plete the main task more the once and perhaps as many times as the number of conditions in
our experiment. Thus, respondents may exhibit fatigue which will additionally bias their an-
swers [139].

One limitation of the between-subject design is potential variance within each group. Such a
variance is anticipated in privacy experiments because it has been shown that users exhibit di-
verse privacy preferences (e.g., [143)1195]). We mitigated this limitation by increasing the num-
ber of respondents per condition (we had approximately 100 respondents per condition) and by

randomly assigning respondents to one of the conditions in our experiment.

4.1.6 Survey Walk-through

We created 18 versions of our survey tailored for the nine conditions and the two mobile op-
erating systems: Android and iOS. All versions of the survey were identical in structure and
wording of both questions and prompts. However, when respondents were presented with the
main task (see Section[d.1.4)), they were shown a screenshot that matches the condition that they
were randomly assigned to, and the self-reported mobile operating system that they use. Next,

we describe in detail the steps to complete the survey.
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. Mobile operating system. The survey asked “What is the operating system of your phone?”
We listed five mobile operating systems: i0S, Android, Windows phone, Blackberry. We
also gave the respondent the option to provide her own answer or to say “I do not know.” If
the respondent indicated she uses Android or i0S, the survey asked about the phone device
and the version of the operating system. Respondents were given a link which shows the

needed steps to identify the version of the operating system of their phone.
. The main task as described in Section d.1.4l

. Likelihood, Awareness, and Concern. Next, the survey asked three consecutive 5-point
likert-scale questions: (1) “How likely or unlikely is it that the following occurs:”, (2)
“Before this survey, to what extent were you aware or unaware about the following (as-
sume the statement is true):”, and (3) “To what extent are you concerned or unconcerned
about the following (assume the statement is true):”. With each question, the respondent is
presented with the the textual content of the nudge they were assigned to. We asked these
questions because we hypothesized that these three factors (i.e. Likelihood, Awareness,

and Concern) may affect how respondents choose to respond to different nudge contents.

. Familiarity with apps on the nudge. We asked “How familiar or unfamiliar are you with
the following apps?” We listed the three apps shown in the nudge and give the respondent
four options: “I have never heard of the app”, “I have heard of the app but I have never
installed it on my phone”, “I had installed the app on my phone at some point in time but
it is not on my phone anymore”, or “I have installed the app on my phone and it is still on
my phone”. If the respondent chose the last option, we asked: “How often do you use the
following apps?” and provided the following options: ‘“Never”, “Rarely”, “Sometimes”,
“Often”, or “Always.” These two questions will enable us to examine whether familiarity

and app usage affect respondents decisions to respond to different nudge contents.

. Familiarity with privacy controls on the phone. The survey asked “Can you selectively
allow or deny individual apps installed on your phone from accessing your location?” and
showed four options: “No, I cannot”, “Yes, I can but I do not know how”, “Yes, I can and
I know how”, or “I do not know.”. If the respondent chose the third option (“Yes, I can
and I know how”), we further asked “Please briefly describe the steps that you can take to
selectively allow or deny individual apps installed on your phone from accessing your loca-
tion?” Next, we asked “What factors do you consider when allowing or denying individual
apps installed on your phone from accessing to your location?” We gave four 6 options:

29 [13

“How frequently I use the app”, “How much I trust the company/developer of the app”,
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“Why the app accesses my location”, “Whether I use the app’s functionality that needs

29 13

my location”, “others”, and “No particular reason.

2

These question help us understand
whether respondents are aware of privacy controls available on their smartphones.

6. Privacy scale and demographics. Finally, we asked respondents to complete the Internet
Users’ Information Privacy Concerns (IUIPC) and demographic questions. We will use
these questions to analyze how respondents’ privacy concern level and different demo-
graphic attributes correlate with what options respondents chose when interacting with
different nudges.

4.1.7 Recruitment

We recruited participants from Amazon Mechanical Turk (AMT) by posting a Human Intelli-
gence Task (HIT) entitled: “Performance and Behavior of Mobile Apps (Android/iPhone Sur-
vey).” Participants were required to be 18 or older, live in the United States, have 95% approval
rate for all previously completed tasks, and have completed at least a 100 tasks. Participants were
instructed to complete the HIT only once and were provided with a link to check whether they
have already participated. Any additional submissions by respondents were rejected. Further-
more, we asked two test questions to increase the quality of the results: (1) right after completing
the main task (see Section 4.1.4), respondents were asked: “As shown in the previous screen,
what types of personal information were accessed by the three listed apps?”” and were given five
options with only being correct: “Location information”, (2)“Which of the following apps were
listed on the screen shown in the previous question?” and were given six options and three of
them were correct. We rejected respondents who answered the first test question incorrectly. We
accepted respondents who correctly chose at least two of the three options in second question.
We compensated participants $2.5 for a 20-minute survey which is slightly above the minimum
federal wage.

4.1.8 Limitations

Our experiment has a number of limitations that we want to acknowledge. As typical with online
experiments, respondents interacted with privacy nudges in unrealistic settings. There is no real
privacy risk on respondents because they are not using their real devices and thus respondents
may not have felt the need to act in a privacy conscious manner. However, the goal of the
experiment is not to evaluate the absolute effectiveness of nudge contents. Rather, we focused

on how effective nudge contents are in relevant to the baseline and to one another. As such, the
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bias of the unrealistic setting applies to all conditions equally.

Additionally, privacy is typically a secondary task to users in day-to-day life [79, (148, [198]].
However, privacy was a primary task in our experiment. Respondents interacted with active
privacy nudges that enforced them (by design) to stop whatever they were doing and interact with
the nudges in order to proceed. However, passive privacy nudges are the dominant approach in
current mobile operating systems. Therefore, privacy nudges in our experiment may have been
more effective than than if respondents were to interact with passive nudges as prior work has
suggested [97,197].

Furthermore, only three apps were listed on the nudge in our experiment. Although the apps
were carefully selected, these apps (collectively or individually) may have had an effect (positive
or negative) on how respondents decided to interact with nudge contents. However, our analysis
shows no significant correlation between how familiar respondents were with those apps and
how they interacted with the nudges. Nonetheless, the effect of not listing other apps (other than
these three apps) cannot be measured and it is a limitation of the design of our experiment.

Another limitation in our experiment only pertains to iOS respondents. The recent iOS privacy
controls for location information is different than the privacy settings screen as shown in Fig-
ure 10S privacy settings for location information give three options: Always, While using,
never [S1]. However, the privacy settings screen in our experiment gives the user only two op-
tions: allow or deny. We decided to offer only two options to ensure that both iOS and Android
respondents have the same options. Additionally, the app settings is not the primary focus of our

experiment.

Finally, we want to acknowledge that self-selection bias [119], which is typical in AMT experi-

ments, is also a limitation in our study.

4.2 Results

We first describe respondents’ demographics including their privacy concern level through the
IUIPC scale. Then, we report how respondents interacted with different nudge contents with
emphasis on the percentage of respondents per condition who became motivated to review and
adjust their app privacy settings in response to different nudge contents. Furthermore, we look
into factors that may have influenced respondents decisions when interacting with nudges. Fi-
nally, we report qualitative analysis of why respondents made their decisions about different
nudge contents.
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Figure 4.3: Distribution of respondents across factors of the Internet Users’ Information Privacy Concerns (IUIPC).

4.2.1 Demographics

A total of 866 submissions passed the quality check questions. Of those, we removed 5 submis-
sions. Two respondents indicted that they are Windows phone users. Although the other three
submissions passed the quality check questions, their responses to the qualitative questions are
incomprehensible and thus we decided to exclude them from the analysis. Accordingly, we focus
on 861 submissions throughout this analysis.

Of the 861 respondents, 413 (48%) are females. Respondents’ ages are between 18—70 (mean=34.1,
median=32, SD=9.73). Of all respondents, 405 (47%) have bachelors degrees or higher. Statis-
tical analysis shows no significant differences across conditions in terms of age (F = 1, p-value
= 0.44), gender (Y2 = 5.26, df = 8, p-value = 0.73), or education level (y? = 7.53, df = 8, p-
value = 0.48). Furthermore, IUIPC score analysis shows that there is a tendency toward privacy
conscious attitude and behavior as Figure [d.3|depicts. The average scores for IUIPC factors are
as follows: control is 17.54 (median=18, SD=2.79, max=21, min=6), awareness is 18.74 (me-
dian=20, SD=2.71, max=21, min=3), and collection is 22.77 (median=24, SD=4.66, max=28,
min=4). Prior work has shown that workers on AMT are more concerned about privacy than
the US general population [[128]]. Nonetheless, IUIPC scores are not statistically different across
conditions (control: F = 0.65, p-value = 0.74; awareness: F = 0.81, p-value = 0.59; collection: F
= 0.63, p-value = 0.75).

63
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Figure 4.4: Distribution of eduction levels between respondents who use Android and iOS. The number of iOS
respondents who have bachelors degree or above is significantly more than Android respondents.

For our experiment, we recruited respondents who use either one of the two most popular mobile
operating systems, Android and iOS. Of all respondents, 566 (65.74%) use Android and 295
use 10S (34.26%). Of Android respondents, 262 (46.29%) are female respondents, whereas 151
(51.19%) of i0OS respondents are female respondents. Although Android’s sample is skewed to-
ward male and 10S’s sample is skewed toward female, the difference is not statistically significant
(¥?=1.67,df = 1, p-value = 0.2). Of Android respondents, age range is 18—70 (mean=34.52, me-
dian=33, SD=9.55), whereas age range is 19-61 for iOS respondents (mean=33.31, median=31,
SD=10). Respondents who use iOS are younger than Android’s respondents and the age differ-
ence is statistically significant (t = 2.03, p-value = 0.04). For education levels, Android and i0S
respondents differ significantly. As shown in Figure[d.4] only 234 (41.34%) of Android respon-
dents have bachelors degree or higher, whereas 171 (58%) of iOS respondents have bachelors
degree or higher (x? = 20.85, df = 1, p-value < 0.001). Furthermore, we analyzed the IUIPC
scores for Android and iOS respondents as shown in Table 4.2] However, our analysis shows no
statistical difference between between Android and 10S respondents with regard to IUIPC (Con-
trol: t =0.73, p-value = 0.47; awareness: t =0.67, p-value = 0.51; collection: t =0.68, p-value =
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Operating System Control | Awareness | Collection
Mean 17.59 18.78 22.85
Median 18 20 24
Android SD 2.76 2.77 4.78
Max 21 21 28
Min 6 3 4
Mean 17.44 18.65 22.63
Median 18 19 23
i0S SD 2.87 2.59 4.43
Max 21 21 28
Min 6 0 4

Table 4.2: TUIPC scores for Android and iOS respondents. There is no statistical difference between Android and
iOS respondents with regard to IUIPC scores.

0.5).

4.2.2 Responding to Different Nudge Contents

We posit that a nudge content is more effective than other nudge contents if it is more likely to
motivate users to review and possibly adjust their app privacy settings. In this section, we show
how respondents were motivated to review their app privacy settings by different nudge contents.
Additionally, we show whether the “recent access” nudge content (that simply tells users that
their location information has been recently used), which is used in current mobile operating
systems, is more or less effective in motivating respondents to review their app privacy settings
(and possibly adjust them) than other nudge contents.

When presented with a nudge, the respondent had four options to choose from: press the “Restrict
which apps get my location” button (“Adjust settings”), press the “Keep sharing my location with
the apps” button (“Keep settings™), close the screen (“Close screen’”), or choose I do not know
(“Don’t know”). Overall, all nudge contents motivated more respondents to review their apps pri-
vacy settings than the baseline. The overall difference between nudge contents is statistically sig-
nificant (“Adjust settings” and “Keep settings”, two optionf]: 2 =26.24,df =8, p-value < 0.001;

SWe focus on the “Adjust settings” and “Keep settings” options to ensure that the statistical analysis is reliable
by excluding cells with small counts. Chi square test becomes less reliable when cell counts are small [[171]]. This
holds throughout the results section. Nonetheless, for completion we also report statistical results when all four
options are included.
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Condition N | Adjust Settings | Keep Settings | Close Screen | Don’t Know | Y? p
(1) Baseline 96 | 56 (58.33%) 33 (34.38%) 7 (7.29%) 0 (0%) - -
(2) Frequency 97 | 67 (69.07%) 22 (22.68%) 8 (8.25%) 0 (0%) 2.63 0.1
(3) Background 99 | 75(75.76%) 20 (20.2%) 4 (4.04%) 0 (0%) 5 0.025
(4) Purposes 97 75 (77.3%) 15 (15.5%) 3(3.1%) 4 (4.12%) 8.5 | 0.004
(5) Purposes+Example 94 78 (83%) 15 (16%) 0 (0%) 1 (1%) 9.23 | 0.002
(6) Inferences 94 58 (61.7%) 34 (36.17%) 2 (2.13%) 0 (0%) 0 1
(7) Inferences+Example 92 | 65 (70.65%) 21 (22.83%) 6 (6.52%) 0 (0%) 272 | 0.1
(8) Predictions 96 | 69 (71.88%) 18 (18.75%) 7 (7.29%) 2 (2.08%) | 4.97 | 0.026
(9) Predictions+Implications 96 | 74 (77.08%) 15 (15.63%) 5(5.21%) 2(2.08%) | 8.24 | 0.004

Table 4.3: This table shows how respondents

distribution of their responses to the nudge based on the available options (including the actual numbers and percentages), and how significantly different those
responses are from the baseline. The overall difference is statistically significant across conditions. Particularly, conditions 3, 4, 5, 8, and 9 (highlighted in

interacted with each nudge content. For each nudge content, the table shows the number of respondents, the

green) differ significantly from condition 1, the baseline.
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four options: y? = 54.87, df = 24, p-value < 0.001). Five of these nudge contents motivated a sta-
tistically significant number of respondents more than the baseline: conditions 3 (Background), 4
(Purposes), 5 (Purposes+Example), 8 (Predictions), and 9 (Predictions+Implications). Seventy-
eight respondents (83%) in condition 5 (Purposes+Example) chose to adjust their app privacy
settings. This is the highest percentage of respondents who became motivated by a nudge con-
tent. Conditions 4 (Purposes), and 9 (Predictions+Implications) come next with the same per-
centage of respondents who chose to restrict their app privacy settings: 75 (77.3%) in condition
4 (Purposes), and 74 (77.08%) in condition 9 (Predictions+Implications). The fourth and fifth
nudge contents that are statistically significant from the baseline are conditions 3 (Background)
and 8 (Predictions) with 75 (75.76%) respondents and 69 (71.88%) respondents, respectively,
who wanted to adjust their app privacy settings in response to the nudge. Pairwise comparison
with false discovery rate (FDR) correction [75] shows no statistical differences between these
five nudge contents. Table 4.3] shows in detail how respondents interacted with different nudge
contents. In sum, our results suggest that the “recent access” nudge content (which is used in
current mobile operating systems) is less effective (in comparison to other nudge contents) in
motivating respondents to review and possibly adjust their app privacy settings. Additionally,
nudge contents that provide more information than the baseline (e.g., conditions 3, 4, 5, 8, and

9) are more effective in helping users manage their app privacy settings.

Conditions 2 (Frequency), 6 (Inferences), and 7 (Inferences+Example) were not more effective
than the baseline. The nudge content in condition 2 (Frequency) did not significantly motivate
more respondents to review their app settings than the baseline nudge. Notably, the frequency
nudge in Chapter [3] (which is similar to the nudge content in condition 2) resonated with users
and motivated them to review their app privacy settings. Perhaps, the frequency nudge is more
effective in a real-world setting (as seen in Chapter [3) than in an experimental setting (the present
chapter). The nudge content in condition 6 (Inferences) also did not significantly motivate more
respondents than the baseline likely because it did not provide specific implications. The results
of the nudge content in condition 7 (Inferences+Example) were unexpected. Although the nudge
highlights a sensitive type of personal information (i.e. one’s home address) [[187], it was not
more effective than the baseline nudge. It is possible that respondents did not perceive home
address as sensitive or they did not believe that apps are able to make such inferences.

To explore whether respondents who use different mobile operating systems responded differ-
ently to nudge contents, we analyzed how Android and iOS respondents interacted with each
nudge content. For Android respondents, the overall difference between nudge contents is statis-
tically significant (two options: Y2 = 23.52, df = 8, p-value = 0.003; four options: y? = 44.43, df
= 24, p-value = 0.007). In addition, five conditions motivated a statistically significant number
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of respondents more than the baseline (see Table 4.5)): conditions 3 (Background), 4 (Purposes),
5 (Purposes+Example), 8 (Predictions), and 9 (Predictions+Implications). Android results are
very similar to what we reported earlier in Table 4.3|for all respondents combined and regardless

of their mobile operating system.

For i0S respondents, the interaction with nudge contents is drastically different across all condi-
tions. The overall difference between nudge contents is not statistically significant (two options:
2 = 10.02, df = 8, p-value = 0.26; four options: Y? = 26.63, df = 24, p-value = 0.32). That is,
the nudge contents in the treatment conditions are not more effective than the baseline, which
simply informs users that their location information has been recently accessed by apps. In addi-
tion, overall and across all conditions, 10S respondents were more motivated to adjust their app
privacy settings in response to nudge contents than their counterpart in Android. It is notable
that the baseline motivated 71.4% of i0S respondents to adjust their app privacy settings, which
is 18 percentage points more than the corresponding condition in Android. Similarly, condition
2 (Frequency) in 10S motivated 78.9% of respondents to adjust their app privacy settings, which
is 16 percentage points more than the corresponding condition in Android. Two exceptions are
conditions 5 (Purposes+Example) and 8 (Predictions) in which the percentage of respondents
who chose to adjust settings is more for Android respondents than iOS (the differences are 3
percentage points for condition 5 and 1 percentage point for condition 8). Nonetheless, the dif-
ference between 10S and Android respondents from corresponding conditions is not statistically
significant (The test only included two options: adjust and keep settings. The results of the tests
are in Appendix [A]in Table[A.1). This drastic difference between iOS and Android respondents
could potentially be attributed (among other reasons) to two reasons. First, it is possible that
10S respondents are more accustomed to exercising control over apps than Android respondents.
Privacy controls (which enable users to selectively allow or deny apps from accessing users’ sen-
sitive information) has been part of 1OS for a long time (i.e. when iOS 4 and 10S 5 were released
back in 2010 and 2012, respectively [122, [190]). However, similar functionality was only intro-
duced recently in Android Marshmallow (i.e. Android OS version 6). Therefore, such familiarity
with privacy controls by 10S respondents might have made them more inclined to exercise such
control and choose to adjust their settings in response to nudge contents. It is probably relevant
to point out that IUIPC privacy scale, however, is not statistically significant between iOS and
Android respondents as shown in Section4.2.1] Second, iOS respondents in our experiment are
more educated and younger than Android respondents as reported in Section Therefore, it
is possible that younger and highly educated respondents were more able to make informed (com-
plex) privacy decisions. However, our analysis shows no significant correlation between options
chosen by participants and age when blocking by the operation system (The results of the statis-
tical test are in Appendix [A]in Table[A.2). In other words, changing the operating system does
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Category of nudge contents N | Adjust Settings | Keep Settings | Close Screen | Don’t Know
(1) Data collection practices | 292 198 (67.8%) 75 (25.7%) 19 (6.5%) 0 (0%)
(2) Purposes of data collec- | 191 153 (80.1%) 30 (15.7%) 3(1.6%) 5(2.6%)
tion

(3) Potential implications of | 378 | 266 (70.4%) 88 (23.3%) 20 (5.3%) 4 (1%)
reusing collected data

Table 4.4: We grouped the nine nudges into one of three categories: (a) Data collection practices, (b) Purposes
of data collection, and (c) Potential implications of reusing collected data. This tables shows how respondents
interacted with combined nudge contents in each category. Nudge contents based on purposes of data collection
(category (b)) motivated significantly more respondents to review and adjust their app privacy settings.

not change how age correlates with options chosen by respondents. Similarly, statistical analysis
shows no significant difference between options chosen by respondents and education level when
blocking by mobile operating system (two options: Cochran-Mantel-Haenszel M?=2.25, df =1,
p-value = 0.13; four options: Cochran-Mantel-Haenszel M?=5.13, df =3, p-value = 0.16). These
results suggest that it is still an open and probably an interesting research question to explore
why Android and iOS users may differ in privacy behavior and attitudes.

As described in Section [d.1.2] the nine nudge contents can be assembled into one of three cate-
gories: (a) Data Collection Practices, (b) Purposes of data collection, and (c) Potential implica-
tions of reusing collected data. Thus, we were interested in how these three categories of nudge
contents motivated respondents to review and adjust their app privacy settings. We combined
conditions 1 (Baseline), 2 (Frequency), and 3 (Background) into category (a), and conditions 4
(Purposes) and 5 (Purposes+Example) into category (b), and conditions 6 (Inferences), 7 (Infer-
ences+Example), 8 (Predictions), and 9 (Predictions+Implications) into category (c) as Table 4.4]
shows. The overall difference between the three categories is statistically significant (two op-
tions: x? = 7.78, df = 2, p-value = 0.02; four options: y? = 21.52, df = 6, p-value = 0.001).
Pairwise comparison with FDR correction shows that the difference is significant between cate-
gory (b) and category (a) (data collection practices vs. purposes of data collection: two options,
adjusted p-value = 0.025; four options, adjusted p-value < 0.001), whereas the difference is
marginally significant between category (b) and (c) (Purposes of data collection vs. potential
implications of reusing collected data: two options, adjusted p-value = 0.049; four options, ad-
justed p-value = 0.01). That is, the results suggest that nudge contents that highlight why apps
are using and collecting personal information can more effectively motivate users to review and
possibly adjust their app settings than other nudge contents.
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Condition N | Adjust Settings | Keep Settings | Close Screen | Don’t Know | Y? p
(1) Baseline 68 | 36(52.94%) 26 (38.24%) 6 (8.82%) 0 (0%) - -
(2) Frequency 59 37 (62.7%) 17 (28.8%) 5 (8.5%) 0 (0%) 0.94 | 0.33
(3) Background 68 50 (74%) 14 (21%) 4 (6%) 0 (0%) 4.96 | 0.026
(4) Purposes 70 52 (74.3%) 14 (20%) 2 (2.85%) 2(2.85%) | 5.46 | 0.02
(5) Purposes+Example 57 48 (84.2%) 9 (15.8%) 0 (0%) 0 (0%) 8.56 | 0.003
(6) Inferences 52 29 (55.8%) 22 (42.3%) 1(1.9%) 0 (0%) 0 1
(7) Inferences+Example 67 47 (70.1%) 15 (22.4%) 5(7.5%) 0 (0%) 3.64 | 0.056
(8) Predictions 65 | 47 (72.31%) 11 (16.92%) 6 (9.23%) 1(1.54%) | 6.38 | 0.01
(9) Predictions+Implications 60 43 (71.7%) 11 (18.3%) 4 (6.7%) 2 (3.3%) 5.23 | 0.02
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Table 4.5: The table shows reported results from Android respondents. For each condition, the table shows the number of respondents, the distribution of their
responses to the nudge based on the available options (including the actual numbers and percentages), and how significantly different those responses are from
the baseline. The responses in conditions 3, 4, 5, 8, and 9 (highlighted in green) differ significantly from condition 1, the baseline.
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Adjust Settings

Keep Settings

Close Screen

Don’t Know

(1) Minimize personal information
collection

(2) Purpose of why apps access sen-
sitive information

(3) Generic privacy concerns

(4) Phone’s resources consumption
(5) Potential consequences of col-
lecting sensitive information

(6) Usage basis

(7) Benefits of nudges

(8) Issues with the nudges

(1) Purpose of why apps access sen-
sitive information

(2) Low privacy concerns

(3) Issues with the nudges

(4) Undecided

(1) Low privacy concerns

(2) Issues with the nudges

(3) Undecided

(4) Purpose of why apps access sen-

sitive information

(1) Issues with the nudges
(2) Undecided
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Table 4.7: This table shows a summary of themes for each option available in the nudge.




4.2.3 Why Respondents Made their Decisions

For each nudge, respondents were asked to choose one of four options: “Adjust settings”, “Keep
settings”, “Close screen”, “Don’t know”. In addition, respondents were asked to explain why
they chose such an option. To understand why respondents made certain decisions when interact-

ing with the nudges, we qualitatively analyzed their free responses to this open-ended question.

We used open coding [178] to analyze respondents’ answers to the open-ended question. Two
researchers went iteratively through the responses and labeled sentences and phrases with con-
cepts. Concepts were iteratively improved (e.g., new concepts were added or similar concepts
were combined) and a code book was created. The two researchers independently went through
all the responses and coded them using the code book. Later, they reviewed the coding together
and disagreements were reviewed and resolved (by adopting coding by both researchers, agree-
ing on one coding after discussion, or keeping the disagreement). Next, related concepts within
the code book were combined into more generic themes (i.e. categories). After applying the
generic themes to the coding, the two researchers sampled the coding and reviewed the generic
themes to ensure consistency. It is important to point out that a respondent’s answer can be

labeled by more than one theme.

In this section, we report the results of the qualitative analysis by organizing them into the four
options chosen by respondents when interacting with the nudges. Table shows the summary

of themes per each option.

Adjusting App Privacy Settings

In response to the nudges, 617 (71.7%) respondents chose the ‘“Restrict which apps get my
location” option. Eight themes emerged from analyzing respondents’ answers to why they chose

to adjust their app privacy settings in response to the nudges.
(1) Minimize Personal Information Collection

Respondents chose this option because they wanted to minimize the collection of their personal
information. For example, a respondent explained in generic terms: ‘“Too much information is
shared today over the [I]nternet because people don’t take the time to read and follow instruc-
tions. I would like to limit the amount of my personal information that is being accessed.” Other
respondents wanted to pick and choose and to exercise control over apps and information they ac-

cess. For instance, a respondent explained: “I want to control which apps get information about
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my location. If I am at a mall I may want information about a store having a sale. However,
I don’t want to be bothered by it otherwise. This would allow me to control my information.”
Some respondents wanted to restrict the flow of personal information to times only when they
were aware “I do not like sharing information unknowingly.” Other respondents took it a step
further and indicated that they did not want to share their personal information at all: “I can find
the information I need without having the phone automatically collected [it]. I don’t like sharing
my personal information or my contacts information, including location.” Others only wanted
to restrict excessive collection of personal information: “I dont like that they can tell where 1
am a lot of the time (...).” Respondents also wanted to protect specific types of information
(which often were highlighted in the nudges). For example, a respondent explained the reason
for restricting privacy settings: “There are very few apps that need to know my address and need
to predict my income (...).” Respondents minimized the collection of personal information by
manually providing less granular location information. For example, a respondent described: “I
don’t like the idea of apps collecting my location information. I know it’s more convenient for
some apps (like weather) to know my location without my telling them, but I'd rather take a few
extra seconds to enter the data than have them track my location all the time.” Some respondents
wanted to minimize the amount of information that they share with specific categories of apps.
For example, a respondent described: “I would want to limit the apps which have my location.
I would want to allow Groupon and the Weather Channel apps, but restrict the game app.” Oth-
ers decided to adjust their privacy settings to avoid unwanted revelation of sensitive information
through social components within apps: “I would press the ‘restrict which apps get my location’
button because some apps, like words with friends, could maybe reveal location information to

people you don’t know.”
(2) Purpose of Why Apps Access Sensitive Information

Respondents chose to adjust their app privacy settings and cited purposes of apps’ accessing their
location information. For example, a respondent explained in general: “I don’t want applications
that do not need my location to access it.” Others pointed out example apps that do not need the
information: “I don’t think that Words with Friends has any reason to know my location.” Or,
another respondent: “I don’t agree with [G]roupon having access to my location as it should not
need my location so I would restrict that app (...).” Others were okay only when apps accessed
their location information to provide related functionality: “If they are not using it for normal
functions of the app, I would not like them to track where I am.” Other respondents were more
specific and were okay only when apps accessed their information to provide main functionality:

“Because the apps have used my location for something other than what the apps’ main function

is (...).”
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(3) Generic Privacy Concerns

Respondents also cited generic privacy concerns for why they decided to adjust their app privacy
settings. For example, a respondent explained: “because I’'m paranoid.” And, another respondent
elaborated: “[I] feel like this is an invasion of my privacy and honestly it[’]s a bit creepy.”
Other respondents wanted to avoid potential security and privacy harms as a result of collecting
personal information. For example, a respondent explained: “(...) If their servers are hacked,
they will get my information and make me a target which I do not want. It is better to be safe
and restrict the location for the apps.” Others indicated that they do not trust some apps: “I don’t

trust certain apps to have my location (...).”
(4) Phone’s Resources Consumption

Some respondents chose to adjust their settings because they were worried about phone resources
consumption. For example, a respondent explained: “Because (at least on my phone) GPS drains
the battery, so I don’t want my more apps than necessary accessing my location.” Another wanted
to avoid consuming mobile data plans: “(...) Not only is it an invasion of privacy, but it is also a
drain on the battery. It also uses data that I have to pay for.”

(5) Potential Consequences of Collecting Sensitive Information

Respondents wanted to avoid potential consequences of collecting their personal information
such as reusing collected information for secondary purposes. For example, a respondent ex-
plained in a detailed answer: “I don’t like the idea of apps accessing information that they do not
need. It makes me think, “Why does this app need this information? Why is this app collecting
this information? How is this information used? Is my information safe? Is this not needed
info protected under their privacy policy? Who are they sharing this extra information with?
How much money is this company making by sharing this information that they don’t need?’
(...)” Some respondents did not like targeted advertising in particular: “I’m not a big fan of
location-based advertising. It feels creepy and it makes me uncomfortable.” Others wanted to
avoid sharing their information with 3rd party recipients: “I would want to make sure only cer-
tain apps had access to my location. Ones that do not make sense seems like they are using your
info to sell to others.” Respondents also did not like apps’ ability to infer additional (unknown)
characteristics about them: “I would not feel comfortable with apps figuring out that information
[i.e. the address where I live and my income] about me.” And, others wanted to avoid potential
(negative) implications: “I don’t want my privacy invaded and as a result I'll miss out on stuff

such as paying higher prices.”
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(6) Usage Basis

Respondents also chose to adjust their app settings to limit apps’ access to location information
on usage basis. For instance, a respondent explained: “I only want to share my location when
using the app.” Another respondent elaborated: “If I don’t use the app I don’t see why they need
to access my location.” Others allowed apps they regularly use: “If they are [a]pps that I do not
regularly use, then I would restrict them being able to access my location.” Other respondents
preferred a policy in which they turn on location information when needed: “I try not to have
location on unless I am using google maps or mapquest. I always turn it back off after (...).”

(7) Benefits of Nudges

Respondents also referred to the nudges themselves for being a reason to choose this option. For
example, a respondent explained: “I would believe the [nudge] app, since I don’t see why it
would lie to me.” Notably, the nudges also switched respondents’ attention to privacy manage-
ment which is typically a secondary task for users. For example, a respondent became interested
in reviewing privacy settings of other apps: “I would want to see if there are apps that are us-
ing my location that I might not be aware of, or that I have forgotten that I granted access to.”
Another respondent wanted to review additional permissions (beyond location information): “I
don’t feel that those apps need to know my location. I would use this opportunity to check other

permissions.”
(8) Issues with the Nudges

Some respondents chose to adjust their app privacy settings provisionally although they had
some issues with the nudges. For example, a respondent explained: “I would restrict access to
my location as a preventative measure until I can learn more about the behavior of the three apps
listed on the screen. First of all, what purposes are related to the apps’ main function? Who
determines that? Next, for what purposes did these apps access my location? How does this
app determine for what purposes those three apps accessed my location?” Another respondent
described similar reasoning and pointed out that the information that the nudge provided might
have not been sufficient: “I would restrict apps that get my location because many apps do require
the location in order to function properly but this would allow me to pay better attention to which
apps have access to my location depending on when I need to use them. I would also probably
look further into what it means by predicting my income as I feel this info is not necessary to

know, and how this can potentially be harmful to me.”
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Keeping App Privacy Settings Unchanged

In response to the nudges, 193 (22.4%) respondents chose the “Keep sharing my location with
the apps” option. Four themes emerged from analyzing respondents’ answers to why they chose

to keep their app privacy settings unaltered in response to the nudges.
(1) Purpose of Why Apps Access Sensitive Information

Respondents chose this option because they wanted the apps to keep accessing location infor-
mation for a purpose. For instance, a respondent explained in generic terms: “I would assume
that the apps would need to know my location to function properly.” Other respondents wanted
to share their location information with the apps to enjoy tailored experience that may otherwise
be unavailable. A respondent described: “I don’t mind these apps having access to my loca-
tion because they need it to show me customized information based on my area.” Respondents
sought tailored experience from The Weather Channel and Groupon in particular: “If I did want
to use the Weather Channel [a]pp, I would want it to know my location so I could get an accurate
forecast. If I was out somewhere and decided to look for a deal on Groupon, I would also want
it to know my location (...).” Some respondents were torn between functionality and privacy
trade-offs. They acknowledged the privacy concern but cited the importance of functionality and
thus decided to keep sharing their location information with the apps. For instance, one respon-
dent explained: “I am concerned about what they could possibly do with the info as stated in
the warning, however, an app like the weather channel needs to know my location in order to
function (...).” And, another respondent described similar reasoning more explicitly: “I feel like

if I want to know what my weather forecast is going to be, I need to sacrifice a bit of privacy

(..)”
(2) Low Privacy Concerns

Other respondents chose to keep sharing their location information with the apps because they
have low privacy concerns. A respondent explained: “Because I don’t really care that apps are
accessing my location.” Respondents also decided to keep sharing their location information
with apps because they trusted them and were familiar with them. For instance, a respondent
explained: “I don’t really mind those apps knowing my location. They are famous apps and
well-known (...).” Another respondent linked trust to usage pattern: “because [I] would trust
theses apps if I used them alot (...).” Other respondents expected such practices from apps: “This
is normal behavior for phone apps.” Others did not perceive any privacy risks based on such
practices: “Because I'm sure they wouldn’t do anything harmful with my information!” Other

respondents were not concerned about targeted advertising in particular: “I don’t see any reason
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why I need to hide my location from most advertisers (...).” Some respondents wanted to avoid
the hassle of configuring app privacy settings now: “Some of these apps need to see my location,
and I can’t be bothered to go through individually and set them.” Others wanted to avoid doing
so in the future: “I am not concerned with apps knowing my location, and do not want to have to
deal with allowing them to know in the future.” Others believed privacy is already lost: “Since

the privacy doesn’t exist anymore it’s okay for me to share my location with those apps.”
(3) Issues with the Nudges

Respondents also chose this option because they had some issues with the nudges themselves.
For example, some respondents did not realize that they could adjust settings for individual apps:
“(...) I don’t know why Words With Friends would need to know my location, but I can’t restrict
it and allow the other two, so I would leave it alone.” Or, they indicated they wanted to adjust
app settings for one app but they did not follow through: “My location is helping me get better
info about me. I would restrict the words with friends as that is unnecessary.” Others were afraid
that if they acted on the nudge contents, the apps or the phone would stop working: “I am afraid
to change things and break the phone.” Other respondents preferred to manage their app privacy
settings using alternative approaches (other than the nudges). Some respondents explained the
approach they use to manage app privacy either before installing apps: “I pay close attention to
the permissions that apps get and the reasons for them. I already know which apps are utilizing
things like GPS location and what reason they have for doing so, and I would only install an
app that has such permissions if it had a legitimate reason to (...).” Others explained a similar
approach for after installation: “(...) When I first purchased my current phone (Samsung S5) I
went through the applications to see which one was grabbing personal information and decided
whether to keep the application [or] not (...).”

(4) Undecided

Some respondents chose this option because they were undecided. For example, a respondent
explained: “It really depends on what apps I have running, at the time.” Respondents also were
undecided because they needed to investigate the issue more: “(...) I don’t know what Words
With Friends does, I'd have to look into it. ”

Choosing to Close the Nudge Screen

Forty-two (4.9%) respondents chose the “Close the screen” option in response to the nudges.
Our analysis shows four themes that explain why respondents chose this option. It is notable that

these four themes are similar to the themes that emerged when respondents chose to keep their
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settings unchanged.
(1) Low Privacy Concerns

Respondents, who chose this option, indicated that they generally have low privacy concerns.
For example, a respondent’s answer reads: “I don’t really care enough about it.” Other respon-
dents thought that privacy is already lost: “I think a lot of them have that information, anyway.”
Some respondents were not concerned because they did not perceive any privacy risks in this
context. A respondent explained: “I am not really too concerned about these apps accessing my
location. I am not sure a lot of harm can really be done with an app knowing my location.” Other
respondents were familiar with the apps and trusted them: “I Would close the screen because the

applications showing that had used my location was known to me and I was okay with that (...).”
(2) Issues with the Nudges

Respondents chose to close the nudge screen because they had issues with the nudges themselves.
For example, some respondents did not like the idea of receiving app privacy nudges: “I’d actu-
ally uninstall the app, honestly. This is annoying and patronizing. I know how to control location
access already if I f[***]ing care.” Others seem to misunderstand available options in the nudge.
A respondent explained: “(...) If it let me choose which ones I could block and keep then I might
have selected accordingly.” Other respondents found the nudge contents to be insufficient: “I do
not know what to do with this information. I’m not sure if it’s harmful for the apps to have my
location (...).” Others did not find the content of the nudge assuring enough: “I wouldn’t want
to select any options that might cause problems with my phone (...).” In addition, respondents
chose this option because they preferred alternative approaches to managing their app privacy
than utilizing the nudges. For example, an 10S respondent explained: “I have the ability to allow
each app permissions in IOS so it would be silly for me to get an app that does what a simple
two or three pushes on my phone will allow me to do (...).” A respondent who uses Android
Marshmallow (i.e. Android OS version 6) explained a similar reasoning: “Because I already
have fine-grained control over what can access my location in my version of android. This ap-
plication wouldn’t be particularly useful to me, since it’s now essentially built into android itself
(...).” Others pointed out that they already made informed decisions about individual apps, which
is their alternative approach to manage app privacy settings: “I don’t like nanny apps and since |
read everything before signing up for each app, I likely already know how much any individual

app is accessing whatever.”

(3) Undecided
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Some respondents chose this option because they were undecided. For example, a respondent
explained: “I wouldn’t be sure what to do so I would just make the screen go away!” Others
wanted to investigate more before making any decision: “I would have to look into it more
before deciding (...).”

(4) Purpose of Why Apps Access Sensitive Information

Respondents also chose to close the nudge screen because they believed that the apps requested
access to location information for a purpose. A respondent described a generic reason: “I fig-
ure if an app needs my location there must be a reason.” Another respondent explained more
specifically: “I already figure those apps need my location to work correctly for the most part

(...).”

Choosing the “I do not know > Option

Nine (1%) respondents chose the “I do not know” option when interacting with the nudges. Our

analysis shows two themes for why respondents chose this option.
(1) Issues with the Nudges

Some respondents chose this option because they had some issues with the nudge itself such as
questioning the content of the nudge or misunderstanding the options that the nudge provides.
For instance, a respondents explained why she chose this option: “Well, I am not sure I trust
the OS always knows whether these apps were using data for normal purposes or not (...).”
Another respondent pointed out that the information that the nudge provided might have been
insufficient: “I do not know why I should care that apps can discover info about my income.
I would like to know why this is something I should care about before I act on it (...).” Some
respondents appeared to think that the nudge does not allow respondents to adjust settings for
individual apps (i.e. either allows or deny all apps). A respondent described what seems like
a misunderstanding of available options: “It would really depend on which apps are accessing
my location (...) However, Words with Friends does not need to know my location for the app
to run.” Additionally, some respondents preferred alternative approaches to managing their app
privacy than utilizing the nudges. A respondent explained: “I would manually go in and change
the location services allowances for each of those apps using the iOS privacy functionality in

settings.”
(2) Undecided
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Respondents also chose this option because they were undecided and needed more information.
A respondent explained: “I would need to know more details about how each company utilizes

my information (...).”

4.2.4 Factors that Influenced Respondents’ Decisions

After completing the main task, respondents were asked three questions, one after another: how
likely or unlikely is it that the nudge content actually occurs, whether respondents were aware
or not aware of the nudge content before the study, and how concerned or unconcerned they are
about the nudge content. The goal of these questions is to explore how believability of the nudge

contents, awareness of them, and concern about them affect respondents’ decisions.

Likelihood of Nudge Contents

Table 4.8| shows how respondents think about the likelihood of each nudge content. The dif-
ference between nudge contents is statistically significant overall (y? = 47.5, df = 16, p-value
< 0.001). Conditions 2 (Frequency), 6 (Inferences), 7 (Inferences+Example), 8 (Predictions),
and 9 (Predictions+Implications) in particular (highlighted in green in Tabled.8) are significantly
different from the baseline. Additionally, pairwise comparisons with FDR correction (between
the likelihood levels) show significant differences between unlikely and likely in conditions 2
(Frequency: adjusted p-value < 0.00IE 6 (Inferences: adjusted p-value = 0.04), 8 (Predic-
tions: adjusted p-value = 0.03), and 9 (Predictions+Implications: adjusted p-value = 0.01) in
comparison to condition 1, Baseline. Our analysis shows no significant difference between un-
likely and likely in condition 7 (Inferences+Example) in comparison to condition 1 (Baseline).
That is, respondents in conditions 2 (Frequency), 6 (Inferences), 8 (Predictions), and 9 (Predic-
tions+Implications) think that what these nudges’ contents convey is less likely to occur than the
baseline, which simply informs users that their location has recently been accessed by apps. Fur-
thermore, we explored whether these five conditions differ from one another. However, pairwise

comparison with FDR correction does not show statistical differences between the five conditions
(See Appendix [A] Table[A.4).

When designing different nudge contents, we hypothesized that a nudge content may become less
effective if respondents believe that the content is less likely to occur in real life. As such, we

examined how the options chosen by the respondents (e.g., “Adjust settings” vs. “Keep settings™)

There is also a significant difference between neutral and likely for condition 2 (Frequency: adjusted p-value
< 0.001).

81



Condition N | Unlikely Neutral Likely e p
(1) Baseline 9 | 3(3.1%) 33B.1%) |90(93.8%) | - -
(2) Frequency 97 | 24 (25%) 11 (11%) 62 (64%) | 26.1 | < 0.001
(3) Background 99 5 (5%) 8 (8%) 86 (87%) | 2.81 0.24
(4) Purposes 97 | 8(8.2%) 9(9.3%) | 80(82.5%) | 5.86 | 0.054
(5) Purposes+Example 94 | 4(4.3%) 7 (7.4%) | 83(88.3%) | 2 0.37
(6) Inferences 94 | 13 (13.8%) | 6(6.4%) | 75(79.8%) | 8.6 0.01
(7) Inferences+Example 92 | 11 (12%) 10 (11%) 71 (77%) | 10.5 | 0.005
(8) Predictions 96 | 13(13.5%) | 11 (11.5%) | 72 (75%) | 12.8 | 0.002
(9) Predictions+Implications 96 | 15 (15.6%) | 11 (11.5%) | 70 (72.9%) | 15.1 | < 0.001
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Table 4.8: This table shows how respondents think about the likelihood of each condition. Likely and extremely likely are combined into one column: likely.
Similarly, unlikely and extremely unlikely are combined into one column: unlikely. The overall difference of likelihood between conditions is statistically
significant. The likelihoods of conditions that are statistically significant from the baselines are highlighted in green.



Likelihood Level | Adjust Settings | Keep Settings | Close Screen | Don’t Know
Unlikely 66 (68.8%) 22 (22.9%) 7 (7.3%) 1 (1%)
Neutral 43 (56.6%) 19 (25%) 12 (15.8%) 2 (2.6%)
Likely 508 (73.7%) 152 (22.1%) 23 (3.3%) 6 (0.9%)

Table 4.9: This table shows the relation between how respondents think about the likelihood of each nudge content
and what options they chose when interacting with the nudges. Likely and extremely likely are combined into
one column: likely. Similarly, unlikely and extremely unlikely are combined into one column: unlikely. How
respondents think about the likelihood of each nudge content does not have a significant effect on how respondents

interacted with the nudges. The same conclusion also holds when blocking by conditions.

were affected by how respondent perceived the likelihood of each nudge content. Table 4.9
shows a summary of the results. Our statistical analysis shows that the likelihood of nudge
contents did not affect respondents’ decisions when all conditions are combined (two options:
2= 1.9, df = 2, p-value = 0.39; four options: ¥?= 28.29, df = 6, p-value < 0.001). The
same results also hold even when blocking by condition (two options: Cochran-Mantel-Haenszel
M?=3, df =2, p-value = 0.22; four options: Cochran-Mantel-Haenszel M?= 26.54, df = 6, p-
value < 0.001). This analysis suggests that although respondents perceived the likelihood of
nudge contents differently (as shown in Table [4.8), the chosen nudge contents were reasonable

enough such that they did not affect how respondents interacted with the nudges.
Awareness of Nudge Contents

One of the objectives of designing app privacy nudges is to increase users’ awareness of privacy
risks associated with apps installed on their phones. Table shows how aware respondents
are about each nudge’s content. The difference between the awareness of nudge contents is sta-
tistically significant overall (2 = 191.76, df = 32, p-value < 0.001). All treatment conditions
are significantly different from the control condition. Additionally, pairwise comparisons (be-
tween awareness levels) with FDR correction show significant differences between “Not at all
aware” and “Extremely aware” in conditions 2 (Frequency), 3 (Background), 4 (Purposes), 5
(Purposes+Example), 8 (Predictions), and 9 (Predictions+Implications) in comparison to con-
dition 1 (Baselineﬁ as Table shows. Furthermore, significant differences are also found
between “Moderately aware” and “Extremely aware” in conditions 6 (Inferences) and 7 (In-

7 Although p is significant, the Y2 approximation may not be accurate due to small counts in “Close Screen” and

“I don’t know” cells
8There are also significant differences between other awareness levels in conditions 2 (Frequency), 3 (Back-

ground), 4 (Purposes), 5 (Purposes+Example), 8 (Predictions), and 9 (Predictions+Implications) in comparison to

condition 1 (Baseline).
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Condition N Not at all Slightly Somewhat | Moderately | Extremely 2
aware aware aware aware aware
(1) Baseline 96 0 (0%) 1 (1%) 5(5.2%) 19 (19.8%) | 71 (74%) -
(2) Frequency 97 | 15(15.5%) | 27 (27.8%) | 19 (19.6%) | 19 (19.6%) | 17 (17.5%) | 80.44
(3) Background 9 | 8(8.1%) 11 (11.1%) 17 28 3 36.8
(17.17%) (28.28%) (35.35%)
(4) Purposes 97 | 8(8.2%) 15 (15.5%) | 18 (18.6%) | 32 (33%) | 24 (24.7%) | 54.16
(5) Purposes+Example 941 9(9.6%) 11(11.7%) | 15(16%) | 26 (27.7%) | 33 (35%) | 37.29
(6) Inferences 94 3 (3%) 6 (6%) 10 (11%) 43 (46%) 32 (34%) | 32.28
(7) Inferences+Example 92| 3(3.3%) 6 (6.5%) 9(9.8%) | 36(39.1%) | 38 (41.3%) | 22.89
(8) Predictions 9 | 8(8.3%) 8 (8.3%) 19 20%) | 34 (35.4%) | 27 (28%) | 45.6
(9) Predictions+Implications 96 | 20(21%) | 13(13.5%) | 29 (30%) 22 (23%) | 12 (12.5%) | 89.39

Table 4.10: This table shows how aware respondents are about each nudge’s content. The overall difference of awareness level between conditions is statistically

significant. The awareness level of conditions that are statistically significant from the baselines is highlighted in green.




ferences+Example) in comparison to condition 1 (see Appendix [A] Table [A.3). Therefore, this
analysis suggests that respondents in the treatment conditions (conditions 2 to 9) are less aware
of the practices conveyed in the nudge contents than their corresponding respondents in the base-
line, who were simply informed that their location has been recently accessed by some apps. In
other words, the nudges in the treatment conditions increased respondents’ awareness of privacy
risks and unexpected data collection practices by apps. Furthermore, pairwise comparison with
FDR correction shows significant difference between condition 2 (Frequency) and conditions 3
(Background), 5 (Purposes+Example), 6 (Inferences), 7 (Inferences+Example), and 8 (Predic-
tions); and between condition 9 (Predictions+Implications) and conditions 3 (Background), 4
(Purposes), 5 (Purposes+Example), 6 (Inferences), 7 (Inferences+Example), and 8 (Predictions).
The statistical results are shown in Table [A.5] in Appendix [Al This suggests that respondents
in conditions 2 (Frequency) and 9 (Predictions+Implications) are generally less aware of prac-
tices conveyed in nudges than their corresponding respondents in other conditions. Specifically,
respondents are less aware of access frequency by apps and being potentially subject to price

discrimination based on location traces.

When designing different nudge contents, we also hypothesized that if respondents are unaware
of practices conveyed in nudge contents, they are more likely to become motivated by such
nudges. To this end, we explored the correlation between options chosen by respondents and
their reported awareness of nudge contents. Table 4.11| shows a summary of the results. Statis-
tical analysis shows significant correlation between awareness and respondents decisions when
interacting with the nudges (two options: y?= 17.29, df = 4, p-value = 0.002; four options: Y=
28.27, df = 12, p-value = 0.005). Pairwise comparison with FDR correction shows significant
differences between options chosen by respondents when they are “Not at all aware” of nudge
contents and when they are “Extremely aware” of nudge contents (two options: adjusted p-value
< 0.001; four options: adjusted p-value < 0.001). When respondents are “Not aware at all” of a
nudge content, they are more likely to choose to adjust their app privacy settings than when re-
spondents are “Extremely aware” of nudge contents. In addition, there is a significant differences
between options chosen by respondents when they are “Extremely aware” of nudge contents than
when respondents are “Moderately aware” of nudge contents (two options: adjusted p-value =
0.002; four options: adjusted p-value < 0.001ﬂ That is, when respondents are ‘“Moderately
aware” of nudge contents they are more likely to choose to adjust their app privacy settings
than when respondents are “Extremely aware” of nudge contents. Additionally, we analyzed the
correlation between respondents decisions and awareness when blocking by condition. Our anal-

ysis shows a significant difference between conditions (two options: Cochran-Mantel-Haenszel

There are also significant differences between other awareness levels.
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Awareness Level | Adjust Settings | Keep Settings | Close Screen | Don’t Know

Not at all aware 61 (82.4%) 9 (12.2%) 2 (2.7%) 2 (2.7%)
Slightly aware 76 (77.5%) 18 (18.4%) 4 (4.1%) 0 (0%)

Somewhat aware 97 (68.8%) 31 (22%) 9 (6.4%) 4 (2.8%)
Moderately aware | 198 (76.45%) 49 (18.9%) 11 (4.25%) 1 (0.4%)
Extremely aware 185 (64%) 86 (29.8%) 16 (5.5%) 2 (0.7%)

Table 4.11: This table shows the relation between how aware respondents are about each nudge’s content and what
options they chose when interacting with the nudges. How aware respondents are about each nudge’s content has a
significant effect on how respondents interacted with the nudges. The same conclusion also holds when blocking by
conditions.

Not at all aware vs. Extremely aware Adjusted p-value

Baseline : Frequency

Baseline : Background

Baseline : Purposes

Baseline : Purposes+Example

Baseline : Inferences 0.15

Baseline : Inferences+Example 0.22

Baseline : Predictions

Baseline : Predictions+Implications

Table 4.12: This table shows the pairwise comparison with FDR correction between two awareness levels (Not at
all aware vs. Extremely aware) in the baseline in comparison to treatment conditions.

M?=11.57, df = 4, p-value = 0.02; four options: Cochran-Mantel-Haenszel M?= 19.34, df = 12,
p-value = 0.08). However, pairwise comparisons did not show significant differences between

conditions.

Concern about Nudge Contents

It is reasonable to assume that respondents are more likely to become motivated to adjust their
app privacy settings if they are concerned about what nudge contents convey. Table 4.13| shows
how concerned respondents are about each nudge’s content. The difference between nudge con-
tents is not statistically significant overall (y? = 40.57, df = 32, p-value = 0.14). This might be
explained by the relatively high TUIPC scores reported in Section[d.2.1] In other words, respon-
dents were concerned across the board.
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Concern Level Adjust Settings | Keep Settings | Close Screen | Don’t Know

Not at all concerned 10 (13%) 51 (66.2%) 16 (20.8%) 0 (0%)

Slightly concerned 56 (40.9%) 68 (49.6%) 12 (8.8%) 1 (0.7%)
Somewhat concerned 137 (73.7%) 38 (20.4%) 9 (4.8%) 2 (1.1%)
Moderately concerned | 240 (85.71%) 30 (10.71%) 5 (1.79%) 5 (1.79%)
Extremely concerned 174 (96.1%) 6 (3.3%) 0 (0%) 1 (0.6%)

Table 4.14: This table shows the relation between how concerned respondents are about each nudge’s content and
what options they chose when interacting with the nudges. How concerned respondents are about each nudge’s
content have a significant effect on how respondents interacted with the nudges. The same conclusion also holds

when blocking by conditions.

When designing different nudge contents, we hypothesized that nudge contents that concern re-
spondents are more likely to motivate them to review and adjust their app privacy settings than
nudge contents that are less concerning. To this end, we explored the correlation between respon-
dents’ concern about nudge contents and the options chosen by respondents when interacting
with the nudges (e.g., “Adjust settings” vs. “Keep settings”). Table d.14]shows a summary of the
results. Our analysis shows significant differences between level of concern and options chosen
by respondents (two options: 2 = 261.55, df = 4, p-value < 0.001; four options: % = 303.16, df
=12, p-value < 0.001). Pairwise comparison with FDR correction shows significant differences
between all concern levels as Table 4.15|shows. That is, respondents are more likely to choose to
adjust their app privacy settings as their level of concern about nudge contents increases. Addi-
tionally, our analysis shows significant differences between respondents’ decisions and concern
level when blocking by condition (two options: Cochran-Mantel-Haenszel M 2=235.1, df =4,
p-value < 0.001; four options: Cochran-Mantel-Haenszel M?= 275, df = 12, p-value < 0.001).
However, pairwise comparisons with FDR correction shows no statistical differences between

conditions.

Privacy Concern Level

We hypothesized that respondents who exhibit a higher privacy concern level are more likely to
choose to adjust their app privacy settings in response to the nudges. To this end, we analyzed the
correlation between IUIPC scores and the options chosen by respondents when interacting with
the nudges. ANOVA analysis shows a significant difference among IUIPC scores and options
(e.g., “Adjust settings” vs. “Keep settings”) chosen by respondents (control: F = 8.59, p-value
< 0.001; awareness: F = 12.69, p-value < 0.001; collection: F = 35.1, p-value < 0.001). Fur-
thermore, pairwise comparison with Tukey correction shows statistically significant differences
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Adjusted p-val Adjusted p-val
Pairwise Comparison Justed p-value justed p-vaiue

(four options) (two options)

Not at all concern : Slightly concern

Not at all concern : Somewhat concern

Not at all concern : Moderately concern

Not at all concern : Extremely concern

Slightly concern : Somewhat concern

Slightly concern : Moderately concern

Slightly concern : Extremely concern

Somewhat concern : Moderately concern

Somewhat concern : Extremely concern

Moderately concern : Extremely concern

Table 4.15: This table shows the pairwise comparison between concern levels and options chosen by participants.
We used pairwise comparison with FDR correction with all four options that were available to respondents and with
only two options: Adjust vs. Keep settings.

between IUIPC scores for respondents who chose “Adjust settings” vs. “Keep settings” (control:
adjusted p-value < 0.001; awareness: adjusted p-value < 0.001; collection: p-value < 0.001) and
for respondents who chose “Adjust settings” vs. “Close Screen” (awareness: adjusted p-value
< 0.001; collection: p-value < 0.001; but the difference is not significant for control: adjusted
p-value = 0.06). These results suggest that as respondents’ privacy concern level increases (as
indicated by IUIPC scores), the likelihood of choosing “Adjust settings” option increases as well.
In other words, users, who are privacy conscious, are more likely to become motivated by nudges
than users who are less concerned about privacy.

Familiarity with the Apps

Along with the nudge text, three apps were presented: The Weather Channel, Groupon, and
Words With Friends. After completing the main task, respondents were asked to indicate how
familiar or not familiar they are with each one of these three apps by choosing one of four
options: “I have never heard of the app”, “I have heard of the app but I have never installed it on
my phone”, “I had installed the app on my phone at some point in time but it is not on my phone
anymore”, or “I have installed the app on my phone and it is still on my phone.” As Figure 4.3]
shows, the majority of respondents recognized the three apps listed on the nudge. However,
respondents who had used or were still using any of the apps are as follows: 380 (44.13%) for

Groupon, 557 (64.7%) for The Weather Channel, and 455 (52.9%) for Words With Friends.
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Figure 4.5: Respondents self-reported how familiar they are with the three apps listed in the nudges. The majority
of respondents recognized these three apps.

We explored how familiarity with these apps affected respondents’ decisions when interacting
with the nudges. Our analysis shows no significant correlation between familiarity with apps
and the options chosen by respondents when interacting with the nudges (Groupon: two options:
)22= 5.7, df = 3, p-value = 0.13; four options: )22= 10.74, df = 9, p-value = 0.29; The Weather
Channel: two options: y*=0.68, df = 3, p-value =0.88; four options: y*= 8.1, df =9, p-value =
0.53; Words With Friends: two options: 2= 0.95, df = 3, p-value = 0.81; four options: Y= 3.75,
df =9, p-value = 0.93).

Of all respondents, 164 (19%) reported that they still have Groupon installed on their phones, 304
(35.3%) have The Weather Channel, and 92 (10.7%) have Words With Friends. Respondents who
indicated that they still have any of the three apps installed on their phones were subsequently
asked how frequently they use the app and were given the following options: “Never”, “Rarely”,
“Sometimes”, “Often”, and “Always.” As Figure[.6|shows, the majority of these respondents use
the apps sometimes or more: 118 (72%) for Groupon, 285 (93.75%) for The Weather Channel,
and 67 (72.8%) for Words With Friends. Furthermore, we explored how app usage patterns
affected respondents’ decisions when interacting with the nudges. Our analysis shows significant
correlation between app usage patterns and options chosen by respondents for Groupon and The
Weather Channel apps but not for Words With Friends app (Groupon: two options: Y2 = 9.76, df
= 4, p-value = 0.04; four options: Y?=13.51,df =9, p-value = 0.3; The Weather Channel: two
options: 2 = 10, df = 4, p-value = 0.04; four options: Y?= 17.22, df = 9, p-value = 0.14; Words
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Figure 4.6: Respondents, who indicated that they still have any of these three apps installed on their phones, self-
reported how frequently they use the apps. The majority of those respondents use these apps sometimes or more.

Gender | N | Adjust Settings | Keep Settings | Close Screen | Don’t Know

Female | 413 | 308 (74.6%) 78 (18.9%) 23 (5.5%) 4 (1%)
Male 448 309 (69%) 115 (25.7%) 19 (4.2%) 5(1.1%)

Table 4.16: This table shows the distribution of options chosen by respondents and their gender. There was a
significant correlation between gender of the respondent and the chosen option. Female respondents were more
likely to choose “Adjust Settings.”

With Friends: two options: Y2 = 4.8, df = 4, p-value = 0.3@. It seems that as usage of these two
apps increases, the likelihood that the keep settings option was chosen by respondents increases
as well. However, pairwise comparison with FDR correction between levels of app usage and
options chosen by respondents did not show significant differences for both Groupon and The
Weather Channel apps. The overall results of app familiarity and app usage suggest that these
two factors did not have a strong effect on respondents’ decisions. In other words, although our

experiment only showed these three apps, their effect on respondents’ decisions seem minimal.

10The statistical test is not applicable when using the four options for Words With Friends due to small counts in
cells.
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Demographics Factors

We also explored whether gender, age, or education level have an effect on options chosen by
respondents when interacting with the nudges.

Our analysis shows that gender is correlated significantly with options chosen by respondents
as shown in Table Particularly, female respondents were more likely to choose “Adjust
settings” than male respondents (two options: Y2 = 4.9, df = 1, p-value = 0.03; four options Y2 =
6.2, df = 3, p-value = 0.1).

Additionally, our analysis shows that average age for respondents who chose “Adjust settings” is
higher than those who chose “Keep settings” and “Close screen” but not respondents who chose
“Don’t Know” option (“Adjust settings” = 34.7, “Keep settings” = 32.8, “Close screen” = 31.2,
“Don’t Know” = 34.7). ANOVA test shows a significant differences between these four options
and age of respondents (F = 3.15, p-value = 0.02). However, pairwise comparison with Tukey
correction does not show significant differences between any pairs of options. Nonetheless, the
difference between age of respondents’ who chose “Adjust settings” and respondents who chose

“Keep settings” is statistically significant (F = 5.52, p-value = 0.02).

As for education level, our analysis shows no significant correlation between options chosen by
respondents and education level (two options: 2 = 3.3, df = 1, p-value = 0.07; four options: >
=7.2, df = 3, p-value = 0.07).

4.2.5 Adjusting App Privacy Settings

Of all respondents, 617 (71.7%) chose to adjust their apps’ access settings in response to the
nudges. Subsequently, those respondents were presented with the screen shown in Figure
and were given three options: “Adjust apps’ access settings”, “Close the screen (by pressing the
‘Home’ or the ‘Back’ buttons)”, or “I do not know.” Of the 617 respondents, 584 (94.7%) chose
“Adjust apps’ access settings” option (the majority). Next, those respondents were presented
with the three apps and were given the chance to indicate whether they want to allow or deny
access to their location information by each app. All 584 respondents denied at least one of the
apps from accessing their location information. Words With Friends was the most denied app
with 568 (97.3%) respondents denying access to location information. Table [4.17] shows how
respondents adjusted their app privacy settings.
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Figure 4.7: Apps location settings screens that were presented to respondents in our experiment (left: Android, right:

i0S). The design of the screens is inspired by app permissions in Android and privacy controls in i1OS.
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Number of all respondents 861

Respondents who indicated their intention to adjust apps’ access settings 617 (71.7%)

Respondents who proceeded to adjust apps’ access settings 584 (94.7%)

The average number of apps which were denied access to location information | 1.9 (out of 3 apps)

per respondent

Number of respondents who denied one app only 192 (32.9%)
Number of respondents who denied two apps only 254 (43.5%)
Number of respondents who denied three apps 138 (23.6%)
Number of respondents who denied Groupon from accessing location infor- 393 (67.3%)
mation

Number of respondents who denied The Weather Channel from accessing 153 (26.2%)

location information

Number of respondents who denied Words With Friends from accessing lo- 568 (97.3%)

cation information

Table 4.17: This table shows descriptive statistics about respondents’ decisions to adjust app privacy settings in

response to the nudges.

4.3 Discussion

4.3.1 The Effectiveness of the ‘“Recent Access’ Nudge Content is Unsatis-

factory

The “recent access” nudge content, which is used by Android and i10S, only informs users that
their information has recently been accessed. Such a nudge content does not inform users of the
contexts in which their information has been accessed, the purposes of accessing the information,
or the potential implications of reusing users’ personal information. Prior work (including the
results from Chapter [3) has shown that these missing pieces of information might resonate with
users and motivate them to pay closer attention to the nudges [104, [118} (129, [137, 142, 173,
174, 194]]. Our results suggest that indeed simply informing users that their information has
been recently accessed is less effective in helping users make informed privacy decisions than

providing users with more information about (unexpected) practices by apps.

In our experiment, we tested the baseline nudge content in an active setting. That is, the user was
stopped from her primary task and was then shown the nudge. In reality, both Android and i0S
provide the “recent access” app privacy nudge content (similar to the baseline in our experiment)
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Settings Continue

Figure 4.8: If an app on iOS uses the user’s location in the background (i.e. while the user is not actively using the
apps), the user will be shown a location privacy nudge (The source of the screenshot: [52])).

only in a passive setting. That is, the user needs to stop her primary task, switch her attention to
privacy management, and then take the necessary steps to find the list of apps that has recently
accessed her location information. In both Android and iOS, the user needs to take at least three
to four steps to reach the location settings to find out those apps. Given that privacy and security
are typically secondary tasks for users [198]], prior work has shown that passive security and
privacy warnings are less effective than active warnings [97, [197]]. Thus, we expect the “recent
access’” nudge contents that are used in current mobile operating systems to be even less effective

in motivating users to review their app privacy settings than what our experiment showed.

4.3.2 Additional Information Helps Users Make Informed Privacy Deci-

sions

Our results show that the five different nudge contents that provide more information than the
“recent access” nudge content are more effective in motivating users to review and possibly
adjust their app privacy settings. These nudge contents inform users about context, purpose, and
potential implications of accessing their personal information.

Of these five effective nudge contents, one nudge informs users of apps that have accessed the

users’ location even if they did not actively use the apps. This nudge is similar to and was
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inspired by a recent location privacy nudge introduced by 10S [48, 52]. If an app uses the user’s
location in the background (i.e. while the user is not actively using the apps), iOS will show
an active location privacy nudge as shown in Figure 4.8 Although Apple has not published
any results about the effectiveness of their privacy nudge, our results regarding the effectiveness
of the background access nudge content suggest that the 10S nudge is effective as well. The
effectiveness of the background nudge might be explained by two related concepts: privacy as
contextual integrity [[153, [194] and privacy as expectation [142, [167]. “Norms of information
flow” when users are actively using apps might be different than when users are not using them
(i.e. when the apps are running in the background) [153} [194]. Therefore, some users may
not expect apps to access their sensitive information when they are not actively using the apps.
When users are made aware of such practices through nudges, they act and adjust their app
privacy settings.

The idea of giving users control over how apps access their information in the background is
gaining traction in the mobile industry. For example, when 10S users make a decision to grant or
deny apps access to their location information, they can set apps’ location settings to “Always”,
“Only While Using [the app]”, or “Never.” To help users make informed privacy decisions, the
upcoming i0S llm nudges users when their location information is currently being used by an
app in the background through a blue status bar at the top of the screen as Figure .9 shows [45].
This nudge may motivate more iOS users to change their apps’ location settings from “Always”
to “Only While Using” as analysts suggest [45]@ Recent statistics by Apple showed that 21%
of apps that use location information are allowed to access users’ location all the time (i.e. apps’
location settings are set to “Always”) [45]]. Additionally, inspection of Android 7.0 source cod
shows that users’ ability to control whether apps can run and, in turn, access users’ information

in the background may be coming to Android users in the foreseeable future [12].

Purpose-based nudge contents (which (1) inform users that their location information has been
used for purposes other than providing app functionality, and (2) additionally highlight location-
based advertising as an example of an unrelated purpose) were very effective. Furthermore,
purpose-based nudge contents were more effective than the other two categories of nudge con-

tents (i.e. behavior-based and implication-based nudge content) as our results show. In addition,

508 11 is expected to be released Fall 2017.
It is probably relevant to point out that iOS also shows a small arrow at the status bar when location information

is requested by apps [47]]. However, this arrow does not help users identify which apps have requested their location
information.

3The inspection of the “AppOpsManager” class in particular shows that the (“OP_RUN_IN_.BACKGROUND")
operation has been added in Android 7.0 (Marshmallow). This operation enables the user to “[c]ontrol whether an

application is allowed to run in the background.” [12]
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Figure 4.9: In the upcoming iOS 11, when an app is currently using the user’s location in the background, iOS
shows a blue status bar to inform the user (The source of the screenshot: [45]]). In this example, the blue status bar
reads: “Facebook is Actively Using Your Location.”

the qualitative analysis of why respondents made certain decisions in response to the nudges
showed that the purpose of apps’ accessing users’ personal information was an important fac-
tor that users considered when deciding whether to adjust app settings or keep them unaltered.
Unfortunately, current mobile operating systems do not provide such a fine-grained control. Al-
though users can selectively allow or deny an app from accessing their sensitive information, they
cannot do so based on why the app needs to access users’ information. As our results suggest,
lacking such a fine-grained control makes users trade off functionality for privacy (or the other
way around) which may lead to sub-optimal outcomes for users, app developers, and operating
system providers.

The implication-based nudge contents showed mixed results. On the one hand, the nudge content
in condition 6 (which reads “These apps have accessed your location in the past week. With this
information, apps can infer additional details about you.”) was not effective perhaps because it
was a bit vague and did not provide specific implications. On the other hand, the nudge contents
in conditions 8 (which highlights potentially predicting one’s income) and 9 (additionally high-
lights potential price discrimination based on predicted income) were effective. Both highlight
a sensitive type of personal information (i.e. income) and condition 9 additionally highlights
(negative) implications of such a prediction. The nudge content in condition 7 (which highlights
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potentially inferring one’s home address) is a bit puzzling. Although it highlights a sensitive
type of personal information (i.e. home address) [187], it was not more effective than the base-
line nudge content in our experiment. It is possible that respondents perceived home address
as less sensitive (e.g., less sensitive than income). Future work may look closely at different
wording and types of sensitive personal information and how these differences may effect users’

decisions when responding to implication-based nudge contents.

4.3.3 Additional Benefits of Nudges

We designed app privacy nudges with two goals in mind: (1) increase users’ awareness of privacy
risks associated with their apps, and (2) switch users attention to privacy management. Our

results show that the nudges indeed achieved these two goals.

Respondents in the treatment conditions were less aware of privacy risks and apps’ data collec-
tion practices than their counterparts in the baseline condition, which simply informs users that
their location information has been accessed by apps. In other words, nudge contents in the treat-
ment conditions increased users’ awareness of privacy risks associated with mobile apps. Such
an increase in users’ awareness correlated significantly with their decisions to review and adjust
their app privacy settings. Users were more likely to choose to adjust their app privacy settings
when they were less aware about what nudge contents conveyed. In sum, nudges increased users’
awareness about privacy risks of mobile apps and in turn motivate them to review and adjust their

privacy settings.

The majority of respondents in our experiment were motivated to review and adjust their app
privacy settings in response to nudges including the least effective nudges. Furthermore, the
qualitative analysis of why respondents made certain decisions in response to the nudges re-
vealed a notable benefit of the nudges. Respondents wanted to review app privacy settings for
other apps (i.e. other than what was listed in the nudge screen) and for other permissions (i.e.
permissions other than location information). It seems that the nudges switched users atten-
tion to privacy management (at least briefly). Accordingly, respondents considered taking the
opportunity to reviewing their privacy settings in general to ensure that they match respondents’
privacy preferences. In other words, the influence of app privacy nudges may exceed their limited
contents.
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Chapter 5

User Engagement with Repeated App Pri-
vacy Nudges

Results from Chapter [3] and Chapter H] indicate that runtime mobile app privacy nudges are a
promising approach to help users manager their app privacy settings. App privacy nudges in-
crease the utility of permission managers, highlight (unexpected and unknown) privacy risks as-
sociated with apps installed on users’ phones, switch users’ attention from their primary tasks to
privacy management, and motivate users to review and possibly adjust their app privacy settings.

Nonetheless, results from Chapter [3] also suggest that receiving repeated nudges leads to less
engagement with the nudges. About 56% of the first set of nudges led users to review their app
permissions. In contrast, only 26% of the second set of nudges of the same data type led users to
review their app permissions. It is possible that because users’ preferences did not change within
a short time or users reached a level of app privacy settings that users were comfortable with,
they did not need to review their app permissions again and, thus ignored additional nudges.
Alternatively, user engagement with repeated nudges might have decreased because users lost
interest in them. Prior work has shown that users’ attention drops sharply when they see a
stimulus (e.g., a security warning) for the second time and onward [66} |67, |83 [179]. In our
study, it is possible that the same effect occurred when users received nudges for the second
time. However, the field study in Chapter [3] was not intended nor designed to understand how
users respond to repeated nudges or why users respond in certain ways. Therefore, our focus here
is to explore user engagement with repeated app privacy nudges.

This chapter has two objectives. The first objective is to examine whether and why user engage-
ment with app privacy nudges decreases as users receive the nudges repeatedly. Because we
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hypothesized that user engagement with nudges decreases as users receive them repeatedly, the
second objective of this chapter is to identify factors that may keep users engaged with repeated
nudges. In particular, we aim to evaluate whether we can keep users engaged with repeated
nudges by manipulating the contents of the nudges. In addition, we aim to identify other poten-
tial factors (that may keep users engaged with repeated nudges) based on users’ behavior in situ

and based on users’ characteristics.

In this chapter, we describe and report results of a controlled mixed-design experiment in situ to
gain insights on user engagement with repeated app privacy nudges and to evaluate approaches
that may keep users engaged with repeated nudges. To this end, we conducted a six-day field
controlled experiment in which participants installed a mobile app (“the study client”) on their
own Android-powered devices. During the period of the experiment, the study client sent two
privacy nudges (three days apart) to inform participants of potential risks associated with apps
installed on their phones. The nudges enabled participants to review apps’ behavior and in turn
decide to either adjust app privacy settings or keep them unaltered. Upon receiving the repeated
nudge (the second nudge), participants were divided into two conditions: (1) participants who
received a nudge with updated yet similar content to the first nudge, and (2) participants who
received a nudge with a content that varies from the first nudge. We captured how participants
responded to both nudges and we measured how participants responded to the repeated nudge
(regardless of their condition) in comparison to the first nudge. In addition, we compared how
participants in condition 1 (same nudge content) and participants in condition 2 (different nudge
content) responded to the repeated nudge. To better understand why participants responded to
the nudges, we also asked participants to complete an online survey about their experience with
the nudges during the field experiment. In this chapter, we report the results of the experiment

and the lessons we learned about user engagement with repeated nudges.

5.1 Methodology

5.1.1 Research Questions

In this experiment, we focused on two research questions.

¢ How do mobile users respond to repeated app privacy nudges?

¢ Can we keep users engaged with repeated nudges by updating or varying nudge contents?

Which is more effective in keeping users engaged with repeated nudges, updating or vary-
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ing nudge contents?

¢ What factors may motivate users to engage with repeated nudges?

5.1.2 Engagement Reduction & Repeated App Privacy Nudges

Prior work has shown that receiving a stimulus (e.g., a security warning or a privacy nudge)
repeatedly reduces user engagement [64, 66, 67, 180, 82, 83, 184, 97, [179]. Attention reduction
has been explored and shown when users received warnings for the second time [83, 179, [183]],
forth time [83]], 12th time [[184], 20th time [83]], 23rd time [[82]], and 40th time [[136]]. Recent work
in neuroscience has utilized more accurate approaches (e.g., fMRI imaging) to explore how the
brain reacts when interacting with repeated stimuli [66}67]. Such studies have shown that users’
attention drops sharply when they see a stimulus (e.g., a security warning) for the second time and
onward [66, |67]. In other words, these studies suggest that detecting a drop in users’ attention
to and engagement with stimuli (e.g., a security warning or a privacy nudge) is attainable by
exposing users to a stimulus only twice. We build on these results to explore how users react
to repeated app privacy nudges. In particular, we posit that we can measure reduction in user
engagement and develop approaches to delay or minimize such a reduction by sending users
two app privacy nudges. Earlier work has also suggested that changing aspects of the warning
may delay or minimize the expected reduction in user engagement [67, 82, [83], 187, [136, [166].
Presuming that the brain may recall that the second app privacy nudge has been seen earlier
(i.e. through the first nudge) [66, 67], we also evaluate how users react to a second but different

nudge.

It is important here to point out two main issues. First, in the context of app privacy nudges, re-
duction in user engagement with repeated nudges might not be only attributed to earlier exposure
to nudges. Rather, user engagement might also be reduced because the user has already reached
a level of privacy settings that she is comfortable with after adjusting her settings in response
to the first nudge. Reaching a comfortable level of privacy preferences may become attainable
especially in the context of mobile app privacy given that apps’ settings are finite. The second
issue is that our study does not address the long-term habituation effect of app privacy nudges.
Rather, our results may inform future work in understanding why and how user engagement with

nudges changes upon receiving a repeated nudge.
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5.1.3 Nudges Design

One goal of our experiment is to evaluate whether a subtle or a major change in nudge content
will delay or minimize engagement reduction when users receive repeated app privacy nudges.
Thus, we selected two nudges that we designed for the previous experiment in Chapter [} fre-
quency of access and potential implications of secondary usage of personal information. Fig-
ure shows both nudges. We chose nudges that are drastically different because we want to
evaluate whether a repeated but a clearly different content of a nudge would garner users’ atten-
tion more than a repeated but a slightly different nudge content (e.g., the frequency of accessing
user information increases or the list of apps which access users information expands). Thus, we
can evaluate whether changing the nudge content in a subtle or major way may delay or minimize

engagement reduction in response to repeated nudges.

We chose the frequency nudge for a practical reason. The frequency nudge is easily generated
through the logs of the “App permissions” manager (as we describe in detail in Section[5.1.4). In
addition, the look and feel of the nudge seems similar when received repeatedly, but the content
gets updated as the frequency of accessing user information may increase over time or the list
of apps which access the user’s location information expands. Furthermore, we have shown in
Chapter 3] that the frequency nudge resonated with users in the field and effectively motivated
them to review and adjust their app privacy settings. Although the frequency nudge was not sig-
nificantly more effective than the baseline nudge (which simply informs users that their location
information has been recently accessed by apps) as shown in Chapter[d] the frequency nudge still
provides more information. Therefore, we decided to use the frequency nudge as a baseline for

our experiment.

The implications nudge has shown to be very effective in Chapter @ We also chose the impli-
cations nudge for the practical reason that it does not require external information about app
practices that may or may not be available at runtime (e.g., additional static or dynamic analysis
such as TaintDroid [99] or PrivacyGrade [31]] may be required to point out apps that collect users’
location information for advertising purposes). Rather, the implications nudge brings users’ at-

tention to how apps may reuse location information that has been collected.

As Figure @ shows, each nudge consists of the location icon, the title, the main content of the

nudge, the list of apps, and the buttons to act upon the nudge.

The location icon informs the user immediately that the screen is about location information. We

used an icon with which users are familiar [162] and that has been used by maps and navigation
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applications in Android.

The title of the nudge reads: ““Your location accessed.” The title is grammatically condensed by
removing auxiliary verbs (i.e. “has been”). This was a deliberate decision to ensure that the title
is short and fits in one line. In the pilot testing, we evaluated the title closely and found that users

were able to easily comprehend its meaning.

The main content of the nudge matches one of the two conditions that participants were assigned
to: frequency or implications. As Figure shows, we highlighted some phrases in blue on the
nudge screen to guide participants’ attention to the essential parts of the nudge content. We used
blue color for highlighting because it has been shown to be a neutral color [175] and thus we

avoided introducing an additional confounding factor.

The nudge also lists apps that accessed the user’s location within a period of time (e.g., three
days). Each row shows the app’s icon and name. When participants received the frequency
nudge, we showed frequency of accessing location information by individual apps and listed the
apps in a descending order based on how frequently each app accessed participants’ location
information. When participants received the implications nudge, we similarly listed the apps in a
descending order based on how frequently each app accessed participants’ location information
although the frequencies were not shown to participants. We made the decision to list apps in
the implications nudge based on frequencies (although frequencies were not shown) so that the
list of apps would be consistent across conditions. Thus, we avoided introducing an additional

confounding factor.

In each nudge, the respondents are given two buttons that correspond to two options: (1) “Restrict
which apps get my location” (AdjustSettings) to redirect the participant to the “App permission”
manager, and (2) “Keep sharing my location with the apps” (KeepSetting) to keep things as is
and close the screen. The captions of the two buttons are intentionally long because we want
to ensure that respondents can easily comprehend what the buttons do. Furthermore, we used
“enhanced active choice” when we chose the wording of the second button (i.e. the “Keep
sharing my location with the apps” button). Keller et al. [130] recommend employing enhanced
active choice to emphasize the desired option (i.e. the “Restrict which apps get my location”
button) by “highlighting the losses incumbent [e.g., apps will continue accessing your location]

in the non-preferred alternative [i.e. the “Keep sharing my location with the apps” button].”

If the participant chooses AdjustSettings, the participant should ideally be redirected to the “App
permissions” manager to review and possibly adjust their app privacy settings. However, Android

prevents any 3rd party apps from directly opening the “App permissions”” manager. To overcome
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105



App permissions Location permissions ) App info Location permissions
Body Sensors ‘. Chrome
1 0f 1 apps allowed

(G pevice poiic
Calendar g

6 of 16 apps allowed

The Weather Channel ‘. Chrome

version7.11.1
Device Policy

=" EasilyDo

UNINSTALL FORCE STOP
=" EasilyDo
Camera

12 of 59 apps allowed l’i Facebook
Contacts )

16 0f 71 apps allowed Q Firefox
Location E GEICO Mobile

55 of 60 apps allowed

Storage
74.69 MB used in Internal storage
g “ Facebook

Data usage )
317 MB used since Mar 4 Firefox
Permissions E GEICO Mobile

Contacts, Location, and Storage

= GoMobile PGH
Notifications PGH

=
ety G0 Mobie PoH
Microphone
7 of 34 apps allowed
G Google App G Google App
Open by default
Phon Some s set

15 of allowe [J, » Google Play Music [L » Google Play Music

Battery
0% use since last full charge Google Play services

-

sMs Google Play services

-

(a) (b) (d)
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this challenge and given that a participant may not know how to find the “App permissions”
manager, we designed a small window that flows on top of other apps and guides the participant
to find the permission manager. When a participant chooses AdjustSettings, the participant is
redirected to the “App” settings screen and is shown the window, which guides the participant to
find the “App permissions” manager as shown in Figure[5.2]

5.1.4 Implementation of Study Client

In Android Marshmallow (Android OS version 6.0), Google introduced the “App permissions”
manager (as shown in Figure[5.3] left) which allows users to selectively grant or deny permissions
for installed apps [5, 43l]. When an app requests access to a sensitive resource for the first time
(e.g., location information), the user is prompted to either grant or deny such a request. If the
request is granted, the app can access the resource anytime. The user can revert the decision
anytime either through the “App permissions” manager (as shown in Figure left) or the
per-app permission setting (as shown in Figure right).

Our study client collected information about which apps accessed location information and how
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often, which was used to generate personalized privacy nudges for each participant’s phone. The
required information was obtained by periodically recording logs created by the “App permis-
sions.” The logs are organized by app-permission pairs. For each app-permission pair, the logs
show whether the app is granted or denied access to the permission and the last time the app was
granted or rejected access to the permission. By capturing this information in five minute inter-
vals, we gained detailed insights about apps accessing permissions, as well as the progression of
permission changes made by participants via the “App permissions” manager. Collecting the logs
and the permission changes had to be recorded periodically, since the “App permissions” man-
ager does not permit 3rd party apps to access specific interaction events, and modifying the “App
permissions” manager would have required rooting and flashing participants’ devices, which we
deemed undesirable. Accessing the logs of the “App permissions” manager requires a one-time
runtime permission (“GET_APP_OPS_STATS”), which can only be granted through the Android
Debugging Bridge (ADB) tool if the device is connected via USB after app installation.

In addition to recording access frequency and permission changes, the study client presented par-
ticipants with two nudges and recorded how participants interacted with them. For each nudge,
the study client recorded the option chosen by the participant and the length of the interaction
session. We used the time difference between a participant’s recorded response to a privacy
nudge and an observed permission adjustment to infer whether it was triggered by the respective

nudge.

5.1.5 Experiment Design

Our main goal in this study was to measure how users react to a repeated nudge. We hypoth-
esized that users engagement will decrease when receiving the second, repeated nudge. Thus,
we wanted to explore whether changing the nudge will delay or minimize such a reduction in
user engagement. To this end, we conducted a six-day controlled experiment in situ. Participants
installed the study client on their own Android-powered devices and received two app privacy
nudges, three days apart. The three days enabled the study client to collect a reasonable amount
of data about apps’ location accesses. Simultaneously, participants received the repeated nudge
within a relatively short time to ensure that they were still familiar with the nudges [183]]. For
each nudge, we captured how participants responded to the nudge, the length of the interaction

session, and the app permissions adjustments that participants made.

In our experiment, we used a mixed-design: within-subject and between-subject. All participants
received the same first nudge, the frequency nudge. Then, participants were randomly assigned

to one of two conditions: (1) updating the nudge’s content, or (2) varying the nudge’s content.
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In condition 1 (updating the nudge’s content), participants again received the frequency nudge
although the frequency of access had been updated to reflect apps’ behavior in the past three
days. In addition, the list of apps in the repeated nudge might have differed from the apps in
the first nudge (e.g., an app accessed the user’s location information in the last three days of the
experiment but never accessed the user’s location information in the first three days of the ex-
periment). In condition 2 (varying the nudge’s content), participants received a different nudge
content, the implications nudge content, which highlights potential implications of secondary
usage of personal information. The design of the experiment enabled us to measure how partici-
pants respond to the repeated nudge, regardless of its content. In addition, the design enabled us
to compare how participants in condition 1 (updating content) versus participants in condition 2

(varying content) respond to the repeated nudge.

App privacy nudges in our experiment focused particularly on location information. Prior work
has shown that users are typically concerned about sharing their location information with mobile
apps (e.g., [81,1104]]). Location information is also one of the most frequently requested piece
of information by apps [102, [135]. We focused only on one type of information (i.e. only
location information) rather than multiple types to ensure that we have a manageable number of

conditions in our experiment.

5.1.6 Exit Survey

To further understand why users responded to the nudges in certain ways during the field experi-
ment, we asked participants to complete an online survey. We designed the survey to be tailored
to how participants responded to the nudges during the field study. We describe the survey briefly
in this section.

The survey asked participants two consecutive open-ended questions about why they responded
in certain ways to the first nudge and repeated nudge, respectively. For example, if the participant
responded to the first nudge by choosing AdjustSettings, we presented this response and asked
the participant why she responded this way. We asked a similar question about the repeated
nudge. The goal of these questions is to understand the reasoning behind participants’ decisions
when interacting with the nudges. Then, we asked a third open-ended question to understand
why participants responded similarly or differently to both nudges. For example, if a participant
responded to the first nudge by choosing AdjustSettings and the repeated nudge by choosing
KeepSettings, we presented both responses and asked why the participant responded differently.
The goal of this question is to understand how participants perceived the interaction with the first

and repeated nudge in comparison to one another.
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To further understand participants behaviors during the field study, the survey also asked how
participants perceived receiving a repeated nudge. For example, we asked participants to specify
whether they agree or disagree (through a five-point likert scale) with four statements about
receiving a repeated nudge (e.g., “Although report 1 was received a few days earlier, report 2
was necessary.”, “Although report 1 was received a few days earlier, report 2 was unnecessary.”).
We also asked participants to compare the two nudges in terms of which is more likely to motivate
participants to review and possibly adjust their app privacy settings. In addition, we hypothesized
that awareness of and concern about what the nudges convey may affect how participants respond
to the nudges. Therefore, the survey additionally asked participants to specify (through five-point

likert-scale questions) their level of awareness of and concern about what each nudge conveyed.

Finally, the survey asked how familiar participants were withe the “App permissions” manager
and the per-app permission setting and whether participants had used them before enrolling in
our experiment. The survey concluded by asking participants about their privacy concern level
through the Internet Users’ Information Privacy Concerns (IUIPC), and by asking demographic

questions.

5.1.7 Study Procedure

The study consisted of three phases: an entry phase, a six-day field experiment, and an exit
survey. We collected behavioral data through the field experiment and supplemented this data
with users’ responses and explanations from the exit survey. Here, we describe in detail the

procedure of our experiment.

Entry phase

Participants were invited to our lab to sign the consent form and to install the study client. When
a participant arrived at our lab, a researcher handed the participant a consent form to read and
sign. Then, the researcher randomly assigned the participant to either conditions 1 (updating
the nudge’s content) or 2 (varying the nudge’s content) and installed the study client into the
participant’s phone. The study client was also deployed to the Google Play store to ensure that
updates (if exist) are pushed automatically to participants during the study. After installation, the
study client was granted the one-time runtime permission (“GET_APP_OPS_STATS”) to collect
the logs of the “App permissions” manager. In addition, the study client was granted permissions
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through the “Settings” app to collect information about apps’ usageﬂ and to overlay the Windowﬂ
that guides participants to find the “App permissions” manager.

The study client was designed carefully and was tested in the lab and during the pilot study to
ensure that it did not drain battery. The study client had to continue working in the background
to collect data and send them to our servers. However, Android manages battery life by adding
all apps (except a small number of system services) by default to the “Battery optimization” list.
Battery optimized apps that are not active or have not been used by the user for sometime may
receive fewer operating system resources (recall that participants were not expected to interact
with the study client regularly except for brief sessions with two nudges, three days apart) [13,
14]]. Therefore, we removed the study client from the battery optimization list (via the “Settings”

app) to ensure its operations were not disrupted.

The entry phase took less than ten minutes.
Six-day Field Experiment

After installing the study client, participants went about their daily life and used their own phones
as they usually do without interruption. Simultaneously, the study client worked silently in the
background to collect data.

On the third day at 7pm, all participants received the first nudge, the frequency nudge (as shown
in Figure [5.1)), which showed how frequently apps had accessed participants’ location informa-
tion in the past three days. The study client recorded how the participants interacted with the
nudge and the length of the interaction session. If the participant ignored the nudge by pressing

the home button to minimize the screen, the nudge was presented again in 15 minutes.

On the sixth day at 7pm, the participants received the repeated nudge. If the participant was
in condition 1 (updating content), the participant received a frequency nudge similar to the first
nudge (as shown in Figure [5.1)), but with the frequencies updated to reflect how many times apps
had accessed location information in the past three days. In addition, if a participant adjusted
permissions for an app in response to the first nudge (e.g., denied an app access to location in-
formation in response to the first nudge), this app was not listed in the repeated nudge so that the

participant was only presented with apps that might need further permissions’ revision. If the

! Although the study client declares this permission (“PACKAGE_USAGE_STATS”) in the manifest, it must be

additionally enabled through the “Settings” app [11]
2 Although the study client declares this permission (“SYSTEM_ALERT_WINDOW?”) in the manifest, it must be

additionally enabled through the “Settings” app [10]
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participant was in condition 2 (varying content), the participant received the implications nudge
(as shown in Figure [5.1]), which showed the list of apps that had accessed the participant’s loca-
tion information in the past three days, and the potential implications of such behavior. Similar
to participants in condition 1, if a participant adjusted permissions for an app in response to the
first nudge (e.g., denied an app access to location information in response to the first nudge),
this app was not listed in the repeated nudge. In both conditions, if the participant ignored the
repeated nudge by pressing the home button to minimize the screen, the nudge was presented

again in 15 minutes.

Twenty minutes after interacting with the repeated nudge, the participant was prompted through
a regular Android notification to a screen in the study client. The screen guided the participant

to send any collected data that had not yet been sent to our servers.

Exit Survey

After completing the field experiment, each participant was sent a link to complete an online
survey about their experience during the field phase. As described in Section the survey
was tailored to how a participant interacted with the first and repeated nudge. After completing

the survey, participants were compensated with a $20 Amazon gift card.

5.1.8 Recruitment

We conducted our study during July, August, September, and October in 2017. We recruited
participants through a city-wide participants pool maintained by our university. We also recruited
participants by using the data truc which parks in different spots with the city of Pittsburgh, PA.
We recruited participants who meet all of the following conditions: (1) are 18 years old or older,
(2) have smartphones running Android Marshmallow (Android OS version 6) or above, (3) have
Android versions that are not rooted (e.g,, CynogenMood), (4) have a mobile data plan of at least
2GB/month, (5) are able to visit our lab for the entry session, and (6) are speakers of the English
language. We targeted participants who have phones running Android 6 and above because they
are shipped with the “App permissions” manager. By June 5, 2017, the distribution of Android
version is as follows: Marshmallow (31.2%), Nougat 7.0 (8.9%), and Nougat 7.1 (0.8%) [3]. We
excluded participants who have rooted versions of Android to avoid potential bias in our targeted

population (e.g., being more tech savvy than the wider population of Android users).

3The data truck is provided by the Center for Behavioral and Decision Research at Carnegie Mellon: https :
//cbdr.cmu.edu/
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5.1.9 Limitations

Our study client collected logs from the “App permissions” manager every five minutes. Thus,
if a participant made more than one app setting adjustments within the five-minute interval, our
client only captured the latest decision. However, it is reasonable to assume that multiple app

setting adjustments within a five-minute interval are rare.

Another limitation is how the “App permissions” manager generates logs for apps that target
Android software development kit (SDK) versions prior to 23 (i.e. target Android versions prior
to introducing the “App permissions” manager in Android Marshmallow). For these apps, the
logs do not show whether the app is currently granted or denied access to a permission. Rather, it
only shows the last time a request to a permission was granted or rejected. Thus, if a participant
granted an app access to a permission but the app had never requested that permission, the logs
cannot help us figure out that the permission was actually granted. Similarly, if a participant
denied an app access to a permission but the app had never requested that permission, we cannot

figure out from the logs that the permission was actually denied.

Finally, we want to acknowledge the potential self-selection bias in our pool of participants.

5.2 Results

5.2.1 Demographics

A total of 122 participants completed our experiment. We excluded seven participants who stated
in the exit survey that they misunderstood how the experiment was supposed to work. These six
participants assumed that sharing location information with apps was a requirement to participate
in our study and, therefore, whenever they received a nudge, they chose the same option: “Keep
sharing location information with the apps” button. As such, we ended up with 115 participants,

and we focus on these participants throughout the results section.

Of the 115 participants, 62 (53.9%) are females. The age range is 18—69 and the average is 28.3
(SD = 12.5, median = 23). Fifty-five (47.8%) participants have bachelor’s degrees or above. Of
all participants, 71 (61.74%) are still students (both graduate and undergraduate), 39 (33.91%)
are employed/self-employed, and 5 (4.35%) are unemployed or retired. Although we recruited
participants from around the city of Pittsburgh (PA), our sample is skewed toward young college
students.
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App Permission Tools in Android | Yes (%) No (%) Not sure (%)

App Permissions Manager 66 (57.4%) | 34 (29.6%) 15 (13%)
Per-app Permission Setting 66 (57.4%) | 42 (36.5%) 7 (6.1%)

Table 5.1: Participants self-reported whether they had ever used any of the app permission tools available on their
Android-powered phones before enrolling in our study. The majority of our participants had used the app permission
tools before participating in our experiment.

Android users can adjust their app permissions anytime either through the “App permissions”
manager (as shown in Figure [5.3] left), or through the per-app permission setting (as shown in
Figure [5.3] right). In the exist survey, we asked participants whether they have used either of
the two approaches to manage their app permissions. As Table [5.1] shows, 66 (57.4%) partici-
pants had used the permission manager and the per-app permission setting, whereas 49 (42.6%)
participants either had never used them or were unsure. In addition, we used the Internet Users’
Information Privacy Concerns (IUIPC) scale to gauge the level of privacy concern among our
participants. As Figure [5.4] shows, our participants seem to be skewed toward being concerned

with their privacy.
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Figure 5.4: Participants’ privacy concerns through the IUIPC privacy scale. Self-reported responses to the IUTPC

scale questions show that participants tend to be skewed toward being concerned about their privacy.

Participants were randomly assigned to one of two conditions: updating the nudge’s content
(condition 1), and varying the nudge’s content (condition 2). The number of participants in

condition 1 is 57, and the number of participants in condition 2 is 58. Between the two conditions,
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the distribution of gender, age, education, occupation (student vs. non-student), IUIPC is not
statistically significant (gender: y? = 2.51, df = 1, p-value = 0.11; age: t = 1.18, p-value = 0.24;
education: y? = 0.008, df = 1, p-value = 0.92; occupation: Y2 = 2, df = 1, p-value = 0.16; IUIPC
Control: t=0.11, p-value = 0.92; IUIPC Awareness: t = -0.56, p-value = 0.57; IUIPC Collection:
t =-0.68, p-value = 0.5).

5.2.2 Participants’ Engagement with the Nudges

As Figure [5.1] shows, a participant has two options for interacting with the nudge: (1) the “Re-
strict which apps get my location” button (RestrictSettings) to redirect the participant to the “App
permissions” manager to further review and possibly adjust app settings, and (2) the “Keep shar-
ing my location with the apps” button (KeepSettings) to keep things as is and close the screen.
We analyzed how participants engaged with nudges by looking at their intention to review/adjust
app settings in response to nudges, the actual app setting adjustments that they made, the length
of their interaction sessions with the nudges, and participants’ reasoning to engage with nudges

in certain ways through their responses in the exist survey.

Intention to Review/Adjust App Settings (IRAS)

Intention to review/adjust app settings (IRAS) represents whether a participant chose Restrict-
Settings when she received a nudge, regardless of whether the participant followed through and

made any app setting adjustments after being redirected to the “App permissions” manager.

Repeated Nudge

AdjustSettings | KeepSettings
AdjustSettings | 36 (31.3%) 24 (20.9%) 60 (52.2%)
KeepSettings 10 (8.7%) 45 (39.1%) 55 (47.8%)
46 (40%) 69 (60%)

First Nudge

Table 5.2: How participants indicated their intention to review/adjust their app settings (IRAS) in response to the
first nudge in comparison to the repeated nudge. Fewer participants indicated their IRAS in response to the repeated
nudge than to the first nudge. Also, participants who indicated their IRAS in response to the first nudge were more
likely to stick with the same decision when they received the repeated nudge.

As Table [5.2] shows, 70 (60.9%) participants indicated their IRAS in response to both or either
of the nudges by choosing AdjustSettings, whereas 45 (39.1%) participants responded to both
nudges by choosing KeepSettings.
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Our main objective in this experiment is to explore how participants responded to the repeated
nudge in comparison to the first nudge. We hypothesized that participants’ engagement with
nudges will decrease when they receive a repeated nudge. As Table [5.2] shows, 60 (52.2%)
participants indicated their IRAS in response to the first nudge, whereas 46 (40%) did so in
response to the repeated nudge. The difference is statistically significant (McNemar’s x* = 4.97,
df = 1, p-value = 0.026). Indeed, the results support our hypothesis and suggest that participants
are less likely to indicate their IRAS in response to a repeated nudge than to a first nudge.

Repeated Nudge

AdjustSettings | KeepSettings
AdjustSettings | 20 (35.1%) 10 (17.5%) 30 (52.6%)
KeepSettings | 3 (5.3%) 24 (42.1%) 27 (47.4%)
23 (40.4%) 34 (59.6%)

First Nudge

Table 5.3: How participants in Condition 1 (updating the nudge’s content) indicated their intention to review/adjust
their app settings (IRAS) in response to the first nudge in comparison to the repeated nudge. Although fewer partic-
ipants in condition 1 indicated their IRAS in response to the repeated nudge than to the first nudge, the difference is
not statistically significant.

We further explored whether the same results hold when analyzing how participants in each

condition responded to the repeated nudge in comparison to the first nudge.

Table [5.3] shows results for participants in condition 1 (updating content). Thirty (52.6%) par-
ticipants in condition 1 indicated their IRAS in response to the first nudge, whereas 23 (40.4%)
participants did so in response to the repeated nudge. Although the percentages are similar to
the ones for all participants combined, the difference is not statistically significant (McNemar’s
X2 =2.77, df = 1, p-value = 0.096). Similarly, 30 (51.7%) participants in condition 2 (varying
content) indicated their IRAS in response to the first nudge, whereas 23 (39.7%) participants did
so in response to the repeated nudge as Table [5.4{shows. Again, the difference is not statistically
significant although the percentages are similar to the ones for all participants combined (McNe-
mar’s X2 = 1.71, df = 1, p-value = 0.19). The results within each condition do not support our
hypothesis. That is, the results do not show that participants within each condition are less likely
to engage with the repeated nudge than the first nudge. Alternatively, given that the percentages
within each condition are similar to the percentages for all participants combined (i.e. regard-
less of their assigned condition), it is possible that the absence of significant difference within
each condition is due to the lack of statistical power as the number of participants within each

condition is relatively small (e.g., see the numbers of participants in some cells in Table and

Table [5.4).
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We also looked at how participants in condition 1 (updating content) indicated their IRAS in
comparison to participants in condition 2 (varying content). Twenty-three (40.4%) participants
in condition 1 indicated their IRAS in response to the repeated nudge, whereas 23 (39.7) partic-
ipants in condition 2 did so in response to the repeated nudge. The difference between the two
conditions is not statistically significant (y? < 0.001, df = 1, p-value = 1). It could be the case
that varying nudge contents does not influence users’ decisions when receiving repeated nudges
as our statistical analysis suggests. Alternatively, the difference between nudge contents may
have not been conspicuous enough to trigger different responses at least for some participants
due to the nearly identical look and feel of the two nudge contents as Figure shows. As a
result, varying the nudge’s content did not show its expected impact. In the exist survey, some
participants pointed out that they did not notice the difference between the two nudge contents:
“I wanted to change the app settings. I don’t really care that ads know my location, but it does

surprise me how many do. I didn’t even realize the report messages were different until now.”

Repeated Nudge
AdjustSettings | KeepSettings
) AdjustSettings | 16 (27.6%) 14 (24.1%) 30 (51.7%)
First Nudge -
KeepSettings | 7 (12.1%) 21 (36.2) 28 (48.3%)
23 (39.7%) 35 (60.3%)

Table 5.4: How participants in Condition 2 (varying the nudge’s content) indicated their intention to review/adjust
their app settings (IRAS) in response to the first nudge in comparison to the repeated nudge. Although fewer partic-
ipants in condition 2 indicated their IRAS in response to the repeated nudge than to the first nudge, the difference is
not statistically significant.

Adjusting App Settings (AAS)

In Android Marshmallow (Android OS version 6) and above, the permission model uses an
opt-in policy. That is, apps are by default denied access to certain sensitives permissions (see
Table [5.5). To get access to these sensitive permissions, an app requests access to a sensitive
permission and then the user is prompted to allow or deny such a request. The user can revert the
decision anytime through the permission manager or through the per-app setting as Figure [5.3]
shows.

Adjusting app settings (AAS) represents whether a participant actually adjusted app settings
in response to a nudge after being redirected to the permission manager. Our focus here is
on restrictive adjustments (i.e., restricting an app’s access to a permission after the app was

permitted access to a permission). If a participant adjusted app settings within 20 minutes of
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Permission Group

Individual Permissions

CALENDAR

android.permission.READ_CALENDAR
android.permission. WRITE_CALENDAR

Camera

android.permission. CAMERA

CONTACTS

android.permission.READ_CONTACTS
android.permission. WRITE_CONTACTS
android.permission.GET_ACCOUNTS

LOCATION

android.permission. ACCESS_FINE_LOCATION
android.permission. ACCESS_COARSE_LOCATION

MICROPHONE

android.permission.RECORD_AUDIO

PHONE

android.permission.READ_PHONE_STATE
android.permission.READ_PHONE_NUMBERS
android.permission. CALL_PHONE
android.permission. ANSWER _PHONE_CALLS
android.permission.READ_CALL_LOG
android.permission. WRITE_CALL _LOG
android.permission. ADD_VOICEMAIL
android.permission.USE_SIP
android.permission.PROCESS _OUTGOING_CALLS

SENSORS

android.permission.BODY _SENSORS

SMS

android.permission.SEND_SMS
android.permission.RECEIVE_SMS
android.permission.READ_SMS
android.permission.RECEIVE_WAP_PUSH
android.permission. RECEIVE_MMS

STORAGE

android.permission. READ_EXTERNAL_STORAGE
android.permission. WRITE_EXTERNAL_STORAGE

Table 5.5: We used permission groups introduced by Android Marshmallow (OS version 6) and above to count
the number of setting adjustments made by participants in response to app privacy nudges.
if a participant denies an app access to location information, both ACCESS_COARSE_LOCATION and AC-
CESS_FINE_LOCATION permissions will be denied. However, we count this two permission adjustment as one

LOCATION adjustment. This table is a reproduction of the table in Android API guides [8].

choosing AdjustSettings in response to a nudge, we deem these setting adjustments to be directly
motivated by the nudge. We chose a relatively short time frame for setting adjustments (i.e. 20

minutes) to exclude any app setting adjustments that were not directly motivated by interacting
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with the nudge.

Repeated Nudge
Adjusted App Did Not Adjust
Settings App Settings
) Adjusted App Settings 9 (7.8%) 10 (8.7%) 19 (16.5%)
First Nudge - : -
Did Not Adjust App Settings 13 (11.3%) 83 (72.2%) 96 (83.5%)
22 (19.1%) 93 (80.9%)

Table 5.6: Number of participants who adjusted (or did not adjust) their app settings (AAS) in response to the first
nudge in comparison to the repeated nudge. The difference is not statistically significant between the number of
participants who AAS in response to the first nudge in comparison to the repeated nudge.

As Table[5.6]shows, 32 (27.8%) participants adjusted their app settings in response to both or one
of the two nudges that they received during the experiment. Again, we hypothesized that partici-
pants engagement with nudges will decrease when they receive a repeated nudge. The number of
participants who adjusted their app settings in response to the first nudge is 19 (16.5%), whereas
22 (19.1%) participants adjusted their app settings in response to the repeated nudge. The dif-
ference is not statistically significant (McNemar’s x? = 0.17, df = 1, p-value = 0.68). The results
of app settings adjustments suggest that user engagement with repeated nudges did not decrease
when receiving a repeated nudge and, thus, we reject our hypothesis.

Repeated Nudge
Adjusted App Did Not Adjust
Settings App Settings
. Adjusted App Settings 5 (8.8%) 5 (8.8%) 10 (17.5%)
First Nudge - - .
Did Not Adjust App Settings 5 (8.8%) 42 (73.6%) 47 (82.5%)
10 (17.5%) 47 (82.5%)

Table 5.7: Number of participants in condition 1 (updating the nudge’s content) who adjusted (or did not adjust)
their app settings (AAS) in response to the first nudge in comparison to the repeated nudge. The difference is not
statistically between the number of participants in condition 1 who AAS in response to the first nudge in comparison
to the repeated nudge.

We further explored how participants in condition 1 (updating content) and condition 2 (varying
content) adjusted their app settings in response to the first and repeated nudge. As Table
shows, the number of participants in condition 1 who adjusted their app settings in response to
both or either nudges is 15 (26.3%) participants. The number of participants in condition 1 who
adjusted their app settings in response to the first nudge is 10 (17.5%), whereas the number of
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participants in condition 1 who did so in response to the repeated nudge is also 10 (17.5%).
However, the difference is not statistically significant (McNemar’s x2 = 0, df = 1, p-value = 1).
Similarly, the number of participants in condition 2 (varying content) who adjusted their app
settings in response to both or either nudges is 17 (29.3%) as Table [5.§] shows. The number
of participants in condition 2 who adjusted their app settings in response to the first nudge is 9
(15.5%), whereas the number of participants in condition 2 who did so in response to the repeated
nudge is 12 (20.7%). However, the difference is not statistically significant (McNemar’s y? =
0.31, df = 1, p-value = 0.57). Our results of app settings adjustments per condition suggest
that user engagement with repeated nudges did not decrease when receiving a repeated nudge
and, thus, we reject our hypothesis. Alternatively, it is possible that the absence of significant
difference (if it indeed exists) within each condition is due to the lack of statistical power as the
number of participants, who adjusted their app settings in response to the nudges, is relatively
small.

Furthermore, we compared how participants in condition 1 (updating content) and participants in
condition 2 (varying content) adjusted their app settings in response to the repeated nudge. The
number of participants in condition 1 who adjusted their app settings in response to the repeated
nudge is 10 (17.5%) participants, whereas the number of participants in condition 2 who did so
is 12 (20.7%). However, the difference between the two conditions is not statistically significant
(¥? = 0.04, df = 1, p-value = 0.85). These results suggest that varying nudge contents did not
affect how participants adjusted their app settings in response to repeated nudges. Therefore,
we reject our hypothesis. Again, it is possible that the absence of significant difference (if it
indeed exists) between the two conditions is due to the lack of statistical power as the number of

participants, who adjusted their app settings in response to the nudges, is relatively small.

Repeated Nudge
Adjusted App Did Not Adjust
Settings App Settings
. Adjusted App Settings 4 (6.9%) 5 (8.6%) 9 (15.5%)
First Nudge - : -
Did Not Adjust App Settings 8 (13.8%) 41 (70.7%) 49 (84.5%)
12 (20.7%) 46 (79.3%)

Table 5.8: Number of participants in condition 2 (varying the nudge’s content) who adjusted (or did not adjust)
their app settings (AAS) in response to the first nudge in comparison to the repeated nudge. The difference is not
statistically between the number of participants in condition 2 who AAS in response to the first nudge in comparison
to the repeated nudge.

Of the 70 participants who chose AdjustSettings in response to either nudges, 32 (45.7%) par-
ticipants followed through and made 448 app setting adjustments as Table shows. The most
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frequently adjusted permission group is LOCATION with 176 adjustments (39.3%) made by
31 participants. We expected LOCATION to be the most frequently adjusted permission group
given that in our experiment we focused on nudging users about how apps on their phones access
their location information. However, participants also adjusted app settings for other types of
sensitive information (other than location information). As Table shows, participants made
adjustments to the other eight permission groups to prevent apps from accessing sensitive infor-
mation or sensors such as phone contacts’ list, camera, microphone, and external storage. We
refer to this phenomenon as the “spill-over effect” of privacy nudges. In the exist survey, partici-
pants drew attention to this phenomenon. For example, a participant explained: “After receiving
your first “nudge” in report 1, I had already done a full permissions audit for all my apps wherein
I looked not just at location, but other data that my apps were accessing.” Another participant
provided a specific example of the spill-over effect: “I was interested in restricting what apps
recieve my location and ended up turning off “microphone” on a number of apps.” We have seen
the same spill-over effect in Chapter [3|and Chapter

Permission Group | 1st Nudge (%) | # of Participants | Repeated Nudge | # of Participants
LOCATION 128 (42.7%) 18 48 (32.4%) 19
CONTACTS 44 (14.7%) 6 25 (16.9%) 4
STORAGE 62 (20.7%) 3 42 (28.4%) 6

PHONE 22 (7.3%) 4 4 (2.7%) 3
CALENDAR 9 (3%) 2 12 (8.1%) 5
CAMERA 6 2%) 4 10 (6.8%) 3
SMS 22 (7.3%) 3 3 (2%) 3
MICROPHONE 5(1.7%) 3 4 (2.7%) 2
SENSORS 2 (0.6%) 2 0 (0%) 0

Table 5.9: Number of app setting adjustments per permission group in response to the first and repeated nudge and
the number of unique participants who made these adjustments. The permission groups are ordered by the total
number of unique users who made adjustments and then by the total number of adjustments per a permission group.
The total number of unique participants who made adjustments per a permission group is simply the sum of unique
participants per nudge except for LOCATION. The total number of unique participants who made LOCATION
adjustments is 31 participants (instead of 37) because 6 participants made LOCATION adjustments in response to
both the first and repeated nudge. Overall, participants made more app setting adjustments in response to the first
nudge than the repeated nudge. In addition, participants made more adjustments per permission groups in response
to the first nudge than the repeated nudge except for CALENDAR and CAMERA.

Overall, participants made more app setting adjustments in response to the first nudge than the re-
peated nudge: 300 (67%) adjustments in response to the first nudge, and 148 (33%) adjustments
in response to the repeated nudge. The difference is statistically significant (Exact binomial test
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p-value < 0.001). As Table [5.9] shows, making more adjustments in response to the first nudge
than repeated nudge also holds when we break adjustments down by permission groups with two
exceptions: Calendar and CAMERA. Participants made more adjustments to these two permis-
sion groups in response to the repeated nudge. As mentioned earlier, 32 (27.6%) participants
adjusted their app settings in response to both or one of the two nudges that they received during
the experiment. However, the difference between the number of app setting adjustments per par-
ticipant in response to the first nudge and repeated nudge is not statistically significant (Wilcoxon
signed rank test V =276, p-value = 0.19).

This app was designed for an older version
of Android. Denying permission may cause

it to no longer function as intended.

CANCEL  DENY ANYWAY

Figure 5.5: Android warns users that apps may not work properly if denied access to sensitive permissions if the app
was designed to target SDK versions prior to 23 (Android OS version 6). This warning is shown for compatibility
reasons because apps that target SDKS 22 or less were designed before Android introduced the current run-time
permission model and, thus, these apps may crash if denied access to certain permissions. However, such a warning
may influence users’ decisions to allow or deny apps’ access to their sensitive information.

As reported earlier, not all participants, who chose AdjustSettings in response to a nudge, fol-
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lowed through and made app setting adjustments. Of the 70 participants who chose AdjustSet-
tings in response to nudges, only 32 (45.7%) participants followed through and made app settings
adjustments. Participants’ responses to the exist survey provide additional insights regarding why
this happened.

Some participants used the opportunity of being redirected to the permission manager (after
they chose AdjustSettings in response to a nudge) to double check that their settings aligned with
their preferences without actually making any adjustments. For instance, a participant explained:
“After getting report 2, I simply wanted to do (and did) a quick check to make sure that [ hadn’t

missed anything in my first pass.”

Some participants may have wanted to adjust app settings but decided not to because they were
afraid to affect apps’ functionality. For instance a participant explained: “I was surprised both
times to see that the number of times my location was accessed was still so high. I was curious
to see which apps were still accessing my location so I clicked on the first option again [Adjust-
Settings]. However, once I saw those apps, I did not change any of the settings because I wasn’t
sure how much of a difference it would really make. So many of these apps claim to only work
if there’s location access.” It is relevant to point out that Android (for compatibility reasonsﬂ)
warns users that apps may not work properly if denied access to sensitive permissions if the app
was designed to target SDK versions prior to 23 (Android OS version 6) as Figure [5.5] shows.
Such warnings may have nudged participants in the other direction (i.e. not to adjust their app
settings).

Other participants had a short attention span due to other more pressing priorities. A participant
explained: “I got the message, I wanted to restrict, but I was in the middle of something else.
When it prompted me to select the apps, I did not have time to go thru each one, so I stopped

there.” This short attention span for mobile users has be documented by earlier studies (e.g.,
[L57]).

Some participants also used the nudge as a tool to discover permission management mechanisms
in Android. A participant explained: “It was a quick short cut to the permissions page, though
I didn’t change anything.” Another participant elaborated: ““I just wanted the knowledge about

how to restrict apps, not necessarily to actually do so.”

4 Apps that target SDKS 22 or less were designed before Android introduced the current run-time permission
model. Therefore, these apps may not have taken into account the possibility of not having access to certain permis-
sions and, thus, the apps crash if denied access to these permissions.
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Length of Interaction Sessions with Nudges

We also analyzed the length of time participants interacted with the first and repeated nudges
(interaction session). Specifically, the length of an interaction session is the difference between
the time of presenting the nudge to a participant and the time in which the participant chooses an
option (e.g., AdjustSettings). We removed 15 outlier{] because they may not reflect the actual
length of the interaction session (e.g., a participant may have left the nudge on the screen for a
relatively long time without real interaction). The remaining 100 participants spent on average
16.89 seconds interacting with the first nudge (SD = 10.95, median = 15.31) and 14.76 seconds
interacting with the repeated nudge (SD = 10.75, median = 12.77). However, this difference is
not statistically significant (t = 1.57, p-value = 0.12).

We further explored whether the length of the interaction sessions differ within each condition.
On the one hand, participants in condition 1 (updating content) spent on average 17.02 seconds
(SD = 11.25, median = 15.1) interacting with the first nudge and 13.16 seconds (SD = 9.84,
median = 10.98) interacting with the repeated nudge. The difference is marginally significant (t
= 2, p-value = 0.05). On the other hand, participants in condition 2 (varying content) spent on
average 16.76 seconds (SD = 10.75, median = 15.66) interacting with the first nudge and 16.37
seconds (SD = 11.46, median = 14.79) interacting with the repeated nudge. The difference is not
statistically significant (t = 0.21, p-value = 0.84). These results may suggest that participants in
condition 1 (updating content) were familiar with the content of the repeated nudge as it shows
again the frequency of access by apps (albeit updated) and thus, participants spent shorter time
interacting with the repeated nudge. However, participants in condition 2 (varying content) spent
on average the same amount of time interacting with the repeated nudge as they did with the first
nudge because they had not seen the content of the repeated nudge before. However, although
participants in condition 2 (varying content) spent longer time interacting with the repeated nudge
than participants in condition 1 (updating content), the difference is not statistically significant
(F=2.26, p-value = 0.14).

Why Participants Engaged with Repeated Nudges in Certain Ways

Our objective is to understand why participants responded to the repeated nudge in a similar
or different way to/than the first nudge. To this end, the exist survey asked participants two
consecutive open-ended questions about why they responded in certain ways to the first nudge
and repeated nudge, respectively. For example, if the participant responded to the first nudge by

3Qutliers are participants whose length of interaction sessions with the first or repeated nudge is greater than
third quartile (Q3) plus 1.5 times interquartile range (IQR).
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choosing AdjustSettings, we presented this response and asked the participant why she responded
this way. We asked a similar question about the repeated nudge. Then, we asked a third open-
ended question to understand why participants responded similarly or differently to both nudges.
For example, if a participant responded to the first nudge by choosing AdjustSettings and to
the repeated nudge by choosing KeepSettings, we presented both responses and asked why the
participant responded differently. We used open coding [178]] to analyze participants’ responses
to these open-ended questions. We focused on the third question in which participants explained
why they made the same or different decisions in response to both nudges. We used participants
responses to the first two questions (that asked about the first and the repeated nudge individually)
to support and clarify our coding. Two researchers went iteratively through the responses and
labeled sentences and phrases with concepts. Concepts were iteratively improved (e.g., new
concepts were added or similar concepts were combined) and a code book was created. The
two researchers independently went through all the responses and coded them using the code
book. Later, they reviewed the coding together and disagreements were reviewed and resolved
(by adopting coding by both researchers, agreeing on one coding after discussion, or keeping the
disagreement). Next, related concepts within the code book were combined into more generic
themes (i.e. categories). After applying the generic themes to the coding, the two researchers
sampled the coding and reviewed the generic themes to ensure consistency. It is important to

point out that a participant’s response can be labeled by more than one theme.

We organized the results into four groups based on how participants responded to both nudges:
(1) choosing AdjustSettings in response to both the first and repeated nudges, (2) choosing Ad-
justSettings in response to the first nudge only, (3) choosing AdjustSettings in response to the
repeated nudge only, or (4) choosing KeepSettings in response to both the first and repeated

nudges.
(1) Choosing AdjustSettings in Response to Both Nudges

Thirty-six (31.3%) participants chose AdjustSettings in response to both the first and repeated
nudges.

Participants chose AdjutsSettings in response to both nudges because they noticed apps that they
wanted to restrict from accessing their location information or other types of sensitive informa-
tion. A participant explained: “They both showed apps that were receiving my location that
I felt did not need that information.” Another participant referred to other types of sensitive
information (in addition to location information): “To restrict apps from using my location or
any other permissions I didn’t think we’re necessary.” Other participants pointed out that the

repeated nudge showed new apps or apps that they did not notice when participants received the
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first nudge. A participant elaborated: “Other apps were getting my location that I did not notice
the first time and I wanted to restrict them too.”

Some participants started (or intended to start) managing their app settings after receiving the
first nudge and continued doing so after receiving the repeated nudge. A participant explained:
“I felt like both reports were telling me the same information, so I utilized it in the same way.
Once I realized what the first report did, I was just waiting for the second report so that I could

2

block more applications.” Another participant described similar reasoning: “I did not cancel
the application permissions from the first report as I got distracted with something else. With
the second report, I was able to view the applications with this permission and made changes to

some applications.”

Other participants responded to the repeated nudge, as they did to the first nudge, by choosing
AdjustSettings to double check that their app settings are still aligned with their preferences. A
participant explained: “After receiving your first “nudge” in report 1, I had already done a full
permissions audit for all my apps wherein I looked not just at location, but other data that my
apps were accessing. After getting report 2, I simply wanted to do (and did) a quick check to
make sure that I hadn’t missed anything in my first pass.” Others perceived the repeated nudge
as a helpful reminder as they had not taken actions in response to the first nudge. A participant
described: “After receiving report 1, I found it too complex to restrict location data. I never took

action. (...) I was reminded that I needed to work on this when I received the report again.”

Participants also chose AdjustSettings in response to both the first and repeated nudges because
the content of the repeated nudge was still concerning them. On the one hand, a participant
in condition 1 (updating the nudge’s content), who received a frequency nudge in both times,
explained: “I was surprised both times to see that the number of times my location was accessed
was still so high.” On the other hand, a participant in condition 2 (varying the nudge’s content),
who received a frequency nudge and then an implications nudge, described: “Essentially — report
2; with its additional details (track where you live, how much you make etc etc) made apps that

would have been dismissed as innocuous in report 1 seem more suspicious/harmful.”

Participants also cited generic privacy concerns as reasons to respond to both nudge by choosing
AdjutsSettings. A participant explained: “I want to control my privacy.” Another participant

elaborated: “I do not want my information available to whoever wishes to purchase it.”
(2) Choosing AdjustSettings in Response to the First Nudge Only

Twenty-four (20.9%) participants responded to the nudges they received during the study by
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choosing AdjustSettings in response to the first nudge and KeepSettings in response to the re-

peated nudge.

Participants chose this option because they found the first nudge to be sufficient. A participant
explained: “I responded differently because I had already taken action with the first report and
did not feel the need to do so for the second report.” In particular, participants found the first
nudge sufficient because the repeated nudge did not provide new information. A participant
described: “In the first report, there were one or more apps I saw that I didn’t want to be able
to access my location data, so I went and revoked it. In the second, there were no additional
apps I wanted to revoke access for.” In addition, participants took advantage of the first nudge
to discover permission management capabilities in Android and, thus, were less interested in
repeated nudges. A participant explained: “Initially I only clicked restrict so that I could see how

to restrict the behavior, in case I wanted to in the future.”

Participants also responded to the repeated nudge differently because app adjustments that they
made in response to the first nudge may have caused their phones or apps to break. A participant
explained: “When I decided to Restrict my apps in report 1, I was surprised at what my apps
were doing. (...) I went on to remove several apps’s permissions, which made my phone act
strangely for a day or 2. (...) When report 2 came about, I did not want to deal with the hassle
again, and just allowed the apps to keep using my location.” Additionally, participants wanted
to avoid the time-consuming task of carefully managing app settings. A participant elaborated:
“But the second time I was afraid to disrupt the apps google maps or search apps. I wanted to
look closely later at all the apps and then restrict, but I did not get time to do so.”

Some participants reconsidered their sharing preferences and, therefore, decided choosing KeepSet-
tings in response to the repeated nudge. A participant described: “(...) However after some
thought, I realized that even if I would be giving permission to share my location with all the
apps again, there is not much one can do to prevent this from happening. Most, if not all, apps
now track your location (if not more) and use that to market towards you. (...) I relegated myself
to this unfortunate truth and allowed the apps to track my location.” Participants also reconsid-
ered their earlier decisions due to the value of location-based services. A participant explained:
“the first time I saw the message my instinct was to restrict access to location info as much as
possible the second time I saw it, I thought there may be some utility in sharing some location
info.” Other participants reconsidered their decisions because they wanted to explore available
options for each nudge. A participant described: “I selected this because when this app randomly
popped up on my screen, even though I was expecting it, I had no idea what the purpose was, so

I wanted to explore the different options.”
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(3) Choosing AdjustSettings in Response to the Repeated Nudge Only

Ten (8.7%) participants responded to the nudges they received during the study by choosing
KeepSettings in response to the first nudge and AdjustSettings in response to the repeated nudge.

Participants chose a different decision because they received repeated nudges with different
nudge contents. These are participants in condition 2 (varying content) in particular. A partici-
pant explained: “I responded to these 2 reports differently because they elicited different initial
responses of emotion from me. The way that the content is phrased, the first report doesn’t make
me feel alarmed. However, the second report made me feel nervous and like my privacy was
being invaded.” Another participant pointed out, that the essential details the first nudge lack but
the repeated nudge contained, caused different response: “Again, the 2nd report went more into
detail regarding how location is used. I was initially apathetic in Report 1 because I believe that
sharing location alone would not reveal much about my personal information. However, Report

2 revealed that location sharing is multi-faceted and thus more risky.”

Participants also responded this way because the repeated nudge showed additional or new apps
than the first nudge. A participant explained: “The second one had a different set of apps. The
first one- most made sense why they’d need my location. But the second one there was definitely

an app or two that really had no need to know my location.”

Other participants reconsidered their sharing preferences when they received the repeated nudge.
A participant explained: “Being asked the question twice made me wonder whether or not I
should keep letting the apps see my location. I clicked restrict the second time mainly out of

curiosity.” Another participant reconsidered their sharing preferences because circumstances
have changed: “i am testing out apps that claim to pay to know my location. since some apps did

not pay me or were slow to pay, i limited how much information they got about me.”

Participants also chose different decision because they wanted to discover permission manage-
ment capabilities in Android. A participant explained: “I wanted to see what restriction power |
had for the apps.”

(4) Choosing KeepSettings in Response to Both Nudges

Forty-five (39.1%) participants chose KeepSettings in response to both the first and repeated
nudge.

Participants chose KeepSettings in response to both nudges because they were not concerned

about sharing their location information with apps. A participant explained: “I realize that some
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apps use location API’s on my phone, and I generally don’t have a problem sharing this data.”
Others did not particularly perceive potential privacy harms of sharing location information with
apps. A participant described: “I did not wish to stop sharing my location with the apps, and
I would not want to, unless I found out that the information was being used maliciously/with
bad intent. Neither of the reports told me that, hence I responded the same way to both.” Other
participants believed privacy is already lost and thus felt no need to protect their information. A
participant explained: “Because I really don’t care if apps know where I am. Google already
knows everything about me..why try to hide?”

Participants also chose KeepSettings in response to the first and repeated nudges because they
previously allowed apps presented in the nudges to access participants’ location information. A
participant explained: “They [the nudges] both listed apps which I had previously given location
access to.” Others pointed out that the apps listed in the nudges match participants’ expectations
about which apps on their phones need/access location information. A participant described: “I
responded this way because as I looked at the applications it all lined up with what I expected
for location requests - nothing stood out or was an outlier that I noticed. I saw no need to restrict

any one app’s permissions based on the frequency of requests it made.”

Some participants seem to have already adopted a policy in managing their app settings and,
thus, they did not see value in the nudges and decided to choose KeepSettings in response to both
nudges. A participant explained: “I try not to download apps that I think it might be dangerous
to share information with in the first place. I take this into consideration when first downloading
apps.” Another participant elaborated: “I determine which apps I think need to know my loca-
tion when I install them. The new Android system (I have Samsung S7, Android system 7.0)
that allows me to deny certain permissions instead of giving an app blanket permission like in
previous systems. I stuck with the decision I made when I installed the app. (...) I should note,
though, that I turn my overall location information off the majority of the time. I only toggle my

location on when I’'m going to use an app that needs it (like Google Maps or Snapchat).”

Other participants thought that the repeated nudge was not convincing enough and, thus, re-
sponded to the repeated nudge as they did to the first nudge by choosing KeepSettings. A par-
ticipant explained: “Even knowing the additional information the App Behavior Report gave
me, I still valued the apps and the functions that using my location provided.” Additionally, the
repeated nudge did not convince some participants because the nudge did not provide new infor-
mation from the first nudge. A participant explained: “The reports were almost identical, so |

saw no reason in changing my response.”

Participants also chose KeepSettings in response to both nudges because they like the benefits of
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sharing location information with apps. A participant explained: “Even knowing the additional
information the App Behavior Report gave me, I still valued the apps and the functions that using
my location provided.” Others pointed out that apps may not work properly without location
information. A participant elaborated: “I answered the same way because my desire for the apps
to work most efficiently did not change and for those apps to work best, they need to share my
location data I believe.” Other participants were torn between functionality and privacy trade-
offs. A participant described: “My desire to continue my usual phone usage (using the same
apps, eg. Snapchat and Google Maps) outweighs my desire for privacy from those same apps.”

Some participants chose KeepSettings in response to the first and repeated nudge because they
were afraid that adjusting app settings may cause apps or phones to stop working. A participant
explained: “I wasnt sure how restricting the apps would change my ability to use them.” Another
participant elaborated: “Most of the apps required knowing my location to function properly,
such as maps, transit, and weather. The others I did not know what they did, and was wary of

turning them off in case it would adversely affect the performance of my phone.”

Participants also chose KeepSettings in response to both nudges because app setting adjustment
is a time-consuming task. A participant explained: “I didn’t want to restrict my location with
the apps. I only use the location feature for some apps but I worried it would take a lot of time
to go through and select specific apps to restrict (or even what consequences that would have on
the phone function).” Others’ reasoning was generic: “Both times I didn’t want to change any

setting on my phone.”

5.2.3 Factors that Influence Participants’ Responses to the Repeated Nudge

One of the main objectives of this experiment is to identify factors that may influence participants
to respond to repeated nudges. To this end, we ran a logistic regression model which focuses on
how participants responded to the repeated nudge. The model has one binary dependent variable
that corresponds to the two options available to participants when interacting with the nudges:
(1) RestrictSettings, and (2) KeepSettings. The logistic regression model has 17 independent
variables as shown in Table Two variables focus on the relations between the first and
the repeated nudge. Specifically, the variables are (1) how the participant responded to the first
nudge, (2) whether the participant adjusted her app settings in response to the first nudge and
(3) whether the repeated nudge has additional apps than in the first nudge. Additionally, two
other variables focus on how condition assignment affected participants’ decisions. In particular,
these variables are (4) the condition that the participant was assigned to, and (5) whether the

nudge’s content in the condition the participant was assigned to resonated with the participant
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(more than the nudge’s content in the other condition) based on participants’ responses in the

exit survey. Four other variables focus on (6 & 8) awareness of and (7 & 9) concern about apps’

practices presented in the nudges. Seven variables focus on demographics factors, namely, (10)

gender, (11) age, (12-14) IUIPC privacy scale (control, awareness, collection), (15) education

(a bachelor’s degree and above vs. less than a bachelor’s degree), and (16) occupation (student

vs. non-student). The last independent variable focus on (17) the usage of permission tools in

Android before participating in our experiment.

Coefficients Estimate | Standard Error z p
Intercept -4.2 32 1.31 | 0.19
Condition (base Condition 1) -0.63 0.6 -1.1 0.29
Response to the first nudge (base KeepSettings) 1.44 0.65 222 | 0.027
Repeated nudge has more apps (base No) 1.71 0.64 2.67 | 0.008
Adjusted ttings i to the 1st nud
justed app settings in response to the 1st nudge 127 0.8 159 | o.11
(base No)
A f £ f ing locati
wareness o‘ requen‘cy of accessing location 0.08 0.19 039 | 0.69
information by apps
C bout fi f ing locati
oncern a ou‘ requerhlcy of accessing location 037 03 12 022
information by apps
A f ial f shari
wareness o ‘potf—“:ntla coTlsequ.ences of sharing 011 0.09 127 o2
location information with apps
ial f shari
Concern abouf pofentla co.nseql.lences of sharing 016 0.16 q 032
location information with apps
Y i d nudge’ tent tivat b
our assigned nudge’s content motivate you (base 183 0.68 263 10,007
No)
TUIPC (Control) -0.14 0.13 -1.11 | 0.27
IUIPC (Awareness) -0.11 0.16 -0.71 | 0.48
IUIPC (Collection) 0.1 0.09 1.14 | 0.25
Gender (base Male) 0.35 0.53 0.66 | 0.51
Age 0.11 0.04 2.83 | 0.005
Education level (base Less than a bachelor’s degree) -1.28 0.63 -2 0.044
Occupation (base Non-student) 2.15 0.84 2.58 | 0.01
Usage of permission tools in Android -0.01 0.33 -0.03 | 0.97

Table 5.10: Results of the logistic regression model. The results suggest that six factors may have influenced

participants’ decisions to respond to repeated nudges. The six factors are highlighted in green.
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As Table demonstrates, the logistic regression model shows statistically significant results
for six factors: (1) how the participant responded to the first nudge, and (2) whether the repeated
nudge has additional apps than in the first nudge, (4) whether the nudge’s content in the condition
the participant was assigned to resonated with the participant (more than the nudge’s content in
the other condition), (8) age, (11) occupation (student vs. non-student), and (15) education (a
bachelor’s degree and above vs. less than a bachelor’s degree). Next, we elaborate on how these

factors may have influenced participants’ decisions.
Response to the First Nudge

Participants’ responses to the repeated nudge are correlated with how participants responded to
the first nudge as Table[5.10| suggests. Participants who indicated their IRAS in response to the
first nudge were more likely to stick with the same decision when they received the repeated
nudge. Similarly, participants who indicated that they wanted to keep app settings unaltered in
response to the first nudge were more likely to stick with the same decision when they received
the repeated nudge. Table[5.2]shows that 81 (70.4%) participants decided to stick with the same

decision when they received the repeated nudge.

In the exist survey, participants highlighted their inclination toward sticking with the same de-
cision (i.e. their response to the first nudge). On the one hand, a participant who chose Adjust-
Settings in response to the repeated nudge explained: “Regardless, in both cases I did not want
so many apps to view my location as it was a negative towards battery life and privacy.” On the
other hand, a participant who chose KeepSettings in response to the repeated nudge described:
“I didn’t see any difference between report 1 and report 2. I hadn’t changed my mind about how
I use the apps, so I made the same decision as previous.” Participants responded to both nudges
in the same way because their feeling toward the nudges stayed the same.

Repeated Nudges with Additional Apps

Each nudge states the total number of apps that have accessed the participant’s location informa-
tion and also presents a list of these individual apps (their names and icons). Thirty eight (33%)
participants received a repeated nudge with more apps than the first nudge, whereas 32 (28%)
and 45 (39%) received repeated nudges with same or fewer number of apps than the first nudge,
respectively. We hypothesized that if the total number of apps in the repeated nudge exceeds the
number of apps in the first nudge, then the participant might be motivated to interact with the
repeated nudge because it has new information. We coded the existence of additional apps in the

repeated nudge as a binary code. As shown in Table the results of the logistic regression
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model suggest that participants are more likely to indicate their IRAS in response to the repeated

nudge if it contains additional apps than the first nudge.

Participants’ responses to the exit survey indicated similar reasoning. A participant who chose
AdjustSettings in response to the repeated nudge explained: “I noticed a specific app with dubi-
ous requirements for location access the second time, and so I blocked it. The first time I had not
noticed this app using my location.” Similarly, a participant who chose KeepSettings in response
to the repeated nudge (but chose AdjustSettings in response to the first nudge) pointed out: “In
the first report, there were one or more apps I saw that I didn’t want to be able to access my
location data, so I went and revoked it. In the second, there were no additional apps I wanted to
revoke access for.”

Nudge Contents that Motivate Participants

Condition 1: Updating the
nudge’s content (%)

Condition 2: Varying the
nudge’s content (%)

Assigned nudge’s content 8 (14%) 34 (58.6%)
Another nudge’s content 33 (57.9%) 11 (19%)
Both nudge contents 9 (15.8%) 8 (13.8%)
Neither nudge contents 7 (12.3%) 5 (8.6%)

Table 5.11: Participants self-reported whether they would be motivated by the nudge’s content that they were as-
signed to, another nudge’s content, both, or neither. Participants in condition 1 (updating the nudge’s content)
would have been motivated more to choose AdjustSettings (in response to repeated nudges) had they been assigned
to condition 2 (varying the nudge’s content).

In the exist survey, we presented the two nudge contents as shown in Figure and asked par-
ticipants to identify which of the two nudges would motivate them to choose AdjustSettings.
Participants were given four options: the first nudge’s content (i.e. the nudge content that shows
frequency of access by apps), the second nudge’s content (i.e. the nudge content that shows po-
tential implications of sharing location information with apps), both nudge contents, or neither.
We coded participants’ responses to identify whether the nudge content that they received in the
repeated nudge indeed motivated them. That is, if the participant indicated that she is motivated
by the nudge that she received or both nudge contents, then we coded the responses as a match.
Otherwise, the response is coded as mismatch. In other words, we coded whether the participants
would have been better oﬂﬁ receiving a different nudge’s content than the one the participant ac-

tually received. Then, we plugged the coding into the logistic regression model to check whether

%A participant is better off by choosing an option that matches her preferences.
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participants’ interaction with the repeated nudge would be influenced by a match/mismatch be-
tween a nudge’s content and the participants’ being motivated by the nudge’s content that she
received.

Fifty-nine (51.3%) participants self-reported that they would be motivated by the repeated nudge’s
content that they received, whereas 56 (48.7%) would be motivated either by another nudge’s
content or by neither one of the nudge contents in our experiment. Table[5.11|shows participants’
responses grouped by conditions. It is notable that only 17 (29%) of participants in condition
1 (updating content) indicated that they would be motivated by the nudge’s content they were
assigned to, whereas 42 (72%) of participants in condition 2 (varying content) indicated they
would be motivated by their assigned nudge’s content. The difference between the two condi-
tions is statistically significant (y* = 27.48, df = 3, p-value < 0.001) and pairwise comparison
with FDR correction [[75]] shows that “Assigned nudge’s content” and “Another nudge’s content”
differ significantly between the two conditions (adjusted p-value < 0.001). The results suggest
a potentially missed opportunity for some participants, primarily in condition 1. These partici-
pants might have been motivated to review and possibly adjust their app settings had they been

assigned to a different nudge’s content that resonated more with them.
Demographic Factors

Our analysis suggest that two demographic factors correlate with participants’ likelihood to
choose AdjustSettings: Age and occupation.

The average age for participants who chose AdjustSettings is 31.24 (SD = 15.29), whereas the
average age for participants who chose KeepSettings is 26.26 (SD = 9.83). The results of the
logistic regression suggest that the likelihood of choosing AdjustSettings (in response to the

repeated nudge) increases with the age of participants.

AdjustSettings | KeepSettings

Less than a bachelor’s degree 27 (45%) 33 (55%)
A bachelor’s degree and above 19 (34.5%) 36 (65.5%)

Table 5.12: How participants who have bachelor’s degrees and above vs. participants who have less than bach-
elor’s degrees responded to repeated nudges. Participants who have higher education are more likely to choose
KeepSettings.

We coded education as a binary variable: a bachelor’s degree and above vs. less than a bach-
elor’s degree. Table shows how participants who have bachelor’s degrees and above vs.
participants who have less than bachelor’s degrees responded to repeated nudges. Twenty-seven
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(45%) of participants who have less than a bachelor’s degree responded to the repeated nudges
by choosing AdjustSettings, whereas 19 (34.5%) of participants who have a bachelor’s degree or
more responded to the repeated nudge by choosing AdjustSettings. As shown in Table[5.10] the
results of the logistic regression model suggest that participants who have higher education level

are more likely to choose KeepSettings.

AdjustSettings | KeepSettings

Student 30 (42.3%) 41 (57.7%)
Non-student 16 (36.4%) 28 (63.6%)

Table 5.13: How students and non-student participants responded to the repeated nudge. Students are more likely to

choose AdjustSettings in response to the repeated nudge.

We coded occupation as a binary variable: student vs non-student which includes employed, self-
employed, retired, and unemployed. Table [5.13|shows how student and non-student participants
responded to the repeated nudge. Thirty (42.3%) student participants chose AdjustSettings in
response to the repeated nudge, whereas 16 (36.4%) non-student participants made the same
decision. As shown in Table the logistic regression model suggests a correlation between

being a student and the likelihood of choosing AdjustSettings in response to the repeated nudge.

5.2.4 Repeated Nudges & Participants’ Attitudes

We asked participants to indicate, through a 5-point likert scale question, whether the repeated
nudge was a helpful reminder or was bothersome. As Figure [5.6|shows, 74 (64.3%) participants
self-reported that the repeated nudge was a helpful reminder. Similarly, 76 (66.1%) participants
self-reported that the repeated nudge was not bothersome. In other words, the majority of partic-
ipants had a positive attitude toward the repeated nudge.

We also asked participants to indicate, through a 5-point likert scale question, whether the re-
peated nudge was necessary or unnecessary. Participants’ self-reported answers show diverse
views as depicted in Figure Fifty-one (44.3%) participants considered the repeated nudge
necessary, whereas 35 (30.4%) indicated that the repeated nudge was unnecessary. Although
more participants indicated that the repeated nudge was necessary, a sizable number of partici-

pants considered the repeated nudge unnecessary.

Additionally, we asked participants about their attitudes toward the number of nudges they re-
ceived during the study (i.e. two nudges). As Figure shows, the majority of participants
(68.7%) indicated that receiving two nudges within a week was reasonable.
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Figure 5.6: The majority of participants had a positive attitude toward the repeated nudge.
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Figure 5.7: Participants showed diverse views regarding whether the repeated nudge was necessary or unneces-

sary. Although more participants indicated that the repeated nudge was necessary, a sizable number of participants

considered the repeated nudge unnecessary.
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Figure 5.8: The majority of participants self-reported that receiving two nudges within a week was not too many.

5.3 Discussion

5.3.1 When Should We Send Users Repeated Nudges?

Our results suggest that user engagement with app privacy nudges decreases when users receive
repeated nudges. More participants chose AdjustSettings in response to the first nudge than the
repeated nudge. In addition, the number of app setting adjustments made in response to the re-
peated nudge was fewer than the adjustments made in response to the first nudge. These results
are aligned with previous work on stimuli which suggest that user engagement with stimuli de-
creases with repeated exposure [64, 66, 67, 180, 82, 83, (84, and that such a decrease in
engagement is observable from a second exposure [66, |83, 183].

Nonetheless, our analysis suggests a number of factors that nudge designers may take into ac-
count when sending users repeated nudges. First, how users respond to the first nudge might be
a good indicator of how they see a utility in the app privacy nudges. As our analysis showed,

when receiving repeated nudges, participants tend to stick with their earlier decisions (i.e how
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they responded to the first nudge). Second, a user should receive a repeated nudge only when
there is new information. In our experiment, participants were more likely to review and ad-
just their settings in response to a repeated nudge if it had additional apps than first nudge.
Providing new information in repeated nudges can be taken a step further. Unlike our exper-
iment in which the repeated nudge listed all apps including new ones, a nudge might be even
more effective by only highlighting the new apps, thus making new information more salient.
At the same time, the repeated nudge may give the user the ability to see the full list of apps
(i.e. both new and old apps.). Future work may evaluate the effectiveness of this design deci-
sion. Third, our results suggest that users who receive nudge contents that resonate with them
are more likely to engage with repeated nudges. Our results suggest that more participants in
condition 1 (updating the nudge’s content) might have been motivated to engage with the re-
peated nudge had they received the implication nudge content (i.e. the nudge’s content that
participants in condition 2 received). Such results may suggest a potential personalization op-
portunity/need. Prior work has shown that users’ privacy preferences, attitudes, and behaviors
are diverse (e.g., [S9, 143} 1169, (176, 196]]). Future work may explore finding profiles of users
that match profiles of nudge contents [96} (101} (143} 144, [145, [150, 168, [195]. In sum, these
factors may increase the likelihood of engagement with nudges even when users receive them

repeatedly.

5.3.2 Does Varying Nudge Contents Motivate Users to Engage with Re-
peated Nudges?

We hypothesized that varying nudge contents may influence participants’ decisions to respond
to repeated nudges. However, the logistic regression model shows no correlation between the
condition a participant is assigned to and their likelihood of responding to the repeated nudge
in a certain way. In addition, the difference between conditions is not statistically significant re-
garding how participants responded to the repeated nudge. Nonetheless, participants’ responses
in the exist survey show some influence of varying nudge contents. Simultaneously, some par-
ticipants did not notice the difference between the nudge contents, most likely due to the nearly

identical look and feel of the two nudges.

It could be the case that varying nudge contents does little to influence users’ decisions when
receiving repeated nudges as our analysis seem to suggest. However, the difference between
nudge contents was not conspicuous enough at least for some participants. Thus, future work
may explore the effect of varying nudge contents using two dissimilar nudge designs in contrast

to the similar designs we used in our experiment.
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5.3.3 Generalizability & Long-Term Effect of Repeated Nudges

When we analyzed participants’ behavior within each of the two conditions in our experiment,
we noticed signs of lacking statistical power. Lacking statistical power might be attributed to the
relatively small number of participants per condition (i.e. 57 participants in condition 1 and 58
participants in condition 2) given the number of possible permutations of how participants re-
spond to the first and repeated nudges (i.e. four possible responses: AdjustSettings vs. KeepSet-
tings per nudge). As such, conducting a follow-up study with a larger number of participants
may further validate/refine our findings.

In this experiment, we limited ourselves to two nudges, a first nudge and a repeated nudge, and to
a relatively short duration (nudges were received three days apart within a six day experiment).
However, a remaining open and interesting question to explore is how users engage with more
than one repeated nudge over an extended period of time. The results of our experiment provide a
basis for a future long-term experiment by narrowing the space and identifying some factors that
affect how users engage with repeated nudges. For example, given that our experiment shows
that new information (e.g., additional apps) increases the likelihood of engaging with repeated
nudges, a future study might test how repeated nudges (more than one) with only new information
affects users. In addition, a future experiment might focus on nudges that are received within a
relatively longer period of time (e.g., a weekly nudge vs. monthly nudge) and how this influences

users’ decisions to interact with repeated nudges.
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Chapter 6

Lessons Learned & Future Research Direc-
tions

The main outcomes of this dissertation can be summarized by the following thesis.

It is possible to design runtime mobile app privacy nudges that increase users’
awareness of privacy risks, motivate them to review privacy settings, and cause them
to adjust their app privacy settings to reflect their privacy preferences. Effective
nudge contents highlight unexpected contexts, purposes, and potential implications
of accessing sensitive information by apps. User engagement with repeated nudges
can be maintained by limiting them to users who engaged with earlier nudges, to
repeated nudges that contain new information, or to repeated nudge contents that
resonate with users.

In this concluding chapter, we summarize the main lessons from the three studies that form this
dissertation. In addition, we highlight research directions that may extend the results of this

dissertation within and beyond the area of mobile privacy research.

6.1 Lessons Learned

We have learned valuable lessons from designing, deploying, and evaluating app privacy nudges

in three users studies. Here, we summarize these lessons.
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6.1.1 Users Care About Privacy

The importance of privacy is sometimes downplayed [17, 28]]. Additionally, it has been argued
that users do not really care about privacy [37,38] given the privacy paradox [[154], which refers
to the mismatch between users’ stated privacy preferences and their actual behavior. However,

our results suggest otherwise.

Throughout this dissertation, when users were given the opportunity to exercise control and
protect their privacy, the majority did so. When Android users were given access to a permission
manager (which was inaccessible by default) in the first study (see Chapter [3)), they actively
used the permission manager. Twenty-two out of 23 participants reviewed their app permissions
at least once; half of them did so multiple times. Additionally, the permission manager led
more than half of the study’s participants to exercise control over the personal information apps
were allowed to access, and participants modified permissions of both popular apps and pre-
installed apps. In the second study (see Chapter [d]), the majority of iOS and Android participants
self-reported their willingness to review and adjust their app permissions in response to all app
privacy nudges including the least effective nudges. In sum, our results suggest that the majority
of users care about privacy. Our results are consistent with previous work which indicated that
users care and value their privacy. In the context of mobile privacy, a recent Pew survey [1335]]
showed that the majority (90%) of users want to know how much of their personal information
is being collected by apps and how it may be used. In addition, 60% of mobile users refrained

from installing an app due to privacy concerns [1335]].

6.1.2 Privacy Decision Making is Hard but Nudges can Help

Privacy decision making is difficult because “it is unrealistic to expect individual rationality”
when users make decisions in the context of online privacy [60]. Privacy decision making is
often subject to decision hurdles that may lead to suboptimal privacy decisions [38] 59]. Deci-
sion hurdles include incomplete information, bounded rationality, and cognitive and behavioral
biases [38, 59,160, [181]. Such difficulty in privacy decision making may provide an explanation
for the privacy paradox [58, [60]. One approach that has been gaining traction to assist users
when making privacy decisions is nudging [58, [181].

In this dissertation, we have designed mobile app privacy nudges that specifically address one
hurdle in privacy decision making: incomplete information, which refers to the disparity be-
tween users’ and service providers’ knowledge of collection, use, sharing practices, potential

consequences, and available protections concerning users’ personal information [61]. We de-
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signed app privacy nudges to increase users’ awareness of privacy risks associated with apps
installed on their phones. As our studies have shown, users are mostly unaware of such risks and
the nudges help bring these risks to users’ attention.

6.1.3 Nudges Switch Users’ Attention to Privacy Management

Privacy is typically a secondary task for users [79, 148, [198]] which may explain (among other
factors) why privacy enhancing tools (e.g., the permission manager) might be underutilized (see
Chapter [3). Because privacy is a secondary task, most users are not motivated to switch their
attention from their day-to-day life activities to privacy management. However, results from our
experiments have shown an important benefit of privacy nudges: temporarily making privacy
the primary task for users (see Chapter 3| & Chapter 4). Our results have shown that nudges
can motivate users to stop their primary task and switch their focus to managing their app pri-
vacy settings. As a result, nudges increase the utilization of privacy enhancing tools (e.g., apps’
permission manager) and help users make privacy decisions that are aligned with their privacy

preferences.

As shown in Chapter 3] Chapterd] and Chapter[5] when users received a nudge about a particular
type of sensitive information (e.g., location information), they also adjusted settings for other
types of sensitive information (e.g., camera or microphone). Furthermore, when users received
a nudge about a list of apps, they reported intention to review which other apps were also ac-
cessing sensitive information. In other words, the nudges switched users’ attention to privacy
management which led users to review their app privacy settings beyond the limited content of

the nudges. We refer to this phenomenon as the “spill-over effect” of privacy nudges.

6.1.4 Not All Nudge Contents May Resonate with Users

Both Android and iOS, the two most popular mobile operating systems, provide their users with
some sort of app privacy nudge, which informs users that their location information has recently
been accessed by apps (see Chapter [d] Figure 4. 1)). This “recent access” nudge in current mobile
operating systems has been shown to be the least effective nudge content in Chapter ] Worse,
while we tested the “recent access” nudge content in an active setting in our experiment, the
“recent access” nudge is passive in both Android and iOS. That is, users need to take a number
of steps to find out the nudge and the information it provides. Previous work has shown that
passive security and privacy warnings are less effective than their active counterparts [97, [197].

Thus, we expect the passive “recent access’” nudge in current mobile operating systems to be even
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less effective in motivating users to review their app privacy settings than what our experiment

showed.

Our experiment in Chapter 4] demonstrated that it is possible to design nudge contents that are
more effective than the “recent access” nudge content which is used in current mobile operating
systems. In particular, we showed that nudge contents which inform users about contexts (e.g.,
access users’ location information although users have not used the app), purposes (e.g., access-
ing users’ location information for advertising purposes), and potential implications of accessing
their personal information (e.g., e.g., reusing users’ location information to infer additional un-
known characteristics of users) are more effective than nudge contents which only inform users

that their sensitive information has recently been accessed by apps on their phone.

6.1.5 User Engagement with Repeated Nudges

Prior work has shown that receiving a stimulus (e.g., a security warning) repeatedly decreases
user engagement [64, 166, 67, 180, 82, 83, 184, 97, [179]. Results from ChapterE] are aligned with
previous work. User engagement with nudges decreases as users receive them repeatedly. Specif-
ically, fewer users indicated their willingness to review their app settings in response to repeated
nudges and a fewer number of app setting adjustments were made in response to repeated nudges.
Nonetheless, Results from Chapter [5] identified factors that may motivate users to engage with
repeated nudges. Users were more likely to engage with repeated nudges (1) if users have en-
gaged with previous nudges, (2) if repeated nudges contain new information (e.g., additional
apps, not shown in earlier nudges, that accessed sensitive resources), or (3) if the nudge contents

of repeated nudges resonate with users.

6.1.6 Permission Managers Are Useful Tools

When we started working on this dissertation, the status of permission managers in mobile op-
erating systems was drastically different than it is now. When we conducted our first study (see
Chapter [3), only iOS provided its users with a permission manager to selectively grant/deny
apps’ access to users’ personal information at run-time (i.e. after apps have been installed). In
contrast, Android only supported an install-time approach, in which a user is presented with all
the permissions requested by an app and the user needs to approve all requested permissions to
install the app. Once installed, the user has very little control over how apps can access sensitive

information.
When we made the permission manager available to Android users (which was inaccessible by
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default) in our first field study, participants actively reviewed and changed app permissions. All
but one of our participants (22 out of 23 participants) reviewed their app permissions at least
once; half of them did so multiple times. Furthermore, the permission manager led more than
half of our participants to exercise control over the personal information apps were allowed to
access; participants modified permissions of both popular apps and pre-installed apps. In short,
our results highlight the value of using permission managers in mobile platforms, because they

give users the control they may want and need.

We believe that our results from Chapter [3] and previous work by other researchers (e.g., [103,
133]]), which have pointed out drawbacks of the install-time permission approach, as well as con-
tinuous demand from users and privacy advocates, may have prompted Google to bring permis-
sion management functionality to Android. As of Android Marshmallow (Android OS version
6), Android adopted a run-time approach to managing app permissions. Now, Android users

have greater control over how individual apps access their sensitive information.

6.2 Future Research Directions

6.2.1 Longitudinal Evaluation of App Privacy Nudges

In Chapter 5] we designed and ran a controlled experiment in situ to evaluate how users respond
to repeated nudges. However, we limited ourselves to two nudges, a first nudge and a repeated
nudge, and to a relatively short duration (nudges were received three days apart within a six day
experiment). A remaining open and interesting question to explore is how users engage with
more than one repeated nudge over an extended period of time. In addition, future work may
explore how users respond to repeated app privacy nudges that are only received sporadically
(e.g., once a week or once a month). The results of our experiment in Chapter [5| may inform
future studies in this direction. For example, given that our experiment shows that new informa-
tion (e.g., additional apps or recently installed apps) increases the likelihood of engaging with
repeated nudges, a future study might test how repeated nudges (more than one) with only new

information may affect users.

6.2.2 Designing Effective Privacy Nudges

The nudges we designed and evaluated throughout this dissertation focused primarily on helping
users overcome one decision making hurdle: incomplete information. Our nudges were de-

signed to increase users’ awareness of unknown or unexpected practices of mobile apps that may
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pose privacy risks. However, there are other hurdles that might affect privacy decision making.
Thus, one future research direction is designing nudge contents that address one or more of these
decision making hurdles. One example of a relevant hurdle to privacy decision making is hy-
perbolic discounting which refers to favoring an immediate benefit (e.g., using a game app) and
discounting future cost or risk (e.g., future potential privacy consequences of sharing personal
information with the app and advertising companies). Prior work has shown how hyperbolic
discounting may affect users when making privacy decisions [59, 160, [140]. Designing nudges
that address hyperbolic discounting may include bringing users’ attention to privacy risks that
are otherwise distant. Researchers can take a step further to evaluate how such a nudge may be
effective for users who indeed exhibit hyperbolic discounting in comparison to users who are less
prone to this particular psychological characteristic. Identifying such users might be achieved by
using “hypothetical time discounting questions” [70].

In Chapter ] we showed that different nudge contents matter and not all nudge contents may
equally motivate users to review and possibly adjust their app privacy settings. However, we
believe that our work is only a first step. Future work may include reevaluating the nudges
in Chapter [ but in situ (instead of a hypothetical setting). Furthermore, future work could
explore the effectiveness of nudge contents when they convey real privacy risks in comparison
to potential privacy risks. For example, it would be interesting to evaluate how users respond to
nudges that highlight potential price or offer discrimination in comparison to nudges that actually
show examples of these discrimination in which the user has been subjected to [147,189] or that
user might be subjected to (based on users’ actual information, e.g., [118]]). In addition, in this
dissertation we only looked at nudge contents specific to location information. Future work may

look at other types of information which users perceived as sensitive [104].

Another line of research is to evaluate the effectiveness of nudges that highlight privacy risks
that pertain to a specific type of sensitive information (e.g., location information) in compari-
son to nudges that are app specific (e.g., how one app is accessing various types of sensitive
information). Such a research question may identify scenarios and contexts in which one ap-
proach is more effective than the other. Recently, Norton Mobile Security ap has started using
app-specific nudges as Figure shows.

6.2.3 Informing the Design of Privacy Nudges in Emerging Domains

Although the primary focus of this thesis is designing and evaluating runtime mobile app privacy

nudges, its results may have a broader impact on the design of privacy nudges for other emerging

'Norton Security and Antivirus https://my.norton.com/mobile/home
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Figure 6.1: Norton Mobile Security app has recently introduced a new feature: “App Advisor.” When the Norton
app detects a privacy risk associated with another app installed on the user’s phone, the app sends a privacy nudge in
the form of a notification (a). When the user clicks on the nudge, the user is redirected to a detailed report showing
the privacy risks highlighted in the nudge as well as other privacy risks associated with the app (b, ¢, and d).

platforms. For instance, it might be possible to extend the lessons learned from this research to

an emerging research area of the Internet of Things (IoT).

The 10T refers to making physical objects network-enabled (e.g., smart watches, thermostats, or
wristbands) so they can connect to the Internet and communicate with other entities (e.g., a server
or a cellphone) [116]. Smartphones are expected to encourage the adoption and facilitate the suc-
cess of the IoT [25,42,153,154, 156, 193] because (a) network-enabled devices are typically config-
ured and managed through accompanied mobile apps (e.g., Pebble Watcheﬂ Fitbit wristbandﬂ
or Nest home productsEI) [193], and (b) smartphones will act as “proxies” to facilitate pulling
information from the cloud that is relevant to nearby physical devices [193]. Although the IoT
promises a wide range of innovative applications and products (e.g., health, home automation,
or automobile) [23]24], the IoT also brings privacy concerns and challenges [92, 158,165, 193]].
Given how smartphones are expected to play a central role in the IoT context, it seems rea-
sonable to extend runtime mobile app privacy nudges to also include network-enabled devices.

Such nudges will inform users of how network-enabled device access/collect their sensitive in-
https://www.pebble.com/apps

3https://www.fitbit.com/app
4https://nest.com/blog/2015/06/17/one-home-one-app/
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formation and inform users of privacy risks associated with such behavior. As we have shown
in this thesis in the context of mobile apps, we would also expect privacy nudges to motivate
users to review and possibly adjust privacy settings of their network-enabled devices. However,
the scenarios, challenges, and privacy risks in the IoT context are different than the mobile apps
context. Therefore, the content, form, timing, and frequency of privacy nudges in IoT context
are compelling future research directions.
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Appendix A

Additional Statistical Results from Study 2

Al



Condition | x* |df| p |

Baseline 1.44 11023
Frequency 2.51 1 (0.11
Background 0.008 11093
Purposes 2.81 1 ]0.09
Purposes+Example <0.0001 | 1 1

Inferences 1.84 1 0.18
Inferences+Example <0.0001 | 1 1

Predictions 0.0002 | 1 | 0.99
Predictions+Implications 0.88 1]0.35

Table A.1: The difference between how iOS and Android respondents in corresponding conditions interacted with
nudges is not statistically significant. This table shows the results of the statistical tests.

Im(formula = Age ~ OS + Decisions + OS * Decisions,data = decisions_age_o0s)

Coefficients:

Estimate Std. Error tvalue Pr(>[t])
(Intercept) 35.3136  0.4902 72.044 < 0.00] ***
OSiPhone -1.6864  0.8063 -2.091 0.0368 *
DecisionsCloseScreen -4.5560 1.7528 -2.599  0.0095 **
DecisionsDontKnow -29136 4.3512 -0.670 0.5033
DecisionsKeepSettings -1.7525  0.9553 -1.834  0.0669 .

OSiPhone:DecisionsCloseScreen  3.8177 3.7239 1.025 0.3056
OSiPhone:DecisionsDontKnow 6.7864 6.5352 1.038  0.2994
OSiPhone:DecisionsKeepSettings -0.9858  1.7474 -0.564 0.5728

Signif. codes:0 “***° 0.001 “*** 0.01 “** 0.05 <> 0.1 <’ 1
Residual standard error: 9.668 on 853 degrees of freedom
Multiple R-squared: 0.02044 Adjusted R-squared: 0.0124
F-statistic: 2.543 on 7 and 853 DF, p-value: 0.01356

Table A.2: This table shows the results of a statistical test between age, operating system, options chosen by re-
spondents, and the interaction between them. The results shows no significant correlation between options chosen
by participants and age when blocking by the operation system. In other words, changing the operating system does
not change how age correlates with options chosen by respondents.
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Moderately aware vs. Extremely aware | Adjusted p-value |

Baseline : Frequency

Baseline : Background

Baseline : Purposes

Baseline : Purposes+Example

Baseline : Inferences

Baseline : Inferences+Example

Baseline : Predictions

Baseline : Predictions+Implications

Table A.3: This table shows the pairwise comparison with FDR correction between two awareness levels (Moder-
ately aware vs. Extremely aware) in the baseline in comparison to treatment conditions.

| Likelihood | Adjusted p-value |
Frequency : Inferences 0.15
Frequency : Inferences+Example 0.17
Frequency : Predictions 0.26
Frequency : Predictions+Implications 0.44
Inferences : Inferences+Example 0.64
Inferences : Predictions 0.58
Inferences : Predictions+Implications 0.55
Inferences+Example : Predictions 0.95
Inferences+Example : Predictions+Implications 0.81
Predictions : Predictions+Implications 0.95

Table A.4: This table shows the pairwise comparison with FDR correction between five treatment conditions for the
likelihood question. These five conditions were shown to be singificantly different from the baseline.

Awareness

| Adjusted p-value |

Frequency : Background

Frequency : Purposes+Example

Frequency : Inferences

Frequency : Inferences+Example

Frequency : Predictions

Predictions+Implications :

Background

Predictions+Implications :

Purposes

Predictions+Implications :

Purposes+Example

Predictions+Implications :

Inferences

Predictions+Implications :

Inferences+Example

Predictions+Implications :

Predictions

Table A.5: This table shows the pairwise comparison with FDR correction between treatment conditions for the
awareness question.
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