Atomicity in

Electronic Commerce

J. D. Tygar

January 1996

CMU-CS-96-112

School of Computer Science

Carnegie Mellon University

Pittsburgh, PA 15213

This research was partially supported by the Department of Defense (ARPA contracts F33615-C-1465, F19628-

93-C-0913), IBM, the Information Networking Institute, Motorola, National Science Foundation (under Presidential

Young Investigator Grant CCR-8858087 and Cooperative Agreement No. IRI-9411299), TRW, the US Postal Service,

and Visa International. Appendix A is drawn from a report that was additionally supported by ARPA contract

F19628-95-C-0018.

The views and conclusions contained in this document are those of the authors and should not be interpreted as

representing the official policies, either expressed or implied, of the U.S. Government or any part thereof, the Advanced

Research Projects Agency, the National Science Foundation, or any other research sponsor.

Keywords: electronic commerce, atomicity, NetBill, IBIP, cryptography, transaction pro-

cessing, ACID, franking, electronic currency, mail, postage, stamps, electronic stamps, secure

coprocessors, signatures

Abstract

This paper will appear as an invited paper in the May 1996 proceedings of the ACM Symposium

on Principles of Distributed Computing.

There is a tremendous demand for the ability to electronically buy and sell goods over networks.

Electronic commerce has inspired a large variety of work. Unfortunately, much of that work

ignores traditional transaction processing concerns — chiefly atomicity. This paper discusses the

role of atomicity in electronic commerce. It then briefly surveys some major types of electronic

commerce pointing out flaws in atomicity. We pay special attention to the atomicity problems of

proposals for digital cash.

The paper presents two examples of highly atomic electronic commerce systems: NetBill and

Cryptographic Postage Indicia.