Carnegie Mellon UniversityPRIVACY & RELIABILITY IN INTERNET COMMERCEA DissertationSubmitted to the Graduate SchoolIn Partial Fulfillment of the Requirementsfor the degreeDoctor of PhilosophyinEngineering & Public PolicybyLinda Jean CampPittsburgh, PennsylvaniaAugust, 1996copyright byLinda Jean CampAugust 1996 toShaun McDermottstrong, gentleloving, laughing, lastingheart of musicbeloved.

AcknowledgmentsI must first acknowledge Adonica Marie, without whom this dissertation may have comemore quickly, but would have been written with less joy and wisdom. Wilson, who taughtme many lessons, I will not forget.My committee members each deserve individual acknowledgment. I am deeply indebted toGranger Morgan for following his own dreams and beginning the department where I havecome to professional maturity. Pam Samuelson provided irreplaceable insight into thesubtleties of the law, and despite her almost frightening schedule, always found time toprovide detailed comments. Mary Shaw has offered valuable time and insights from hertechnical and personal wisdom. Bennet Yee has given both professional counsel andpatient consideration. Two professors were my advisors and shared the chair of mycommittee, and thus deserve special recognition. This dissertation would not have come tofruition without the guidance and support of Professors Marvin Sirbu and Doug Tygar.I am grateful to the United States Postal Service for funding. I thank Mike Harkavy for histechnical insight.To the members of my incoming class who shared my tribulations. Laura Painton and Tse-Sung Wu stand here as first among equals. Rosy Chen shared her heart, wisdom and heroffice. Senior student Milind Kandlikar soothed our fretful first year minds withoccasional doses of perspective. Indira Nair�s spirit has shaped and filled the department,and her door is always open. Donna Riley shared her rare gifts of strength and kindness,bestowed with a discerning wit, which cuts through hypocrisies both intellectual andspiritual. Ian Simpson was a source of continued intellectual excitement as his dissertationbegins. Outside EPP, Richard Field offered his very relevant expertise and the kindness ofhis heart in reviewing and commenting on my work. Cathleen McGrath offered engagingdebate or empathy, as appropriate, over uncounted cups of tea. Phoebe Sengers remindedme to like myself, and hold my work just dear enough.Denise Murrin-Macey, Patricia Steranchak, Janice Trygar, and Victoria Massimino mademy time here easier in a many ways, the greatest of which has been in the sharing of theircompany and friendship.To others who have helped me, know that the absence of your name does not mean that Ihave forgotten your friendship. Thank you.

iContentsList of Figures..................................................................................... vList of Tables...................................................................................... viAbstract............................................................................................. viiChapter 1: Introduction & Motivation1.1 Money, Its Functions, and Electronic Commerce........................................ 31.2 The Internet: The Medium of Electronic Commerce...................................... 51.3 Business Advantages of Internet Commerce.............................................. 71.4 The Organization of this Dissertation....................................................... 9Chapter 2: Security & Reliability2.1 Security........................................................................................ 142.1.1 Threats to Electronic Information Systems..................................... 142.1.2 Basic Cryptographic Tools....................................................... 162.1.3 Availability......................................................................... 172.1.4 Authentication..................................................................... 182.1.5 Confidentiality..................................................................... 192.1.6 Integrity............................................................................ 192.1.7 Nonrepudiation.................................................................... 202.2 Reliability...................................................................................... 202.2.1 ACID Properties................................................................... 202.2.2 Degrees of Atomicity............................................................. 212.3 Commerce Transactions..................................................................... 222.3.1 Stages of a Transaction........................................................... 222.3.2 Browsing Information............................................................ 232.4 Secure Hardware............................................................................. 252.4.1 Secure Servers..................................................................... 262.4.2 Smart Cards........................................................................ 272.5 Key Management............................................................................. 282.5.1 Symmetric Key Management.................................................... 282.5.2 Asymmetric Key Management................................................... 292.6 Microdata Security............................................................................ 322.7 Psuedonymity & Anonymity................................................................ 33Chapter 3: Internet Commerce, Privacy & the Law3.1 Privacy......................................................................................... 363.1.1 Codes of Ethics.................................................................... 383.1.2 State Law........................................................................... 393.1.3 Federal Law........................................................................ 413.1.3.1 Statutory Law.......................................................... 413.1.3.2 Constitutional Law.................................................... 433.1.4 Privacy & Information Technology............................................. 463.2 Cryptography Policy......................................................................... 473.3 Data Reporting & Disclosure................................................................ 493.3.1 Required Information Reporting................................................ 493.3.1.1 Techniques for Regulatory Information Requirements............ 503.3.1.2 Motivation of Regulatory Information Requirements............. 523.3.2 Reporting Examples.............................................................. 523.3.2.1 Immediate Reporting.................................................. 523.3.2.3 Periodic Reporting..................................................... 533.3.2.3 Periodic Aggregate Reporting........................................ 54 ii3.3.2.4 Data Storage............................................................ 543.3.3 Reconsidering Requirements.................................................... 543.3.3.1 Immediate Reporting.................................................. 553.3.3.2 Periodic Reporting..................................................... 563.3.3.3 Periodic Aggregate Reporting........................................ 563.3.3.4 Data Storage............................................................ 563.3.4 Summary........................................................................... 57Chapter 4: Separation & Examination of Internet Commerce Systems4.1 Separation..................................................................................... 604.2 Analysis........................................................................................ 614.2.1 Transactional Reliability.......................................................... 614.2.2 Security............................................................................. 624.2.3 Privacy............................................................................. 624.2.4 Regulatory Issues................................................................. 64Chapter 5: Notational Currency5.1 Credit Cards................................................................................... 665.1.1 A Transaction...................................................................... 675.1.2 Security............................................................................. 695.1.3 Privacy............................................................................. 695.1.4 Regulatory Issues................................................................. 705.2 First Virtual.................................................................................... 715.2.1 A Transaction...................................................................... 725.2.2 Security............................................................................. 745.2.3 Privacy............................................................................. 745.2.4 Regulatory Issues................................................................. 755.3 Secure Sockets Layer........................................................................ 755.3.1 A Transaction...................................................................... 765.3.2 Security............................................................................. 775.3.3 Privacy............................................................................. 775.3.4 Regulatory Issues................................................................. 785.4 Secure Electronic Transactions.............................................................. 785.4.1 A Transaction...................................................................... 795.4.2 Security............................................................................. 855.4.3 Privacy............................................................................. 865.4.4 Regulatory Issues................................................................. 865.5 NetBill......................................................................................... 875.5.1 A Transaction...................................................................... 885.5.2 Security............................................................................. 905.5.3 Privacy............................................................................. 905.5.4 Regulatory Issues................................................................. 915.6 Anonymous Credit Cards.................................................................... 925.6.1 Transaction......................................................................... 925.6.2 Security............................................................................. 965.6.3 Privacy............................................................................. 965.6.4 Regulatory Issues................................................................. 975.7 Summary...................................................................................... 98Chapter 6: Token Currency6.1 Legal Tender: Cash........................................................................... 1036.1.1 A Transaction...................................................................... 1036.1.2 Security............................................................................. 1046.1.3 Privacy............................................................................. 105 iii6.1.4 Regulatory Issues................................................................. 1056.2 Digicash........................................................................................ 1066.2.1 A Transaction...................................................................... 1066.2.2 Security............................................................................. 1076.2.3 Privacy............................................................................. 1086.2.4 Regulatory Issues................................................................. 1086.3 Digicash with Detectable Double Spending................................................ 1096.3.1 A Transaction...................................................................... 1106.3.2 Security............................................................................. 1116.3.3 Privacy............................................................................. 1126.3.4 Regulatory Issues................................................................. 1126.4 MicroMint..................................................................................... 1136.4.1 A Transaction...................................................................... 1146.4.2 Security............................................................................. 1156.4.3 Privacy............................................................................. 1166.4.4 Regulatory Issues................................................................. 1176.5 Summary...................................................................................... 118Chapter 7: An Anonymous Atomic Layer7.1 A Transaction: Preparation & Purchase.................................................... 1217.2 Security........................................................................................ 1257.3 Privacy......................................................................................... 1257.4 Regulatory Issues............................................................................. 1267.5 Further Questions............................................................................. 126Chapter 8: Implications & Conclusions8.1 Law Enforcement............................................................................. 1318.2 The Business Community................................................................... 1328.3 Civil Libertarians............................................................................. 1338.4 In Closing..................................................................................... 134Chapter 9: Bibliography.......................................................................... 137 iv vList of FiguresFigure 1.1Exponential Growth of the Number of Computers Connected to the Internet. . . . 6Figure 2.1Cost Distribution in a Credit Card Transaction....................................... 9Figure 2.2Analog Equivalents of Cryptographic Capabilities................................... 16Figure 5.1A Credit Card Transaction............................................................... 68Figure 5.2A First Virtual Transaction.............................................................. 72Figure 5.3A Secure Sockets Layer Transaction................................................... 76Figure 5.4A Secure Electronic Transaction........................................................ 80Figure 5.5SET with Certified Delivery............................................................. 83Figure 5.6A NetBill Transaction.................................................................... 89Figure 5.7An Anonymous Credit Card Transaction.............................................. 93Figure 6.1A Digicash Transaction.................................................................. 106Figure 6.2A Digicash Transaction with Double-Spending Identifiers.......................... 110Figure 6.3A MicroMint Transaction................................................................ 114Figure 7.1Preparation for an Anonymous Atomic Transaction................................. 121Figure 7.2An Atomic Anonymous Transaction................................................... 123 viList of TablesTable 1.1Hierarchy of Protocols on the Internet................................................. 6Table 1.2Regional Growth on the Internet....................................................... 7Table 1.3Structure of Information Markets....................................................... 8Table 2.1Cryptographic Tools & Uses........................................................... 20Table 2.2Information in a Digital Certificate..................................................... 31Table 4.1Information Available to the Parties In a Check Transaction........................ 63Table 5.1Information Available in a Credit Card Transaction.................................. 70Table 5.2Information Available in a First Virtual Transaction................................. 74Table 5.3Information Available in a Transaction Using Secure Sockets Layer.............. 77Table 5.4Information Available In a SET Transaction.......................................... 86Table 5.5Fields in the NetBill Protocol Definition............................................... 88Table 5.6Information Available In a NetBill Transaction....................................... 91Table 5.7Information Available In an Anonymous Credit Card Transaction................. 96Table 6.1Information Available In a Cash Transaction......................................... 105Table 6.2Information Available In a Digicash Transaction..................................... 108Table 6.3Information Available to the Parties In a Digicash Transaction..................... 112Table 6.4Returns to Scale in Minting Money through Hash Collisions....................... 114Table 6.5Information Available In a MicroMint Transaction................................... 116Table 6.6Information Available in an Enhanced MicroMint Transaction..................... 117Table 7.1Fields in the Anonymous Certified Delivery Protocol............................... 122Table 7.2Information Available with Anonymous Certified Delivery......................... 126 viiAbstractIn this work I examine the conflict between consumer privacy and data availability inelectronic commerce systems designed for the Internet. In particular I focus on therelationship between anonymity and reliability. I do not include systems which require thatthe consumer has dedicated hardware, such as smart card based systems.I consider a subset of the policies which affect privacy in Internet commerce systems.Thus I focus not only n privacy laws but also on requirements for data availability. I focuson those system which require information from individual transactions. After thisconsideration I offer suggestions for possible changes in the regulation of retailtransactions.I select a set of Internet commerce protocols and argue that these are representative. Theseprotocols are: Digicash (Chaum, 1985), traceable Digicash (Chaum, 1985), MicroMint(Rivest, 1996), Secure Socket Layer (Freier, 1996), Secure Transactions Technology(Mastercard, 1996), Anonymous Credit Cards (Low, 1993), NetBill (Goradia, 1994), andFirst Virtual (First Virtual, 1995a). I consider these protocols based on reliability, security,privacy and regulatory fit. The selection of these systems and analysis techniques aredescribed in Chapter 4. Finally, I introduce a certified delivery layer for the provision ofthe highest degree of atomicity with anonymous currency. After the discussion ofregulatory fit, or how well the system provides consumer privacy and data for regulatorypurposes, I consider how changes in the regulations could be made to accommodate theprotocols.In order to provide a broad perspective, I close with a consideration of the regulatoryproposals from three viewpoints: law enforcement, data marketers and civil libertarians.Portions of this work have appeared in (Camp, Sirbu and Tygar, 1995) and (Camp,Harkavy, Tygar and Yee, 1996).This work contains the opinions of the author, and does not reflect the opinions of theUnited States Postal Service or the US Government.

viii

1|Introduction &M o t i v a t i o n

2Electronic commerce includes sending electronic payments over a public network to obtainelectronic goods or promises of the delivery of physical goods. Crucial questions in suchpurchases are: What can customers, merchants, and banks lose on the Internet? Whommust they trust? And who takes the risks?Answers to these questions vary across the multitude of proposed protocols for electroniccommerce on the Internet. However, an examination of a broad range of these protocolsmakes clear that in electronic commerce, customers can lose both their money and theirprivacy.Can customers protect their privacy and their money? Privacy means that the subject ofinformation controls that information. Anonymity means that information has no subject --that is, identity is not linked to the information. To protect privacy and money, Internettransactions must be secure, reliable and anonymous. Obviously security is necessary forthe protection of both user funds and user privacy. But security alone can protect neither.Unlike surveillance threats, with anonymous currency illegal acts can be simplified. Risksof anonymous currency include transmitting threats and receiving related ransomanonymously, anonymous blackmail, tax evasion, and trivial money-laundering.Transactions need to be secure as well as reliable. Reliability requires atomicity in theNewtonian sense: transactions must fail completely or succeed completely. The traditionaltechnique for achieving atomicity is rollback, where steps are reversed until the most recentconsistent state is reached. For example, if a customer�s attempt to transfer funds fromchecking to savings fails, funds withdrawn from the customer�s checking account areplaced back into the customer�s checking account. If one party is anonymous, however,then rollback becomes difficult; how can money be returned to an anonymous spender? Ifmoney cannot be returned in an aborted transaction, then it is destroyed, lost, stolen, orduplicated. Transactions in which money is destroyed, lost, stolen, or duplicated are notreliable.I do not attempt to address every possible risk inherent in electronic commerce. It isalready apparent that the advent of electronic funds transfer can magnify the weaknesses ofcash control systems (Fischer, 1988; Mayland, 1993) or entail unnecessarily detailedinformation gathering that threatens individual’s privacy laws (Compaine, 1988; Fenner,1993; Chaves, 1992; Madsen, 1992). In this section I am concerned with consumer lossof privacy rather than consumer loss of funds -- I focus on the loss of consumer funds andconsumer privacy in the analyses of systems.In the following chapters I explore and resolve the conflict between reliability and privacyin Internet commerce. Because this conflict can be resolved, I show that the currentregulatory structure encourages the violation of consumer privacy unnecessarily. I identifythreats to the funds and privacy rights of participants in electronic commerce transactionsunder various protocols. I offer a protocol which demonstrates that it is possible to providecustomer anonymity while protecting the customer, merchant, and bank from commonforms of fraud and loss that could result from network failure. Finally, I offer insights intothe nature of distributed electronic commerce based on the two-phase commitmentimplemented in this anonymous, atomic protocol.

31.1 Money, Its Functions, and Electronic CommerceBefore I describe my dissertation more completely, a consideration of two fundamentalquestions is in order: Why are reliable transactions important? And, what are the propertiesof a reliable electronic commerce protocol? To answer these questions, I must first addressa more basic issue: What is money? Defined by its three elemental functions, money is astore of value, a standard of value, and a medium of exchange (Rubin and Cooter, 1994).Ensuring that electronic commerce maintains money’s functions as store and standard ofvalue is not difficult. In contrast, ensuring that electronic commerce maintains money’sfunction as a medium of exchange is difficult. Money as a medium of exchange requiresreliability in transactions, and providing transactional reliability in electronic commerce isnot trivial.Money as a store of value requires durable storage. For money to be a store of value, itmust not be easily destroyed or created. If money decays or is destroyed in storage, then itobviously does not succeed in storing value. In contrast, hyperinflation illustrates thefailure of money as a store of value when it can be too easily created. Underhyperinflation, entire nations are forced to abandon money and return to barter.Durable storage is not a critical issue in electronic commerce. Unlike physical money,electronic money is merely bits, and thus can be trivially duplicated. Note that thisduplication of money differs from the creation of money only when the duplicates cannotbe spent, thus ease of duplication is a double-edged sword. Durable money storage isnecessary, but since durable storage is simplified in electronic commerce, it is not a criticalresearch issue in a theoretical study of electronic commerce protocols.Money as a standard of value requires interoperability;1 that is, to serve as a standard ofvalue, any specific form of money must either be itself widely used (a standard), or readilyconvertible to another form that is widely used. In the electronic environment,interoperability in terms of wide use means that a protocol can be implemented on manyand diverse platforms. This type of interoperability is encouraged by open standards. Lowrequirements for participation in electronic commerce also encourage interoperabilitythrough wide use, by expanding the base of possible customers. Restrictions onparticipation have the reverse effect. For example, the requirement that electroniccommerce customers have a credit card (Mastercard, 1996) prohibits the participation ofanyone without a credit history and significant income (e.g., students).Interoperability in terms of convertibility means different vendors’ software can exchangedata; in electronic commerce, converting money amounts to exchanging data. Agreementsto exchange funds can be handled within the business community, as shown by theevolution of the check clearing system. Interoperability is important for the expansion ofInternet commerce. However, interoperability is not a critical research issue in thetheoretical study of secure electronic commerce protocols, since even systems that are notsecure (First Virtual, 1995a) can provide interoperability.Money as a medium of exchange requires special transactional properties. As a medium ofexchange, money must have transactional durability; that is, money must be conserved intransactions, not created or destroyed. Money transactions must be consistent; the amountreceived by the seller must be the same amount paid by the buyer, with no change in thatamount occurring during the transaction.

1This does not imply interoperability in the software engineering sense.

4The transactional properties that enable money to serve as a medium of exchange amount totransactional reliability. And therein lies the answer to my initial question: why are reliabletransactions important? Reliable transactions in electronic commerce are important becausethey are necessary to the proper functioning of electronic money as a medium of exchange.There remains, then, the second question: what are the properties of a reliable electroniccommerce protocol? The study of distributed databases has defined the characteristics ofreliable database transactions as atomicity, consistency, isolation and durability. These areknown as the ACID properties.Physical transfers of money illustrate the ACID properties of a reliable transaction. ACIDproperties are innate in exchanges of physical money. Please note that during this, and allfuture analyses, I take advantage of gender-specific language to simplify my discussion.The customer is assumed female; the merchant male; and the bank neuter. This allows meto use she, he and it without worrying that the reader may confuse the noun referenced bythe pronoun.Consider a customer’s handing a dollar bill directly to a merchant. This transactionmaintains:¥ Atomicity: The dollar bill will not be lost as it leaves the customer�s hand and istransferred to the merchant. There is always exactly one dollar; it is neverduplicated or destroyed. If the dollar is dropped, then the customer can pick it upand return the transaction to its previous state.2¥ Consistency: After the transaction the merchant knows he has one dollar more; thecustomer knows she has one dollar less. At no point in the transaction is there everany confusion over who has the dollar.¥ Isolation: That dollar bill will not be confused with a previous dollar bill, so themerchant cannot falsely claim failure to have received payment, and the customercannot escape her obligation to make payment.¥ Durability: After any party receives the dollar bill he or she retains the dollar billuntil he or she transfers it in another transaction.None of these simple physical safeguards necessarily holds in an electronic transaction.When a merchant receives an anonymous payment, it is as if the customer threw a dollarbill across a dark room. Whom should the merchant credit with this payment? Whoshould receive the goods? In this case, the electronic dollar cannot be identified with aspecific purchase or purchaser.In electronic commerce, payment message must travel over an open network, that is notsecure, from the customer to the merchant. Without verifiable acknowledgment in theprotocol, the customer will not know that the merchant received the payment message.Under the standard transmission control protocol (TCP), a payment may be duplicatedwhen the communications protocol believes the packet containing the payment messagewas lost on the network. Moreover, a payment message may be destroyed by networkfailure. If a payment message is lost, delayed, or destroyed, confusion rather thanconsistency may result.

2 If this seems impossible, consider writing two checks for the same funds. After the first check iswritten, the first merchant believes he has been paid, and so he has. B ut if a second merchant receives acheck for the same funds, and gets to the bank first, the first merchant�s payment has been invalidated.This may work with electronic as well as physical checks. Similarly with electronic cash, the customercould spend the same dollar twice via copies, and the first merchant to the bank gets the payment.

5In this dissertation I argue through repeated analyses that the financial transactions as wellas database transactions can also be classified as reliable using these properties. In somesystems the financial transaction consists of one distributed database transaction, so in thiscase the application of these concepts is trivial. In other systems a single financialtransaction requires multiple database transactions. In this case the failure of individualmessages may require state changes in multiple database transactions for the financialtransaction to remain atomic, since the scope of the financial transaction includes multipledatabase transactions. Throughout this work, I am referring to financial transactions unlessotherwise noted.In sum, transactional reliability is not a trivial matter in electronic commerce. Thus, theprovision of reliable transactions is a critical research issue in the analysis of electroniccommerce protocols, and one I undertake in this dissertation.Providing customer anonymity is the second major issue I address in this research. Inphysical exchanges of money, maintaining customer anonymity is trivial. The merchantpresent at the transaction may gather some information about the customer through directobservation, but no unique identifying information is recorded and stored as a result of thetransaction itself, and no identifying information can be correlated with the purchase. Incontrast, electronic commerce is fundamentally the manipulation of computerized records.Purchase information, including customer identity, is easily correlated across electronictransactions. Thus maintaining customer anonymity is not trivial in electronic commerce.Multiple electronic commerce systems that protect customer identity have been proposed.However, these systems, which provide anonymity, cannot also provide reliabletransactions, as they lack atomicity. This dissertation demonstrates that anonymity andatomicity are not mutually exclusive. Customers in anonymous, atomic Internettransactions can keep both their privacy and their money.1.2 The Internet: The Medium of Electronic CommerceThis dissertation focuses on protocols suitable for commerce on the Internet. Why theInternet? To answer that question, I answer three related questions: What is the Internet?Who�s out there? Why Internet commerce?What is the Internet? And who�s out there? The Internet began as the ARPANET, aUnited States government project for connecting scientific research sites. The tools forinternetworking computers were developed by scientists and researchers for use in theirown nonhierarchical heterogeneous computing environments. The techniques developedwere designed for distributed support, using an iterative process which included seekingand considering comments from the user community. The resulting protocols were open,portable, and enabled the entire research community to share information.Although the ARPANET connected only a couple of hundred computers at that time, itcreated the core of compatible inter-networked computers that became the Internet. By1983, all the networks connected to the ARPANET used the same protocols (TCP/IP) forcommunication. After the release of Berkeley UNIX 4.2, TCP/IP was included in everyUNIX workstation. The UNIX standard created a commercial opportunity for networkproducts (Cerf, 1993). Although the vast majority of these machines were not initiallyconnected to what we now know as the Internet, the ability to inter-network networksbecame a standard feature for high-end operating systems.

6In 1986 ARPANET became NSFNET, and its mission expanded to include students andlibraries as well as researchers. In 1990 the first commercial email provider, MCI Mail,was connected to NSFNET. Also in the nineties the National Science Foundation began toreduce subsidies, and gave the responsibility of the NSF backbone to commercialproviders, thus enabling a commercial Internet without the limitations borne of Federalfunding. Along with commercial email providers, commercial information providers cameonto the Internet. Early adopters of Internet technology for information marketing includeDow Jones and Dialog (Cerf, 1993). Thus began Internet commerce.By 1990 the growth of the Internet was too profitable to be ignored by informationproviders. However, the market remained primarily technical individuals, with access toinformation requiring either some understanding of UNIX or proprietary software providedby an Internet service provider (ISP). The growth of the Internet since that time illustratesthat the user community has expanded, as shown in Figure 1.1. (The data used forFigure 1.1 came from Internet Domain Survey, 1995a.)

08/81

05/82

08/83

10/84

10/85

02/86

11/86

12/87

07/88

10/88

01/89

07/89

10/89

10/90

01/91

07/91

10/91

01/92

04/92

07/92

10/92

01/93

04/93

07/93

10/93

01/94

07/94

10/94

01/95

07/95

102103104105106107

Figure 1.1: Exponential Growth of the Number of Computers Connected to the InternetA year before the connection of MCI Mail, a European researcher, Tim Berners-Lee,became concerned with effectively transporting the images, postscript files, ASCII text anddata files necessary for collaborative physics throughout Europe. The protocol hedeveloped for collaborative physics is the underlying technology for the World Wide Web.The Web allows consumers to search for information on the Internet with a straightforwardgraphical interface. Easy access to information has been one driver of Web growth.ProtocolConnectsBy Providing

Internet commerce ProtocolsConsumer to Merchantpayment, possible deliveryverification

Hypertext TransportProtocolApplication to Applicationlocation and presentation

Transmission ControlProtocolMachine to Machinereliable delivery of multiplepackets

Internet ProtocolNetwork to Networkdelivery of packets betweennetworks

Table 1.1: Hierarchy of Protocols on the Internet

7With the Web, the Internet became fully capable of supporting user-friendly distributedcommerce, just as previous protocols had enabled functionality from simple communicationto file transmission. Table 1.1 illustrates how Internet commerce protocols have built onprevious protocols, which had in turn expanded the pool of possible merchants andconsumers. Of course, Internet commerce does not depend on the hypertext transportprotocol (http), as some protocols include options for users with only email.The World Wide Web is a critical element in emerging markets. Although the Internetbegan as a specialized US Government project, it is now global. The Internet domainsurvey has expanded to include ninety countries. The growth of hosts on seven continentsfrom the Internet Domain Survey (Internet Domain Survey, 1995b) is shown in Table 1.2.The customer base on the Internet grows as the number of countries and connectionsgrows: exponentially with time. Although the coefficient varies across the continents, theform of the curve remains the same. It is these growth curves that so excite the providersof content and commerce services.RegionHosts inJanuary 94Hosts inJuly 94Hosts inOctober 94Hosts inJanuary 95AnnualizedGrowthRate

North America1,685,7152,177,3962,685,9293,372,5510 . 3 5 9

Europe, West550,933730,429850,9931,039,1920 . 3 3 1

Europe, East19,86727,80032,95146,1250 . 4 5 6

Middle East6,9468,87110,38313,7760 . 3 3 1

Africa10,95115,59521,04127,1300 . 4 8 4

Asia81,355111,278127,569151,7730 . 3 3 1

Pacific113,482142,353154,473192,3900 . 2 6 8

Table 1.2: Regional Growth on the Internet1.3 Business Advantages of Internet CommerceWhy Internet commerce? Certainly the obvious answer is, �That�s where the customersare.� The other answer is that Internet commerce offers the potential to greatly reducetransactional overhead. Many successful business ventures are now on the Internet. Table1.3 shows examples of businesses on the Internet and corresponding paper informationmarkets (Goradia et. al., 1994).The Internet supports a range of business functions, not simply payment. Everytransaction has multiple phases: discovery, price negotiation, final selection, payment,delivery, and dispute resolution. The Internet can support many types and all stages ofInternet commerce (Sirbu and Tygar, 1995).Product discovery is enabled on the Internet through advertising and electronic word ofmouth. Product information is dispersed through Web pages, distribution lists and Usenetgroups. The Web enables individuals to locate specific information and search by productor company name. Corporate Web sites often exist solely for the purpose of distributingproduct information with a simple graphical interface. With distribution lists, or dlists,individuals who have a common interest form a closed group and transmit messages ofinterest to all members of this group. Announcements of new products are made bymembers of the distribution list. Usually distribution lists are motivated by discussion,with product announcements being a small fraction of the traffic.

8Market StructureElectronic ExamplePaper Example

Publisher paysWWW catalogsMail order catalogs

Advertiser paysLycos, YahooFree weekly papers

Club paysClarinet, Site licensesoftwareCorporate library

Customer subscriptionWeb magazines, dlistProfessional magazines

Customer pay per itemFirst VirtualStorefront sales

Customer pay for timeAOL, CompuServeRental items

Mixed ads & customerpaymentProdigy, Netscape businesssitesNewspaper

Table 1.3: Structure of Information MarketsProduct discovery is enabled on the Internet through advertising and electronic word ofmouth. Product information is dispersed through Web pages, distribution lists and Usenetgroups. The Web enables individuals to locate specific information and search by productor company name. Corporate Web sites often exist solely for the purpose of distributingproduct information with a simple graphical interface. With distribution lists, or dlists,individuals who have a common interest form a closed group and transmit messages ofinterest to all members of this group. Announcements of new products are made bymembers of the distribution list. Usually distribution lists are motivated by discussion,with product announcements being a small fraction of the traffic.In Usenet groups new products are announced by subscribers, as is the case withdistribution lists. The difference is that Usenet groups are open forums. Not only areproduct announcements overwhelmed by discussion, but also the information in the groupsis notoriously unreliable. Furthermore, direct advertising across Usenet groups isconsidered offensive by Internet users.Distribution lists, Usenet groups and the Web overlap. URL3�s are sent over distributionlist and posted on Usenet, and Web sites connect to archives of Usenet groups anddiscussion lists.All the technologies consumers use to find out about services can also be used to locatesuppliers. Web search engines, such as the World Wide Web Worm and Lycos, provide asimple way for consumers with Web browsers to locate products.Price negotiation is supported by email and electronic data interchange. Information goodscan be delivered on-line. Customer support can be offered on-line through email and viaWeb pages.Every phase of a commercial transaction has associated costs. The ability of an Internetcommerce protocol to reduce transaction costs depends on its ability to address these costs.For comparison, the distribution of costs in a credit card transaction is shown in Figure 2.1below (Sirbu and Tygar, 1995).The value of Internet commerce partially depends on how the costs in the diagram abovecan be decreased through automation. The Internet allows administration of customerorders, payment or payment authorization transmission, and production of an invoice to beautomated.

3A URL is a Uniform Resource Locator, i.e. an address for the World Wide Web.

9

AccountAcquisition &CreditProcessingIncomingInterchangeCardholderBillingPaymentProcessingCardholderServicing &PromotionIssuer CenterAdministrationOverlimit &CollectionsCardholderAuthorizations Card IssuingIssuer FraudInvestigations

Figure 2.1: Cost Distribution in a Credit Card TransactionIn addition to cost advantages through automation, the Internet allows services to beprovided continuously, around the clock, around the globe, in multiple languages, and inmultiple currencies. Catalogs of merchandise can be found by interested shoppers atnegligible marginal cost to the merchant. The catalogs seen by every consumer can beupdated immediately as prices and inventory changes.Internet commerce could affect the lives of millions. The standards which determine howmoney and information flow around the Internet are being determined now -- and some ofthe fundamental decisions about the risks consumers will take are integrated as technicaldetails in technical specifications. Examination of those specifications and enumeration ofthe risk is particularly timely while Internet commerce is yet infant and the standards still influx.1.4 The Organization of this DissertationMy approach to the investigation of Internet commerce can be most simply described as:define, categorize, select, and solve. In this chapter I have begun the process of definition,with considerations of money and transactional characteristics.In the second chapter I define the fundamental concepts of security and reliability. Thesedefinitions are necessary for the analysis in the following chapters. In the third chapter Icontinue the process of definition by enumerating the policy constraints on anonymity andinformation availability in electronic commerce systems. While it is not my position tomake a final and exclusive definition of privacy, I do offer multiple definitions from theperspectives of security, jurisprudence and ethics.In the third chapter I begin the process of categorization. Two concerns of electroniccurrency are clear: data surveillance and anonymity. The risk of data surveillance is that aubiquitous commerce infrastructure is built, so that all financial actions are taken in fullview of employers, marketers, and government. The Privacy Protection Commissionidentified electronic commerce as a particular surveillance threat. The report of theCommission stated that an electronic funds transfer system operated by the governmentwould be �an unparalleled threat to personal privacy� and �a highly effective tool forkeeping track of people and enforcing �correct� behavior� (Privacy Protection Commission,1977).

10Making systems secure does not solve the conflict between privacy and accountability. Forexample, security can be used to prevent victims of privacy violations from learning aboutthe information source. Anonymity is a technologically achievable mechanism forproviding privacy; yet anonymity is neither security nor privacy. The conflict betweenprivacy and accountability is clear in the conflicting legal requirements for financialtransactions: there exist both constraints on and requirements for disclosure.The entire assortment of statutory and regulatory constraints that can apply to electroniccommerce is too broad to be addressed in this work. Although regulatory compliance isoften achieved through strictly technical means, laws and regulations typically have one ormore social purposes. Underlying motivations range from providing capital for preferredpurposes to preventing money laundering. Thus, I classify laws first in terms of theirexpressed goals and then in terms of the technical means for achieving these goals.After defining the policy constraints and the technical terms, I select a subset of thecurrently available electronic commerce systems to examine. In the fourth chapter Idescribe both my methods for selecting systems, and the methodology for the analysis ofthe reliability, privacy, security, and regulatory fit of each system.I first separate the systems according to whether they are token or notation systems. Intoken systems, such as paper or gold money, the value is intrinsically part of the item usedfor exchange. In notational currency, value exists as a matter of record. In notationalcurrency systems, commerce is implemented with the exchange of instructions to alter suchrecords. Checks are notational currency, for example.After separating systems on the fundamental basis of currency type, I further subdivide thesystems. Token systems are separated according to the anonymity provided to the user;notational systems are separated according to business model.Both notational business-model type and degree of token anonymity are important to thefundamental requirements for trust in an electronic commerce system. In token systems,anonymity determines who is to be trusted with the ability to take untraceable and thereforedeniable financial actions. Notational systems are designed according to the role the systemis to play in the financial world: intermediary, trusted intermediary, or acquirer. The abilityof a protocol to provide atomicity depends on its assignment of roles: if the electronicfinancial-services provider does not control the final movement of notational currency, thatprovider may be unable to provide atomicity.Other characteristics may be incidental to an electronic commerce system, and can bechanged in a given implementation. This fact allows me to select certain systems along thespectrum as examples to explore the relationship between atomicity and anonymity.The token systems that I analyze and their respective level of anonymity are:¥ Digicash: token, complete anonymity¥ Digicash with embedded user information: token, conditional anonymity¥ Micromint: token, no anonymityThe notational systems I will analyze are:¥ First Virtual: bank off-line, transactions are not secure¥ Secure Sockets Layer: bank off-line, secure transactions¥ NetBill: single bank on-line¥ Secure Electronic Technology Specifications: multiple acquirers with on-line presence andmutually respected certificates

11¥ Anonymous Credit Cards: customer, merchant and intermediary banks have on-linepresence and are separated for reasons of privacyThe fifth and sixth chapters contain the analysis of token and notational systems,respectively. I first explain how a successful transaction would work in the system underconsideration. I identity any failure to provide ACID transactions, including adetermination of the degree of atomicity provided by each system. Then I consider theworst possible results in the case of a failure of each message, and the worst case for thefailure of each security assumption. I evaluate privacy by detailing what information isavailable to whom. Finally, I consider whether the protocol can meet regulatoryconstraints, and how regulations could be changed to improve the balance between datasurveillance and data availability for each protocol.The seventh chapter contains the balance of my original contribution to computer science.In this chapter I prove that anonymity and atomicity are not mutually exclusive through theinnovation of an anonymous certified delivery layer which can be used with any Digicash-like anonymous token currency.Finally, in my conclusions I revisit the policy recommendations made in Chapter 3 andreinforced through my analysis of systems. I highlight the importance of the atomicity andanonymity trade-off. I consider three perspectives on anonymous purchases.

12

2|�Each man is responsible for his own actsand omissions only. If he condones whathe reprobates, with a weapon at handequal to his defense, he is responsible forthe results.�Warren, 1890�Strong cryptography can prevent anygiven message from being read.�National Research Council, 1996Security &R e l i a b i l i t y

14Appreciating the technical analysis in the following chapters and its implications requires anunderstanding of security, privacy and reliability in electronic commerce. This chapter willprovide the necessary definitions of two technical concepts: security and reliability.Security and reliability are separate issues. A system without security can offer reliableservice to consummate users� fraudulent transactions. Yet security and reliability arerelated. Security requires reliability. Security can provide authorization, authentication andintegrity. Security and reliability can provide availability. Reliable transactions haveatomicity, consistency, isolation and availability. Properties of secure and reliable systemsare defined in this chapter.2.1 SecuritySecurity is the control of information. Usually security is the control of information by theowner of the information; as systems become increasingly decentralized, security maymean that the user or the creator of the information can control the information.Note that security is not privacy. Privacy means that the subject of information can controlthe information. Thus privacy requires security, since security is control over information.However, security is not sufficient for privacy, since the owner and the subject ofinformation may have very different interests in and uses for the data. In fact, security maypreclude privacy by assuring that the subjects of information have neither control norknowledge of the uses of that information.Security ensures that authorized parties are properly authenticated and their messages aresent through a network unaltered. Thus in a secure system the origin, content and intendedrecipients of a message can be ensured. Clearly the ability to ascertain the validity of amessage is necessary when the information transmitted consist of promises to pay,merchandise to deliver or confirmation of payment.In this work I will discuss those security strengths and flaws that are inherent in protocoldesign. This is not meant to imply that design issues eclipse implementation issues, just asin the physical world, a good design does not guarantee a good outcome. Practicalapproaches to implementation issues can be found in Garfinkle and Spafford, 1986;Denning, 1982; Department of Defense, 1985; National Computer Security Center, 1990.2.1.1 Threats to Electronic Information SystemsAs in the physical world, security is never absolute. There is no case in which it isperfectly impossible to undermine the security of a system. Thus when I examine anelectronic commerce system, I consider each security assumption, and the worst caseresults if that security assumption is unfounded. It is important when estimating the cost ofthese breaches in electronic commerce systems to recognize that security breaches, oncemade, can go undetected for some time. In addition, the physical difficulties and dangersthat limit the attraction of repeated robberies and break-ins in the physical world do notexist in the electronic realm.The difficulty of defeating the security mechanisms in a system is referred to as the workfactor. The work factor for a system is usually measured in processing time and cost forprocessing power. A system is considered strong, or a message verifiable, if thecryptography used to protect it has a prohibitively high work factor.

15Fundamentally there are three ways to obtain electronic information: copy it duringtransmission, access it during storage or obtain it from an authorized party. Notice thatattacking a networked storage facility does not require a physical presence.Attacks on data transmission include eavesdropping, replay attacks and cryptanalysis.Eavesdropping is the act of surreptitiously monitoring a communication. A commoncriminal application of eavesdropping is the theft of calling card numbers as they are typedinto publicly visible phones. Once electronic information has been stolen it can be easilyand anonymously transferred over the network. The benefit to eavesdropping can bereduced or eliminated by encrypting transmissions.Replay attacks take advantage of the ease of duplication of information. Merchants canattempt to be paid twice by replaying electronic messages that authorize payment.Similarly, individuals can defraud legitimate users of a system by replaying authenticationsequences and Shamir to obtain the ability to authorize illegitimate payments. Theseproblems can be solved by using authentication techniques impervious to replay attacks orby adding information in each transaction to make it unique. Authentication techniques thatleak no information, and therefore prevent replay attacks using leaked information, arecalled zero-knowledge authentication techniques (Feige, Fiat and Shamir 1987; Tygar andYee, 1991). Random information can be added to a communication to make it imperviousto replay attacks. Such information is referred to as a nonce. Transaction identifiers,challenges and timestamps serve this role in many systems.Encrypted transmissions can be attacked using cryptanalysis. Cryptanalysis refers to theanalysis of encrypted transmissions to break an algorithm or obtain a key. Cryptanalysiscan be defeated by using secure algorithms with well-chosen keys. It is not possible toprotect against cryptanalysis by using a secret algorithm. In fact, using a proprietaryalgorithm can be very risky, since such algorithms cannot be subject to widespread review.Cryptanalysis is also used in attacks on the authentication systems protecting stored data.Such attacks are the electronic equivalent of an attack on the bank’s vault. Building asecure server is difficult, and the concentration of valuable data in one virtual location canmake the value of a successful assault extremely high. Weaknesses in operating systemand windowing environments can undermine apparently secure applications. Finally,unlike the case with a physical vault, a successful attack on a secure server may goundetected.Secure information is commonly protected by passwords. One form of attack on passwordprotected systems requires that encrypted copies of users� passwords are available.Attackers then encrypt popular passwords, such as dictionary words, and compare thesevalues to those in the files.The third method for obtaining electronic information, the subversion of security throughthe confidence of a trusted party, is in no way unique to electronic commerce. The mostthat security can offer in such a case is the ability to track the individual that improperlyreleased information.Finally, there are denial-of-service attacks. Here the attacker does not obtain information,but instead prevents anyone else from obtaining information. These attacks limit theavailability of a commerce system, denying access to both merchants and customers. Thesame threats exist in the physical realm: that someone will damage your business premisesor threaten your customers. This type of attack is discussed Section 2.1.4

162.1.2 Basic Cryptographic ToolsCryptography can provide authentication and integrity if properly implemented.Information protected with cryptography can be transmitted confidentially, dated reliably,signed verifiably, and be simultaneously private and verifiable.The following diagram shows analog equivalents of what cryptography can provide.Cryptography can provide the envelope to prevent snooping for confidentiality.Cryptography can provide the seal on the envelope to assure the message has not beenchanged; that is, it provides integrity. Cryptography can provide the signature on thebottom of the letter, providing nonrepudiation and authentication of the sender.Cryptography can also provide the lock on the envelope -- assuring authentication ofrecipient.

LJC Figure 2.2: Analog Equivalents of Cryptographic CapabilitiesPublic key cryptography is based on one-way functions. A one-way function is somethingthat is easy to do, but hard to undo. For example, it is much easier to multiply two largenumbers than it is to factor one large number. The technique in Rivest (Rivest, 1978) isbased on the difficulty of factoring numbers. A second common cryptographicauthentication technique, Schnorr (Schnorr, 1990), is based on the discrete logarithmproblem, while the Feige and Rabin (Feige, Fiat and Shamir, 1987; Rabin, 1978)techniques are based on the difficulty of finding square roots, which is a special case offactoring.There are two basic types of encryption techniques: public key and private key. In privatekey cryptography the parties wishing to communicate share a single key used both fordecrypting and encrypting. If a message is encrypted with this private key, only thosepossessing the private key can decrypt this message. Because encryption and decryptionuse the same key, private key cryptography is sometimes called symmetric.Key management in symmetric key systems can be centralized or distributed. It is trivialfor users to select a key if there is a central trusted server that will provide a key whenrequested. However, a centralized key repository is a potential bottleneck and an obvioustarget for attackers. There also exist key exchange and key generation protocols whichallow users to select a key (Diffie and Hellman, 1976). It is easiest for a central server ifthe users select a key for their own transmissions, as key management can be quitedifficult.With public key cryptography each party has a set of keys: a public key and a secret key.Information encrypted with the secret key can be decrypted with the matching public key.This way, secret key encryption can be used as a signature, because the ability to decrypt adocument with the published key proves that the owner of the secret key made the originalencryption. Information encrypted with the public key can only be decrypted with the

17secret key. This means that information encrypted with the published key can be widelybroadcast but remains unreadable to everyone except the holder of the secret key. Becausethe possession of one key does not allow you to both encrypt and decrypt messages, publickey encryption is sometimes called asymmetric.A third type of useful cryptographic functions is hash functions. Hash functions are oneway functions with the property that given the output it is difficult to determine the input.With a hash function, information is transformed so that it can be used for verification butnot read. The output of a has function is typically much smaller than the input.Hash functions are subject to an attack based on the birthday paradox (Mosteller, 1965).The birthday paradox is this: How many people do you have to have in a room to have a50% chance that two people have the same birthday? Only 23.4 This holds across allvalues -- for example, how many people do you have to have in a room to be 99.99%certain that two people have the same birthday? The answer is 100, although you mightguess closer to 365. This is because calculating corresponding birthdays in a room is aspecial case of sampling with replacement, thus in order to calculate the probability that outof x people, two have the same birthday, the formula is:

1 - 365!(365-x)! 365x.This same principle applies when trying to calculate hash value collisions: in a sample of allnumbers of x bits, you are trying to find two that have the same value. In order to findhash values, by trail and error alone, an attacker must hash expected O(2n/2 ) values, wheren is the size of the hash value. Hash values less than128 bits are not accepted as secure, bymany security experts.For a complete discussion of the algorithms and practical applications of cryptography, seeSchneier, 1995.2.1.3 AvailabilitySystem availability can be compromised by malicious hackers, network failures orcommercial espionage. Denial of service can be costly, whether resulting from an attack,design failure, or accident. To be useful and marketable, a system must be available.Availability and scalability can be increased by migrating processing load away from theserver to the customer or merchant. This is done with the current network of automatedteller machines by requiring the terminal to verify the PIN. In NetBill, the central servers�load is decreased by making the merchant sign using the Rivest Shamir Adleman (RSA)public key system, while the central server uses the Digital Signature Standard (DSS)(Cox, Tygar and Sirbu, 1995).5Availability for the individual merchant or customer is also a function of networkavailability. If a system depends on real time access, then system availability is a functionof the reliability of the network as well as the number and size of messages required by theprotocol.

4 This requires two assumptions. First, all births on February 29 are ignored. Second, this assumes auniform birth rate across all remaining days.5Using both RSA and DSS can serve to distribute load, since DSS signatures require relatively fewCPU cycles, but verification is computationally intensive. Conversely, RSA signatures arecomputationally intensive but easier to verify.

18Availability requires reliability, but reliability is not sufficient for availability. Availabilitymeans that any system needs to be scalable in the number of users. Availability andscalability are functions of the need for central processing.2.1.4 AuthenticationSecure systems limit the use of resources according to user attributes (usually identity).Authentication establishes user identity or other appropriate user attributes. The appropriateuser attribute is then compared against a table of permissions (such as read, write, alter) todetermine for which functions the user is authorized.Authentication is implemented using shared information or the ability to prove uniqueinformation. It is most simple to require that one party present the information as proof ofidentity to another party. PINs and passwords are common examples of simpleauthentication. This means the presenting party must trust the verifier.Cryptographic techniques and digital signatures using these techniques enable mutualauthentication (Rabin, 1978; Schnorr, 1990; Feige, Fiat and Shamir, 1987; Rivest, Shamir,and Adleman, 1978). With mutual authentication each party can prove authorization to theother and neither party has enough information to later impersonate the other.In the case of passwords, of which PINs are a special case, the customer�s ability toproduce a unique number provides authentication. Since the customer gives that number tothe merchant�s terminal, this means the customer has to trust the terminal. In practicalterms, this means when one ATM is badly protected or unreliable, any bank connected tothe network can be harmed. This results in attacks such as bogus ATM machines (Davies,1981; Business Week, 1993; Johnson, 1993), thieves programming cards with othersinformation (Harrison, 1994), and large losses at badly managed machines (New YorkTimes, 1995a; New York Times, 1995b). A similar weakness in the credit card clearingsystem allows disbarred merchants to use terminals belonging to dishonest merchants (VanNatta, 1995).The problem of authentication is simplified if there is a mutually trusted authority. Thisauthority can either be on-line to provide verification of authorization upon request, or canprovide digital letters of introduction in the form of digitally signed certificates.The problem of untrustworthy hardware can be addressed in three ways: by requiringsecure hardware; by requiring the merchants and customers to secure their own terminals;and by accepting the cost of fraud in delivering low-cost items. Electronic transactionsystems which require secure hardware are called off-line or smart card systems. (Smartcards are described in the next section.) Most on-line systems require customers andmerchants to assure the reliability of their own hardware. Systems which simply trust theuser and accept the corresponding losses are called crypto-less systems.Even when all parties are honest, networks are not always reliable. Therefore, thereliability of acknowledgments should not be critical to an electronic commerce system.With some electronic transactions systems, the protocol assumes reliableacknowledgments. While it is true that high level transactions protocols such as TCP canprovide acknowledgments when packets are delivered, there is no acknowledgment of thecontents of the packet. Thus the acknowledgments developed for reliable packettransmission are not adequate for verification for electronic commerce transactions. Theseacknowledgments are not secure; thus they do not provide verifiable information.

192.1.5 Confidentiality Confidentiality is secrecy. If a message is confidential it can be read only by intendedrecipients. Eavesdropping is either prohibitively difficult or useless against confidentialtransmission.Confidentiality is not security. As in the classic Byzantine Generals problem, if a messagesaying, �Attack Not, Retreat� became �Attack, Not Retreat� the communications channelhas not functioned securely, because of a loss in message integrity.Confidentiality is not privacy. Gossip is a classic example of confidentially communicatedbut privacy-violating information. Similarly, electronic information that violates privacycan be transmitted confidentially.Different degrees of confidentiality are possible. The confidentiality of password protectedfiles depends on the strength of the password selected. Information can be protected withvarying degrees of encryption and transmitted over open or closed networks.2.1.6 IntegrityA recipient of a message with integrity knows that the contents of the message have notbeen changed. Integrity alone is not security. If a message that claims to be from anaccount holder is from a thief, integrity does not prevent the theft. Encryption can provideintegrity.A document that is digitally signed is a document that is encrypted. Encrypting a documentwith a private or symmetric key provides the recipient with some certainty that thedocument was not altered. Symmetric key encryption provides confidentiality, integrityand possibly authentication. Symmetric key encryption provides confidentiality becauseonly the holders of the symmetric key can read the message. Integrity is provided becausewhen message protected by cryptography is altered it becomes garbage upon decryption. Ifthe key is shared between only two parties, authentication is provided as well, since therecipient knows the sender must have encrypted it.Using a symmetric key for verification of transmission requires that the recipient and thesigner share trust on the contents of the document. With symmetric key encryption, anyholder of the symmetric key can modify the document. For this reason digital signaturesusually refer to public-key signatures, which means that the document is encrypted with thesecret key of the sender�s public key pair. Public key signatures provide integrity andauthentication, and therefore irrefutability. (An action is irrefutable if it can be clearlyproven to a third party that the action occurred.) Authentication is provided since only thesender could have encrypted the document with his or her secret key. Integrity results fromthe cryptographic security of the signature. Since the recipient could prove that thedocument was encrypted only by the possessor of the private key and that the message hasnot been altered, public key signatures provide irrefutability. Notice that since anyone withthe publicized key can decrypt the message, public key signatures do not provideconfidentiality.Clear signing refers to signing a hash of a document, and sending that with the originaldocument in the clear, i.e. unencrypted. This is particularly effective with large documentsbecause it removes the need for multiple encryption operations. The transmission in theclear of the accompanying message means that clear signing does not provideconfidentiality. Clear signing provides integrity, authentication and irrefutability.

202.1.7 NonrepudiationNonrepudiation means that an individual cannot reasonably claim not to have taken anaction. Thus, nonrepudiation means an action is irrefutable. In physical commercenonrepudiation is obtained through controlled hardware tokens (such as credit cards) andphysical attributes (like physical signatures).In electronic commerce nonrepudiation is obtained through use of digital signatures. Adigital signature is created when a user encrypts a document using his or her secret key.Then anyone with the user�s public key can decrypt the encrypted document and thus provethat the encryption could have been encrypted only by the original user.In summary, I include Table 2.1 below, which summarizes the uses of various tools andtheir relationships to the properties described in Section 2.1.4 through Section 2.1.7.Zero-knowledgeprotocolsHash FunctionsAsymmetricEncryptionSymmetricEncryption

Authentication�

Confidentiality�

Integrity�

Nonrepudiation�

Safe fromReplay Attacks�

Table 2.1: Cryptographic Tools & Uses2.2 ReliabilityReliable protocols can provide certainty in the face of network failures, memory losses andelectronic adversaries. An unreliable electronic commerce system cannot distinguish acommunications failure from an attack. If a failure can be used effectively for theft, thencertainly such attacks will occur.Reliability and security are interdependent. The lack of reliability of an electroniccommerce system can be exploited by attackers to commit theft. Reliability in electroniccommerce may require security to provide authentication, integrity and irrefutability.Reliability is not security. Reliable protocols on servers which are not secure will providereliable services to attackers as well as authentic users.Reliable electronic commerce requires fail proof transactions. This fundamentalrequirement implies other technical requirements. It is widely agreed that an electroniccurrency system must provide divisibility, scalability in number of users, conservation ofmoney or tamper-resistance, exchangeability or interoperability, and availability (CrossIndustry Working Group, 1995; Okamoto and Ohta 1991; Medvinski and Nueman, 1993;Low, Maxemchuck and Paul, 1993; Brands, 1993). The properties which characterize afail proof transaction are described in this section.2.2.1 ACID PropertiesACID transactions are atomic, consistent, isolated and durable. Distributed ACIDtransactions are robust and can prevail in the face of network outages, replay attacks,failures of local hardware and errors of human users (Gray and Reuter, 1993).Transactions are atomic in the Newtonian sense; they cannot be split into discrete parts. Anatomic transaction either fails completely or succeeds completely. Funds are conserved in

21an atomic transaction. For example, consider what happens when a customer transfersfunds from a savings account to a checking account. Either the checking account iscredited and the savings account is debited, or neither account balance changes. There isno case where money either disappears from both accounts or is credited to both accounts.If a transaction is consistent, all relevant parties agree on critical facts of the exchange. If acustomer makes a one dollar purchase then the merchant, the customer and the bank (if it isinvolved) all agree that the customer has one less dollar and the merchant has one moredollar.Transactions that do not interfere with each other are isolated. The result of a set ofoverlapping transactions must be equivalent to some sequence of those transactionsexecuted in non-concurrent serial order. If a customer makes two one-dollar transactions,then the two payments should not be confused. The customer should not end up beingcharged twice for one item nor should one single payment be counted twice to give the twodollar total.When any transaction can recover to its last consistent state, it is durable. For example, ifthe customer physically drops a dollar when making a purchase, that dollar does notdisappear. When the customer retrieves the dollar, the last consistent state is restored.Similarly, money that was available to a computer before it crashed should not disappearwhen the machine reboots.Atomicity, consistency, durability and isolation in a transaction create the possibility forirrefutability in electronic commerce. Suppose a customer wants to make a purchase fromthe local software store. The customer must pay, or promise to pay. The merchant eithergets payment or proof of intent to pay in a standard purchase order or check. The customergets a receipt from the merchant indicating that she has paid and expects the merchandise tobe delivered. When it is delivered, the customer signs a receipt for the merchant indicatingdelivery has occurred. Each action is linked with some verification of the action so bothparties have some proof in case the other party attempts fraud or fails to perform.2.2.2 Degrees of AtomicityElectronic commerce systems have widely varying scopes, some covering only paymentwhile some address everything from negotiation to delivery. Different electronic commercesystems offer different degrees of atomicity to address the problems of remote purchases:money atomicity, goods atomicity and certified delivery (Tygar, 1996).Of course, electronic transactions may have no atomicity. No atomicity requires mutualtrust among participants. The physical equivalent is sending cash or goods in the mail to apost office box. Among electronic currency systems considered here, Digicash has noatomicity. This means that the merchant can claim never to have received payment (Yee,1994). Customer or merchant fraud can be simple in systems with no atomicity.Electronic transactions may have money atomicity. The physical equivalent is paying cash.In money-atomic systems there is no mechanism for certification of merchandise delivery.If used for remote purchase with accepted techniques for the delivery of physical goods,money atomicity is quite adequate. But fraud, through a customer�s theft of goods or amerchant�s refusal to deliver goods after payment, can be trivial when systems with onlymoney atomicity are used for goods with on-line delivery, such as software. Among thesystems here, both anonymous credit cards (Low, Maxemchuck and Paul, 1993) andSecure Electronic Transactions have money atomicity (Mastercard, 1996).

22Electronic transactions may have goods atomicity. Goods atomicity corresponds to using acertifiable payment mechanism with certified delivery in a physical transaction. Goodsatomicity provides high reliability and reduces the opportunity for merchant fraud.Goods atomicity is the equivalent of Collect on Delivery. The merchant is not paid unlessthere is a delivery. The customer does not pay unless there is a delivery.Finally, electronic commerce systems may provide certified delivery. With certifieddelivery the customer only pays if the item delivered matches the description of the itempromised. Although this is a semantic clause, it is powerful nonetheless. The merchant isonly paid if the item delivered matches the description previously agreed upon by themerchant and customer. NetBill offers certified delivery.Atomicity depends on design, implementation and business policy. Atomicity depends onfunds-available policies because of rollback. Rollback is a technique where all steps arerecorded and then reversed until the most recent consistent state is reached. For example, ifa customer�s attempt to transfer funds from checking to savings fails, funds withdrawnfrom the customer�s checking account are placed back into the customer�s checkingaccount.Rollback is complicated when financial transactions consist of multiple databasetransactions. For example, suppose a customer orders a frequent flyer award as a freeticket and includes a credit card number to pay for the courier charge. If the entire fare ismistakenly charged to the card, rollback is possible. However, it requires coordinatingthree databases: the airline frequent flyer database, the airline billing database, and thebilling database of the credit card company. This is obviously more complex in computingand organizational overhead than simply re-depositing unused funds at a single institution.Superficially, electronic transactions are just exchanges of bits, and if the exchange can bereversed, then the transaction can be made atomic. Yet for Internet commerce to expand,there must be some interoperability not only between forms of Internet commerce but alsobetween Internet currency and traditional forms of money. Therefore, if the rollback periodis too large the fraudulent party could abscond with unrecoverable cash, making the lateracquisition of bits meaningless. This implies that a transaction which implements atomicityusing rollback, and that is theoretically atomic, may not be truly atomic. Using two phasecommit solves this problem by requiring that the record or funds are locked until globalcommit is issued. (At the point of global commit, all parties agree that the transaction hasbeen completed.) This implies that for rollback to be enabled for long periods funds shouldremained locked until commit, so that the money can not be converted in the interim.2.3 Commerce TransactionsIssues of atomicity and anonymity are complicated by the definition of the scope of atransaction. When does a transaction begin? When does it end? What is the relevant scopeof concern in a transaction?2.3.1 Stages of a TransactionAs I discussed when describing Internet transactions, every transaction has multiple stages,from discovery to dispute resolution. The scope of a transaction limits the capacity of atransaction to provide atomicity. If a protocol considers only the transmission of payment,then discussions of atomicity will arguably be biased against that protocol.

23I consider transactions to begin when the customer obtains the means of payment or thecustomer initiates contact with a merchant. The second is for the case where the means ofpayment are obtained off-line.It is my contention that discussion of atomicity is appropriate for every protocol, just asdiscussion of anonymity is appropriate for every protocol. From the perspective of thecustomer, if money is stolen there has been theft. If goods are lost, there has been failure.To discuss every protocol only according to the definition of a transaction as provided byits designers would be of limited service: for policy considerations it is appropriate toconsider the entire transaction, and not limit the discussion to the framing provided by thedesigners.Recall the stages of a transaction:1. account acquisition2. browsing or discovery3. price negotiation4. payment5. merchandise delivery6. dispute resolution7. collections and final settlementI will consider all these stages of a transaction for each commerce protocol. Most of theprotocols do not include all of these stages explicitly. In many ways comparing Internetprotocols is like comparing apples to oranges. Yet such comparisons need to be made forconsumers deciding between very different commerce protocols. Thus using consistentlanguage, notation and transactional scope is itself a subtle but real contribution to thedebate.For purposes of commerce it is worthwhile to consider every stage of the transaction.However, I will consider the cost of account acquisition only in the case where accountacquisition creates significant expense in a low cost protocol, or where it results ininformation disclosure in a high-privacy protocol.In all other cases I will assume the transaction begins with discovery. Both for the sake ofconsistency, and to reflect the strongest interest in electronic commerce research, I willfocus on discovery through the Web. Thus every transaction begins with the informationthat can be obtained through standard http requests and responses.2.3.2 Browsing InformationSince I assume a transaction begins with discovery, information which can be exchangedduring discovery is properly classified as transactional information. If the customer usesthe Internet for discovery, the merchant can obtain information about the customer as shelooks through the merchant�s wares. This is the first information exchanged in atransaction, and is common to all Internet commerce transactions.Most purchases are preceded by discovery. A customer cannot purchase an item unless itsexistence is known. In the analog world, stores obtain information about customerpreferences by observing their browsing patterns and set up displays accordingly, or usedata on various customers� purchasing habits to target catalogs. Electronic merchants willno doubt do the same and can obtain electronic browsing information easily.

24The customer must know of the existence and location of the merchant. There is no needfor the customer to know the exact identity of the merchant, merely the host electronicaddress, unless the commerce protocol requires that the customer trust the merchant.The amount of information which can be obtained by a merchant during discovery dependson the policies, practices and physical configuration of the customer�s Internet serviceprovider (ISP). Other factors which can affect the information available to the merchantinclude the configuration of the customer�s system, the services provided by the Internetservice provider, and the software used to access the Internet.When the customer�s client contacts a merchant�s server, whether by ftp or Web browser,the merchant can capture the Internet protocol (IP) address of the client. There areintermediaries, called remailers or anonymizers, that can prevent the release of consumerinformation. However, usually the merchant can capture the customer�s IP address.If the customer’s system is protected by her employer’s firewall, the IP address mayidentify only the employer. If the customer is going through the shared IP address of anInternet service provider (ISP), only the identity of the ISP is available. The physicalconfiguration of an ISP may prevent any information but the identity of the ISP from beingavailable -- for example if an ISP dynamically assigns IP addresses as customers access theInternet, as does MCIMail, then only the identity of the ISP is known. For example, forusers of American OnLine the only information available is that the customer is using apopular Internet service provider. Thus the minimum information the merchant will have isthe name of the customer�s Internet access provider, whether that provider be employer,place of learning, or commercial Internet services provider.However, the customer may use an ISP that provides automatic user identification services.Or the ISP may have a configuration that results in a unique name for each user�s personalmachine. In these cases the merchant may be able to identify the customer by accessing adaemon, such as fingerid, on the customer’s machine. Depending on the naming scheme,various user attributes, such as departmental affiliation (if the machine is in a universitysetting) will be available (ex. cs.cmu.edu or epp.cmu.edu). In fact, if many users fromone company contact the merchant the merchant may build a map of the company�s internalnetwork and corresponding users. If the user is from an unprotected site and has apersonal machine, the IP address is equivalent to the customer�s identity. So the mostinformation passed could be the customer�s identity, employer and business area.Depending on configuration, business area data might not necessarily impart corporate roleor job title information with much certainty, since secretaries and senior officers alike havepersonal machines in the corporate world.An observer can also detect that there is traffic between the merchant and customer�sservers. If browsing information is unencrypted, a well placed observer can watch themerchant�s business and have probabilistic information about a customer�s browsinghabits.Internet service providers may well provide information aggregated across their user basein marketing information. If this is indeed the case then the merchant gets probabilisticinformation about a consumer�s attributes from the identity of the ISP.With an IP address, merchant can obtain the customer�s hostname using the Domain NameSystem (DNS), which provides a mapping between domain names (ex.,miami.epp.cmu.edu.) and the corresponding network addresses (ex., 128.2.58.26).

25If the customer is using the World Wide Web, information availability depends upon thetype and version of the customer’s browser. With any browser the browser type andversion will be sent to the merchant. Netscape also sends the operating system, computertype and helper applications. Depending on the version of the browser used, informationincluding email address and previously visited pages can be obtained by the merchant. Theprimary purpose of this data exchange is to obtain information about the helper functionsand capacities of the client machine to accept various images. This illustrates the interactionbetween privacy and service.6For a customer to effectively hide identity, the customer must also use an anonymity-providing service to prevent browser-based network information from providing identityinformation. For an illustration of this, visit http://anonymizer.cs.cmu.edu/. Even withprotection from disclosure of browsing information, if the customer is using a single usermachine that supports finger daemons then the merchant can still obtain customer identity.For more effective communications, clients can send information on available helperapplications to merchants. Helper applications offer probabilistic information about theconsumer�s machine and even interests. For example, the number and variety of helperapplications, presence of shareware or freeware applications and the presence of advancedhelper applications together imply a level of user technical sophistication.After sending a request command from the http server, the customer’s client will send anaccept command. This command can include information on: monitor quality, includingsize and identification of color monitors, helper applications available, and the quality of theconnection. Alternatively, the accept command may just request, �send what you have,�and let the client machine sort the data.Many electronic commerce protocols begin with an exchange of certificates to assureidentity and exchange keys. The customer�s certificate includes the customer�s identifier,the issuer�s identifier and certificate policies. The issuer�s identifier can support thecustomer�s claim to be authorized on a selected payment method. The qualifiers andcertificate policy identifier may provide information on the customer. For example, it mayindicate the customer�s credit worthiness or identify that the customer is a student. Thedates that the certificate is valid may indicate the customer�s shopping habits or credit-worthiness, based on the policies of the issuer. (Certificates are discussed in more detail inSection 2.5.)2.4 Secure HardwareMost electronic commerce systems require secure storage for cryptographic keys, andsecure calculations for the consumer, the merchant and some service provider. Even FirstVirtual, which claims to use no cryptographic assumptions about merchant or clientsecurity, needs to have a secure server for its own records.

6For example, until the release version of Netscape 2.0, servers could obtain the unique email of the usersimply by having the user obtain images for their server via ftp instead of http. When using anonymousftp it has been the polite tradition for the customer�s client to log in as anonymous and then offer her emailaddress as the password. Netscape incorporated this tradition into its browser, so that any anonymous ftprequest would include the email address of the user. However, any server could initiate an ftp requestwithout the knowledge of the client simply by preceding the images to be shown in the page with ftpinstead of http. The anchors A Href = http://www.cs.cmu.edu/afs/cs/user/jeanc/www/Addie_Walter.gif andA Href = ftp://www.cs.cmu.edu/afs/cs/user/jeanc/www/Addie_Walter.gif would both result in the samelovely image being shown to the customer -- however, the latter would send the customer�s email address tothe server.

26All systems use secure servers. Some systems also use secure clients in the form of smartcards. In fact secure servers can also be distributed as smart cards. Regardless of theimplementation, every electronic commerce system requires secure servers. These serversare obvious points of attacks, as well as potential critical failure nodes. Thus any systemanalysis should include risk analysis for the case of a failure of a secure server. The designof electronic commerce systems should reflect rules for good security practices for both thesecurity and the financial communities. From the security, each cryptographic key or set ofkeys should be used for only one purpose so that the subversion of a commerce systemshould require more than one set of keys. From the financial perspective, subversion of acommerce system should require the cooperation of more than one person, implying thatknowledge of cryptographic keys is distributed.2.4.1 Secure ServersSecurity in on-line systems depends to different degrees upon the security of trustedservers. Every commerce system uses servers trusted to some degree: servers that maintainaccounts, create electronic money, or authorize transfers. These servers must be bothsecure and highly available to the customer base.Although the problem of secure servers is far from trivial, it is simplified by the fact thatthese are special purpose servers. There is no need for a trusted electronic commerceserver to use the most handy tools for potential intruders: mail, ftp and telnet.Furthermore, analysis of security claims is an advanced and maturing field (Davies, 1981;National Computer Security Center, 1985; Denning, 1982).Although all electronic commerce systems depend to some extent on secure servers, thedamage done when a server is subverted varies. In some systems the subverted servercould be used to electronically print untraceable money indistinguishable from valid money(Chaum, 1985; Chaum, 1992). There are systems where the subverted server couldeffectively only electronically print the equivalent of marked bills, because the credits couldbe detected as false later (Low, Maxemchuk and Paul, 1993; Sirbu and Tygar, 1995).Note that those bills printed after the server was subverted can be identified if thesubversion is detected and there are feedback mechanisms that can help identify the time ofsubversion.The scope of security needs to be minimized by design. In at least one system, the failureof an authorization server would result only in claims which could be refused by thecustomer (First Virtual, 1995a). Another approach, as in the secure Web browser providedby Netscape (Freier, Karlton and Kocher, 1996) requires that every merchant�s server mustbe secure. Netscape requires that merchants decrypt and store a credit card number for thetime between authorization and settlement to obtain payment, unless the acquirer supportshost-based capture. Netscape does not require merchants to delete credit card numbers.Thus any failure of a merchant server could release a large number of credit card numbers.Having a secure server does not guarantee that the client connecting to the server is secure.The application and operating system must be complemented by the physical security ofany trusted device. If a customer or merchant leaves his or her account open, authorizedand connected in a public cluster, then the security of the electronic commerce system isdamaged despite the best design of server and application.The hazards of accepting popular software applications as secure is illustrated by threeincreasingly effective attacks against the Version 2 of the secure Web browsing productfrom Netscape, Secure Sockets Layer. The first attack against Netscape was simply an

27illustration of what was already known: any forty bit key is not secure from a determinedbrute force attack. The second attack was more surprising, and illustrated that the use ofpredictable information made it possible to obtain Netscape keys in thirty seconds or less(Markoff, 1995). A particularly hazardous attack identified a bug in all Netscape serversthat would allow any hostile server to take over any clients (Sandberg, 1995). (Thisimplies that all merchants� servers need to be trustworthy.)Secure applications for electronic commerce are a matter of both design andimplementation. Furthermore, the producer of the consumer application cannot control thecomputing environment chosen by a customer. Therefore, as in the case of centralizedtrusted servers, the damage possible in the case of a subverted client application must bebalanced by the security of the client application and its environment.2.4.2 Smart CardsSmart cards offer the promise of providing every customer with a secure client, at a cost ofless than ten dollars and on a scale that can fit in the customer�s pocket.The consumer�s machine is almost certain to be the weakest link in any electroniccommerce system. This can be addressed with secure co-processors attached to a machine(Yee, 1994) or by giving consumers smart cards. The former requires that each consumerhave a dedicated machine; the latter requires that each machine have a card-reader.A smart card is a credit card-sized device for use in a desktop machine or a public terminal.Smart cards are feasible, both in the form of additions to standard computing hardware andas stand alone smart cards. The quality of such hardware varies widely: specializedhardware can be tamper-proof or trivial to defeat.A smart card provides a trusted computing base where a consumer can store cryptographickeys, and make calculations such as signature without fear of exposing the keys. Smartcards are active devices. This means they can refuse attempts at reprogramming, initiatedialogues, and reject information requests. Because smart cards use secure hardware,providing anonymity is straightforward in debit-based systems, although smart cardsystems are not always anonymous (Clark and Acey, 1995).Smart cards can be useful for electronic commerce (Tunstall, 1989; Reid and Madam,1989; Daper, 1989; Chaum, 1994). Smart cards can resolve conflicts between access toinformation and privacy by using trusted observers with secure hardware (Brickell,Gemmell and Kravitz, 1995; Brands, 1993). Smart cards can provide information fordispute resolution by providing tamper-proof storage. Smart cards also simplify keymanagement, because they provide secure certificate storage.Currently major credit card producers are considering adding smart card technology tostandard credit cards to increase security (Echikson, 1994; Hansell, 1995; Britt, 1994;O�Keefe, 1994, LaPlante, 1994). Both the addition of secure smart card technology tostandard credit card protocols and the failure of Mondex to fulfill its claims of anonymityillustrates that privacy and security are separate issues. With smart cards, spendingauthorization can be limited to a single transaction, so that traditional attacks based onobtaining credit card or calling card numbers would be fruitless.Smart cards offer tremendous promise for secure electronic commerce. However, smartcards require the creation of an infrastructure. Millions of consumers must have cardsreplaced; every merchant must have a card reader.

28Smart cards will play an increasingly important role in retail commerce. Yet for commerceover open networks every terminal must have a smart card reader. Alternatively, everyterminal could be for a single user with a secure co-processor. Thus any system whichrequires smart cards essentially requires the construction of a new infrastructure. In mydissertation I have addressed only systems designed for commerce with the current opensystem that has become this nation�s infrastructure.Note that systems which do not require smart cards are not necessarily incompatible withsmart cards. Of the systems considered here only First Virtual is incompatible -- and thenbecause the business assumptions eschew cryptography, not because the protocol is notportable.2.5 Key ManagementGiven the current state of cryptography, the problems of security, authentication andconfidentiality could all be solved in a straightforward manner if the distribution ofcryptography keys were elementary. Unfortunately, this is not the case.Cryptography can provide confidentiality, authentication, integrity and nonrepudiation onlyif the keys are protected. This means that keys must be sufficiently large to resist bruteforce attacks, must represent the parties that they should represent, and must be accessibleonly by those authorized.Key management is a critical element of risk management in electronic commerce. The lossof a key should be both unlikely and have limited potential for damage.2.5.1 Symmetric Key ManagementWith asymmetric keys the problem of key management is exacerbated by the fact that forevery possible set of people, there must a be a unique key. This means for a group of kpeople to use symmetric cryptography, there must be k¥(k-1)2 pairs of keys. These keysneed to be changed at regular intervals to minimize the threat of cryptanalysis or the damagepossible from a lost key.Given that one is using symmetric keys, how long should the keys be? Breaking a key is afunction of time and money. The price/speed ratio for key breaking is linear (Schneier,1995). Thus, key length depends on how long a secret must be kept and the value of theinformation once broken. Key length is not a function of the duration of the transactionsince information may be stored long after the transaction is over. If a consumer wants toencrypt a credit card number that will still be useful in ten years, then she would select akey that will withstand a brute force attack funded by an amount equal to the consumer�scredit limit for ten years. Factor in the decrease in cost of processing power. For exampleif the credit limit is $10,000, the card expires in five years and the consumer is using DES(Federal Bureau of Standards, 1977), then the consumer would want a key large enoughthat spending $100,000 would not break the encryption in five years: i.e. an eighty bitkey7. Note that the factor of ten is a result of the decrease in the price of computing powerresulting from Moore�s Law8 (Schneier, 1995). Since DES is a block cipher, keys must be56 bits or a multiple of 65 bits, so an eighty bit minimum implies a 112 bit key.

7Cryptography using 40 bit keys can be exported under current Federal regulations. Greater key lengthsmay be exported only with key escrow under current proposals. Thus, in practice a consumer gets 40bit protection.8 Moore�s Law notes that the density of silicon integrated circuits has closely followed the curve

29Of course, in practice there are off-line controls. Thus instead of a credit limit theconsumer might want to substitute $50, since the consumer could only lose $50 if the creditcard number was stolen. However, some party will take the loss for unauthorized creditcard use, and the maximum value of that loss provides a conservative estimate for keylength. The fact that the transaction took only one minute is not a guideline for keygeneration.Given that key length has been determined, how does one distribute the keys? Bydefinition there is not already a shared key. Simply sending the key would provide nosecurity, since any observer of future transactions would have a copy of the symmetrickey.This problem has been addressed using a common trusted entity who can generate keys andalready has independently authenticated both parties. In practice this would be the bank orfinancial services provided for a commerce protocol. However, having a central party runthe key exchange is a serious bottleneck, even given the existence of a trusted third party.The most commonly used algorithm for obtaining keys from a trusted third party isKerberos.Symmetric keys can be obtained if the users in question already have asymmetric keys.2.5.2 Asymmetric Key ManagementThe first asymmetric algorithm invented, Diffie-Hellman, was created for the exchange ofsymmetric keys by users who have no shared trusted party. In fact, given any asymmetrickey algorithm, key exchange is trivial -- the initiator of the conversation encrypts thedesired key in the receiver�s public key and signs it with her own key. This would provideconfidentiality and integrity. It would further provide authentication if the symmetric keywas linked to the initiator.Thus with asymmetric keys, distribution of the key itself is trivial, while linking a key to anindividual is difficult. It is simple for me to post a public key and claim it is mine.Presumably after that anything sent in that key could be readable only by me. Of course, itis equally simple for me to post a key and claim it belongs to William Jefferson Clinton.Thus the issue in asymmetric key management is linking the public key to the individual.Key length is also an issue in public key systems. When attempting to break asymmetrickeys the attacker attempts to factor the number that is the public part of the key set.However, it is reasonable to compare asymmetric key lengths for systems based onfactoring and symmetric key lengths based on the difficulty of brute force attacks.Considering only brute force attacks, 56 and 112 bit DES keys are roughly equivalent instrength to 384 bit and 1794 bit RSA keys, respectively (Schneier, 1995).There are two basic philosophies in the distribution of asymmetric keys: hierarchical andnon-hierarchical. The non-hierarchical system is used by a system called Pretty GoodPrivacy (Zimmerman, 1995). The hierarchical system is used by most designers ofelectronic commerce systems. Hierarchical key management systems for general use havebeen proposed by the United States Postal Service (The Economist, 1996), and Verisign(Verisign, 1996).

(bits per square inch) = 2(t - 1962) where t is time in years; that is, the amount of information storable on agiven amount of silicon has roughly doubled every year since the technology was invented.

30With Pretty Good Privacy, a user publishes his or her key, and other users can endorse thiskey. First a user generates a key. Then the user endorses that key, so that some otherperson cannot claim the key9. The user publicizes the public key. Other users thenendorse the key by signing a hash of the key.Public key endorsements create a �Web of Trust� that takes advantage of off-linerelationships and reputation. There is no single hierarchy that can verify every user forevery situation -- only a set of people vouching for one�s goodwill. This creates a networkwhere a person offers her reputation for proof that a key links to an individual. Thus, onceyou establish a reputation on a Usenet group your endorsement will be meaningful on thatgroup. However, if your reputation has been established on misc.kids the endorsement ismeaningless on alt.cyberpunk. Interestingly enough there has been no monetary market forkey endorsements.The meaning of a key endorsement is only that the endorser believes that the holder of thekey is, in fact, who he claims to be. There is no implication that the endorsed party issupported by the endorsers as being trustworthy on any other count. There is noimplication that the endorsed party likes the endorsing party. There is no implication ofhonor, agreement or trustworthiness.Thus in a Web of Trust each person has limited power to state that an individual is linked toa key. Each additional signature is a probabilistic increase in proof, with some signaturesmore trustworthy than others.Alternatively, a single source can be determined to have complete power in stating that akey corresponds to an individual. This trusted party may verify others as having the powerto connect individuals to keys; however every key/identity link is based on the trust of thefirst party. This is a hierarchical system, and the single trusted party is the root.The mutual trusted party can provide digitally signed electronic credentials suitable for off-line authentication. These credentials verify that ownership of a public key paircorresponds to an attribute, usually identity. Multiple parties are planning to operate publickey hierarchies. Competitors in the market for the provision of electronic credentials forelectronic commerce include Verisign, Banker�s Trust and the United States Postal Service(Verisign, 1995; The Economist, 1996).Certificates can be used to connect an individual to any attribute, such as a person to apublic key. Examples of off-line certificates include credit cards, drivers license and clubmembership cards. Just as one person holds many off-line certificates, one person canhold multiple on-line certificates.In practice a certificate in public commerce both links an individual, an attribute and apublic key. For example, a Secure Electronic Transactions certificate links a consumerwith an identity, the right to authorize a charge against a Visa account, and the public keyused to verify a payment authorization. The credential may contain a pseudonymousaccount number (PAN) instead of an account number. Visa and Mastercard consider thecertificate in SET to be the electronic representation of the bank card.With a certificate, key management concerns are: the length of the root key, the length ofindividual keys, the number of roots, and the lifetime of the certificate. For a certificate tobe valid it has to have integrity and authentication must be possible. A signature from the

9Such an attacker could not read your mail or sign documents in your name. However, such an attackercould implement a denial of service attack.

31root or any trusted authority can provide both of these given that the root key is secure andthe information in the certificate is still valid at time of use.Thus the loss of security for the secret root key of a certificate chain results in all certificatesbecoming suspect. If the secret root key is compromised, the attacker can create or altercertificates; for example, inserting a bogus public key set into an otherwise valid certificateand thereby obtaining the ability to authorize payments on another’s account.X.509 is the dominant standard for certificates. The required fields in X.509 are shown inTable 2.2.The distribution of certificates allows the trusted third party to provide off-line verificationof multiple attributes. The distribution of the certificate also implies distribution of identityand association information.FieldPurpose

Versionversion 1,2 or 3

SerialNumberunique (within Issuer) serial number, assigned byIssuer

Signaturealgorithm used to sign the certificate

Issuertrusted entity which signed the certificate

Validitydates between which the certificate is valid

Subjectidentity of the valid holder of the certificate

SubjectPublicKeyInfo.algorithm.algorithmIdentifieralgorithms for which this certificate is valid

SubjectPublicKeyInfo.subjectPublicKeypublic key of the holder of the certificate

IssuerUniqueIDunique identifier of trusted entity

SubjectUniqueIDunique identifier of holder of the certificate,assigned by trusted entity

Extensions.extnIdidentifies extensions (version 3 only)

Extensions.criticalBoolean, use described in .extnId above

Extensions.extnValueextension data

Table 2.2: Information in a Digital Certificate An otherwise valid certificate can be used by an attacker if the associated secret key hasbeen compromised. It is fairly easy to obtain a certificate since certificates are publicaffirmations of attributes. It should be quite difficult to obtain a secret key. Thus for acertificate to be trustworthy, the secret key corresponding to the certificate must be secure.Thus in the analysis of systems in Chapters 4, 5, and 6, a secret key compromise isconsidered the crucial security breach.A certificate may be used fraudulently if the information or the attributes attested to in thecertificate are incorrect. This may result because of fraud when the certificate was issued,or if information changes after the certificate was issued (such as the loss of creditprivileges) (Simpson, 1996).When certificates are renewed keys should be changed. Thus in the case of private keycompromise the ability to commit fraud ends with the lifetime of the certificate. Thissuggests that key lifetime has a significant effect on fraud. However, if certificate lifetime

32is too short the cost of certificate issuance may outweigh the benefits of fraud reduction.See Simpson, 1996 for a discussion of optimal certificate lifetime.2.6 Microdata SecurityMicrodata security is the protection of the identity or attributes of individuals. Microdatasecurity can be compromised by obtaining information about a specific entity either fromdata sets where such specific queries are prohibited, or from the correlation of informationacross data sets.In electronic commerce systems personal data is distributed transaction by transaction.Information on any one transaction usually provides very limited information about aconsumer. However, compiled transactional data can provide a detailed summary of aperson�s habits, which offers information about the consumer�s habits, preferences,income and possibly beliefs. Such small data elements which can be compiled to create athreat to privacy are called microdata.Microdata security focuses on disclosure. A disclosure is not necessarily a violation and aviolation of privacy may not be a disclosure. For example, TRW, a credit informationagency, collects data about purchasing patterns of individuals both to provide creditreferences for consumers upon request and to market that information. The first purpose isa service to the consumer when the consumer is trying to obtain credit. The second may bea privacy violation. Both uses of the data are disclosures of consumer information.Microdata security is concerned with all types of disclosure without consideration of intent.There are four types of microdata disclosure: identity disclosure, attribute disclosure,inferential disclosure and population disclosure (Duncan and Lambert, 1989).Identity disclosure is the release of information clearly associated with an individual. AUniversity’s release of the Social Security numbers of its students would constitute identitydisclosure.When linking a record with an individual provides additional information about thatindividual, then attribute disclosure has occurred. As an example, the Social Securitynumbers of the students mentioned above may allow anyone receiving that information toobtain the students’ credit, employment, or medical history. Attribute disclosure has been aprimary concern in the widespread use of Social Security Numbers or any other universalidentifier.Inferential disclosure is the release of information which does not identify associatedindividuals. This does not mean data have no unique identifiers, only that those identifierscannot be linked to specific people. For example, the records of the New Haven needleexchange program require unique identifiers, but there is no way to identify the person whois exchanging needles as only code names are used (Kaplan, 1991; Kaylin, 1992). Theconcern over inferential disclosure is that given a set of attributes, identity disclosure mayoccur.Population disclosure is the release of information associated with a defined population.Population disclosure can result in privacy violations depending on the size of thepopulation and the information released. The release of the mean and standard deviation ofthe salaries of five employees would be an example of population disclosure resulting in ahigh risk of privacy violation due to sample size. A well known example of populationdisclosure of innately sensitive material was the release of the name of a high school with a

33high HIV positive rate. This left students at the high school subject to harassment(McGraw, 1992). The third concern with population disclosure is that repeated populationdisclosure can result in attribute or identity disclosure. An example of repeated disclosuresthat can violate privacy is the release of the average salary in an institution immediatelybefore and after one person joins the staff.The risk of disclosure from the release of data is difficult to calculate. This risk can bereduced but not eliminated through masking (Duncan and Lambert, 1986). Methods ofmasking include: adding bogus records which leave aggregate values unchanged; switchingvalues among different respondents; and removing identifiers. However, a significant riskof population and inferential disclosure may remain after masking.Studies of disclosure offer useful definitions and methods for developing privacy-protecting systems. Microdata security offers insight into the threats to privacy that canresult from a data compilation. The microdata security paradigm recognizes the differentthreats to privacy created by compilations of different types of data and identifies somevulnerabilities of data compilations to privacy-violating misuse. The study of microdatasecurity clearly illustrates that the release of a single element of information must beconsidered in the context of all other possible data releases and not as an isolated incident.The application to transactional records is clear.2.7 Psuedonymity & AnonymityThe analysis of microdata offers the possibility of obtaining information about one’stravels, beliefs, financial status and any current medical conditions. However, thisinformation can only be collected if it is possible to link information from a transaction toan individual. Two ways to prevent such linkage are pseudonyms and anonymity. (Muchof this overview is based on Froomkin, 1995.)Despite its critical role in privacy, identity is merely another data field in an electronicinformation system. Any information may be hidden during a transaction. When theinformation that is hidden is the identity of the customer, then that transaction isanonymous. Identity includes any user attribute that can be easily linked to exactly oneindividual: user id and domain name, Social Security Number or IP address of a single-user machine.Anonymity means that the identity of a party cannot be determined during or after atransaction. Conditional anonymity means that a party cannot be determined during atransaction, but may be determined afterwards with the cooperation of one or more record-keeping parties. True anonymity is technically feasible for electronic commerce, but forreasons of law enforcement such anonymity may not be desirable. In fact, anonymity isillegal for some transactions in many jurisdictions, including the United States.Pseudonyms are aliases. Pseudonyms may provide continuity in an otherwise anonymousenvironment, or they may be a special case of conditional anonymity. Psuedonymitymeans that a customer can be identified by a pseudonym during a specific transactions orset of transactions, but the user�s identity cannot be determined. A pseudonym mayprovide authorization or identify certain attributes (for a discount for repeated use, forexample). A user may choose to have unique pseudonyms for each transaction, to use thesame pseudonym for multiple transactions, or to have a pseudonym for each merchant.Without a delivery address, or with an intermediary that hides the delivery address, apseudonym provides no identity information.

34Traceable psuedonymity means that the chosen alias can be linked to the user�s trueidentity. Many so-called anonymous remailers really provide traceable pseudonyms, sincethe records of the remailer can reveal the identity of the user of the service.Credentials usually link an identity to an attribute. Credentials can also be usedpseudonymously. Unlike a pseudonym alone, credentials by definition providemembership information, thereby giving partial identity information. For example, a userof a CMU discount is one of seven thousand, not just one of millions.Credentials can in fact be used anonymously to link two attributes, ex. the right to authorizea purchase and asymmetric keys for verifying and creating a purchase order. However,this use is proposed first in this dissertation in Chapter 7.The value of a pseudonym in terms of privacy protection is a function of its frequency,duration and breadth of its use. A pseudonym used many times in multiple situationsbecomes equivalent to identity. For example, the use of Social Security Numbers hasbecome so common that a Social Security Number is now equivalent to identity; and likeidentity, Social Security Numbers are linked to many attributes.In the absence of legal protection, anonymity offers consumers the only protection againstdata surveillance. Unfortunately, wide spread availability and use of anonymity has itsown dangers. A recipient of an anonymous electronic threat knows this truth too well.A detailed mechanism for anonymous and pseudonymous communication was proposed byCox, 1994.

3|�The right of the people to be secure intheir persons, houses, papers, andeffects, against unreasonable searchesand seizures, shall not be violated, and nowarrants shall issue, but upon probablecause, supported by oath or affirmation,and particularly describing the place to besearched, and the persons or things to beseized.�Fourth Amendment to the Constitution ofthe United States�The Fourth Amendment demands thatwe temper our efforts to apprehendcriminals with a concern for the impact onour fundamental liberties of the methodswe use.�Florida v Riley, 1989, J. Brennan,dissentingInternetC o m m e r c e , Privacy and theL a w

36There is a fundamental conflict in every information system, including electronic commercesystems: privacy versus data availability. This conflict also exists in the law. Currentlythere are legal requirements both protecting and prohibiting privacy. In this chapter Iidentify specific laws and general principles that affect privacy and are likely to affectelectronic commerce. These include laws which impose limitations or requirements onconsumer information processing.There is a broad philosophical base underlying the concept of privacy. On that base arebuilt state laws, Federal laws, and constitutional prohibitions. The applications of theselaws to information technology, and digital commerce in particular, are as yetundetermined. Information technology will require a new balance between informationprivacy and information disclosure. Information technology enhances the availability ofdata, making information easier to collect, analyze and disclose. Conversely, informationtechnology also enables people to better protect their privacy. Cryptographic techniques inparticular can protect privacy.At times, the laws and regulations on privacy appear to be a puzzle, constructed ofparticular laws for each category of information. Under which category or categories theInternet will fall is far from clear. Thus, here I simply outline the structure of privacy lawat a high level, and then consider examples from the most relevant categories. To do so, Ibegin with a brief overview of state laws. The state laws are based on tort law, which isthe earliest privacy protection in the American tradition, drawing heavily on common law.After a discussion of state laws, I consider Federal statutory law, and finally, constitutionallaw.Having discussed privacy, I turn to data availability. I consider Federal law on informationtechnology and financial transactions, as well as Federal cryptography policy. Reportingrequirements of financial transactions and limitations on strong cryptography are theregulations that most affect the design of Internet commerce systems. Each of these topicsis considered in a separate section.In conclusion I offer proposals which address the need for a new balance betweeninformation availability and privacy in the American regulatory regime.Please note that this chapter focuses on the law in the United States. This is because theUnited States is likely to be a leader in regulating Internet technologies, partially for thehistorical reasons briefly described in Section 1.2. Other nations have different legaltraditions, principles and social norms which may cause these nations to choose a differentpoint of equilibrium between privacy and data availability. Reaching internationalconsensus of the relative value of privacy and information availability will undoubtedly beproblematic.3.1 PrivacyAlthough Americans have long valued privacy, the law has been somewhat slow torecognize a right of privacy as such. In a now famous law review article, Warren andBrandeis made an eloquent case for recognition of a legal right to privacy (Warren andBrandeis, 1890). Warren and Brandeis justified this new legal right by pointing to anumber of judicial decisions rendered in different fields of law, and found in thesedecisions the core idea that privacy is an interest that needed explicit legal protection.Warren and Brandeis advocated the right �to be let alone.�

37In lawsuits brought thereafter, litigants relied on the Warren and Brandeis article asauthority for the idea of recognizing a separate and new legal right of privacy, interferencewith which could be remedied even in the absence of a statute or constitutional provisionexplicitly protecting privacy interests. A number of state courts found such argumentspersuasive. Through common law (that is, case-by-case) developments in state courts, theprivacy rights of Americans were recognized and protected in a wide variety of situations.Although much of the legal protection of privacy interests remains a matter for statecommon law, some states have also passed privacy protection statutes. Some statutes,such as New York’s, are of a general character; others, such as those that protect theconfidentiality of library records, are very specific. A few states also have constitutionalprovisions that protect privacy.The Federal government has generally been less involved in privacy law than state courtsand legislatures in large part due to a general Congressional inclination -- one that hasconstitutional overtones because of the limited powers the U.S. Constitution confers onCongress -- to leave to state law the legal protection of personal interests. Nevertheless, infurtherance of its powers to promote interstate commerce and communications, Congresshas enacted a number of special laws, such as the Electronic Communications Privacy Actand the Right to Financial Privacy Act, that protect privacy.Furthermore, through a series of cases interpreting the bill of rights provisions of the U.S.Constitution, Federal courts have come to recognize in the First, Third, Fourth, Fifth,Ninth and Fourteenth Amendments to the Constitution the basis for inferring a moregeneral constitutional right to privacy. While the best-known of these decisions is Roe vWade, which announced a constitutional right of privacy in relation to decisions aboutwhether to seek an abortion, there are a number of constitutional privacy decisions.Despite this long history, privacy remains a difficult concept to define with precision. Thisdifficulty is compounded by the fact that the law of privacy develops state by state, inresponse to particular disputes brought to the courts. Furthermore, some privacy interestscontinue to be protected under the rubric of separate legal doctrines, most notably that oftrade secrecy law. Finally, privacy rights are of two distinct types: rights of autonomy andrights of solitude.Privacy rights are also not absolute. They often conflict and must be reconciled with othersocial, economic or legal interests, such as the right to speak freely, even about others.Even the United Nations Universal Declaration of Human Rights (United Nations, 1995)defines a limited privacy, recognizing only the right to be free from unwarranted intrusions,rather than all intrusions10. In addition, many industry groups have lobbied against moreextensive privacy legislation, arguing that privacy interests are better protected throughmore flexible and consensual efforts such as industry adoption of codes of fair informationpractices.Thus, to provide a complete overview of privacy I begin with a consideration of Codes ofEthics which have been offered in the absence of law. I then discuss state law and Federallaw. At the Federal level, I consider statutory and constitutional law separately.

10Article 12 of the United Nations Universal Declaration of Human Rights states, �No one shall be subjectto arbitrary interference with his privacy.� By comparison, the same document recognizes an individual’sright to life with no qualifiers.

383.1.1 Codes of EthicsVarious organizations have attempted to address privacy outside of the legal structure,through codes of ethics. Some believe codes of ethics to be the single most powerfuldeterrent to abuse of computerized data (Hoffman and Clark, 1991). I examine ethicalcodes covering privacy in access to electronic information, from three sources: libraries,computer scientists, and the Code of Fair Information Practice.The code of ethics of the ACM illustrates computer scientists’ position on privacy. GeneralImperative 1.8 of the ACM Code is explicit: Respect the privacy of others. Theaccompanying guideline states: �This imperative implies that only the necessary amount ofpersonal information be collected in a system, that retention and disposal periods for thatinformation be clearly defined and enforced, and that personal information gathered for aspecific purpose not be used for any other purpose without consent of the individuals.�(Anderson, Johnson, Gottenbarn and Perrolle, 1993). Other imperatives which addressprivacy require that computer professionals honor confidentiality (Imperative 1.9); systemmanagers evaluate the potential risks of any computer system (Imperative 2.5); and allACM members articulate and support policies that protect the dignity of every personaffected by a computing system (Imperative 3.5).In practice, computer scientists must grapple with the technological difficulties imposed byprivacy. In the case of electronic commerce systems, designers sometimes view privacy asincompatible with reliability. Providing a reliable system that includes privacy protectionembedded as anonymity, is problematic at best. Thus fulfillment of the imperatives forprivacy is difficult in highly reliable electronic commerce systems, and is often limited insystem design.Libraries have a tradition of advocacy for civil liberties. That tradition is reflected in astrong code of ethics, one libraries have respected in practice. In 1938 the AmericanLibrary Association extended its Code of Ethics to obligate librarians to �treat asconfidential any private information.� Libraries are historically among the largestinformation distributors and processors in a community, although theirs has been an analogtradition.All systems of records could conceivably be guided by the Code of Fair InformationPractice. The Code of Fair Information Practice provides a baseline of privacy-protectingpractices which can be used to compare electronic commerce systems. The Code states thatdata compilations should never be secret. Furthermore, for existing data compilations,there must be a way for individuals included in the compilation to find out what informationis stored about them and how the information is used. The Code also requires thatindividuals have the ability to audit and correct their information. A mechanism for theindividual to prevent disclosure is required by the Code; however, the prevention ofdisclosure is clearly identified as the responsibility of the organization which controlsaccess to the data.The Code of Fair Information Practice prohibits secret data compilations; that is, the coderequires that subjects included in data compilations should know that the compilationsexist. This requirement illustrates how security and privacy are orthogonal: a subjectwould be unable to access his or her own information in a very secure system. Subjects ofthe compilation may not even know of its existence or their inclusion, since by definitionthe existence and contents of secure information are not widely disclosed.

393.1.2 State LawThe mere existence of a right to privacy that is universally recognized through the UN, inthis nation’s legal structure and in common law, is important. If privacy is a right, thosewho gather and disseminate data, not the individual, bear the responsibility for maintainingprivacy. However, this right has not been implemented in information technology: privacyis part of ethical codes but not consistently part of computer code. Privacy protectionthrough codes of ethics has proven inadequate (Office of Technology Assessment, 1985;Office of Technology Assessment, 1986; National Research Council, 1996).State law is primarily tort law. Tort law is civil law. In criminal offenses the state is theprosecuting agent. By definition, criminal acts are offenses against the state. In civilcases, two parties argue the case and the state serves as the impartial agent for judgment.Civil law is distinguished from criminal law in that it concerns only those violations thatcan be addressed with monetary compensation; only the state has the right to ask forimprisonment.Trying to make conceptual sense of a plethora of common law privacy cases, Prosser in his1941 treatise on tort law identified four kinds of privacy rights cases: intrusion uponseclusion, appropriation of name and likeness, false light, and public disclosure of privatefacts. While some have challenged the appropriateness of this categorization (Halpern1991; Bloustein, 1968; Kalven, 1966), the separation of privacy violations into fourseparate torts is the judicial standard. The cases I cite come primarily from Alderman andKennedy, 1995; Trublow, 1991; and Speiser, Krause and Gans, 1991.Intrusion upon seclusion is the violation of the right to be let alone. The original definitionof privacy clearly singled out the press for intruding into private affairs: �Gossip is nolonger the resource of the idle and of the vicious, but has become a trade which is pursuedwith industry as well as effrontery.� (Warren and Brandeis, 1890). But what is electronicseclusion? Is it one�s own electronic mailbox where particular messages are unwelcome?Appropriation of name and likeness is the use of a person�s name, reputation or imagewithout his or her consent. An early and well-known case is that of a young woman whofound her image distributed throughout the city on bags of flour. She had given no consentand received no compensation. The makers of the flour had thought her face would becommercially useful and that she was owed no compensation for the luck of having such acountenance. The New York courts agreed. Despite her failure in seeking restitution,appropriation of name and likeness is universally recognized when there is commercialgain. There are limits in different states on the ability to seek restitution if there is nocommercial gain.False light is the publication of information which is misleading, and thus shows anindividual in a false light. This is similar to libel. The ability to charge another with falselight depends on the standing of the victim and the role of the privacy violator. Privatepersons (as opposed to public figures) need show only falsehood in a case of false light;however, concerns over speech rights hinder the pursuit of restitution. False light isrecognized as an offense in all fifty states, under one rubric or another. However, somestates do not recognize misrepresentation as a privacy violation per se.Public disclosure of private facts is self-explanatory. Information deemed as�newsworthy� can be printed even if it is a violation of privacy. Currently publicdisclosure of private facts is treated seriously in some jurisdictions, including New Yorkand South Carolina. However, in some jurisdictions, notably North Carolina and Texas,one cannot bring action under this tort (Alderman & Kennedy, 1995).

40One recurring question concerns how much privacy people forfeit when they are thevictims of crime or require emergency assistance. A new twist on this question is: howmuch privacy does one forfeit when one becomes electronically active? Do Internet postsmake one validly subject to other posts which disclosure private facts? With this, as withother torts, the results will vary between states.In addition to tort and case law, states offer statutory and constitutional protection ofprivacy. The level of protection varies widely among states.Ten states11 have privacy as an explicit right in their constitutions. Of those, onlyLouisiana and California provide relief to public sector employees, while the otheramendments deal exclusively with the ability of the state to obtain information. Applicationof state constitutional law on electronic information remains undetermined.State laws vary with respect to the categories of electronic information which are protected.In the next paragraphs, I briefly enumerate the states that offer protection and the classes ofinformation for which the protection is offered.States with specific protection of financial transaction information are: Alaska, Arkansas,California, Florida, Illinois, Kentucky, Massachusetts, Minnesota, Mississippi, Missouri,Montana, Nebraska, Pennsylvania, Texas, and Wisconsin (Trublow, 1991). The laws inArkansas, Massachusetts and Montana apply only to records of electronic funds transfer.The protections in other states limit disclosure of consumer financial information.In addition, fourteen states protect all financial information, not merely transaction-specificdata, from state governments: Alabama, California, Connecticut, Illinois, Louisiana,Maine, Maryland, Massachusetts, Montana, Nebraska, Nevada, New Hampshire,Oklahoma and Oregon (Trublow, 1991). These laws are similar to the Right to FinancialPrivacy Act at the Federal level (which is discussed later in this chapter.)Forty-one12 states and the District of Columbia also have specific statutes on theconfidentiality of library circulation records. The District of Columbia also providesstatutory protection for library records. The importance of this protection is that some ofthe records of purchases for information goods on the Internet will provide information ona consumer�s regular reading habits, much like library records.State also may protect information in electronic form. State statutes that may protectprivacy include both wiretapping statutes and broad computer crime statutes. Computercrime statutes at the state level often focus on manipulation of financial information forfraudulent purposes, and thus resemble the Federal Wire Fraud Act more than the FederalComputer Fraud and Abuse Act. (Both of these acts are discussed in detail later in thischapter.) States which offer specific protection against abuse of computerized financialinformation for personal gain are Arizona, California, Delaware, Georgia, Michigan, NewMexico, North Carolina, Tennessee, Texas, Utah and Virginia (Nimmer, 1992).

11 Alaska, Arizona, California, Florida, Hawaii, Illinois, Louisiana, Montana, South Carolina, andWashington.12 These states are Alabama, Alaska, Arizona, Arkansas, California, Colorado, Connecticut, Delaware,Florida, Georgia, Illinois, Indiana, Iowa, Kansas, Louisiana, Maine, Maryland, Massachusetts, Michigan,Minnesota, Missouri, Montana, Nebraska, Nevada, New Jersey, New Mexico, New York, North Carolina,North Dakota, Oklahoma, Oregon, Pennsylvania, Rhode Island, South Carolina, South Dakota, Tennessee,Vermont, Virginia, Washington, Wisconsin, and Wyoming (Johnson, B.S., 1989).

41Under wiretap laws states may protect telephone numbers, which provide electroniclocation information analogous to IP address on the Internet. For example, in Californiaand Pennsylvania, courts have ruled that telephone numbers as offered by Caller ID havesome protection under wiretapping statutes. Yet the reach of wiretapping statutes into otherelectronic realms can be limited. Again consider California, where the courts have ruledthat intercepting email is not wiretapping, and have requested that the legislature clarify theissue (Trublow, 1992).A particularly problematic issue in the application of state law is the nature of location inelectronic information systems. Suppose a customer has a credit card account inWisconsin, an ISP in her home state of California, and makes a purchase from anelectronic merchant in Delaware. If the purchase information is intercepted and compiledfor internal use by a company in Utah, where did the interception take place? Was it a wiretap? Is it judged under the local jurisdiction of the credit card headquarters, as would be thecase if the customer was concerned with usury? Does it matter if the company in Utah istaking a demographic survey of the customers of the Delaware merchant? If the companyin Utah makes no money but is trying to make marketing decisions about general Internetpurchasing habits, is that wire fraud or legitimate use? None of these questions is simple;and they are further complicated by uncertainty of jurisdiction.3.1.3 Federal LawAt the Federal level there exist special statutes to protect privacy and constitutionalguarantees of privacy. These are separately addressed in this section.3.1.3.1 Statutory LawFour areas of Federal law can apply to information created in electronic commerce: controlson financial information; controls on electronic information; controls on the investigation ofcitizen access to information; and laws enabling the regulation of cryptography. Theconfluence of consumer privacy and cryptography is a recent technologically-driven event,and is addressed in a separate section. Laws concerning financial and electronicinformation and citizen access to information are addressed here.The Privacy Act of 1974 codifies the principles of the Code of Fair Information Practice (asdiscussed in Section 3.1.1) and requires its practices be followed for all governmentdatabases and databases of government contractors. The Privacy Act requires thatindividuals be informed of all government compilations of data of which they may be partand limits the sharing of data between Federal agencies. The Privacy Act also limits the useof Social Security Numbers as universal identifiers in Federal databases.Specific protections exist for various classes of personal information in analog formsincluding medical, video rental, criminal and financial records. The electronic purchase ofinformation falls not only under the umbrella of constitutionally protected free and privateaccess to information (see Section 3.1.3.2); it also falls in the category of financialexchange. Laws covering privacy of access to information have a different tradition thanlaws governing commercial information; these laws are based on the assumption thatfinancial records belong to the bank and not the consumer.The Right to Financial Privacy Act was enacted in response to a Supreme Court decision,one that denied rather than defined privacy: United States v Miller (United States v Miller,1976). United States v Miller determined that there are no Fourth Amendment constraintslimiting government access to one�s financial records. There is no expectation of privacy inbank records under the Constitution.

42The Right to Financial Privacy Act extends the Fourth Amendment and the Code of FairInformation Practice to bank records. It limits the conditions under which any institutioncan disclose customer information to Federal authorities. Yet the Right to Financial Privacyis not as complete as Fourth Amendment protection because of broad exceptions. TheRight to Financial Privacy Act includes exceptions when the bank is acting in its own self-interest, for regulatory proceedings, IRS summonses, and required reports. The Right toFinancial Privacy Act also does not apply to aggregate information. The Right to PrivacyAct offers limited protection; for example, the court has ruled that the admission of financialrecords which have been stolen from a third party by the contrivances of a governmentagency are admissible in court (United States v Payner, 1980).The Fair Credit Reporting Act applies the principles of the Code of Fair InformationPractice to credit reporting agencies. Unfortunately, this act applies only to those agencieswhich provide credit reports as their primary business function. This means that financialinformation given to credit card companies, banks and other institutions can be freelytraded without consumer knowledge or consent. However, the Fair Credit Reporting Acthas been effective in preventing the proliferation of private credit guides which containinformation on individuals. Previously, private credit guides offered detailed, if unreliable,information on easily identifiable individuals. Now the only guides allowed are thosewhich contain encoded information, whereby identifying a consumer without theinformation on a payment instrument is not possible.The Fair Credit Reporting Act protects the credit agency from the charge of negligentrelease in the case of misrepresentation by the requester. Credit agencies must ask therequester the purpose of a requested information release, but need make no effort to verifythe truth of the requester�s assertions. In fact, the courts have ruled that, �The Act clearlydoes not provide a remedy for an illicit or abusive use of information about consumers�(Henry v Forbes, 1976).The Fair Debt Collection Practices Act similarly limits dissemination of information about aconsumer�s financial transactions. It prevents creditors or their agents from disclosing thefact that an individual is in debt to a third party, although it allows creditors and their agentsto attempt to obtain information about a debtor’s location.The information in Internet commerce will be both financial and electronic. So, laws whichprovide protection to electronic information as well as those that provide protection tofinancial information are worthy of consideration.Transmission of electronic information is addressed by the Electronic CommunicationsPrivacy Act (ECPA). The ECPA establishes criminal sanctions for interception ofelectronic communication. The statute calls for imprisonment of not more than five years, afine, or both. Given that these are strong penalties, there are also broad exceptions.The exceptions to the ECPA are for those who act under the color of law; when the partyintercepting the communication is also a party to the communication; or when one party hasgiven prior consent. The first exception refers to law enforcement personnel, and givesaccess to communications with a warrant. The second exception, when the partyintercepting the communication is also a party to the communication, is obvious. Afinancial agent, such as a bank or credit card company, that is party to a communication hasthe right to read and reference that communication. In the third exception, prior consentcan be explicit or implied. Consent may be implied by an employee agreeing to work in anenvironment where system use is required or it may be explicit in a written request forfinancial services. Thus the Electronic Communications Privacy Act provides limitedprotection from law enforcement, but it does provide legal protection against observers.

43The Computer Fraud and Abuse Act of 1986 was an extension of the Counterfeit AccessDevice and Computer Fraud and Abuse Act of 1984. It extends that act to prohibit sixtypes of conduct. The three prohibitions which are of most interest are: intentionallyaccessing a computer without authorization and obtaining information in the financialrecord of a financial institution; knowingly and with intent to defraud, accessing a Federalinterest computer and causing damage of more than $1,000; and knowingly and with intentto defraud trafficking in computer passwords.The definition of Federal interest computers covers more than is readily apparent. Forexample, a computer of Southwestern Bell at a local exchange office was determined to bea Federal interest computer due to the ubiquitous and critical nature of the telephone system(United States District Court, 1992). As electronic commerce becomes more widespread,the Internet may be classified as a system of Federal interest.Theft of financial records, theft of services, and removal of data from public sectorcomputers are all explicitly prohibited. Information trespass is made criminal by this act.Furthermore, the Computer Fraud and Abuse Act specifically identifies viewing financialinformation to be a breach of the law.Note that only an unauthorized violation of privacy is a matter of concern for the ComputerFraud and Abuse Act. If the owner of information, such a mortgage company or medicalinformation clearinghouse, sells the information, there is no abuse or fraud. If informationis obtained for one reason and then sold to another party to be used in a fundamentallydifferent way, then there is no fraud or abuse. This is further illustration that security andprivacy are disjointed.The Wire Fraud Act has a target similar to the Computer Fraud and Abuse Act. It is ofinterest because of its focus on financial information. It prohibits devising a scheme tocommit fraud and transmitting signals in order to commit fraud. The Wire Fraud Act hasbeen used to prosecute hackers who access computerized phone systems and reprogramthem to obtain free long distance services. Presumably the Wire Fraud Act would be usedto prosecute those who use Internet commerce for fraud, but not those that use Internetcommerce for surveillance.Like the Computer Fraud and Abuse Act and the Electronic Privacy Communications Act,the Wire Fraud Act focuses on unauthorized viewing or theft of information goods: the useof consumer information is not an issue.3.1.3.2 Constitutional LawStates are constrained by the United States Constitution, as well as their own. In 1969 theSupreme Court made the right to privacy explicit in Griswold v Connecticut. The Courtfound the right to privacy implied in the Constitution in the First, Third, Fourth, Fifth,Ninth and Fourteenth Amendments (Compaine, 1988). The Constitutional right to privacycontinues to be recognized by the courts in accordance with the tradition of the particularclass of information.The First Amendment states:�Congress shall make no law respecting an establishment of religion, orprohibiting the free exercise thereof; or abridging the freedom of speech, orof the press; or the right of the people peaceably to assemble, and to petitionthe government for a redress of grievances.�

44The privacy implications are that people under surveillance are not likely to express views,go to assemblies or religious meetings with which the agencies of surveillance are likely todisagree. The freedom to read is actually the freedom to read without fear of surveillance.The Court has ruled that the right to privacy covers the right to read --- unobserved ---material which the Federal Government finds objectionable. Specifically, in Lamont vPostmaster General the Court stated that �any addressee is likely to feel some inhibition insending for literature which Federal officials have condemned.�13 The Court has found aright to privacy in association and political activities. The Court has ruled that the right toprivacy covers memberships and personal associations (NAACP v Alabama, 1958),confirming the �right of members to pursue their lawful private interests privately and toassociate freely with others.�The Third Amendment states:�No soldier shall, in time of peace be quartered in any house, without theconsent of the owner, nor in time of war, but in a manner to be prescribedby law.�The Fourth Amendment states:�The right of the people to be secure in their persons, houses, papers, andeffects, against unreasonable searches and seizures, shall not be violated,and no warrants shall issue, but upon probable cause, supported by oath oraffirmation, and particularly describing the place to be searched, and thepersons or things to be seized.�Together the Third and Fourth Amendments create a region of privacy, a space inviolate bythe government except in constrained circumstances. These Amendments suggest that whatone does in one�s own home is not the business of the government. Note that members ofthe NAACP were found to have not only the First Amendment right to associate, but alsothe right to �pursue private interest privately,� as one might in one�s own home.The Fifth Amendment states:�No person shall be held to answer for a capital, or otherwise infamouscrime, unless on a presentment or indictment of a grand jury, except incases arising in the land or naval forces, or in the militia, when in actualservice in time of war or public danger; nor shall any person be subject forthe same offense to be twice put in jeopardy of life or limb; nor shall becompelled in any criminal case to be a witness against himself, nor bedeprived of life, liberty, or property, without due process of law; nor shallprivate property be taken for public use, without just compensation.�The government cannot imprison people without charge, nor require that they speak. Theimplication is that the government has no right to hear all that you might say, therebyintruding into your thoughts. Just as the government has no right to search your papers bythe Fourth Amendment, the government has no right to search your thoughts by the Fifth.Nor does the government have the right to arbitrarily limit your movements.The Ninth Amendment states:�The enumeration in the Constitution, of certain rights, shall not beconstrued to deny or disparage others retained by the people.�

13 The United States Postal Service was required by ⁄305 76 USC 840 (the Postal Service and FederalEmployees Salary Act) to detain mail considered �communist political propaganda� and release it onlyupon the request of the recipient.

45Without the Ninth Amendment, the right to privacy could not be found in the Constitution.The right to privacy is nowhere specifically identified in the Constitution. Thus, withoutthe Ninth Amendment�s specific identification of the list of rights mentioned as not beingexclusive, the right to privacy as implied by the other Amendments could not exist.Section 1 of the Fourteenth Amendment states:�All persons born or naturalized in the United States, and subject to thejurisdiction thereof, are citizens of the United States and of the state whereinthey reside. No state shall make or enforce any law which shall abridge theprivileges or immunities of citizens of the United States; nor shall any statedeprive any person of life, liberty, or property, without due process of law;nor deny to any person within its jurisdiction the equal protection of thelaws.�Sections 2-5 of the Fourteenth Amendment address apportionment of representatives andCivil War disqualification and debt, and thus are not of interest here.None of the rights set forth in the Constitution can be abridged by the States. If the FederalGovernment has no right to your home, speech or papers, neither do the stategovernments. The rights, which together provide privacy from the Federal Government,provide privacy from state and local governments as well.The Constitutional right to privacy differs from state tort-based laws in that it is focused onindividual autonomy rather than the communications of others. Privacy allows individualsto take certain actions without fear of retribution, rather than prevent the publication ofinformation. In fact, privacy rights prohibiting intrusion into seclusion and publication ofprivate information have been limited at the Federal level precisely because of FirstAmendment protection of speech rights.The Court has decided that there is no constitutional right to privacy or expectation ofprivacy in financial matters (United States v Miller, 1976). Consumer financial informationis voluntarily supplied to financial institutions; the information is owned by that institution;and there is no reasonable expectation of privacy for financial information because by itsnature it must be shared in the course of business.Constitutional protections of privacy have not been consistent. Often a delay extendsbetween the introduction of new technologies and the extension of privacy rights to theusers of that technology. Consider the case of telephony. In 1928 the Supreme Courtdetermined that no person has a right to privacy in telephone conversations (Olmstead vUnited States, 1928). The Supreme Court ruled that recording telephone conversationswas not a search under the Fourth Amendment because the conversation left thedefendant�s home on lines which could not be secured. The Court stated that since thetechnology was inherently without security, people knowingly sacrificed privacy whenthey communicated using the telephone. The Supreme Court reasoned that telephonecorrespondents knew that the signals went outside their homes and only the most naivewould expect privacy. Olmstead reads: �There was no searching. There was no seizure.The evidence was secured by the use of the sense of hearing and that only. There was noentry of the houses or offices of the defendants. . . . The language of the amendmentcannot be extended and expanded to include telephone wires, reaching to the whole worldfrom the defendant’s home or office. The intervening wires are not part of his house oroffice, any more than are the highways along which they are stretched.�The reasoning in Olmstead applies to the Internet today. Of course, this reasoning remainstrue for the telephone network as well. For the decades between Olmstead v United States

46and Katz v United States (Katz v United States, 1967), the law of access to telephoneconversations essentially stated that because the system was open, privacy was not to beexpected. Although there were great technological advances in telephony between 1928and 1967, the change in the law arguably reflected changes in social rather than technicalpractices. The Court has not determined which judgment applies to the Internet today.3.1.4 Privacy & Information TechnologyThe first definition of privacy in Warren and Brandeis, 1890 was written in response totechnological threats to privacy. Specifically, Warren and Brandeis were concerned withthe scandalous reporting of the press and its lack of regard for privacy. These gentlemenfelt that the new technology upset the previous balance between privacy and the availabilityof information, thus forcing a reconsideration of the right to privacy. A century laterinformation technology is again changing the balance between privacy and data availability.Electronic information technology changes the balance between privacy and informationavailability because electronic information is easy to compile, correlate and distribute.Monitoring every keystroke of users of information technology is trivial. Information,once collected, is easy to analyze and distribute (Turn and Ware, 1976; Pool, 1983; Officeof Technology Assessment, 1985, Compaine, 1988; Computer Science andTelecommunications Board, 1994).Consider the effect of information technology on the four torts. In a practical sense,invasions of privacy were once the purview of the press and government by virtue of thedifficulty of publication and surveillance, respectively. Information technology has madeeavesdropping and publication easy for all Internet users, thus increasing the opportunityfor privacy violations. Currently the lack of authentication or integrity makes thedissemination of false information much easier.In the case of intrusion upon seclusion, electronic trespass has been defined as a crime atthe Federal level. Yet electronic intrusion upon seclusion has yet to be defined. Onepossible electronic case of intrusion upon seclusion can be found in the beta release ofMicrosoft�s networking software. Early hackers with beta versions of Microsoft networksoftware noted Microsoft would have sent consumers� machine capacities and entiredirectory structures to Microsoft upon product initiation. After this fact was publicized,Microsoft reduced the amount of information to be transmitted and offered the consumer achoice to �register� with the company. If in the electronic world one�s own hard disk iselectronic seclusion, then this could have been a tort violation.Consider the capacity to show in a false light. Certainly the capacity to distribute otherpeople�s private communications, through re-transmitting email or building Web pages forgeneral distribution, creates new possibilities for false light. Email may be edited anddisplayed as �evidence� that an individual has certain beliefs very unlike his or her own. Acombination of loaded labels, unidentified sources and hidden agendas can be used topresent an issue in a false light (FAIR, 1996). Loaded link names, anonymous email, andmisleading domain names make these tools of deception available to everyone on theInternet.To determine the effect of information technology of the appropriation of name andlikeness, one must ask, what is one�s electronic likeness? What value must exist for it tobe misappropriation? The difficulty of applying appropriation of name and likeness in theelectronic realm is illustrated by the search engine, Alta Vista, http://www.altavista.com/.With Alta Vista, DEC has provided the ability to search Usenet postings by author orkeyword. DEC is using the speech and ideas, the electronic visage of an Internet user, for

47the purpose of advertising DEC�s Internet acumen. Yet this is an offense against no personin particular and no money changes hands --- the only possible �profit� is an increase in thenumber of hits to DEC�s Alta Vista site.14Finally, consider the fourth tort, public disclosure of private facts. Public disclosurebecomes very easy when everyone is a publisher. For example, here at Carnegie MellonUniversity one student�s homosexuality was revealed on an electronic departmental bulletinboard. Communicating such a fact to many of the department faculty and all of thestudent�s colleagues was vastly simplified by the use of information technology.In short, information technology has altered the balance between privacy and dataavailability by giving many people the power to compile and disclose information, powersthat were previously held only by governments and the press.3.2 Cryptography PolicyWhere information technology has increased threats to and breaches of privacy byincreasing data availability, it has also increased the power of individuals to maintain theirprivacy --- particularly through cryptography. However, the Federal prohibition of theexport of cryptographic technology (discussed in the following section) has effectivelyprevented the widespread implementation of strong cryptography in operating systems andcommunications packages intended for the global market (Froomkin, 1996). Thisprohibition has affected the design of electronic commerce systems intended for export,including Secure Electronic Transactions and the Secure Sockets Layer.Cryptographic technology has historically been the purview of governments. In the UnitedStates the Coordinating Committee for Multilateral Export Controls explicitly classifiedcryptographic technologies as exclusively military technologies shortly after theCoordinating Committee�s creation in 1949. Control of exports of cryptographictechnology falls under the Export Administration Act, the Arms Control Act, and theInternational Traffic in Arms Regulations.The view of cryptography as war technology is expressed in the Export AdministrationAct, which prohibits �the export of goods and technology which would make a significantcontribution to the military potential of any other country.� Thus cryptography has beencontrolled as Auxiliary Military Equipment under the International Traffic in ArmsRegulations (ITAR).Under ITAR, cryptographic technology can be exported if restricted for the followingpurposes: copy protection, authentication, financial information, integrity withoutconfidentiality, compression, or prevention of theft of information services (such as paytelevision). Thus the export of any device which provides strong cryptography forprotecting privacy in an electronic system is prohibited without a specific license.Note that the recommend key lengths for encryption from Chapter 2 would be allowed forthe encryption of payment information in systems intended for international use. However,a general use system, such as the Secure Sockets Layer, cannot provide strong encryption(for export) because it could also be used to provide general communications privacy.

14 A visit to a particular file on a Web server is called a hit. The number of hits on a Web Site is a countof its popularity and a suggestion of its producer�s Web-publishing abilities.

48Current national cryptographic standards are not adequate for market use (NationalResearch Council, 1996; Schneier, 1995). In 1988, the National Institute of Standards andTechnology (NIST) determined that the Federal Information Processing Standards (FIPS)on encryption needed to be replaced, and that any replacement should be �public,unclassified, implementable in both hardware and software, usable by Federal agencies andU.S. based multinationals.� The criteria reflect the needs of Internet commerce: portabilityacross operating systems, exportability across national borders, the need to provide privacyas well as financial security, and the capacity to optimize for specialized applications.The actual NIST standard fell short of these goals, as have the subsequent proposals. TheClipper chip embodied the first proposal for key escrow as defined in the EscrowedEncryption Standard (National Institute of Standards and Technology, 1994). Due tostrong objections15 the requirement that the Federal Government maintain the databases forkey escrow has since been removed. This FIPS has been followed by three moreproposals for escrowed systems.The analysis and evaluation of cryptography policy suggested by the criteria has recentlyundergone a complete review by the National Research Council. The resulting report,Cryptography�s Role in Securing the Information Society (National Research Council,1996), recommends a new approach to cryptography. This report�s recommendationsmost relevant to electronic commerce are:¥ National cryptography policy should be developed by the executive and legislativebranches on the basis of open public discussion and should be governed by the rule of law.¥ National cryptography policy affecting the development of commercial cryptographyshould be more closely aligned with market forces.¥ Export controls on cryptography should be progressively relaxed but not eliminated.¥ The U.S. Government should take steps to assist law enforcement and national securityto adjust to new technical realities of the information age.Cryptography policy has managed to appear to be constantly in flux for several years,without many significant changes occurring. Currently there is consideration of a bill in theSenate to lift controls on export, and there is a case under the First Amendment. TheClinton Administration has proposed a new key escrow proposal, popularly called ClipperIII. In 1992 it was widely assumed that any White House containing now Vice PresidentAl Gore would be an advocate for freedom to export, export controls remain in place today.Thus while it may appear that this problem will be addressed shortly, there is historicalbasis for believing that this will not be the case.Cryptography policy is a case of conflict, with data availability on one side and privacy andsecurity on the other. Cryptography is restricted for the purposes of law enforcement andnational security. Removing constraints on cryptography would serve commercial,security, and privacy interests. Controls on cryptography illustrate that there are reasonsother than reliability for providing identity information.

15In the NIST comments period on the Clipper proposal, NIST received 320 comments. Of 22government, 22 industry and 276 individual comments, 2 were positive, 4 were neutral, and theremainder covered the range of negative, from those expressing specific misgivings tocondemnations ofthe complete proposal.

493.3 Data Reporting & DisclosureThere exists a conflict between protecting consumer privacy and assuring that informationis available to government so that it can perform its legitimate duties. Thus, in addition tolaws protecting privacy there are laws requiring data reporting and disclosure.New technologies for electronic payment present new risks and require new regulatoryapproaches, while the basic social policy remains unchanged. To consider regulatoryrequirements for electronic commerce, I strip away existing conventions derived frompaper models to categorize the underlying social goals and to suggest new regulatoryapproaches based on the new mix of concerns raised by electronic commerce.The fundamental choices for reporting economic data remain when the data becomeselectronic. However, financial information is more prone to privacy violations than otherinformation, not only because financial information is innately commercially valuable, butalso because the Fourth Amendment does not apply to financial information.I close this chapter with general policy suggestions. I refer to these suggestions asappropriate in the system analyses of Chapters 5 and 6.3.3.1 Required Information ReportingReporting requirements are a tangential and possibly minuscule part of funds transfer andelectronic banking laws. (For the purpose of this chapter, reporting requirements arerequirements that information about a transaction or a set of transactions be available toeither party of a transaction or to government.) Yet the laws requiring informationavailability for government can have tremendous impact on the design of electroniccommerce systems --- not least by unnecessarily prohibiting the provision of consumerprivacy in electronic commerce. Current reporting requirements are biased by theassumption of a paper currency model, where transaction information is either documentedon paper or potentially unavailable.Types of laws requiring information for the private sector and the public sector are both ofinterest here, especially considering the decreasing distance between public sector andprivate sector data repositories. For example, in order to track both tax debtors to theFederal government and parents delinquent in providing children support, the Federalgovernment has weakened the Privacy Act and the Social Security Act, by expanding theuse of Social Security Numbers as universal identifiers. The laws which require the use ofSocial Security Numbers as financial universal identifiers are the Debt Collection Act andChild Support Enforcement Act, respectively.Sometimes the biases against privacy in reporting requirements are purposeful, as withlaws which prevent fully anonymous systems. Sometimes, however, there is simply amismatch between the paper model on which these laws were based and the strengths andweaknesses of electronic currency systems. I hypothesize that within each category ofelectronic currency system there are technical enhancements that can alleviate the need forthe trade-offs that have been necessary in paper currency systems.In focusing on consumers� financial information, there are two classes of business whichshould be specifically addressed: depository institutions and consumer credit reportingagencies. These two business types maintain most consumer financial records, andreporting restrictions are often specific to these institutions. Businesses which currentlyhandle the most cash --- credit unions, savings and loans, banks and thrifts --- havespecific record-keeping and reporting requirements. These businesses will be discussed

50together as depository institutions. (Note that other regulatory changes, especially theloosening of controls on line-of-business and fewer marketing restrictions, are allowingthese businesses to merge and converge.)To consider reporting requirements without the biases created by the assumption of papercurrency, I separate reporting requirements along two dimensions: system requirementsand social goals. First, I consider the range of system requirements that are inherent inregulatory requirements; for example, data must be trapped in a transaction; data must bestored and searchable by account number. Second, I consider the set of underlying socialgoals that motivate financial reporting requirements. A single unifying principle inregulations on commerce is lacking. Instead there is a set of underlying reasons whichtogether motivate nearly all the reporting requirements.After having categorized reporting requirements according to underlying social goals anddata availability requirements, I construct a matrix which spans the range of goals andtechniques. The general alternatives for reporting in the electronic realm are considered.Finally I make specific suggestions for making the techniques more compatible with thecapacities of electronic commerce so that either the goals can be better fulfilled, orviolations of privacy can be reduced without preventing attainment of the desired goal, orboth.3.3.1.1 Techniques for Regulatory Information RequirementsThe specific requirements for information found in the law are manifestations of socialgoals. Within electronic information systems, there exist a wide range of techniques forassuring information availability, including anonymous updates to aggregates anddistributed escrow. With regulations based on a paper model, this same range does notexist -- there are four basic techniques used for obtaining the data necessary for the publicsector to fulfill its legitimate purposes. These are:¥ immediate reporting¥ periodic reporting¥ periodic aggregate reporting¥ data storage requirements for later accessTo implement immediate reporting, a commerce system can filter transactions on somevariable, such as purchase amount or item purchased, and then initiate some action whenthe conditions for immediate reporting are met. Alternatively, the commerce system canprohibit transactions of a given type to avoid immediate reporting requirements, or assumethat such reporting is the responsibility of the merchant.Periodic reporting requires collection of data to be reported for verification of reports.However, the data may be disposed of after the report or deleted from general accesscomputers so that internal misuse is minimized.Periodic aggregate reporting in the paper world requires that all records be kept forverification of reported values. This practice is followed in the electronic realm as well.However, there are greater options for data reporting in the electronic realm. One suchoption is encrypting individual records with an escrowed public key and updating theperiodic values before the records are securely stored.Data storage options are also greater in the electronic realm than the paper arena. Data maybe stored encrypted or in such a way that subversion of a single depository provides nouseful data.

51Note that where a requirement fits within these categories is sometimes a matter ofinterpretation. For example, filing taxes is aggregate information in that all individuals�sources of income are aggregated over the year. It is periodic reporting in that eachindividual can be tracked by taxpayer identification or Social Security Number. With thiscaveat in mind consider an example in each of the four reporting categories.An immediate reporting requirement was initiated by the 1988 Money Laundering Act,which empowered the Treasury to require that all suspicious transactions be recorded.(The Money Laundering Act extended the provisions of the Bank Secrecy Act) TheTreasury interpreted this to require that banks report all cash transactions above $10,000and all purchases of financial instruments (such as traveler’s checks) over $3,000.16 All$10,000 transactions must be reported by all merchants, using the appropriate forms, to theTreasury. This requirement was expanded by the Money Laundering Act of 1994 toinclude all money transmitters, such as Western Union, American Express, and currencyexchange houses. Given the extension in 1994, it appears likely that requirements of theMoney Laundering Act will apply to transaction processors in electronic commercesystems.The most common periodic data reporting requirement is the annual individual Federal taxfiling on April 15. Wages, tips, and other forms of income must be reported to theFederal, state and local governments as necessary for tax purposes. The details ofexpenditures can be reported according to taxpayer preference. That the increased recordkeeping possible in notational currency systems would be effective in preventing tax fraudis suggested by the 800,000 �dependents� who disappeared from the tax rolls as soon astheir Social Security Numbers were required (Davis, 1995).The Community Reinvestment Act requires periodic aggregate data reporting. The Actrequires financial institutions to make credit and depository services available to all theneighborhoods in their service area on an equitable basis. Typically this means loanapplication aggregates sorted by ethnicity of the borrower, neighborhood, or loan amount.Specific data requirements vary over time, states, and even between institutions.The Bank Secrecy Act, despite its name, actually limits consumer privacy by requiringdetailed record keeping. It was passed to assure law enforcement access to detailed recordsof personal financial transactions under subpoena. The Bank Secrecy Act requires thatfinancial institutions maintain records of all transactions over $100 for at least five years.Note the Bank Secrecy Act requires not only that records be kept in plain text, but alsorequires that the record be an image of the bank�s record of the transactions, such as a copyof the check. While the Bank Secrecy Act applies only to cash and to cash-like instrumentsand not to wire transfers at this time, it is reasonable to include the Bank Secrecy Act in thisanalysis, given the number of systems which use cash and checks as the basis for theirmodel, as illustrated in later chapters.Many of these reporting requirements are based in part on the Know Your Customerregulations, which prohibit anonymous or pseudonymous bank accounts.

16For every cash transaction over $10,000, banks must file a Currency Transaction Report; for every$10,000 in cash or monetary instruments exported, the exporter must file a International Transportationof Currency or Monetary Instruments Report. Every business must report cash transactions over$10,000 by filing an IRS form 8300. This form is made available to federal tax investigators.

523.3.1.2 Motivation of Regulatory Information RequirementsIn order to determine if a technological alternative, such as escrowed data orpseudonymous reports, can be optimized for electronic environments, the motivation forthe reporting requirement must be considered.It is neither reasonable nor necessary to go through every reporting requirement to assurethat some alternatives are acceptable. Illustrating that changes can be made in certainreporting requirements for each possible set of techniques and motivation, is sufficient toillustrate that regulatory flexibility can result in auditing without surveillance.Traditionally there are four basic reasons identified for the creation of reportingrequirements:¥ law enforcement¥ tax collection¥ optimization of social welfare¥ risk management of the financial system (Heggestad, 1981).Law enforcement in this case includes the Federal Bureau of Investigation, the InternalRevenue Service, the Drug Enforcement Administration and U.S. Customs Service. Dataobtained by law enforcement using periodic reporting is made available through FinCEN toother agencies, including Interpol, the Postal Inspection Service and the ImmigrationService (Office of Technology Assessment, 1995).There is some correlation between the reason for a reporting requirement and a selectedtechnique in that law enforcement cannot require periodic individual or aggregate reporting.This is partially a result of the Fourth Amendment: absent a warrant, we cannot be orderedindividually to report our activities periodically to law enforcement. Data that is maintainedfor use in criminal investigations must be obtained with a warrant. Therefore the followingexamples of motivation and technique do not include examples for law enforcement in theperiodic reporting categories.3.3.2 Reporting ExamplesIn this section I construct a conceptual matrix, by providing examples in the sixteenpossible combinations of motivations and techniques previously delineated.Here I consider statutory reporting examples, not the regulations written to implement theselaws. Regulations are more fluid than statutes, and thus less of a long-term concern.Regulation E provides an excellent example of this fluidity. Regulation E provides thespecific implementation of the Electronic Funds Transfer Act. Regulation E has beenfrequently revised, most recently to better suit the capabilities of stored value cards (FederalReserve Bank of New York, 1996). A similar rewrite of Regulation Z could alter theregulatory requirements of the Truth In Lending Act. Since regulations are bound by thestatutes, easier to alter to meet current technological realities, and generally subject tochange, currently I have focused here on the less tractable but more stable problems ofstatutory requirements.3.3.2.1 Immediate ReportingConsider an immediate reporting requirement for each of these categories: tax collection,optimization of social welfare, and risk management of the financial system. In the case ofpaper-based information systems, immediate reporting implies hours or days. Immediatereporting for the purposes of law enforcement as created in the Money Laundering Act wasdiscussed previously.

53An immediate reporting requirement at least partially for the purpose of tax collection is therequirement that exchanges of title to home be immediately reported. This allows propertytax, charges for any building code violation, and other appropriate fines and taxes to belevied. This reporting requirement is strengthened by the fact that one cannot truly own ahome until the title has changed hands in the public record.An immediate requirement for the optimization of social welfare is the requirement that anyofficer of a company selling or buying stock in that company must report this transaction.This prevents officers from taking advantage of information about their own companiesbefore it is released, therefore preventing manipulation of the stock market.Immediate reporting requirements in risk management of financial systems do not exist perse. This is because most risk-seeking actions require approval in advance. However,close to an immediate reporting requirement is the requirement in the Truth in Lending Actthat any changes in rates paid to customers be public and that banks not offerdiscriminatory rates. Not only does this prevent discriminatory pricing for social good, italso prevents banks from using discriminatory pricing to compete for the same few highreturn, frequently high risk, options. Most banks fulfill this requirement by mailing rateinformation to customers in their monthly statements.3.3.2.3 Periodic ReportingNow consider periodic reporting requirements for tax collection, optimization of socialwelfare, and risk management of the financial system. A periodic requirement for taxenforcement purposes, i.e. filing for tax payments or refunds, was previously discussed.A periodic reporting requirement to assure the stability of the financial system is therequirement that all stock trades be reported to the Securities and Exchange Commission.The SEC cannot prevent actions such as insider trading and speculation that could weakenthe market. However, full data on trades is necessary to detect insider trading, so that thecriminal penalties can serve as a meaningful deterrent (Ziegler and Sanchez, 1993;Zuckerman, 1994). Furthermore, SEC regulations and detection of insider trading requirenot only the identities of those trading stock but also some attributes --- for example,employer and position in the organization --- to assure that senior executives are not takingadvantage of privileged information.Periodic reporting requirements for optimizing social welfare are contained in the HomeMortgage Act. The Home Mortgage Act requires that data on the specific mortgagerequests which are accepted and rejected by banks be made available to the FederalGovernment. This provides an opportunity to identify and rectify discriminatory practices.The Home Mortgage Act (HMA) requires that the lending institution make a note of theapplicant’s age, gender and race on the application. The Home Mortgage Act does not thenprevent the institution from keeping these records stored and linked to the applicant forfuture interactions, although the Equal Credit Opportunity Act forbids determining justthese factors. This illustrates an opportunity for the ability of advanced techniques ininformation technology to remove this apparent conflict by requiring encrypted storage orhighly-limited access to HMA records.Separate from tax collection, there is no periodic aggregate reporting for the purposes oflaw enforcement. Reporting aggregate financial information to law enforcement wouldmean that groups which law enforcement has no reason to suspect and who have acted inno suspicious manner must periodically report to the police.

543.3.2.3 Periodic Aggregate ReportingAn example of periodic aggregate reporting for social equity as created in the CommunityReinvestment Act was previously discussed.Periodic aggregate reporting would appear to offer the least threat of data intrusion. Ingeneral, to assure that aggregate reporting does not become intrusive, the only requirementwould be a limitation for microdata analysis for all but scholarly purposes. The reportingrequirements that do create a threat to privacy do so by virtue of the data storage requiredfor supporting documentation.However the detailed data requirements necessary to make across-the-board reports can beintrusive. An example is the requirement that ethnicity and gender be reported for eachissuance of credit included in the Home Mortgage Act. Thus without further considerationI move on to data storage requirements.3.3.2.4 Data StorageConsider an example of record keeping for each motivation: law enforcement, taxcollection, optimization of social welfare, and risk management of the financial system.The Bank Secrecy Act is an example of data storage for law enforcement, as was discussedpreviously.In tax collection, storage of all data relevant for purposes of taxation is required of any itemor deduction that appears on a tax return until the period of limitation is over. For reportedincome or deductions, this is three years after filing or two years after paying, whichever islater. The period of limitation for unreported income is six years. If no return is filed, theInternal Revenue Service can demand documentation at any time. Thus the granularity ofdata storage requirements are controlled by the consumer.The Truth in Lending Act was passed to prevent discriminatory and unsafe bankingpractices. The Truth in Lending Act requires that issuers of credit include in their reports toconsumers the name of the merchant, the date and location of purchase. Furthermore, ifthere is some relationship between merchant and creditor such as a common parent orshared ownership of a subsidiary, then the item purchased must be reported as well.To limit the exposure of the banking system, banks are required to keep of track of alloutstanding loans and are not allowed to delete data from loans that fail. Interactions withdirectors and companies which have seats on a bank�s board can be traced with this data.Also, individual votes by directors are recorded in order to detect, and hopefully avoid,conflicts of interests. This allows investigators to prevent a bank failure, or in the worstcase, trace the cause after a failure.These examples illustrate that a myriad of disclosure and reporting requirements serve awide variety of purposes using the same set of technical requirements. Keeping this set ofpurposes and techniques in mind, consider the options in an electronic system.3.3.3 Reconsidering RequirementsThe previous set of alternatives offers interesting possibilities. I will revisit the set ofexamples and propose ways that the adoption of technical solutions can be encouraged.Note that as electronic currency evolves not only are the possible methods different, thecapabilities and desires of the market may differ as well. These requirements are:¥ The government must have the data.¥ The market has been unable to provide the data.

55¥ There is no less intrusive reporting requirement under which the market could provide thedata.¥ The need is sufficient to justify the costs.The costs to meet this need include the risks of decreased personal privacy, the cost tothose required to report, and the administrative costs of the government. With this in mind,consider those cases where immediate reporting has been deemed necessary.3.3.3.1 Immediate ReportingImmediate reporting remains difficult to justify, yet can be necessary. It may be the leastchanged by electronic capabilities, with data transmission simply replacing the U.S. PostalService. Yet the data reported may be less, since electronically reported data can beanalyzed at the time of the report.The options for reporting data include masking the identity of participants except asnecessary for an investigation and using specialized software to analyze for suspiciousactivities.Immediate data reporting is usually unnecessary. It is only when a particular case out ofmultiple data records is identified as worthy of investigation that the information becomesvaluable. This suggests that constant pseudonyms could be provided for reporting on theactivities of individuals.Consider the promise of pseudonyms in the cases discussed previously. Immediatereporting is required when a home is purchased. This allows the local government to levytaxes and pursue violations of building codes. What information needs to be accessible on-line in order to provide easy access for those with legitimate need while not providing easyaccess to the price of your home and the sum of your holdings? This is a case where limitsto disclosure or conditional psuedonymity apply. If a home owner pays the bills andmaintains his building up to code, then there is no reason for anyone, including marketers,to easily access information about the value of a home and its owners. Listings ofbuildings which owners do not maintain at code would allow community groups and otherswith an interest in contacting the owner of a specific property to identify that person.Similar arguments hold for automobile ownership records.Conversely, the identity of the individual could be stored with separate agencies so thatcooperation is required to link an identity with a purchase. This can be done using secretsharing (Shamir, 1979). This would allow for searches under names when an individual ischarged with a crime. This would allow identities to be made available under specialcircumstances while preventing the widespread dissemination of information to marketersfor further analysis.Currently, the only immediate reporting requirements for financial transactions are based ona threshold, i.e. size of the transaction. These reporting techniques can be made lessintrusive since electronically reported data can be immediately analyzed for suspiciousactivity. For information where there is no suspicious activity, the data can be deleted bythe receiving agency. Thus, it is possible that while less information is directly reportedmore suspicious activity is identified. Reporting many transactions with pseudonymousidentifiers could make it harder for individuals to smurf17, while decreasing overallintrusion.

17To �smurf� is to divide one large transaction into multiple small transactions to avoid reportingrequirements and subsequent detection.

56The purchase of stock by a director is a rare case where the identity of the person isimportant because the position of the person must also be identified. A stock purchase byan individual in charge of mergers and acquisitions is more interesting than a sale bycounsel when no litigation is pending. Here individuals limit their privacy by choosing aposition of responsibility where a higher level of oversight is necessary. A similarargument could be made in the examination of financial decisions made by legislators andpowerful members of the executive branch.The reporting required in the Truth in Lending Act is an excellent model. Banks are notrequired to report the identity of customers to the state to assure that all customers havebeen notified. The banks need only show that a policy exists and procedures are followed.3.3.3.2 Periodic ReportingConsider the cases of periodic reporting previously discussed. The Home Mortgage Actassures that individuals are not discriminated against. This differs from the CommunityReinvestment Act in that the Community Reinvestment Act was passed to prevent targetingof communities. The reporting requirements in the Community Reinvestment Act and theHome Mortgage Act can be unified with loans allowed or identified by ethnic origin ofrequester, ZIP code, minimal financial data, and sex. Financial institutions could then berequired to avoid the statistical appearance of discrimination.In order to avoid fraud in reporting, a cut-and-choose technique could be used tostatistically identify fraud. The number of records checked increases the certainty that thereis no fraud, but eliminates the privacy of individuals whose records are so chosen.Mortgage information is already on-line, and is in fact sorted so that information can besold to other providers of financial services (Fenner, 1993). Thus, using a cut-and-choosetechnique is not as costly a proposal as it might appear.Electronic stock reporting may be simplified by reporting the number of shares bought andsold with a conditional pseudonym. Insider trading can be identified by investigatingsuspicious transactions; then only those pseudonyms are exposed. Since the total shares ofstocks purchased and sold can be determined by watching the market, the existence ofunreported sales can be identified by statistical techniques. The identity of the individual inquestionable purchases could then be obtained from the broker.3.3.3.3 Periodic Aggregate ReportingPeriodic aggregate reporting is problematic in that it implies storage of individual consumerdata in order to obtain the aggregate data.If consumers had smart cards then the prevision of periodic reporting without identityinformation could be possible with anonymous updates of aggregate information (Campand Tygar, 1994). The creation of smart cards offers one solution for this; however,individuals will inevitably lose such cards. This implies that those with unattractive datacould simply lose the information. Mandatory back-ups at a trusted facility could mitigatethis problem.3.3.3.4 Data StorageA fundamental problem with reporting data is that it requires that this data be captured.Once data has been captured there are problems with internal disclosure, external disclosureand the resulting creation of privacy-threatening compilations.Current limitations on disclosure apply only to the Federal Government. Furthermore,financial data has limited protection under the Fourth Amendment, as clearly stated in

57United States v Miller. Thus, limits on disclosure of information to government are weak,but they do exist.Internal disclosure occurs when required data compilations are used within the financialservices institution. When the investment in data collection is required by financialregulation, allowing institutions to use data internally softens the financial blow.With concentration or monopolistic powers, the use of such data can become moreproblematic. As transactional information becomes more detailed, the use of thisinformation in internal hiring, promotion, and consumer credit provision decisionsbecomes an increasingly important issue. Can a bank look through consumer records toevaluate applicants? Currently the bank has the right to do so, since it is valid internal use.What of internal disclosure for purposes of prosecution? An example which is not tooextreme is the possibility that Microsoft could use information obtained through its networkservices to identify possible violators of electronic copyright. There is currently noprohibition against Microsoft using its own internal data to assist law enforcement inidentifying possible thefts of software. Legally, it does not matter that the data wasobtained without the consumer�s knowledge.Consider now external disclosure. Any data that can be used for internal decisions may besold to other organizations for similar decision-making purposes. There are currently noconstraints on the commercial trade of such data. In fact, once the government hasobtained data, it must release it to requesting organizations regardless of their motivation.In light of the motivations and the options created in electronic information systems,information storage requirements seem unnecessarily intrusive. The Truth in Lending Actstorage requirement could be changed so that the customer need only have a valid signedagreement, and upon presenting that receipt can obtain a full refund. Current electroniccommerce protocols can be designed so that storage by the credit-grantor of items bought isnot necessary for the provision of receipts -- encrypted signed receipts or transfer ofpurchase orders provide nonrepudiation. The practical requirement that information aboutpurchases be recorded in easily searched, correlated, and reproduced format exacerbates thethreat of data surveillance.Before requirements for transactional data are created, the threat of possible surveillanceshould be balanced against the wrong being addressed. This suggests that any compilationof data about consumers by other parties which is required by law should also be protectedby law.3.3.4 SummaryIn this chapter I have illustrated that current policies reflect an awareness of the utility ofelectronic information, rather than an understanding of the threats of emerging technology.Secure, reliable and private commerce systems are hindered in their development by thecurrent combination of widespread availability of true anonymity and a legal regime whicharguably promotes privacy violations.The response by the legal and regulatory communities to privacy-threatening innovations,and to new technologies in general, has been the development of technology-specificrulings after these technologies have been dispersed through the marketplace. Thisapproach is breaking down as the rate of technical change increases. It may not be possibleto respond to information technologies after they have reached some critical mass; privacyprotections may need to be included in the hardware (Morgan, 1992). Arguably in this

58information age there needs to exist a system of laws recognizing that the right to privacy istechnology independent.In the conflict between privacy and data reporting, many problems associated with papercurrency remain with electronic currency. Among these common problems are lawenforcement concerns, tax collection, auditing and fraud detection, prevention ofdiscrimination in the provision of financial services, financial privacy, the assurance offunds for socially desirable goals, and the balance between risk-reducing regulation andproductive but risk-seeking free market behavior that best moderates banking cycles for theleast cost. There is no reason to abandon the goal of solving these problems as currencybecomes increasingly electronic. But as the nature of currency and commerce change,previously chosen methods of advancing regulatory interests are increasingly ill-suited.Just as different techniques are appropriate for paper currency, different techniques areappropriate for electronic applications.This is particularly difficult in the case of transactional data. From the perspective ofcustomers, information about their purchases is clearly personal information. Formerchants and electronic commerce providers, it is critical business information aboutconsumer preference, as well as a product in its own right.The current debate over customer information in the increasingly competitive voicetelephony market may provide a glimpse of the conflicts to come. Customer ProprietaryInformation is data about whom a customer calls, and when. This information hastremendous privacy implications. It also has increasing market value, especially as localexchange markets become competitive. Knowledge of the calling patterns of a region,neighborhood, or an individual is a powerful weapon in the competitive marketplace. Inorder to provide a level playing field all possible entrants into a communications marketshould have the same information. However, this implies that all information about thelocation and duration of every phone call a consumer makes should be available to anyonewho can claim a possible competitive interest.Customer Proprietary Information is both important commercial and private personalinformation. There is an expectation of privacy in the contents of one�s phone calls, and atradition of privacy in the Bell System. Yet there is also both a public interest in faircompetition that would compel the release of such information. This type of conflict willbecome increasingly common as information technology proliferates. The solution to theCPI debate -- widespread information availability -- is not entirely promising. Yet theintelligence in the hardware at the endpoints of Internet commerce offer a broader range ofpossibilities than is the case in telephony.One clear conclusion in this examination is that laws written for rapidly changing areas,such as funds transfer and consumer leading, should be written with the leasttechnologically restrictive language possible, so that innovative solutions may be allowedor required by regulators without waiting for an act of Congress.

4|�The greatest pleasure of ignorance is thepleasure of asking questions.�Parker, 1959Separation &Examination ofInternetC o m m e r c e S y s t e m s

60Reliability, security and privacy are important in commerce systems. Current commercesystems include examples as diverse as paper cash and Internet commerce and hardware-based commerce. Credit card verification systems, point of sale transfers, lines of credit,billing servers, secure co-processors, and systems based entirely on software all co-existand compete for consumer and market interest. There are also special purpose systemssuch as electronic postal metering systems and copyright collecting services.Electronic currency systems are as widespread as they are diverse. In the 1970’s electroniccurrency systems such as electronic funds transfer (EFT) began to be widely used (Reidand Madam, 1989). Currently the net value of all electronic transfers exceeds the totalvalue of all cash used. In 1990 over 40% of the $500 billion in federal benefits and state-administered programs were paid using some form of electronic funds transfer (Wood andSmith, 1991). In 1988 physical rather than electronic currency, including cash, creditcards, or financial instruments, accounted for over 99% of all transactions (Newberg1989). The same statistics reflect transaction patterns today; the total value of all electronictransactions dominates the total value of the vastly more numerous cash transactions.In addition to the widely used ATM systems and the Fedwire, there are private networksand products which provide automatic budgeting, check writing, and invoice creation. Thesheer number of electronic currency and invoice systems available for private institutionsoverwhelms the possibility of an exhaustive report.Given that an exhaustive report is not feasible, which systems should be considered?Separating systems into categories removes the need for detailed analysis of every systemwithout unreasonably limiting the scope of this work.Recall that I am concerned with systems for general Internet commerce. These systemsrequire that the user have no specialized hardware.4.1 SeparationFirst, systems are separated into token and notational systems. In token currency thestrings of bits transferred in a transaction are themselves legitimately valuable. Forexample, a dollar has value in and of itself, and is not a promissory note for a particulartransaction from a specific account like a credit card purchase slip. In a notational currencysystem the information transferred is an instruction to change notations in a ledger, such asa bank�s records. In notational currency the value is held in the records, not theinstruction.Second, notational systems are separated by business model. The business model includesthe underlying commerce model, the distribution of risk, the distribution of liability, andtherefore the distribution of trust.Notational money exists as notations in the ledgers of an institution. Electronic commercesystems based on notational currency are separated by the role of the institution whichholds the ledgers. Customers and merchants must trust, to some degree, the holder of theledgers.Notational systems are based on different models, where customer and merchants paydifferent fees and take different risks. Notational systems may be based on the checking,debit card or the credit card model. In some systems there are financial intermediarieswhich alter the traditional assumptions of interaction between merchants, customers, and

61their respective financial institutions. The existence and roles of these intermediaries maychange the distribution of liability, and therefore trust, in financial transactions.The implementation of anonymity in token systems underlies trust requirements. This isbecause of the relationship between anonymity and accountability: an anonymous partycannot be subject to penalties. Anonymity in token systems determines who is able to takeuntraceable, and therefore potentially deniable, financial action.Other characteristics may be incidental to a system and can be changed in a givenimplementation. This fact allows me to collapse the systems into classes within theframework previously developed. Then, within each class one system will be selected asan example for more detailed analysis.The token systems that I analyze and their respective levels of anonymity are:¥ Digicash: token, complete anonymity¥ Digicash with embedded user information: token, conditional anonymity¥ Micromint: token, no anonymityThe notational systems I will analyze are:¥ First Virtual: bank off-line, transactions without security¥ Secure Sockets Layer: bank off-line, secure transactions¥ NetBill: single bank on-line¥ Secure Electronic Technology Specifications: multiple acquirers with on-line presence andmutually respected certificates¥ Anonymous Credit Cards: customer, merchant and intermediary banks have on-linepresence and are separated for reasons of privacy4.2 AnalysisAfter selecting examples from each technical category, I will analyze these systems alonglegal, market and technological axes. The focus of the discussion will be the ability of thesystems to meet market and legal constraints.4.2.1 Transactional ReliabilityI begin by discussing the perspective of each plan. If a protocol is modeled on a specificphysical currency, I note this.In this section I say which parties are considered trustworthy, the bank, for example. Thebusiness perspective may explain how a technical failure is not unacceptable, since therealization that such failures occur is addressed explicitly in the business plan.Both reliability and security depend on the business plan. If the business plan is flawed, alucrative security hole may exist as a result. Thus security is not simple algorithm choiceand key management but also an understanding of the business implications of any systemfailures.Similarly, atomicity depends on design, implementation and business policy. Atomicitydepends on funds available policies because of rollback, as explained in Section 2.2.2.For one protocol in each analysis chapter I specify the fields and cryptographic operationsin the protocol. There are four functions commonly used in electronic commerce protocols.These are a one way secure hash algorithm, asymmetric encryption and symmetric

62encryption. The following notation is used, when the variable or message being encryptedor hashed is x.h(x)the hash of xEk(x)x, encrypted with symmetric key k(x)ix, encrypted with the secret key of i’s asymmetric keys(x)Ix, encrypted with the public key of i’s asymmetric keysThe public and private halves of a public key pair are identified as I and i, where i is thefirst initial of the party or item to which a key corresponds. For example, values of I mightinclude B, C, and M; these correspond, respectively, to a bank, the customer, and themerchant.I consider each transaction step by step. The focus of this analysis is the determination ofthe reliability of a transaction. In a step by step analysis, I can illustrate how the failure of asingle message might put the system in an inconsistent state. Each protocol is classified asproviding no atomicity, money atomicity, goods atomicity or certified delivery. (Classes ofatomicity were defined in Chapter 2.) As part of such a classification the specific messageswhich provide or fail to provide atomicity are identified.4.2.2 SecurityAfter a reliability analysis, I consider the possible failures of explicit security assumptions.Every system has certain security assumptions, whether it is the existence of separatecommunications channels or the assumption that secret keys are indeed secure.For each system I determine the worst case results of the failure of each securityassumption. I do not consider the possibility of every combination of security failures. Ido consider the case where the simultaneous failure of two security assumptions creates adifferent possible outcome than the separate failure of two security assumptions. Forexample, if both a secret key and an account number would enable an attacker to makeunauthorized changes in an account, then I note this fact. However, when joint failures arerequired to enable fraud I address joint failures. For example, I consider the case where theloss of a bank�s secret key and a consumer�s secret key would enable the attacker to,respectively, counterfeit cash and withdraw it in a customer�s account only if such fraudwould not be possible from possession of only one set of keys.I do not consider the failure of certain fundamental, widely accepted cryptographicassumptions. For example, though it has not been proven that there is no way to factornumbers in polynomial time, I will make the standard cryptographic assumption that this isthe case (Baker, 1984; Schneier, 1995).4.2.3 PrivacyThe next step in my analysis is to evaluate the privacy considered in each system. To doso, I list the information available to each party during each transaction in a matrix. Thisallows for simple comparison of different systems without trying to place a qualitativemeasure on the intrinsically quantitative issue of privacy. There is broad agreement thatprivacy is a question of what information is exposed. Thus I focus on informationexposure rather than strict classification. An example is shown below.To consider the efficacy of this method, recall the specific methodology for evaluatingsystem security. There are elements of this methodology applicable to the analysis ofprivacy levels in a system. The potentially applicable steps include: a general description of

63all information that will be transmitted through and stored in the system; a summary of theexpectation of the security of data contained in each subsystem and system; the assignmentof final responsibility to a single individual to assure security is maintained; the use ofmechanisms to assure security; a description of the entire user community including thosewith the lowest level of access; and the types of access permitted provided in eachsubsystem and system. The simple matrix technique used for assessing privacy in thefollowing system analyses includes many of these elements.An example matrix, which shows the information available to various parties in a checkingtransaction, is shown below in Table 4.1. Each row shows the information available to theparty named in the leftmost column. Each column lists a datum of interest: the identities ofthe parties, the date of the transaction, the amount of the purchase and the item purchased. InformationPartySellerBuyerDateAmountItem

SellerFullFullFullFullFull

BuyerFullFullFullFullFull

Law Enforcementw/ warrantFullFullFullFullNone

BankFullFullFullFullNone

ObserverFullFullFullFullFull

Table 4.1: Information Available to the Parties In a Check TransactionThe row labeled �Law Enforcement with warrant� identifies the information that would beavailable to the government. This row provides a basis on which to compare each system�sability to provide societally desirable information. (Socially desirable information ischaracterized in Chapter 3.) Law enforcement can obtain records from bank andmerchants. However, in the case of a specific purchase, the merchant may not keepdetailed records. Here and in later tables if Law Enforcement depends on merchant recordsto obtain item information, then it is denoted through italics as Full .For the privacy analysis, we consider an observer who is electronically well-placed, i. e.,the observer can monitor transmissions between the customer and merchant. The observercannot read encrypted information but can read all other information.Using an information matrix as above as a basis for comparison, each system is roughlyclassified as providing high, low or medium levels of privacy. Any party can have full,partial or no information about the datum of interest.I focus specifically on the information made available in the protocol. This provides aconsistent comparison of the protocols. However, it is important to realize that informationtransmitted during the discovery process is available with every purchase. Thus thoseprotocols that claim no identity information is transmitted in a transaction assume acommunications exchange or remailer. Removing all identity information duringcommunication is not trivial. For two-way communications this requires a series ofremailers capable of encryption. Even then partial identity information can be reconstructedwith the cooperation of all involved parties; however such a reconstruction has such a highwork factor that it is reasonable to say such services provide privacy.The reader should keep in mind while reading the privacy analysis of each system thatpartial or full identity information can be obtained from IP addresses and commonlyavailable network services. Recall that this was discussed in Section 2.3.2. I will compare

64the Internet protocols only on the basis of information made available after discovery. Thisprovide a more clear differentiation of protocols.4.2.4 Regulatory IssuesFinally, I consider the ability of the system to fulfill governmental needs for data. Iconsider only the information provided about a transaction itself. It is true that mosttransfers into traditional currency would use audible channels. The general policyimplication of this is that anonymity constraints should be relaxed.In Chapter 3 I both identified reporting requirements and offered suggestions for improvingpolicies requiring information availability. In the regulatory fit section of each analysis, Irevisit these specific suggestions for changes in law. In each case I identify the trade-offcreated by the current requirement and the way that my proposed solution would alleviateit.In the regulatory fit section for each system analyzed, I also make technical suggestions onhow the system could be enhanced to resolve or eliminate trade-offs. Techniques used inthis section are described or referenced in Chapter 2.

5|�In a sense a person is defined by thechecks he writes. . . . The bankingtransactions of an individual give a fairlyaccurate account of his religion, ideology,opinions, and interests.�Justice Douglas, 1974�The common law secures to eachindividual the right of determining,ordinarily, to what extent his thoughts,sentiments, and emotions shall becommunicated by others. . . . Theexistence of this right does not dependupon the particular method of expressionadopted.�Justices Warren & Brandeis, 1890N o t a t i o n a l Currency

66In notational currency, the information transferred consists of instructions for payment.The value in this currency is stored as notations in the ledger of a trusted institution.Transactions require that these notations be changed.The advantage to notational currency is that record keeping is an inherent part of thesystem. This simplifies recovery from failure. If a single ledger is used the transaction iscertain to be serialized and as a result implementing ACID transactions is straightforward.Here I analyze five Internet commerce systems which use notational currency: First Virtual,NetBill, Anonymous Credit Card, Netscape�s Secure Sockets Layer, and Mastercard�sSecure Electronic Transactions. I use the approach described in Chapter 4. I also examinecurrent telephone orders using credit cards. Remote notational currency transactions arealready common in the form of telephone orders. Many of the problems with mail-orderand telephone-order purchases exist in Internet commerce. Thus I begin this chapter with adiscussion of traditional telephone order transactions. This provides a clear introduction tothe complex transactional issues in notational currency.5.1 Credit CardsWith credit and debit cards, the instruction to debit or increment an account is madeelectronically. When a purchase is made over the telephone, the information printed on thecard is sufficient to authorize a charge. Thus credit card orders are authorized usinginformation only. This differs from point of sale (POS) systems, in that the physicalpresence of the card is not necessary in a telephone order.Remote credit card transactions are a form of electronic commerce; the critical transactioninformation is delivered electronically by voice, from one human to another. Orders areentered into billing computers, processed electronically, and delivered physically.The credit card market developed because of the limits of interoperability in checks (Rubinand Cooter, 1994). This interoperability was a result of the fact that merchants were at riskfor insufficient funds checks and therefore accepting a check required an extension of trustto the consumer. Previously customers were limited in accessing funds because merchantshad to extend trust to every customer who wrote a check. The creators of credit cards, orentertainment cards as they were originally called, addressed that weakness by assumingthe risk that customers were not credit-worthy.Today automatic teller machines now offer international interoperability between checkingaccounts by providing immediate access to deposits in the form of cash. That the originalimpetus for the creation of credit cards is gone does not mean that the credit market willdecrease, since the original entertainment cards have evolved beyond their original marketniche.The settlement process for credit cards is shown in Figure 5.1. While this is the specificsystem for Visa, it is representative. The credit settlement system is similar to the checksettlement system. However, credit cards developed in a more orderly fashion thanchecks, and have evolved a clearance system with less need for governmental support.Notice that the credit card system is based on regional hierarchies. Each region has aclearing bank. This means that Visa does not have to handle every charge. Each clearingbank has a network of local banks which recruit merchants. Card-issuing banks mayfurther subcontract credit checks for individual transactions to third parties.

67When a bank recruits a merchant it accepts some risk. If a merchant defrauds a customer,or a customer stops payment on the basis of fraud, the merchant bank is liable. Themerchant is guaranteed payment from the merchant bank. This liability is the controlmechanism used to prevent unethical merchants from entering the system and takingadvantage of the assured payment mechanism. It does this by penalizing the banks, whichcontrol entry into the system.Payment is assured by distributing the loss across all purchases in the form of fees. Eachmerchant receives a percentage of each purchase. This is illustrated by the decrements offunds shown returning to the merchant in the outer loop in Figure 5.1.When a customer is defrauded, the customer can refuse charges. Whether this is a result ofphysical theft or electronic attack, the customer�s losses are limited by law to $50 per card.Customers have sixty days to refuse a charge, much longer than with a check. Thereforecustomers do not feel the need to trust merchants as much as in the case of checks. Thuscustomers expect less documentation. This allows credit charge slips to be radicallytruncated, that is the merchant sends the data from the slip, not the slip itself, to the bank.While it is legal for checks to be radically truncated, customers have demanded that theirchecks be returned.5.1.1 A TransactionFigure 5.1 shows the steps in a credit card transaction.The steps in the transaction form two concentric semi-circles: the billing records for thecustomer travel in the center counter-clockwise circle and payment to the merchant isrepresented by the arrows forming the outer, clockwise circle.In Figure 5.1 the inner circle is the movement of the order information; the outer circleshows the movement of payment in return. The merchant pays a percentage to themerchant bank on every charge. Depending on the specific authorization and the contractwith the merchant bank, the merchant may be guaranteed payment. However, in remotecredit card orders it is usually the case that the merchant will not be paid if the customerdenies the charge.The difference in the amount paid by the customer for the purchase and the amount receivedby the merchant goes to profit, overhead and risk management. The lack of atomicity incredit card purchases is managed through this systemic debiting as the payment instructionsmove through the system. Notice that when the merchant and customer banks are thesame, Visa does not receive the transactions fees.A credit card transaction is not money atomic, although it can appear atomic to the merchantif the merchant is guaranteed payment. From the customer�s perspective, credit cardpurchases have a period in which payment can be canceled, either by explicit cancellationrequest or by a refusal to pay for an item when billed.Credit card transactions are consistent in that the customer and merchant agree on theamount paid and whether there was a reversal of payment.Credit card transactions are not isolated. There are cases in which a merchant obtains ablock on user credit which is not always promptly erased. These can in some cases lead tofailure of isolation. For example, a hotel may block enough to cover possible damage, thuspreventing the customer from making a later, unrelated purchase.

68Credit card transactions are durable. However, it may take weeks for a credit transaction tobecome final.

2. Payment information4. Invoice

$100 + fees + interest$98.295+ fees$98.295 + fees5. Settlementfor $98.295-service charge$98.295-service charge10. Seperatesby customer & bill

$1.7098.295Acquiring BankClearing BankClearing BankCard Issuing Bank 3. Auth for$100VISA Base7. Aggregatesregional charges

Merchant Customer 1. Request items6. Forwardcredit info8. Allregional charges9. Allcustomers’s chargesFigure 5.1: A Credit Card TransactionA credit card transaction is limited only by the customer�s credit limit. With ATMmachines, there is a size limit for an individual transaction. This is to limit risk, just as thelimit on currency denominations limits risk by increasing the difficulty of counterfeiting --in both cases the limits increase the number of false payment instruments needed for largescale fraud. However, this sometimes fails, as the recent theft of over $300,000 with asingle card and access code illustrates (New York Times, 1995a; New York Times,1995b). Like checks, credit cards can support a nearly limitless number of users.There are limits to interoperability between credit and debit card systems. A consumercannot pay her American Express card bill with her Visa, except by first obtaining cash.(This statement has been experimentally verified by the author.)

695.1.2 SecurityOpportunities for fraud vary with payment policies. With remote credit card purchasesthere are two options: the acquiring bank guarantees payment or the merchant accepts risk.In the case that the bank pays, merchant fraud is trivial. Merchants can fail to deliver goodsand demand payment. Banks limit this fraud by tracking complaints against merchants andrevoking merchant accounts. Merchants can re-incorporate and request new accounts withthese new identities. However, some merchants allow other disbarred merchants to usetheir accounts, so this system itself has weaknesses (Van Natta, 1995).In both cases customer fraud is straight-forward. Customers may simply claim not to havereceived goods. The lack of a verifiable physical delivery system constrains security for allremote purchases of physical goods. Banks address this in the same way that they addressmerchant fraud: customers are tracked, rated, and subject to the removal of creditprivileges.If the merchant has a physical presence, i.e. an imprint of the card, the merchant isguaranteed payment. If the merchant is offering telephone purchases, the certainty ofpayment depends on the type of merchant, merchant characteristics and transactionalcharacteristics. Important merchant characteristics include credit history and market served.Important transactional characteristics include price and item purchased.Arguably the greatest weakness in the telephone order protocol is its vulnerability to replayattacks. Only credit card number, expiration date, and sometimes billing address areneeded to authorize a purchase. Thus, any person who obtains a complete receipt canauthorize telephone purchases.This weakness is exacerbated by the fact that this information must be transmitted over thepublic telephone networks. However, the public phone networks are more difficult tomonitor than Internet transactions for several reasons. First, the telephone network is builtto transmit voice data. Filtering and searching voice data after it has been trapped requiresdecoding the data and then using voice recognition technology to obtain the content. Voicerecognition is orders of magnitude more difficult than identifying information alreadyoptimized for digital content-based manipulation. After having analyzed the data todetermine the content using voice recognition, then the data must be searched, just as in thecase with data on the Internet. Conversely, information on the Internet is typically in aform that is simple to intercept and filter. Finally, the sheer scale of the two systems makesmonitoring phone calls harder. There are 28 million (Hoffman, Kalsbeek and Novak,1996) to 37 million (CommerceNet, 1995) Internet users in the United States, while therewere 172.818 million households (Bureau of Census, 1995) subscribing to telephonyservices in 1995. Telephone service is common to almost all households, with 96% ofhouseholds having telephone service in 1994 (Federal Communications Commission,1995).5.1.3 PrivacyCredit card transactions create machine-readable records. Identities of the parties, price,date, and some content information may also be recorded with credit card purchases.Privacy can be compromised by the ease with which this information is analyzed anddistributed.

18This includes both access lines and cellular subscribers.

70Credit card purchases provide detailed information about the transaction to merchants andassociated financial institutions. They can also leak information through electronicsurveillance by an observer. Because information is obtained by the bank, it can beavailable to law enforcement. Content information may be recorded by the card issuer, andcontent information in machine-readable format may be trivially obtained by the merchant.Content information is not typically transferred by merchant to acquirer. Informationdistribution in a remote credit card transaction is enumerated in Table 5.1.Note that I combine the merchant bank with the clearinghouse, the customer bank and theintermediate banks. This implies an assumption that these institutions are all one bank --otherwise the customer bank would be the card issuing bank and the merchant bank theacquiring bank. This assumption is supported by the fact that there is widespreadmarketing and sharing of data between banks. InformationPartyMerchantCustomerDateAmountItem

MerchantFullFullFullFullFull

CustomerFullFullFullFullFull

Law Enfw/warrantFullFullFullFullFull

BankFullFullFullFullNone

ObserverNoneNoneFullNoneNone

Table 5.1: Information Available in a Credit Card TransactionTelephone transactions require sending information over phone lines. Recall voice-basedtelephone transmissions are not as easily intercepted or as subject to electronic monitoringas Internet transmissions. However, if such a transaction is intercepted then the observerhas all the information necessary to charge orders to the customer�s account.5.1.4 Regulatory IssuesSince credit cards are now widely used, many regulatory issues have already beenconsidered. In fact, two specific regulations of interest were enacted at least partially withconsideration of credit cards: the Electronic Funds Transfer Act and the financialinformation provision of the Computer Fraud and Abuse Act. Thus a short considerationof lessons learned with credit cards may be fruitful for later discussions.The Electronic Funds Transfer Act was passed because of the recognition that a customerhas neither the ability to strengthen the payment system nor the ability to prevent use of afinancial instrument once stolen. The initial assumption that a customer would bear thesecharges in the event of a lost card is reflected in the assumption of many electroniccommerce systems that the customer will simply bear lost charges in the event of a lostcryptographic key. In fact, under the Digital Signature Law passed in Utah, if an attackerobtained a consumer�s secret key, the attacker could enter in contracts requiring thecustomer to continue to pay for many years. This results from the lack of consideration ofkey loss -- keys are treated as if they were unalterably linked to an individual, like thesignature on which keys are modeled in this law.In terms of privacy, credit card companies policies vary widely. American Express offersconsumers options on the use of personal information. Mastercard and Visa allow cardissuing banks to set policies on consumer privacy. That one company offers a privacy-protecting option suggests that the market can serve the privacy interests of those withfinancial resources.

715.2 First VirtualFirst Virtual is based on the theory that the provision of information goods over the Internetis practically free and that the Internet itself is inherently without security. First Virtualaggregates transactions, filters transactions, provides billing, and resolves disputes (FirstVirtual, 1995a). First Virtual is an account acquirer from the perspective of consumers andmerchants; in contrast, First Virtual is a single merchant from the perspective of theacquiring bank.First Virtual filters transactions and resolves billing disputes about these transactions. FirstVirtual resolves disputes by maintaining that the customer is always right. First Virtuallimits customers� abuse of this policy by limiting the customer�s total number of refusals --after a given number of refusals a customer�s account privileges are terminated.First Virtual�s protection against fraud is based on three business practices:¥ no credit card numbers are ever on the Internet¥ no replay attacks are possible¥ the losses of a merchant who is unpaid for network-delivered information goods arenegligibleFirst Virtual is a protocol for the first generation of Internet commerce. As with all on-linesystems First Virtual has automated customer support, promotion, administration andprocessing. Some First Virtual transactions are large enough that aggregation isunnecessary; however, First Virtual can provide aggregator services for small transactions.The goal of First Virtual is not to decrease transaction costs but rather to provide immediateaccess to customers on the Internet for medium-priced information goods.Commerce without security has limited application. The size of a purchase with FirstVirtual is limited by the merchant�s tolerance for fraud. Merchants with high cost goodsfor which there is a high demand are unlikely to accept high levels of fraud. First Virtualworks well for low priced goods with a small to medium market, or high priced goods witha specialized market. The acceptance of First Virtual is also subject to the frequency ofattacks on customer account identifiers and customer tolerance for the time and effort inaddressing these attacks. If First Virtual claims a charge is valid and the customerdisagrees, the customer still has the protections against loss and fraud provided through hercard issuing bank.First Virtual is useful for information goods delivered over the Internet. The market for on-line information goods is hampered by the fact that goods are widely distributed and oftenhave very low value. Many on-line information merchants are not large enough to havemerchant accounts with credit card companies. Besides the number and small size of manyinformation providers, this is a problematic market for current Internet commerce protocolsbecause the value of these merchants� items is so low, consumption happens soon afterdelivery, there is no standard for proof of delivery on-line, and there is no physicalpresence. Because First Virtual�s business model is based on negligible merchant losses,First Virtual is not well suited for orders for physical goods.Becoming a First Virtual merchant requires a credit card, email, data storage capacities andWeb access. Notice that an Internet user can be a First Virtual merchant with a standardbank account, while other systems require that merchants have merchant accounts. FirstVirtual�s approach vastly expands the number of possible merchants, and therefore theprobability that there will be information of interest to a customer.

72Obtaining a First Virtual account requires email and a credit card. The prospectivecustomer sends email to First Virtual that includes a customer-selected password. Thecustomer then calls First Virtual and provides credit card information over the telephone.The credit card information itself is never sent over the Internet. The password and username (which is called an account identifier by First Virtual) are used by customers toauthorize charges against their accounts. There is a low initial fee to become a First Virtualcustomer.Presumably, First Virtual also profits from the redistribution of the email addresses of itscustomers. Customers are allowed to opt out of this program when asking for an account;however, the default value is redistribution.5.2.1 A TransactionA First Virtual transaction is shown in Figure 5.2. Note that the bank is actually off-line,and is contacted by First Virtual after a transaction or a series of transactions have beencompleted.Merchant

1. Finds goods, and requests price quote2. Requests information goods at quoted price4. Delivers information goods3. Verifies account5. Requests

payment

Customer7. Authorizespayment

First Virtual6. Requestspayment authorizationFigure 5.2: A First Virtual TransactionThe transaction begins when a customer selects an item. The customer then requests theitem with a message that includes her First Virtual account identifier and the associatedpassword. The merchant could authenticate the customer�s claims to be a valid First Virtualcustomer at this point, as shown in step three of Figure 5.2. First Virtual will verify thatpassword and account identifier. If the customer is a valid First Virtual customer, themerchant is then contractually obligated to deliver the requested items.After the merchant sends the goods the merchant sends the customer�s paymentauthorization to First Virtual and requests payment, as shown in step five. The merchant isrequired to send the merchandise requested before asking for payment. First Virtual thensends an email message to the customer for final authorization of the charge. The customer

73will only be charged if the customer verifies the charges. Finally, First Virtual notifies themerchant of the result.The merchant may choose to validate the customer at step two, three or five. Validation atstep two means that the merchant never accepts a request with an invalid password. Thereis a trade-off in this choice: a merchant saves one message on every valid transaction orsaves processing invalid requests. The appropriate choice depends on the ratio of validpurchases to fraudulent requests as well as the relative costs of communications andprocessing.Regardless of the merchant’s timing of verification, the customer has the right to refuse topay for an item after having received it. This prevents conflicts based on quality anddeceptive advertising. First Virtual reserves the right to limit the number of times aconsumer may choose not to purchase an item received; but a merchant can not choose torefuse to send an item to a valid First Virtual customer. This means the merchant mustaccept First Virtual�s definition of acceptable risk.The email in step six and the request in step two travel through different parts of theInternet, like a telephone call to Tokyo and a fax to New York travel through different partsof the telephone network. Therefore First Virtual considers these independent channels.While it is simple to obtain a packet containing ordering information from First Virtual,intercepting the authorization request message to the customer is more difficult. It wouldrequire either filtering every message received by the customer or sent by First Virtual, oralternatively breaking into the customer�s home email account. Furthermore, there is nogain in completing the second, more difficult, part of the process because any attacker hasalready obtained the goods in step four. So it is likely that the email sent to the customerresults in a valid reply in step seven.First Virtual transactions uses off-line billing. First Virtual does not provide moneyatomicity. The actual transfer of funds in the First Virtual system is implemented off-lineusing traditional payment mechanism, such as with the telephone order or mail orderdescribed in Section 5.1. While First Virtual looks like a bank to the on-line consumer,First Virtual is a single merchant from the perspective of the financial infrastructure. Like acard-issuing bank, First Virtual will cancel a customer�s account after the customer refusespayment to First Virtual, but this will not make the previous transactions money-atomic.First Virtual does not provide goods atomicity or certified delivery. The customer canreceive goods and refuse payment.Successful First Virtual transactions are isolated. Unsuccessful transactions are not.Because consumer refusals are tracked, the result of a customer refusal on one transactiondepends on the outcome of other transactions. Too many refused transactions result in arefusal of service. Thus the lack of isolation is not a flaw in this system, since it is a resultof a considered business strategy.First Virtual transactions are consistent. The merchant and customer know if the customerwas paid. Notice that there is not consistency in goods delivery. If the protocol weregoods atomic, goods consistency would also be expected. The merchant may believe thecustomer has the goods and expect payment, while the customer will not pay.After the final email, First Virtual transactions are durable. The customer cannot changeher mind about the quality of merchandise after having approved a charge.

745.2.2 SecurityFirst Virtual assumes that the Internet is inherently without security, and thus does not sendcredit card information itself over the Internet.First Virtual is not secure. An attacker need only trap a packet which has the accountidentifier of a First Virtual account holder to receive information free. Since there are well-known locations which receive many of these packets (for example, the First VirtualInfohaus), finding such a packet is unlikely to be difficult. Thus the very lack ofwidespread interoperability between forms of network commerce is an advantage for FirstVirtual, since you cannot trade First Virtual account authorization for any other financialinstrument.Merchants can get customer First Virtual account information but not customer credit cardinformation. Thus, merchants do get the information necessary to authorize furtherpurchases within the First Virtual system; including charging their own customers for itemsthey did not select. Merchants themselves will not profit from padding charges; however,they can use this information to illegitimately obtain information goods at some cost to thecustomer.Merchants cannot protect the information they sell as it travels over the Internet. Attackersmay steal information goods by trapping and copying information goods as they are sent tolegitimate First Virtual customers.First Virtual mitigates risk by limiting interoperability -- although the First Virtual system isnot secure it isolates and limits security failures through business practices.5.2.3 PrivacyThe information available to various parties in a First Virtual transaction is shown in Table5.2.In First Virtual transactions the merchant gets the customer identification immediately, somerchants may easily build detailed consumer profiles. In fact, merchants are required byFirst Virtual to keep detailed transaction records for at least three years after the transaction(First Virtual, 1995b).InformationPartyMerchantCustomerDateAmountItem

MerchantFullPartialFullFullFull

CustomerFullFullFullFullFull

Law Enfw/warrantFullFullFullFullFull

First VirtualFullFullFullFullFull

ObserverFullFullFullFullFull

Table 5.2: Information Available in a First Virtual TransactionSince no messages are encrypted an observer could develop a detailed profile of consumerhabits. Observers can even more easily profile a merchant�s on-line business by watchingonly one server location.

75The customer can choose a First Virtual pseudonym. If the customer takes advantage ofthis, a merchant can identify serial purchases by a customer but cannot link that informationto any non-First Virtual transaction data.5.2.4 Regulatory IssuesFirst Virtual can provide all the information necessary for any regulatory purposes. In fact,First Virtual provides more information than legally required.Neither merchants nor First Virtual is covered under banking laws, so legal requirementsthat customer transactional data be maintained do not apply. The multi-year retentionperiod for transactional data required of merchants reflects the time frame of interest to lawenforcement rather than businesses, since for a given charge the customer�s right to disputeis contractually limited to months.First Virtual makes no attempt to control the use of merchant data. The open nature of FirstVirtual means that consumers do not have privacy from even casual observers. This makesthe careful choice of and frequent changes in customer pseudonyms important.First Virtual data retention reflects the need for broader controls on consumer records.Since the provision of consumer credit reporting is not the primary business function ofeither First Virtual or its merchants, their customer records are not covered under the FairCredit Reporting Act.5.3 Secure Sockets LayerThere are multiple versions of secure protocols for use on the World Wide Web, and manybrowsers. These include S-HTTP, encrypted telnet and ftp and the Secure Sockets Layer.These protocols can be used for Internet commerce, and in fact, Secure Sockets Layer isadvertised as an Internet commerce tool by Netscape (Netscape, 1996). Here I amaddressing the option offered by Netscape for use with its own browser: Secure SocketsLayer (Freier, Karlton and Kocher, 1996). I consider Version 3.0 here, as described in theappropriate Internet Draft.19The Secure Sockets Layer is built to enable secure peer-to-peer communication over theInternet, not to enable electronic commerce per se. Electronic commerce is the mostobvious, and possibly most frequently used, application of the Secure Sockets Layer. TheSecure Sockets Layer is not an electronic commerce protocol, it is a handshake protocol forestablishing a secure channel that can then be used for commerce. Possible uses includeprivate and verifiable email, contract negotiation, and transmissions within or betweeninstitutions of sensitive data. The Secure Sockets Layer can be combined with otherprotocols which would be strengthened by the use of an encrypted channel, such as FirstVirtual. The use of the Secure Sockets Layer for customer address information is assumedin SET (Lewis, 1996).The Secure Sockets Layer replaces the telephone line in the credit card transactionsdescribed above with an encrypted Internet connection.The scope of the SSL is extremely limited: SSL offers only an encrypted tunnel through theInternet that enables the secure delivery of financial information.

19An example is Netscape�s LivePayment,http://home.netscape.com/comprod/products/iapps/livepayment.html.

76The Secure Sockets Layer enables traditional credit card transactions over the Internet. It isfor charges sufficiently large that there is no need for aggregation. The Secure SocketsLayer requires that merchants be credit card merchants in the traditional sense: the merchantmust have a merchant credit card account with an acquiring bank.5.3.1 A TransactionThe Secure Sockets Layer protocol begins with an exchange of certificates and ends withan exchange of keys. The information transmitted in further exchanges is completelytransparent to the protocol. Figure 5.3 illustrates a Secure Sockets Layer transaction. Thebank is not shown because communication with the bank is off-line, i.e. not on the Internetbut over a private leased line.Customer

Merchant

1. Request Transaction4. Goods Delivered3. Request an Item2. Confirm RequestFigure 5.3: A Secure Sockets Layer TransactionThere are options within Secure Sockets Layer for authentication and key exchange forusers with and without certificates. For consistency across protocols I assume thecustomer and merchants have certificates.In the first two steps the customer and merchant authenticate themselves to the other andgenerate a shared key. There is a message for use by the customer for requesting themerchant�s certificate, and thus the customer is assumed to have the certificate. Thecustomer uses the merchant�s public key to initiate a transaction. The transaction beginswith key generation. The merchant replies and may request the customer�s certificate. Thecustomer and merchant use the public keys contained within their certificates forauthentication and the generation of a symmetric key. Secure Sockets Layer asimplemented in Netscape�s Navigator assumes the customer has a certificate from Verisign,RSA or a small number of other certificate vendors (Verisign, 1996). Althoughauthentication and key generation require more than two messages, this exchange canreasonably be modeled as two functional steps.In the third step, using the protection provided by symmetric encryption, the customersends her credit card number. In the fourth step the merchant should deliver the goods.These two steps are not covered in the protocol.Notice that after step three the merchant will almost certainly obtain authorization from thecustomer�s credit card provider, and therefore could authorize a transaction with the bank atany time after that step. Since the communication with the bank is not included in SSL thisis not shown.The SSL protocol provides for a handshake for authentication and the generation of ashared key. Thus it clearly cannot provide atomicity. Since Internet purchases are treatedby credit card companies as telephone orders, the customer can refuse payment to themerchant. Thus the lack of money atomicity in the off-line financial system suggests that

77there is no money atomicity in a transaction using the Secure Sockets Layer. There isneither goods atomicity nor certified delivery.Consistency, durability and isolation are as in a telephone order, as described in the firstsection of this chapter.5.3.2 SecurityThe greatest security threat with the Secure Sockets Layer is that merchants must all keepsecure servers for credit card numbers to remain secure. Thus, the customer must trust notonly the merchant and his employees, but also his technical acumen in computer security.The theft of twenty thousand credit card numbers from Netcom illustrates that this is aproblematic proposition. If there are dishonest employees, inadequate organizationalsecurity procedures, faulty installation of secure software, or if the merchant does notprovide timely patches for his operating system, the consumer is at risk for credit cardfraud.If the merchant is honest, the employees may remain a problem. Replay attacks are trivialwith the information provided to the merchant.The effective regulatory limitation of key length to forty bits is a weakness, since thepayment authorization information is not transaction-specific. Thus observers could obtaincredit card authorization information, using attacks as described in Section 3.2.5.3.3 PrivacyBecause the Secure Sockets Layer provides not financial services, but rather software tocreate an encryption-secured connection through the Internet, Netscape has no informationabout the transaction. The off-line bank is the financial service provider, Netscape is thetransmission security software provider, a third party may provide certificates, and themerchant initiates financial transaction authorization.By using encryption the Secure Sockets Layer has added some degree of privacy incomparison with credit card transactions in that observers can no longer obtain paymentinformation. (Recall Table 5.1.) This priority, hiding information from observers, reflectsthe fact that observation is much easier on the Internet than with the telephone network.InformationPartyMerchantCustomerDateAmountItem

MerchantFullFullFullFullFull

CustomerFullFullFullFullFull

Law Enfw/warrantFullFullFullFullFull

NetscapeNoneNoneNoneNoneNone

BankFullFullFullNoneFull

ObserverFullFullFull*NoneNone

Table 5.3: Information Available in a Transaction Using Secure Sockets LayerIdentity information is available because the certificates for customer and merchantauthentication are sent unencrypted.The observer is shown as being uncertain about the date of the transaction.. This isbecause the observer cannot determine if a transaction actually took place -- only that there

78was communication between the customer and the merchant. Thus the addition of the *notation.Information is concentrated at the off-line financial services provider, the acquirer bank.The bank has all the abilities to correlate and distribute information as in any othertransaction.5.3.4 Regulatory IssuesThe Secure Sockets Layer sets up secure connections through an open network. Netscapeas an entity does not have any information about what data has passed through a securesockets connection.In the Secure Sockets Layer the merchant keeps the payment authorization informationfrom the customer. Thus the merchant has responsibility for protecting all customerinformation. This has proven problematic in the off-line payment world, with disbarredmerchants and dishonest employers using credit card information to make unauthorizedcharges.Finally the amount of consumer information held by the merchant and financial servicesproviders further strengthens the argument that limits on secondary financial informationneed to be expanded.5.4 Secure Electronic TransactionsWith the proposed standard, the Secure Electronic Transaction protocol (SET) (Mastercard,1996), any acquirer could have a presence on the Internet capable of authorizing andpossibly capturing charges. SET is a combination of Mastercard�s Secure ElectronicPayment Protocol (SEPP) (Mastercard, 1995) and the Visa Secure Transaction Technology(STT)(Visa, 1995) protocol.SET does not necessarily aggregate purchases, although a merchant may choose to ask forverification and payment in batches. This is feasible for the obvious reason that there is noneed to aggregate large purchases made over the Internet. The same customer support,order processing, administration, and promotion savings that can be obtained by otherpurveyors of electronic commerce can be obtained by traditional credit card acquirers. TheSET protocol may not compete with so much as complement the approaches of thepreviously mentioned Internet commerce providers.SET models Internet commerce as mail order and telephone commerce. The merchant,rather than the acquirer, takes the risk for invalid purchases as in mail and telephone ordersbecause a physical card is not used. However, if the secret key corresponding to an SETcertificate is eventually stored in a smart card, SET transactions may be reclassified as cardpresent transactions. In card present transactions the merchant is guaranteed payment byvirtue of having a physical imprint of the customer�s card.Initially in SET only traditional merchants will be allowed to sell goods. This means thatsmall publishers and professionals working at home cannot use SET if they do not havemerchant accounts with an acquirer which is authorized to clear the customer�s requestscredit card purchases.SET is an open standard and was developed using an open process of issuing drafts andrequesting comments. Originally, Visa proposed a proprietary system with Microsoft,possibly in an attempt to leverage the dominance of the Microsoft operating system to

79popularize STT technology. The decision by Visa to pursue an open process is significantin terms of the promise of future interoperability. However, unlike open Internet standardsVisa and Mastercard retain ownership of SET.The weakness in terms of interoperability is that a requirement for credit card ownershipsharply limits the participants in Internet commerce. In addition, the requirement thatmerchants have traditional merchant accounts in order to accept funds seriously limits thepotential of Internet commerce by limiting the merchant population to traditional merchants.The inability of any user to charge for services may not limit the entrepreneurial power ofInternet users, but it does fail to encourage individuals to create information start-ups.The probability that SET will be a common standard is supported by simple observation ofthe financial strength of its founders, Visa and Mastercard. CyberCash, American Expressand Europay have adopted SET as a standard.5.4.1 A TransactionSET offers multiple protocols for electronic commerce which reflect the different types ofInternet access available. Transactions are possible for customers with email connectivityand Web connectivity. Transactions can be implemented by customers with or withoutcertificates. Here I consider transactions when a customer has public key certificates andWeb access. This is the appropriate model for maintaining consistency across comparisonsof different protocols.An alternative version assumes only that customers can calculate hash values of paymentinformation. This protects payment information from merchants. However, this versionof the protocols does not prevent replay attacks once credit card information is obtained.In SET, the standard language in the credit card industry is used. I use slightly differentlanguage in order to be consistent with other descriptions. Credit card verification isreferred to as authorization and payment is referred to as capture. Since the wordsauthorization and capture have other, specific meanings in computer security I will continueto use the terms verification and payment. The bank as shown in Figure 5.4 is an acquirergateway, a service provider for acquirer banks. That is, the gateway is the bank�s Internetpresence. With these changes in terminology the figure below corresponds to thedescription in the SET specifications.Since SET specifications permit batching, the contents of a specific message may varyslightly from the single transaction model shown here. In fact, steps five, six, nine and tencan precede steps four, seven and eight. However, this may vary the contents of thesemessages in unspecified ways, so these variations are not considered.Each description of a message that follows Figure 5.4 includes the name of the message inthe SET protocol in order to simplify further exploration of the SET TechnicalSpecifications for the reader. In addition, corresponding names for variable descriptionsare given in parentheses. This is not done in other protocol analyses because theexplanation of the other protocols is available in a simpler format than the SET TechnicalSpecifications.A transaction using the SET protocol for an interactive medium is show in Figure 5.4.Notice that browsing and price negotiation are not included in the SET protocol. Acorresponding diagram can be found on page 133 of the SET Technical Specifications.

80CustomerMerchantBank1. Request transaction5. Customer payment data2. Acknowledge request6. Verify customer data

3. Purchase order

4. Purchase order verification

7. Status query

8. Purchase status information

Figure 5.4: A Secure Electronic TransactionIn the first message (PInitReq) the customer identifies her desire to make a purchase. Thismessage includes a customer-specific message identifier (LID_C), a corresponding nonce(Chall_C), the customer selected payment method (BrandID) and a list of certificates withthe appropriate hashes for verification. There is no encryption used to protect thisinformation; however, one presumes that only the cardholder has any interest in sendingthe cardholder�s certificate. Thus after this step the merchant, and an observer, know thecustomer�s identity, the merchant to whom it was directed, the item requested and the price.In the second message (PInitRes) the merchant acknowledges the customer�s request tobegin a transaction. The merchant begins a record which includes the customer�stransaction identifier and brand in the database. Presumably the customer�s address (forresponses) is also included, although this is not noted in the specifications. According tothe documentation, the customer address is supposed to be obtained out of band by themerchant. Thus the message which contains this information is not specified, although theSecure Sockets Layer is an obvious choice. The merchant will now know the customer�scredit card type, limits on the customer�s account, and any customer attributes implied bythis credit information. The merchant must know the customer’s billing address forauthorization. Thus, although the method for obtaining that information is not specified,the data are reasonably included as part of the information exchange in SET.The second message includes the transaction identifier to be used by all three parties, acorresponding challenge, a time stamp, and a new challenge from merchant to customer.After this message the customer has the merchant�s certificate.The third message is the customer�s purchase request. This is the customer�s conditionalcommitment to completing the transaction. Note that the customer is not committed, andthe payment is not durable, for some weeks. The customer maintains the right of refusaluntil after she reviews her monthly credit card charge account summary.The purchase request is the most complex message: it includes payment and orderinformation. The payment information is encrypted so that the merchant cannot read it but

81the bank can. The hash of the order information is included in the signed message. Theorder information and purchase amount themselves are sent in verifiable but unreadableform, i.e. they are hashed. The order information is obtained by the merchant external tothe protocol. This message is signed by the customer. The message includes a generaldescription of goods, amount, and nonces in the clear. The payment information includesaccount number, transaction identifier, amount and card expiration date encrypted for thebank.The fourth message is from the merchant to the customer. Note that the merchant maychoose to obtain authorization, or to respond to the customer immediately and batchauthorization. Here I have assumed the former. If it were the former, the merchant wouldsend the results of his attempt to obtain authorization.The fourth message is the merchant�s indication to the customer that the merchant willcomplete the transaction, contingent on authorization, and possibly capture. This messageis signed by the merchant. It includes the transaction identifier, the customer�s transactionidentifier, and a flag indicating the status of the transaction.If authorization had been completed previously, then the authorization status andauthorization amount would be included. If the transfer of funds, called capture, had beencompleted, the capture status, capture amount, and the ratio of amount captured to purchaseprice would be included.The fifth message is the authorization request from the merchant to the bank. (Recall thatthe bank here is actually a gateway to the credit clearance system.) This message isencrypted so that the bank can read it. The message is signed for verification, thenencrypted using a one-time DES key. The DES key itself is then encrypted in the bank�spublic key. The same technique is used for the capture message to and from the bank;although the authorization response does use �extra-strong� encryption. The definition ofextra-strong is not specified in the SET documentation, but observation of current bankpractice and later communications allow me to assert that �extra-strong� means triple-DES.The authorization request includes transaction-specific and merchant-specific data.Transaction-specific data includes the transaction identifier, the date, and the orderinformation. The order description, the amount, and nonce are hashed together andincluded. The transaction identifier, the customer�s transaction identifier, the date,merchant identifying information and the brand identifier are hashed together for inclusion.The merchant-generated data include the amount, the merchant�s business area, and onebyte identifying a specific purchase area. This single letter is referred to as theMarketSpecData and identifies the industry -- hotel, auto, etc.The customers� address is included. There is also an option for requesting additionalauthorization, above the purchase amount, called AdditionalAmount. Finally there is a flagto identify the message as part of a batch, and fields for associated batch information. Themerchant includes the customer�s billing addressed in an authorization request.The sixth message is the authorization response of the bank to the merchant. Beforeresponding the bank verifies the signature and verifies signatures of the hash values signedby the customer and sent by the merchant match. The authorization response is encryptedwith �extra-strong� encryption. This message is signed by the bank.

82In step seven the customer may contact the merchant to determine the status of thetransaction. Only the transaction identifier and the customer�s transaction identifier are inthis message.In step eight the merchant responds with a signed message of the same form as messagefour. That is, the merchant reiterates his commitment to complete the transaction andnotifies the customer of the authorization status.In step nine the merchant requests capture from the bank. Capture follows authorization.In authorization a certain amount is reserved on the credit line of the customer. In capture,a lesser or equal amount is transferred to the merchant. Capture is reversible in Internet,telephone and mail order transactions from the perspective of the merchant. The capturemessages are both signed and encrypted using a one-time DES key, which is then protectedusing the recipient�s public key.In step nine the merchant sends the transaction identifier, the date, transaction-specific data(from the authorization request), and amount. There is also additional data for ease ofprocessing if the order is batched. This message is the merchant�s commitment to the bankto complete the transaction.In step ten the bank confirms capture.Consider the transactional characteristics of SET.The SET protocol does not assure isolation because of the inclusion of anAdditionalAmount field in the authorization request from the merchant to the bank. Thecustomer neither approves nor even has knowledge of this field. This has provenproblematic with physical card transactions only occasionally as described in Section 5.1.The lack of isolation may be exacerbated by the ability of electronic customers to travelbetween merchants at a much higher rate than physical customers. If a consumer visitsmany Web pages and each blocks off an amount that assures maximum possible payment,the consumer may quickly be drained of available credit.Credit card transactions are normally consistent in that the customer and merchant agree onthe amount paid.Credit card transactions are durable, after the customer has agreed to a charge.The SET protocol provides money atomicity, but does not provide either goods atomicityor certified delivery. The SET protocol could be strengthened by the addition of certifieddelivery for information goods.In the following paragraphs I offer one technique for providing certified delivery; certifieddelivery could be added in other ways. This could be done by adding a message where theinformation is delivered encrypted, and then adding the appropriate fields. The followingparagraphs describe the changes necessary to provide certified delivery for SET purchases.The additional messages, three and four, are shown in Figure 5.5.Of course, there are several possible ways to add certified delivery to SET. For example,one could add fields to the initial two steps so that the merchant responds immediately tothe customer�s request. However, the fields in the SET protocol are clearly specified andthere is an acceptance in the protocol for information to be received external to the protocol.

83Thus the addition of a new message and the alteration of the fields appears to be apreferable choice.

CustomerMerchantBank1. Request transaction6. Customer payment data2. Acknowledge request7. Verify customer data

5. Purchase order

8. Purchase order verification

3. Request item 4. Send item encryptedFigure 5.5: SET with Certified DeliveryThe significant changes are that the purchase order verification (Pres) must follow theauthorization requests. This means that certified delivery purchases cannot be batched.This is a variation already defined within the SET protocol, so this is not a change to thestandard.Between the order request and order information the merchant must determine the item thecustomer wants, encrypt it, and send it. A version of the inquiry request can be used torequest an item from a catalog; however, more complex order descriptions can providegreater protection for the customer. ˚The delivery of the encrypted merchandise is an additional step required for certifieddelivery. This may be transparent or external to the SET protocol, since it is the customer�sacknowledgment of the item received that is critical.After the second message the transaction ID has been established. The customer needs tosend a message with the item requested. This message must include the item ordered andthe price.The merchant would send the item encrypted with some key, k. This message must besigned and encrypted. The message must be signed for purposes of nonrepudiation. If themessage is not encrypted, then the customer could observe the transactions and obtain thekey. The message would be as follows, in the SET format: S_M{TransID, H(Ek(item))},Ek(item). Thus, the merchant would have signed a commitment to delivering an item witha specific description, acknowledgment of having delivered a specific bitstream, and thatthis encrypted bitstream is the item described, encrypted with the enclosed key.The customer will have the encrypted merchandise when building the purchase order.(Step five in Figure 5.5; Step three in Figure 5.4.) The customer already has the

84merchant’s signature on a description of the item and the price, as described under Figure5.4. The customer would also include a hash of the encrypted item sent by the merchant.The order description field (OD) can be expanded to include this hash value. After thisstep, in addition to the information discussed above, the merchant has nonrepudiation fromthe customer that the bitstream was received.The merchant may then ask for authorization. This message must be altered to identify thetransaction as information-based and include the key. The next paragraphs describe thefield used to enable this. The purposes of the data in this message are to provide the bankwith the key to the merchandise, and the customer�s verification that the merchandise hasbeen received. Of course, the payment authorization information as defined in SET mustremain.The merchant�s verification of the customer�s payment information must also be changed.(This is Step five in Figure 5.4 and Step six in Figure 5.5.) The changes are in the datafields called the Authorization Request Payload. First, the transaction must be identified asone concerning an information good. The natural place for such a specification is theMarketSpec field in the MarketSpecData (Mastercard, 1996, p. 130). Recall that this fieldidentifies the industry. For certified delivery the MarketSpecData field could be I forinformation.The SaleDetail is also part of the Authorization Request Payload. SaleDetail includesinformation on specific transactions. The fifth field of SaleDetail is eitherPassengerTransport, LodgingDesc or CarRentalDesc. An option for certified deliverywould be to include the key in this field. If the MarketSpecData was I, then the merchantwould be required to include the key to decrypt the message for certified-deliverymessages.The information is structured as follows in SET:AuthRequestPaylod( MarketSpecData[MarketSpec], SaleReqData [{SaleDetail(Desc)}])All of this is contained in the AuthReqData, which also contains the hash of the orderdescription, the purchase amount, and a nonce. As such:AuthReqData == {TransID, AuthReqData, H(OID), H(OD, Amount, ODSalt), PI,AuthReqPayload, Thumbs}The Authorization Request Payload is contained in Authorization Request Data. The otherfield of interest in the Authorization Request Data is the order description (OD). The orderdescription contains the hash of the item, as previously described. The order description issigned by both the merchant and the customer.The Purchase Order Verification can include the key. (Step ten in Figure 5.4; Step eight inFigure 5.5.) The CompletionCode can include the key if the field is sufficiently large.This cannot be determined with current documentation.Thus leaves one question remaining: how does the customer obtain the key if the merchantfails? Having the customer obtain the key from the acquirer gateway would change thefunctionality required of the gateway system. I consider two other options: having adedicated key server or providing the information through the certificate authorizing agent.Having a dedicated key server has the advantage that the server could be widely available.It would have the disadvantage that it requires creating an entirely new entity. Thededicated key server can be administered by the gateway system, the acquiring bank, or bysome third party trusted by the merchant and the customer. The keys could be made

85publicly readable, since the key itself, absent the merchandise, is not valuable. There is noadditional threat of theft by making keys readily available.Using the certificate server has the advantage that customers already interact with the serverin question, and with the addition of a key query the certificate server can also be a keyserver. The certificate server has two characteristics that make it a promising alternative: itis readily available to the customer and merchant base, and it is closely connected to theacquirer gateway to verify certificate information. Since the certificate-granting authoritymust be tightly bound to the financial system to avoid presentation of faulty credentials toobtain a certificate, connecting it to the gateway (or on-line presence of the bank) does notcreate an additional security risk.Suppose that the certificate authority can service key queries. This is a much simplermessage than a certificate request, or certificate renewal request. Although there is morethan adequate space in the certificate request messages, a smaller key-specific query wouldbe a reasonable addition.The merchant must have selected a certificate server in order to complete a transaction. Thecustomer can prove that the merchant selected a particular certificate server by presentingthe merchant�s credentials. Thus a customer can prove that a merchant did not provide akey as promised by presenting the merchant�s certificate, the contract, the encryptedmerchandise and a response from the appropriate certificate authority indicating that there isno corresponding key available.Notice that this extension does not require the creation of new trusted entities. Themerchant is vulnerable to fraud because the certificate authority could claim not to have thekey, yet transmit the key to the customer. However, the perversion of a certificateauthority would result in the ability to create apparently valid merchant and customercertificates, which has much more severe consequences.5.4.2 SecurityThe most dramatic improvement of the Internet protocol over the mail order and telephoneprotocol for Mastercard is that the merchant gets enough information for only onepurchase. Merchants cannot use SET information for replay attacks. Not only aretransaction identifiers not repeated, the date and time of the transaction are included. Amerchant cannot produce a purchase order signed with the customer�s private key withdifferent time and transaction identifiers.The SET protocol does not include negotiation or verification of delivery of informationgoods. A customer can claim not to have received goods already consumed, and amerchant could claim to have provided goods not sent. Therefore the security of SETdepends upon the delivery mechanism used. The strength of nonrepudiation is limitedwhen the promise can be verified, but the fulfillment of the promise cannot be.The lack of goods atomicity creates the potential for fraud. The addition of certifieddelivery can address this for information goods; however, there is no such solution forphysical merchandise.The protocol includes the possibility for a pseudonym in terms of the account number.That is, the customer can choose to use a fake account number. Since the possession of anaccount number creates the possibility for fraud, there is no reason that this should be anoption. Requiring that all account numbers are pseudonyms is a low-cost technique for

86increasing security. By having pseudonymous identities linked to the pseudonymousaccount numbers, the interest of privacy would be served as well.Customer address and order information are provided in a separate channel from SET.Thus this information is available to observers. How problematic this information leak isdepends upon the importance of customer base information to the merchant and theimportance of transactional information to the customer.Customer address is information used for verification. Thus, one element of verificationinformation is sent in a way that is neither secure nor private. This is similar to the separatechannels used for purchase and verification in First Virtual.5.4.3 PrivacyThe information available in a SET transaction is shown below in Table 5.4.InformationPartyMerchantCustomerDateAmountItem

MerchantFullPartialFullFullFull

CustomerFullFullFullFullFull

Law Enfw/warrantFullFullFullFullFull

BankFullFullFullFullFull

ElectronicObserverFullFullFullFullFull

Table 5.4: Information Available In a SET TransactionThe SET protocol provides more privacy than current credit card transactions, since thecustomer can choose a pseudonymous account number. This implies that the capacity forusing pseudonyms is built into SET, although it is not currently explicit. Note that the factthat financial information is hidden from the merchant increases security, not privacy.The electronic observer has complete knowledge about the transaction because thecertificates containing identity information are transmitted in the clear. Encryption is usedto obscure payment information, not order information. SET messages could be sent overan SSL connection to protect information from observers.Recall that the merchant knows not only the customer identity but also customer attributes,including address. This information has the potential to be more than just a privacyviolation. The availability of this information, and the ability to correlate it in real time withother ethnographic and economic data create the potential for electronic red-lining.SET is less private than NetBill since the bank (through the acquirer gateway) knows theitem(s) purchased. It is more private than First Virtual, since the merchant is not apparentlyrequired to maintain records of customer purchase for three years. This is madeunnecessary by the nonrepudiation enabled with public key cryptography, the contractuallimits on merchant loss, and the statutory limits on customer loss.5.4.4 Regulatory IssuesSET is an open system that provides all information necessary for regulatory purposes.SET offers very little privacy, primarily because of the inclusion of the customer�s nameand address as information required from the merchant. With the use of certificates andpublic keys the security advantage of including such information is questionable for items

87not requiring physical delivery. In fact, the use of a pseudonymous certificate with nophysical customer information would require no change in the protocols and would offer avast improvement in consumer privacy.The concentration of information at the bank, actually an Acquirer Gateway, in this systemreinforces the need to extend the constraints on secondary use of information beyond creditreporting agencies.The stated reason for limiting privacy according to the SET Business Strategy is the desireto export this protocol and the current controls of the export of cryptography. Thisregulatory-driven limit on privacy reflects a need to recognize that transactional informationcorrelated with identity is itself valuable and worth protecting. The limit on cryptographyto the purely financial weakens the security of the SET system, since information whichitself is not strictly financial but which would be useful for identity theft is sent in the clear.5.5 NetBillThe Carnegie Mellon Internet billing server (Sirbu and Tygar, 1995), NetBill,http://www.netbill.com/, uses an electronic ledger system, a bank which holds all money,and customers and merchants who send authorizations for transactions. NetBill aggregatestransactions, resolves disputes, and sends account transfer instructions to the bank.Like First Virtual, NetBill is optimized for the purchase of information goods on-line.NetBill would serve the same market as First Virtual: low value, quickly consumedinformation goods. NetBill is designed to reduce transactions costs by using the factorswhich make network goods difficult to purchase. NetBill is designed so that any consumerwith a bank account can be an information provider using NetBill merchant software. ThusNetBill has the potential for serving all possible information merchants on the Internet.NetBill is designed to be able to profitably sell low price goods. NetBill also has asimplified protocol for free goods. Examples of zero priced goods are additional issuesafter the purchase of a subscription, or targeted coupons. The simplified protocol enablesmerchants to distribute these goods without being concerned that they will be madeavailable to observers during transmission.NetBill provides aggregation services as an intermediary. Aggregating transactions of tenand twenty cents into ten and twenty dollar charges results in orders of magnitude of costspreading. NetBill automates authorization, customer service and much dispute resolution.Promotion is also automated, since NetBill is aimed at the on-line consumer. Unlike FirstVirtual, NetBill can also make high value sales. NetBill provides security and businessrecords necessary to provide the dispute resolution required for high value purchases.NetBill reduces the cost of account acquisition and credit processing by accepting standardmethods of payments through banks. NetBill provides per-transaction authorization andtransaction aggregation using customer credit card or bank accounts.The business plan of NetBill also makes clear that the provision of clients, servers andtransaction processing should be subject to competition. By using open standards, NetBillcan prevent any one server or software provider from becoming a bottleneck. Similarconsiderations drove Mastercard to create a system based on open standards (Mastercard,1995) and Visa to join in that effort (Mastercard, 1996).

88Because NetBill can provide verified orders, this protocol could be used to provideverifiable receipts for orders of physical goods over the Internet. This would require theuse of current verified delivery techniques, such as registered mail, for physical delivery.Currently, the extension of NetBill for verification of purchase orders for physical goods isnot under consideration. Clearly NetBill cannot provide certified delivery for physicalgoods, as there is no economically feasible way to verify the exact physical good delivered.5.5.1 A TransactionNetBill transactions require eight steps. In the description of the steps below recall thateach party, x, has a public and a secret key, denoted as X and x respectively. Sharedsymmetric keys for the session are denoted as xy, where x and y are the parties that sharethe key. For example, the shared key generated in the customer�s Kerberos ticket isdenoted cm since it is shared by the customer and the merchant. The Kerberos ticket,which contains verification of the sender�s identity, is denoted as �sender ticket�. Table5.5 shows the definitions of terms introduced in the protocol description.1: C -> Mcustomer ticket, Ecm(credentials, product order, request flags, QID)2: M -> CEcm(product id, price, item description, request flags, QID)3: C -> Mcustomer ticket, Ecm (QID)4: M -> CEk(goods), Ecm(TID)5: C -> Mcustomer ticket, Ecm((electronic purchase order )c)6: M -> Nmerchant ticket, Emn((electronic purchase order)c, merchant account,merchant memo field, k)m)7: N -> M Emn((receipt)n),Ecn(TID, customer account, account balance, flags)8: M - > CEcm(receipt)n), Ecn(TID, customer account, account balance, flags)FieldDescription product orderMachine readable description of the goods being ordered.

itemdescriptionA human readable description of the goods being ordered.

QIDQuotation identifier. Unique within merchant. Allowsmerchant to associate positive response to quote withinformation sent in request for quotation.

TIDTransaction identifier. Globally unique identifier. Includes atimestamp.

request flagsFlags specifying various delivery options.

electronicpurchaseorderCustomer�s identity, item description, the merchants identity,the price, the hash of the encrypted goods, the hash of theproduct order, and the TID. Also customer accountinformation and customer memo field encrypted with sharedkey cn (i.e. unreadable by the merchant).

customermemo fieldText field entered by customer--similar to memo field on acheck.

merchantmemo fieldText field entered by merchant.

receiptCustomer identity, merchant identity, price, TID, k.

flagsCustomer account status information.

Table 5.5: Fields in the NetBill Protocol Definition

89The steps in a NetBill transaction are shown in Figure 5.6.1. Request a price quote3. Accept offer4. Goods delivered encrypted8. Key delivery 2. Make an offer

6. Record transaction

NetBillCustomer

7. Approval5. Purchase order, receipt acknowledgedMerchantFigure 5.6: A NetBill TransactionAny time after step two the customer still has the option of buying the selected item at theoffered price. After step three the merchant has a promise to buy, but not a promise withnonrepudiation. Until step five the customer can abort the transaction. If this protocol isinterrupted at any time before step five it can be restarted without loss.Note the merchant does not encrypt the goods with the shared key, cm. The merchant canrepeatedly send the item without fear of theft because the key to the goods is sentencrypted, in the receipt.Notice that the customer cannot verify that the item delivered is indeed the item requesteduntil step eight. At step four, some encrypted item is delivered, but the customer cannotknow if it is the item promised. By endorsing the electronic purchase order, containing achecksum of the goods, the merchant is acknowledging that the goods received by theconsumer are what the merchant intended to send. NetBill receives the endorsedchecksums of the purchase order and of the item delivered.After step six NetBill knows not only that some transaction has occurred, but also that thetwo account changes required in the transaction are linked. This means that NetBilltransactions are money atomic.NetBill is goods-atomic, and provides certified delivery. NetBill is goods-atomic becauseif the customer does not receive the item, the merchant cannot obtain a signed purchaseorder. NetBill is goods atomic because the information contained in the purchase order issigned by the customer after delivery, thus the customer cannot falsely deny receipt and themerchant cannot falsely claim delivery.NetBill provides certified delivery because the description of merchandise, the key, and theitem delivered can all be verified from step six. The purchase order includes a descriptionof the item requested and a checksum of the item delivered, both digitally signed. If upon

90decryption, the item delivered does not match the description, then the customer will get arefund. Note also that the merchant must sign and register the key to obtain payment.Thus the customer is assured key availability upon payment.In addition to account changes being atomic, they are consistent. The merchant andcustomer agree on the amount, the item delivered, and the item promised.There will undoubtedly be quality disputes. Recall that First Virtual solves this problem byautomatically refunding money and monitoring consumers. Conversely, NetBill monitorsmerchant complaints. For example, suppose a customer wants the papers describing theNetBill protocol, and orders �NetBill papers.� The customer may receive the policydescriptions and business plans of NetBill, but without the specific encryption schemes andcommunications protocols. The description may have been correct, �the NetBill papers,�but the information the customer presumed was there, and specifically wanted, was notincluded. Thus certified delivery is a powerful, but semantic claim. You get what younegotiate.5.5.2 SecurityNetBill depends upon the security of customer and merchant keys, as well as the securityof the NetBill servers.If a NetBill customer loses her key the attacker could purchase information and charge thecustomer. The attacker could spend all the money currently in the customer�s account.However, the attacker could not transfer any additional fund into the customer�s account,since the transfer of funds requires a challenge and response sequence in addition tocryptographic keys.If the attacker had access to merchant keys and customer keys, the attacker could promisedeliveries at any price. Limits on the amount of purchase will constrain the amount acustomer can lose but would not necessarily help the merchant.If a merchant key is subverted the attacker can also attempt to make fraudulent purchasesbut will be unable to forge a customer�s signature. Obtaining funds from a merchantaccount would require approval from both the merchant and the merchant�s acquirer bank.Thus an attacker is prevented from draining the merchant�s account by the business policiesestablished between NetBill and the banking infrastructure.If a NetBill server is subverted, the NetBill attacker could have up to one month to changeaccounts and abscond with funds. This is because it could take one account-activityreporting cycle for the first customer to complain of unauthorized debits. If merchants arenot credited until customers approve transactions, then loss of server security would bewithout cost. The financial security of the NetBill server depends on funds availabilitypolicies which are yet undetermined. In this case, NetBill keeps sufficiently detailedinformation for recovery from a fraud so that liability could be reliably assigned.If the attacker subverts NetBill and also obtains a customer account the attacker couldobtain free merchandise. The attacker would merely reject message six, refuse payment,and keep the key to decrypt the merchandise.5.5.3 PrivacyThe information available in a NetBill transaction is shown in Table 5.6.

91NetBill customers have very little privacy from NetBill, but can purchase their privacy frommerchants. A customer can choose to purchase the service of a pseudonym provider. Withthe use of credentials, consumers may remain pseudonymous and still obtain any earneddiscounts. Regardless, the only information not available to the NetBill server is theitem(s) purchased. NetBill knows the parties, date and amount of all transactions. NeitherNetBill merchants nor NetBill servers are prohibited from compiling and selling customerinformation.InformationPartyMerchantCustomerDateAmountItem

MerchantFullPartialFullFullFull

CustomerFullFullFullFullFull

Law Enfw/warrantFullFullFullFullFull

NetBillFullFullFullFullNone

ObserverFullNoneFullNoneNone

Table 5.6: Information Available In a NetBill TransactionNetBill is a medium privacy system. NetBill provides pseudonyms for consumers that canbe used for a single transaction, or for each transaction with a particular merchant.Pseudonyms can be linked with authorization to specific discounts, and access control (forchildren, for example) can be maintained.Not e that for any customer to have ready access to merchant�s certificate any observermust also have access to merchant�s certificates and the information contained within.Since the customer uses the merchant�s key to send her own certificate, the observer cannotobtain the customer�s information.NetBill has proposed that the problem of customer location information being provided tomerchants can be addressed by the use of intermediaries (Cox, 1994). Since public keytransactions are used, the intermediary will have information about the content of thetransaction. By using different intermediaries, the customer can both distribute billingcharges and protect her identity from the merchant. Customers may also use a pseudonym;however, continued use of the same pseudonym can result in the customer�s identity beingpart of the information connected to the pseudonym. (Chapter 2 has further discussion ofpseudonyms.)Note that even though NetBill can prove an item was delivered as promised, NetBill doesnot know the item in question. However, because NetBill does not include in the hashvalue a salt of the items, NetBill can implement a dictionary attack, where all possiblevalues are hashed and then the customer�s order compared to these known values. This isenabled by the use of checksums, or secure hash algorithms, as described in Chapter 2.5.5.4 Regulatory IssuesNetBill provides all information necessary for regulatory purposes. If NetBill required thatmerchants keep information about consumer purchases, then there would be completeinformation for law enforcement with the cooperation of NetBill and the merchants.Despite the lack of exact information on purchases, NetBill does keep fairly detailedinformation of customer purchasing habits. There is no constraint on NetBill selling thisinformation without the customer�s knowledge or consent. This reinforces the policy

92conclusions that controls on the distribution of consumer financial data are too narrowlyfocused.5.6 Anonymous Credit CardsAnonymous Credit Cards are, as the name implies, based on a credit model. TheAnonymous Credit Card protocol would appear to have high transactions costs, since somany parties and messages are required. Thus the Anonymous Credit Card protocolassumes that customer will pay the cost of higher transactions for conditional privacy. TheAnonymous Credit Card protocol also assumes that law enforcement will pay the price ofdifficult data recovery.To protect privacy the protocol provides conditionally pseudonymous bank accounts. Toprovide anonymous communication the protocol provides the service of a centralizedexchange, CX. This is the only protocol which explicitly addresses the loss of privacy inthe communications process in every purchase.5.6.1 TransactionIn the Anonymous Credit Card protocol each customer has two banks: an account at thecustomer�s home bank, BC, and a pseudonymous account at a second bank, BP. Thepseudonymous bank, BP, believes that the customer�s home bank, BC is creditworthy.The customer�s home bank believes that the customer is creditworthy and thus extendscredit to the pseudonymous bank upon the customer�s request. The merchant has anaccount at his acquiring bank, BM. The customer�s home bank knows the customer’sidentity and provides billing settlement. The pseudonymous bank is the consumer’selectronic psuedonymity provider.A transaction begins when a customer selects an item. The customer would send a seriesof messages through the communications exchange to complete a purchase. If themerchant can match the browsing to the transaction, identity information is leaked aspreviously discussed. Negotiation is not included in this protocol.The information distribution in the transaction is described below. Note that messagesseven, eight and nine also go through the communications exchange. In each of thosemessage exchanges the only information obtained by the communications exchange is thatsomeone at the customer�s address is communicating with the bank.The first message is not specified and need not be on-line, since it is infrequent.Presumably the customer could use any number of currently available methods fortransmitting instructions to a bank.After the second message the only information that has been exchanged is that thecommunications exchange knows that the customer�s bank wants to contact thepseudonymous bank. Note that the customer�s bank does not know which bank is thepseudonymous bank, since that information is encrypted so that only the communicationsexchange can read it. The communications exchange cannot read the contents of themessage being transmitted from the customer bank to the pseudonymous bank because it isencrypted with the pseudonymous bank�s public key.

934. Ack. receipt of funds10. Auth. paymentof funds2. Authorizefunds1. Request funds transfer to account

CXPseudononymous Bank

Customer6. Request item16. Transfer item

Customer’s Bank

3. Authorize funds17. Report billing data

7. Authtransaction

8 IssueChallenge9. Respond

13. Payment Ack.

18. Transmit billing data

19. Transmit billing data11 Accept payment12. Ack. paymentMerchant’sBank

Merchant

14. Verify receipt of funds. 5. Ack.receipt

15. Ack.receipt of funds

Figure 5.7: An Anonymous Credit Card TransactionIn the third message the communications exchange forwards the message to thepseudonymous bank. The pseudonymous bank verifies the request and extends credit tothe customer under the customer’s pseudonym.After the fourth message the communications exchange knows that the customer’s banksuccessfully contacted the pseudonymous bank.In the fifth message the customer bank receives verification that the extension of credit hasbeen completed.In the sixth message the merchant receives a request for an item. At this time the customerand merchant agree on the item and price. As for message six, there is actually nodiscussion of this exchange. Presumably the customer obtains the merchant�s public keycertificate to get the merchant�s public key. Also the merchant must send information onthe merchant�s bank, including his bank account. Also presumably the merchant obtainsthe information necessary from the customer to assure delivery.In step seven the customer sends a signed request for a transfer to the merchant�s bankaccount to the pseudonymous bank. This includes a personal identification number forpseudonymous authentication. Messages seven and nine are signed by the private key of

94the customer asymmetric key, so presumably the key in question is actually apseudonymous key.In message eight the bank responds with a challenge. Since this is a pseudonymoussystem authentication cannot rely on verification of identity. Thus for further assurancethat the sender of message seven is authorized to request funds from the pseudonymousaccount the merchant asks a question or series of questions. These questions aredetermined when the account is established. The customer selects a list of questions, andalso provides verifiable hash values of the answers.In message nine the customer provides the answer to the question(s) transmitted in stepeight. At this point the bank will commit funds on the customer’s behalf.In message ten the communications exchange receives the message from the bank. In thismessage the bank commits to providing funds to the merchant’s bank. In the eleventhmessage the communications exchange forwards that message to the merchant’s bank.In message eleven the merchant’ s bank receives the commitment of the pseudonymousbank.In message eleven the merchant’s bank receives the customer’s commitment to thepurchase, as communicated pseudonymously by her bank.In the next three messages, twelve, thirteen and fourteen, the merchant bank confirms itsreceipt of funds. The merchant acknowledges receipt of the customer’s commitment andtransmits that commitment to the merchant.In message fifteen, the merchant commits to the transaction by acknowledging receipt ofthe customer’s funds. At this point the merchant can prove that the merchant has acceptedpayment.In message sixteen, the merchant delivers the item. Note that this message is not explicit inthe protocol, but is assumed. This message is put as message sixteen because this is thelast transaction-specific message.Messages seventeen through nineteen are periodic messages aggregated over multipletransactions.Messages seventeen and eighteen consist of the delivery of the billing statement. Thepseudonymous bank creates periodic billing statements, each of which is forwardedthrough the communications exchange to the customer’s bank.The customer�s bank then forwards the billing statement to the customer. The customerthen has the opportunity to contest particular items.The financial intermediaries and the communications exchange can share information fordispute resolution. The entire set of information available includes elements necessary fordispute resolution for money atomicity, depending on the timing of funds availability to themerchants. There is neither money atomicity nor certified delivery.The existence of money atomicity and failure to provide money atomicity can be illustratedby considering a failure at each step. If steps one through three fail, then no funds havebeen exchanged.

95Notice that steps one through five are themselves a transaction: the customer is purchasingpseudonymous spending authority. Thus these steps by themselves should be atomic. Ifthe pseudonymous bank did not receive an authentication from the communicationsexchange by that time, the deposit would be canceled and the funds released at thecustomer�s bank. This transaction needs a point of serialization, with global commit andthe ability of all parties to inquire as to the status of a transaction.If steps four or five fail then money would be created at the customer�s pseudonymousaccount but not decremented at the customer�s identity-linked account. This discrepancywould not be discovered until the end of the billing period. Then it would be discoveredwhen the customer refused to pay. This requires that the customer disclose her identity --an example of the trade-off between atomicity and privacy.This protocol is not atomic, although there is recovery failure built in. The delay in therecovery factor creates opportunities for fraud. This system could be made money atomicif the store did not get funds availability until the customer had approved the bill. Thiswould move the cost of fraud away from the customer to merchants, as is the case in creditcard and checking transactions.The customer bank will not detect the failure until it is time to balance accounts. Then itmay be problematic determining which transaction actually failed. Neither the customer northe merchant has an interest in identifying the misappropriation, because neither will gainwhen consistency is restored. This could be the most expensive failure to detect and couldrequire costly data matching.Now consider the purchase. If message six fails then there is no transaction. Notice forissues of privacy that the distribution of customer information through browsing occurs inthis unspecified step.If steps six through eleven fail then there is no transaction.If either step twelve or thirteen fails then the merchant bank can verify that a transaction hasoccurred, while the customer bank can verify that the same transaction did not. Atreconciliation this would be detected.If steps fourteen or fifteen fail, then the pseudonymous and merchant banks believe thetransaction has occurred while the merchant and the customer do not. This will bediscovered during the billing process. This could be changed by requiring that stepsfourteen and fifteen precede step twelve.One general failure illustrated by these specific failures is that there is no simple way for thecustomer to poll the pseudonymous bank to get information about the transaction status.Any one of these message failures results in temporary creation or destruction of funds,and requires a complex, multi-party and therefore expensive resolution process.If step sixteen fails then the customer may object on her bill. Of course, the same is true ifsixteen does not fail, so this system is neither goods-atomic nor does it provide certifieddelivery. There is no way for the merchant to verify that goods were sent to the customer.The customer has the ability to contest payments and can prove that she paid for the goodswith the assistance of the banks and the communication exchange.The merchant has some transaction identifier which is linked to customer payment. Themerchant cannot prove that the item delivered was the item requested. Only the customerhas access to verifiable information about the order. If the customer began the transaction

96with the intent to deceive then fraud would appear straightforward. Especially oninformation goods, or goods the consumer may want only for a short time, this could betempting. Conversely, there is no way to prove that the merchant did not send the goods.If steps seventeen through nineteen fail the customer is left without information about heraccount.The system can assure money atomicity, consistency, isolation and durability in the longterm if the business policies are appropriate. However, the conflict resolution process iscostly and requires a loss of customer anonymity.5.6.2 SecurityThe security assumptions in the Anonymous Credit Card protocols are as follows:the secret keys of each party are hidden and traffic analysis is not possible. If an attackercould obtain the secret keys of any party the attacker could pose as that party. If theattacker obtained the secret keys of a bank, then that attacker could verify multiple customeraccounts and siphon off their funds.However, any attack would be detected when it came time for reconciliation of accounts.The customer�s key is undoubtedly going to be the weakest link in any security chain. Inthis case the loss of the customer key would appear to cause no harm since there is achallenge and response requirement. Suppose the customer must identify herself bysomething more than an asymmetric key when authorizing transfers to the pseudonymousaccount. The existence of the pseudonymous account would require an attacker to set upan additional account and then drain the funds off in a series of transactions. If the partiespaid by these transactions were not reimbursed until the customer final approval, even thiswould result in no lost funds.Thus the policy decision as to who will get a refund will have to create some opportunityfor fraud for one party (Given the current rates of suspected customer and merchant fraud,allowing the customer leeway appears to be the risk-averse choice.)This system is money-atomic in that, using collusion, rollback is possible. Merchants candeclare bankruptcy and disappear if the billing cycle is too long. Given that a shorterbilling cycle means increased costs, this is an economic decision subject to optimization.5.6.3 PrivacyThe information available in an Anonymous Credit Card transaction is shown in Table 5.7.InformationPartyMerchantCustomerDateAmountItem

MerchantFullNoneFullFullFull

CustomerFullFullFullFullFull

Law Enfw/warrantFullFullFullFullFull

CustomerBankNoneFullPartialPartialNone

Private BankPartialNoneFullFullNone

ObserverPartialNoneFullNoneNone

Table 5.7: Information Available In an Anonymous Credit Card Transaction

97Anonymous Credit Card deals explicitly with location information through thecommunications exchange.The Anonymous Credit Cards protocol is a high privacy system. Only the AnonymousCredit Card system deals explicitly with location as a pseudonym.Table 5.7 reflects an assumption that the observer is watching messages to and from themerchant�s account. Conversely if the observer were watching messages to and from thecustomer account then the observer would have partial information about the customer andnone about the merchant. It is also possible to use traffic analysis to infer the existence of atransaction between the customer and the merchant�s respective addresses. However, thereare defenses against traffic analysis, and if this system was adopted the amount of trafficshould be sufficient to make traffic analysis problematic.The merchant bank will know the bank where the merchant�s accounts are held, as thisinformation is included in the receipt from the merchant�s bank.The customer�s bank does know the total amount spent in a billing period; thus it has anupper bound on any transaction size. Since the billing period is discrete, by definition thecustomer�s bank will know that some transaction occurred within a given time frame.However, exact information on the date and time of transactions, the amounts of specifictransactions, and items purchased cannot be read by the customer bank.Here, law enforcement depends on the record-keeping of the merchant to obtaininformation about the items purchased.Of course, any bank or any merchant may guess at the identity of any customer. Using thesame pseudonym, or anonymous account, over time can result in a loss of anonymity asother participants update their probability distribution at each pseudonym use. Eventuallymerchants and pseudonymous banks would become certain of customer identity. Thisissue has not been addressed, but it appears that it could be solved by changing accounts ona periodic basis.The Anonymous Credit Card protocol protects critical identity information while allowinglaw enforcement the ability to access data. Anonymous Credit Cards would provide a highlevel of privacy.5.6.4 Regulatory IssuesThe Anonymous Credit Card protocol is a technical response to a regulatory problem.Sharing and matching data between financial immediacies is a problem that would negatethe advantages of this protocol. Constraints on data sharing by institutions other than creditunions are necessary for this technical approach to work.Anonymous Credit Card uses information distribution to address the conflict betweeninformation availability and privacy. The Anonymous Credit Card protocol preventsmerchants and banks from trivially obtaining transaction specific data that can be linkedwith individual consumers. This distribution of information is provided at the cost ofincreased complexity and a risk of fraud.The Anonymous Credit Card protocol provides information for regulatory purposes.Obtaining such information requires a series of court orders, one for each institution.

98The Anonymous Credit Card protocol meets both the conflicting needs for information andprivacy. However, the Anonymous Credit Card protocol does not provide information forresolution of business disputes in a cost efficient manner.The Anonymous Credit Card protocol does not necessarily violate banking law in theassumption of a pseudonymous bank, since that entity need not actually hold deposits -- thepseudonymous bank serves as a financial intermediary to transmit financial information. Inthis way it more closely resembles the psuedonymity server used in the NetBill protocolthan a bank.However, the Anonymous Credit Card protocol assumes that there are controls oninformation sharing between financial intermediaries. Thus, despite the technicalcomplexity of this protocol, its fundamental value is based on an unsubstantiated policyconclusion. If there were controls on the secondary distribution of financial information,much of the privacy problem that Anonymous Credit Cards proposes to solve would nolonger exist.Finally, the Anonymous Credit Card protocol requires a loss in anonymity every time thereis a billing conflict. When there is collusion, presumably all the interested parties getcustomer and store identity information. Since the protocol is pseudonymous, then thecustomer identity is exposed to the pseudonymous bank and the customer must change heraccount. In fact, it appears that Anonymous Credit Cards were optimized for regulatoryfitness at the cost of business practicality.5.7 SummaryFirst Virtual offers a low privacy and low security system for Internet commerce. FirstVirtual assumed Internet will be without security, and addressed that lack of securitythrough risk management and loss allocation. Unfortunately, this loss allocation (themerchant losses) limits the goods which are suitable for sale using First Virtual. FirstVirtual is a low privacy system which further requires merchants to keep extensive recordson customers. This reinforces the previous conclusion that the controls created onconsumer financial data under the Fair Credit Reporting Act be expanded to covercompilations of non-bank institutions that gather detailed consumer records.Secure Sockets layer is a first generation Internet commerce protocol that has taken anapproach opposite that of First Virtual. First Virtual assumes the Internet is withoutsecurity and merchant losses are negligible; Secure Sockets Layer assumes that the Internetcan be made secure and merchant losses limited by off-line financial management. SecureSockets Layer does not attempt to provide atomicity, and does not do so. The SecureSockets Layer is a medium privacy system. The security of the Secure Sockets Layer islimited by the constraints on exporting strong cryptography. This is an argument for theremoval of restraints on the export of cryptography.Secure Sockets Layer may have the risk-creating side effect that many merchants keeprecords of customer�s credit card information on machines connected to the Internet andsubject to remote attack. There are at least three possible policy solutions to this problem:security, including cryptography, should be required in popular operating systems;computer operators with inadequate security practices should be liable for all losses causedby their negligence; or data should be deleted as soon as possible, according to the practicerecommend in the codes of ethics discussed in Chapter 3.

99The Secure Electronic Transactions is a payment protocol which considers all steps in anelectronic transaction (recall Section 2.3.2) excluding account acquisition. SecureElectronic Transactions is a low privacy system since purchase information is transmitted inthe clear. Secure Electronic Transactions is a high security system as designed, as itremoves the opportunities for replay attacks and shared merchant terminals.The Secure Electronic Transactions standards uses the Secure Sockets Layer forinformation to be transmitted out of band. Thus the regulatory requirement for weakcryptography has affected the design of electronic commerce systems. This illustrates theubiquitous effects of constraints on cryptographic exports on electronic commerce andoffers an additional argument against removing these constraints.NetBill provides a high degree of reliability. NetBill can also protect customer privacy interms of hiding identity information from the merchant. NetBill is not a high privacysystem; the central NetBill server keeps records each purchase, including amount ofpurchase, customer identity, and merchant identity. NetBill has automated a sufficientnumber of processes that it has the potential to decrease the cost of billing by an order ofmagnitude.Anonymous Credit Cards provide both conditional anonymity and reliability. Note that theatomicity, and therefore the reliability, of an Anonymous Credit Card transaction dependsupon the funds availability policy of the merchant, customer and pseudonymous banks.Anonymous Credit Cards offers a complex technical solution to a fundamental policyproblem, i.e. that institutions share information without consent or control of the subjectsof information. Because of the complexity and number of institutions in the system,Anonymous Credit Cards would have a high per-transaction cost.The analysis of this set of protocols for Internet commerce illustrates that with notationalcurrency, reliability can be simplified by creating a single ledger. The creation of a singleledger means that there is a concentration of information -- thus implying a threat toprivacy. The Anonymous Credit Card protocol attempts to address this by accepting theincreased complexity as the cost of privacy. However, the relationship betweendistribution of information and provision of privacy does not always hold true in thatincreased centralization does not always imply decreased privacy. NetBill, for example,has more centralized transaction processing than Secure Electronic Transactions butprovides an equivalent level of customer privacy.

100

6|�Every one, even the richest and mostmunificent of men, pays more by checkmore light-heartedly than he pays little inspecie.�Beerhom, 1920Token Currency

102In token currency the strings of bits transferred in a transaction are themselves legitimatelyvaluable. For example, a dollar has value in and of itself and is not a promissory note for aparticular transaction from a specific account, like a credit card purchase slip. Because ofthis transaction independence, token currency need not be linked to specific transactions oridentities.Digicash was the first and remains the canonical token currency system. With DigicashChaum presented the concept of blind signatures. This allows the bank to verify currencyfor users without being able to identify that currency as it is later spent. Previously anysingle element token currency provided by the bank to a customer could have beenidentified by the bank at the time it was deposited. The invention of blind signaturescreated the possibility for anonymous electronic token currency.Electronic token currency is particularly interesting in that each new token proposalpresents a novel mathematical technique or a novel application of a known technique.The most difficult problem remains the prevention of double-spending of coins. Anybitstring can be trivially duplicated -- and when a bitstring is itself token currency then thereis universal motivation to do so. In the absence of secure hardware, the dominantapproaches to solving the problem of double-spending have been limits on anonymity andon-line clearing.The issue of double-spending is related to the issue of isolation. If a token can be spentmore than once then the transactions are not isolated. There is a race condition: whoevergets to the bank first is paid, the second to arrive is unpaid. If there is on-line clearing thepayee can clear the token before accepting it. (Clearing refers to the ability of the payee toconfirm the validity of a token without depositing it.) In this case clearing enablessomething akin to two phase commit: clearing is the customer�s commitment nestedthrough the merchant, deposit is the merchant�s commitment, and acceptance of the depositis the bank�s global commitment. Thus the token is locked until the transaction iscomplete, so no race condition is possible.Atomicity is complicated by both the nature of token currency and anonymity. Restorationto the previous consistent state can be difficult in token currency precisely because thetoken was not necessarily linked to a specific transaction. Anonymous restoration of aprevious state is particularly problematic: what if any anonymous individual could lay claimto the money in our wallets?Consider the three classes of atomicity with token currency. For a token transaction to bemoney atomic, a customer payment must be linked with the merchant’s payment. That is,it must be the case if the customer loses the value of a token then the merchant gains thetoken; and the merchant gains a token only if the customer loses one.For a token transaction to be goods atomic, the merchant must only obtain the token ifsome merchandise was delivered.For a token transaction to provide certified delivery, the merchant must only obtain thetoken if the promised merchandise was delivered.To illustrate the issues of security, reliability and privacy in electronic token currency Ibegin this section with a discussion of a remote transaction with physical token currency:sending cash through the mail.

103I then discuss the original Digicash proposal, followed by a later proposal whereanonymity was limited in order to prevent double-spending through the threat of detection.I then consider a proposal for making electronic cash divisible, i.e. making change.Finally, I close with MicroMint which is an electronic token currency with no anonymity.6.1 Legal Tender: CashCash is token currency. The examination of this case in the section provides a model andbasis for comparison with electronic token currency.In the United States its interoperability is assured by federal law. It is �legal tender for alldebts public and private.� The business model of cash is interoperability and availabilityassured by government action to enable and encourage commerce. Internationally,interoperability is provided by currency exchange services, at some price. The consistencyin the history of United States legal tender has resulted in global interoperability.The transaction analysis section discusses the importance of the attributes of cash. Thissection discusses the problems with trying to use cash to make remote purchases. This isinteresting because one fundamental problems remains with electronic cash -- how can acustomer prove payment with a remote anonymous purchase? The privacy and securitysections illustrate the strengths and weakness of cash along those dimensions.Cash is interoperable because it is legal tender. The lack of interoperability of bank andstate currencies was a driving force behind the creation of a national currency.There are no limits to scale in the number of users of cash, except those imposed by limitson the number of bills. Not only are individual transactions isolated, but the system is alsofree from bottlenecks.The availability of cash has proven critically important for economic and social reasons.The return to the virtual slavery of sharecropping for blacks in the American South wasvery much predicated by the return to the gold standard and resulting currency shortage.This dramatic example illustrates that there may be unforeseen implications for lack ofavailability should a single standard for Internet commerce emerge. While the privations ofignorance in an information-intensive society are not comparable to the deprivation of thelandless in an agricultural society the delineation between ignorance and interconnectiondefines the empowered and the powerless in the information age.Cash is divisible in that there are many denominations; a single high-value token can beexchanged for many low-value tokens, and many smaller tokens can be exchanged for asingle high denomination token.6.1.1 A TransactionConsider a remote cash purchase -- sending a dollar through the mail to a merchant. It is athree step process. Assume that delivery is to a Post Office Box, so the customer need notoffer identity information.First, the customer gets a dollar from the bank. The bank decrements the customer�saccount one dollar and provides the dollar to the customer.The customer then sends the dollar in the mail to the merchant. The merchant verifies thedollar through visual examination -- this is analogous to off-line verification. The merchant

104can prove that he has the right to spend that dollar by virtue of having the dollar. Thus themerchant has no need to provide authentication to spend the dollar.When the merchant deposits the dollar in he bank, the bank will not link that dollar to theone given previously. In theory the bank could keep track of the serial numbers of all thedollars it gives out and to whom it gives these dollars, but this would be an extremelycostly method of surveillance.The customer cannot prove that the merchant received payment; this is not an atomictransaction. The merchant can simply take the money to the bank for deposit. Thecustomer cannot prove previous ownership of the dollar or commitment to delivermerchandise on the part of the merchant.Consider the case if the bank kept records of the identities of all those who withdrawdollars linked to the serial number of the dollars that were withdrawn, and dollars couldonly be spent once before being returned to the bank. Then by sacrificing anonymity thecustomer could claim to have paid the merchant by knowledge of the merchant’s identityand the serial number. Of course, in this case one could simply guess. This case illustratesa conflict between anonymity and atomicity present in the electronic systems examined inthis chapter.This transaction is isolated. Regardless of what occurs in other transactions, the merchantcan deposit the dollar.This transaction may not be consistent. If the dollar is lost in the mail then the customerbelieves that she has been defrauded and the merchant does not know a transaction wasattempted. The dollar may simply disappear.The transaction is durable. The merchant will have the dollar; the customer will not. Thecustomer cannot arbitrarily reverse the transaction.6.1.2 SecurityCash does not require trust between users. If a bill is determined to be counterfeit, theholder of the bill is not compensated. The validity of a bill can be partially verified duringthe transaction by visual inspection. By accepting cash, merchants imply only that theytrust their own ability to detect counterfeit.Clearly there are security failures in the form of counterfeit notes, but security is generallymaintained by a time-tested work factor. The design of the bills is periodically updated todiscourage counterfeiting. Systems-level failures in the paper currency system areprevented by risk-limiting regulation, federal depository insurance, limits ondenominations, and the sheer magnitude of the task of passing enough counterfeit currencyto upset the entire system.However, once the hurdle of printing a single counterfeit bill is met then the marginal costof creating another dollar approaches zero.The dollar could be taken from the US mail since it is unprotected. In 1994 there were20,976 million pieces of mail delivered (Bureau of Census, 1995). Thus the sheermagnitude of searching the mail, combined with the relative rarity of finding cash in suchan endeavor, provides a high work factor for the prevention of theft by observers. There isno advantage to scale in this sort of theft: searching for the nth dollar will be as hard assearching for the first.

1056.1.3 PrivacyCash offers both privacy and anonymity because a dollar does not contain information thatcan be used to determine its transaction history. Neither does the exchange of cashnecessarily create a record including the identities of those involved. Cash transactionsusually provide anonymity of the buyer but not the seller. The privacy of cash is limited bythe potential for physical observation. The information available to different parties in acash transaction is shown in Table 6.1.InformationPartyMerchantCustomerDateAmountItem

MerchantFullPartialFullFullFull

CustomerFullFullFullFullFull

Law EnfNoneNoneNonePartialNone

BankNoneNoneNonePartialNone

ObserverFullFullFullNoneNone

Table 6.1: Information Available In a Cash TransactionThere are no bank or law enforcement records produced in a cash transaction. It isreasonable to assume that no bank employee or law enforcement officer observes most cashtransactions. Therefore the information available to a bank or to law enforcement is limitedby what they would obtain from written records. Reporting of some transactions isrequired by law, but these reports depend on the active cooperation of the parties involved.The bank has an upper limit on the size of any transaction, since the bank knows theamount of any resulting deposit.In a remote transaction the customer can choose to have materials delivered to a Post OfficeBox, so only the customer�s region of residence is known.Here we consider an observer who is physically well-placed: for example the observer isbeside the customer in the post office. The observer can watch the item be placed in thepost, but cannot open the envelope. Again, the work factor makes it unlikely that the letterwill be intercepted, although it may certainly be lost.6.1.4 Regulatory IssuesThe current regulatory structure was built over time with the assumption of paper money.The fundamental assumption in this regulatory structure is that risk is placed on the personmost likely to be able to prevent loss. For example, if the merchant steals the money thecustomer absorbs the resulting loss. This is because the customer is the only personempowered to choose to send her cash in the mail. Similarly, merchants and banks lose ifthey accept counterfeit cash because merchant and banks are in the best position to preventcounterfeiting.This principle has not yet been applied to electronic commerce. This is partially because theability and responsibility in terms of keeping information secure has not yet been culturallydetermined, and partially because there has been no market failure thus far to allocate risk ina way that is acceptable to consumers.

1066.2 DigicashIn Digicash (Chaum, 1985) the customers hold the monetary value in the form of electronictokens. Customers and merchants exchange tokens. These tokens are validated by thebank.Digicash provides a mechanism for electronic payment. Digicash protocols do not providemechanisms for discovery, negotiation, delivery or conflict resolution. The scope ofDigicash is both its strength and weakness. The advantage is that Digicash can provide anelegant and simple protocol. The disadvantage is that Digicash cannot offer to decrease thecost associated with collection and dispute resolution. In fact, Digicash is specificallydesigned to mimic cash so that only the purchase itself and the detection of counterfeits areproperly the business of Digicash.6.2.1 A TransactionThe steps in a Digicash purchase are shown in Figure 6.1. This protocol was the first useof blinded tokens for electronic cash. Recall that any party X has asymmetric public keyswith public key X and secret key x.MerchantBankCustomer2. Bank sends token4. Customer sends token to store

5. Store verifies

deposits

token

7. Bank verifies token

1. Customer requests token

8. Merchant sends merchandiseFigure 6.1: A Digicash TransactionThe customer selects a random number and constructs a token. Then the customer encryptsthe random number with the public key of the bank�s asymmetric key and multiplies it withthe token and send it to the bank for validations: rBt. The bank signs the token with itscorresponding secret key, and returns: (rBt)b = (rB)btb. The customer then divides by therandom and gets a token: (rB)btb)/r = (rtb)/r = tb. This token has been validated by the bankand has been recognized by the banks as valid. However, the bank has never seen thetoken and could not distinguish it as the token given to the customer.Thus the exchange is as illustrated below. All calculations are done modulo some prime p.

1071: C -> BrBt(mod p)2: B -> C(rBt)b(mod p)3: C -> Mtb(mod p)4: M -> Btb(mod p)Notice that the explicit description provided in the original description of Digicash endswith verification of the token by the bank for the merchant. It is exactly this definition of atransaction that causes problems in terms of atomicity.Notice that the token received by the bank in step five cannot be identified as the sametoken sent out in step two. This is the critical element that makes Digicash anonymous.The information necessary for conflict resolution or dispute prevention is not provided byDigicash.In fact, if the protocol is interrupted between step four and the delivery of goods to thecustomer, then the customer has effectively been defrauded. Since the customer isanonymous, he or she cannot simply contact the merchant and ask for the goods to beresent. (The loss of anonymity possible with location information has a positive effect herein that merchants could send a second time to the same IP address.) The merchant couldalso claim not to have received a token while cashing the token in at the bank. In this casethe customer is again defrauded. In no case does the customer have any basis forcomplaint other than her own testimony.6.2.2 SecurityDigicash assumes the privacy of cryptographic keys: the bank�s, the customer�s and themerchant�s. Consider the results if one of these assumptions is invalid.An adversary who gains access to a bank�s private key can generate counterfeit tokens thatare indistinguishable from valid tokens. These tokens can be generated in any amountdesired, so compromise of the key compromises all tokens in circulation.An adversary who gains access to a customer�s private key can drain a customer�s account.This could be mitigated by including a challenge and response series, where the bank keepsonly the hash values of answers for a set of questions (This technique is used inanonymous credit cards, as discussed further in Section 5.6.) Since digitally signing atoken is four orders of magnitude more processor intensive than verifying a hash value,this appears to be an reasonable addition to total processor load.Access to the merchant�s private key could either allow the attacker to defraud customers,or empty the merchants account. If customers encrypt tokens with the merchant�s privatekey to prevent theft and assure privacy, then the attacker can obtain tokens througheavesdropping. Similarly, the attacker could imitate the merchant, accepting orders andpayment. If the merchant�s bank accounts are protected only with public keys then themerchant�s account may be drained as well.Two tokens can be multiplied to construct a third, as follows: (n1)b (n2)b = (n1 n2)b.Notice the counterfeiter still has possession of the original tokens. Tokens can bemultiplied to form new valid tokens; that is, consumers and merchants can triviallymanufacture cash.Digicash transfers are not money-atomic (Yee, 1994). The customer may attempt toresolve this state by canceling the token (by cashing it in), but if the merchant also does

108this, the result is a race condition (This also violates consistency and isolation.) SinceDigicash cannot reveal who cashed in a token when a merchant claims that he did not cashin the token, and the customer claims that the merchant did, dispute resolution can be aproblem.Another option for addressing issues of customer double-spending and merchant fraud is toassume the customer is always right. This would require only keeping the names ofcustomers that complain and the merchants that are the subjects of their complaints. Thiswould maintain the anonymity in a successful transaction of Digicash while reducing therisk of consumers. An aggressive technique of disallowing merchants suspected of fraudmay limit the popularity of the system since consumers and merchants are drawn to popularsystems.A second option is to assume that the customer is always the fraudulent party. This is theoption chosen in the Digicash alternative where the detection of double spending is enabledthrough embedding identity information in the token. This protocol is examined in the nextsection.6.2.3 PrivacyThe information available to the parties in a Digicash transaction is shown in Table 6.2.Recall that partial identity information trapped by the observer and the seller result fromlocation information.InformationPartyMerchantCustomerDateAmountItem

MerchantFullPartialFullFullFull

CustomerFullFullFullFullFull

Law Enfw/warrantFullNoneNoneNoneNone

BankFullNoneFullFullNone

ElectronicObserverPartialPartialFullNoneNone

Table 6.2: Information Available In a Digicash TransactionDigicash is a high privacy system. The merchant has only the information necessary toassure payment, and the bank has only the information necessary to credit or debit anaccount.6.2.4 Regulatory IssuesDigicash does not provide information to law enforcement. This implies that Digicashwould be an excellent instrument for money laundering or other illicit purchases.However, this is mitigated by the fact that tokens must be verified on-line, and thereforebanks can identify large deposits or transfers. That the Know Your Customer regulations(31 CFR ⁄103) would not be affected by the type of currency a customer deposits willserve to assure that bank transactions remain accessible for auditing. This suggest thatlimits on anonymous account transfers apply to Digicash, as they do to analog cash. ThatMark Twain is offering Digicash accounts supports the conclusion that regulators arewilling to accept anonymous currency if it enters and exits the electronic realm throughauditable channels.

109The unlimited liability of a customer with the loss of a private key may violate theElectronic Funds Transfer Act. Thus any cost of fraud is transferred to the customer. Thisbusiness assumption may not be valid, especially in the United States, due to the ElectronicFunds Transfer Act. The Electronic Funds Transfer Acts specifically limits consumer lossin electronic funds transfers to $50 per lost instrument. It is not certain if a Digicashaccount meets the definition of an instrument.The lack of any receipt and the ease of merchant fraud seem to create problems with theTruth in Lending Act and Electronic Funds Transfer Act requirements for receipts andbilling20, as implemented in Regulations E and Z, respectively. There is a technique toprovide receipts and certification of merchant�s commitment in an anonymous system, asshown in Chapter 6. However, this technique significantly adds to the complexity ofanonymous exchange of digital tokens. Furthermore it significantly extends the scope ofthe transaction beyond that currently considered by Digicash.Digicash-based banks can provide aggregate information, and are certainly capable ofstoring records on individual withdrawals and deposits. The anonymity of Digicash meansthat the bank cannot link the deposits to the withdrawals. It also means that coins cannot betraced through their path if they change hands more than once. However, transferring acoin more than once creates the risk that previous possessors of the coin will return itbefore the subsequent owners.6.3 Digicash with Detectable Double SpendingIn the earliest version Digicash offered an anonymous protocol graceful in its simplicity(Chaum, 1985). As shown above, the protocol was not secure for on-line commerce.The later version of Digicash (Chaum, 1989) considered here addressed two of theseproblems. Tokens can no longer be trivially manufactured. Individuals that double spendcan be detected, with some probability, after the fact. Probability of detection is a functionof the size of the fraudulent purchase, and is based on the assumption that only the accountholder will double spend. Consumers can verify that they have paid merchants; however,this verification requires the loss of anonymity.One alternative form of Digicash (Brickell, Gemmell and Kravitz, 1995) with preventabledouble spending attempts to maximize socially important data while reducing the threat ofdata surveillance by allowing customers to withdraw a certain amount anonymously whilelarger amounts are tagged for later information. However, tagging of the informationrequires the use of trusted hardware with an observer built in. This latter scheme dependson the existence of secure tamper-proof hardware trusted by both the consumer and thegovernment in the consumer�s smart card.Other forms of digital cash have addressed the problem of divisibility: that is, the problemof making change (Brickell, Gemmell and Kravitz, 1995;Okamoto and Ohta, 1991). Oneversion offered pseudonymous coins (Okamoto and Ohta, 1991), meaning individual coinscould be anonymous but segments of the same coins could be linked (Brickell, Gemmelland Kravitz, 1995).

20 It is worth noting that the revision of Regulation E noted in Chapter 3 would exempt stored-value cardswith storage capacity of less than $100 from the receipt requirements. Digicash is suitable for smart cardimplementations, yet my focus here is upon Internet commerce.

1106.3.1 A TransactionAuditable Digicash transactions require three parties: a bank, a merchant and a customer.The steps in a Digicash transaction with identification of double-spenders is shown inFigure 6.2.In the first step the customer formats a series of potential tokens. This requires two wellknown one way functions, g and f. All operations are modulo n, where the bank knowsthe factorization of n. The form of the token isri3, f(xi, yi)wherexi = g(ai, ci) and yi = g(ai XOR (account number || (counter + i), di)Here || refers to concatenation and ri is a random number. The account number and counterare known to both the bank and the customer.

1. Sends tokens to be validatedBank2. Requests a subset to verify form3. Returns information to verify form4. Signs and returns tokens5. Makes token anonymous6. Transmits token to merchant7. Challanges token8. Proves token9. Deposits token10 Verifies deposit

Merchant

Customer

Figure 6.2: A Digicash Transaction with Double-Spending IdentifiersIn the first step the customer formats a series of potential tokens. This requires two wellknown one way functions, g and f. All operations are modulo n, where the bank knowsthe factorization of n. The form of the token isri3, f(xi, yi)wherexi = g(ai, ci) and yi = g(ai XOR (account number || (counter + i), di)Here || refers to concatenation and ri is a random number. The account number and counterare known to both the bank and the customer.Thus in the first step the customer authenticates themselves to the bank through the use ofthe customer�s public key. The customer sends a set of tokens, the construction of whichwas described in the preceding paragraphs.

111In the second step the bank challenges the customer to show that the tokens wereconstructed properly. This means after the customer sends a number of tokens to the bank,the bank selects a subset of these and returns them to the customer.In step three the customer must return the elements of the token to the bank (the appropriater, a, c and d) and the bank checks to see that the challenged tokens were of the properform. The bank then discards these tokens, and signs the remaining blinded tokens. Therandom selection of a subset of presented information for verification, while allowing theother information to remain hidden, is called cut and choose. Of course, there is a chancethat the customer can obtain a signature on a problematic token which will enable thecustomer to commit fraud. The bank can determine its willingness to accept the risk offraud and implement the cut and choose technique in a manner consistent with that level ofrisk aversion.In step four the bank returns the signed blinded tokens.In step five the customer divides by the random number ri, thereby obtaining a properlysigned, but anonymous, token. The consumer and the bank then increase theircorresponding counter values appropriately. The analog of this is that the customer hasless money in her account but more money in her virtual wallet.In step six, the customer selects an item which costs a number of tokens and transmits theselected tokens to the merchant.In step seven the merchant challenges the tokens. Unlike the bank, the merchant challengesall the tokens. However the customer provides only part of the information necessary toverify customer identity. For each token, the merchant can request either the appropriate a,c, and y values, or the appropriate x, (a XOR (account number || (counter + i)), and dvalues. Either set of these values allows the merchant to verify the token. However, withboth of these the merchant could deconstruct the token and identify the customer throughher account number.In step nine the merchant sends the token and the values used for verification to the bankfor credit.In step ten the bank credits the merchant and verifies that the tokens were not double-spent.For every token that the customer spends there is a 50% chance that the next merchant willrequest a different set of values for token validation. If a different merchant asks for adifferent set of verification values, then the bank will have enough information to identifythe account and therefore the account holder. Thus, double spending is limited by theability of the bank to detect the fraud, and the correspondingly high penalties. Note that theknowledge of the token authenticates the customer as being authorized to provide payment.6.3.2 SecurityDigicash transactions have high privacy and potentially low transactions cost. However,Digicash transactions may be subject to a high fraud rate.Digicash fails to fully address merchant fraud. If a merchant receives a token and thendeposits it, the merchant can claim not to have received the token. The customer canprovide the corresponding a, c and d values and thus illustrate to the bank that it is indeedthe customer�s account number embedded in the token. This means that a customer can

112prove payment at the cost of loss of privacy. Thus money-atomicity is possible with thisversion of Digicash, but it is at the cost of anonymity. However, this possibility is notincluded in the protocol. In fact, if the merchant claims to have lost the token and thecustomer spends it again, the customer herself is at risk for fraud prosecution. Similarly, ifa customer loses Digicash tokens and the embedded information it is unlikely that the thiefcares if the account owner is identified as a result of the thief�s double spending.However, Digicash creates no record of any sales agreement or delivery between themerchant and the customer. This means that the customer cannot prove that fraudoccurred. Thus there is neither goods atomicity nor certified delivery.Most items will cost some combination of tokens. Consider the last time you paid for anitem with a single denomination and received no change. However, if there is a case wherean item costs exactly one token, attempted fraud would have a 50% chance of success.In this Digicash protocol it is always assumed that the customer is the dishonest party.Since most credit card fraud results from unauthorized use of cards through theft or losswhere the owner of the account cannot prevent the fraud, the validity of this assumption isquestionable. If the customer is indeed committing the fraud, the assumption that detectionafter payment is sufficient to reduce risk is also questionable, given the opportunity torecycle funds and disappear after successful fraud occurs (McClellan, 1995). The samedetection mechanism has failed to deter checking fraud.The results of a loss of merchant or server security remain unchanged from originalDigicash. Thus there is the risk of long term undetected subversion of a Digicash server.6.3.3 PrivacyAs shown in Table 6.3, the information available to various parties in a valid transaction isthe same with Digicash with and without detection of double spenders. In the case of afraudulent transaction the identity of the original account holder can be determined.InformationPartyMerchantCustomerDateAmountItem

MerchantFullPartialFullFullFull

CustomerFullFullFullFullFull

Law Enfw/warrantFullNoneFullFullNone

BankFullNoneFullFullNone

ElectronicObserverPartialPartialFullNoneNone

Table 6.3: Information Available to the Parties In a Digicash TransactionThus, Digicash with detection of double spenders remains a high privacy system.6.3.4 Regulatory IssuesThe ability to identify double spenders does not affect the overall availability for lawenforcement, as shown in Table 6.2. Thus the problems in terms of providing informationthat existed with the original Digicash remain.An additional problem is that the assumption that an account holder is always at fault maynot be legally valid. If an attacker can obtain the information to steal a token, the attacker

113can spend that token many times. Thus an account holder may have very high liability inthe case of lost tokens. This unlimited liability seems to violate the Electronic FundsTransfer Act.Again the Truth in Lending Act requires that customers be able to dispute purchases. Inthis case, the customer can dispute purchases at the cost of anonymity. Thus this is asignificant improvement in terms of regulatory fitness over the initial version of Digicash.6.4 MicroMintMicroMint and PayWord are a set of electronic commerce protocols (Rivest and Shamir,1996) that use the difficulty of calculating hash values and the birthday paradox to provideelectronic currency. Despite their mathematical similarities, PayWord is a notational,credit-based scheme and MicroMint is a token, debit-based scheme.MicroMint is problematic because it assumes the solution to the problem of electroniccommerce. There is a bootstrap problem. Once the coins are established and theconsumers have coins, the customer purchases coins and merchant redeems them.However, the distribution of the first generation coins remains unspecified.MicroMint calls the bank a �broker�. Instead of holding deposits, the broker generatescoins and exchanges them with customers. The broker has the float until the coin is spent.In order to defeat double-spending the broker must know the customer identity. Thisknowledge requirement, the consumer�s need to be able to draw coins, and the merchant�sability to deposit them all suggest that it is a reasonable conjecture that the broker is a bankin all but semantic terms.The bank mints coins by using k hash values and the birthday paradox, as discussed in thesecond chapter. Rivest and Shamir have calculated that to obtain one k-way collisionrequires calculating expected 2(k-1/k) hash values; however, to get c k-way collisionsrequires expected c2(k-1/k) hash values. The authors compare this to the initial investmentin a minting facility, with high initial costs and low marginal cost for each additional billprinted. A coin is a set of numbers that all have the same hash value, thus a coin is a set ofk numbers (x1,x2,x3,. . .xk) where h(x1)=h(x2)=h(x3)=. . .=h(xk).Using the publicly known hash values merchants can verify off-line that currency sent bycustomers is of the valid form. In order to prevent double spending, the customer�sidentity is embedded in the hash values sold to a customer, like so:h(coin) = h(x1,x2,x3,. . .xk) = h(customer identity).By using a lower hash value this becomes computationally feasible. A 16-bit hash value isrecommended in the original publication.The cost of generating coins is shown in the table below, as excerpted from (Rivest andShamir, 1996).Table 6.4 clearly illustrates that small scale attacks are not feasible.This is for the case where a coin consist of four numbers, i.e. a coin requires fourcollisions. The numbers are 36-bits. Thus there is a tremendous initial investment inpreparing the first coin, but as the number of coins created increases, the cost decreases.

114Number of HashesCoins ProducedHashes/coin

20. . .2260¥

2271227

22928221

232220212

23623223

Table 6.4: Returns to Scale in Minting Money through Hash CollisionsLarge scale attacks are mitigated by changing the hash value21 monthly. All forged coinsare invalid at the beginning of the month, and the forger cannot begin generating hashvalues until the hash function for the month has been announced. Furthermore, the brokercan detect forged coins, announce a new hash function at any time, and use hiddenpredicates for daily updating. [A hidden predicate is a special characteristic of a numberwhich is not apparent upon simple examination. To generate a number with hiddenpredicates, some of the bits in the number are made a function of other, random bits.]6.4.1 A TransactionMicroMint transaction begins when the customer obtains a coin from the broker. The stepsin a MicroMint transaction are shown in Figure 6.3 below.

1. Request coin2. Construct consumer-specific coin

4. Send coin

7. Deposit coin8. Verify depositCustomer

Merchant3. Send coinBank5. Verify coin is owned by consumer

6. Send itemFigure 6.3: A MicroMint TransactionIn step one the customer requests a coin. This customer must authenticate her identity inorder to obtain the coin. Customer authentication for purposes of coin generations is notspecified. Thus the information exchanged at that step cannot be determined. Note thatmerchant authentication and broker authentication are similarly unspecified.In step two the bank must have the customer�s identity in order to properly construct thecoin. The bank then constructs a provably valid coin linked to the customer’s identity as

21The authors suggest using the same hash value with a different salt.

115described above. Notice the bank has an extremely large database of known hashes fromwhich to construct a coin -- the bank does not need to begin anew at every customerrequest.In step three the bank delivers the requested tokens. After the third step the customer canprove that she has a valid token, and can prove her ownership of that token. Provingownership requires exposing her identity.In the fourth step the customer transmits the item, price, token(s), and her identity to themerchant. The merchant will also have the information transmitted during browsing at thistime. The customer’s identity verifies her ownership of the coin. However, themechanism of customer authentication is not addressed in this protocol.In the fifth step the merchant verifies the token and the customer�s ownership.In the sixth step the merchant delivers the item. This is not explicit in the protocol;however, it is assumed to be part of the protocol since the protocol is off-line. Thus thedeposits are presumably batched.In the seventh step the merchant verifies that the token has not been spent.Like the later version of Digicash, this assumes that only users double spend. The entireissue of authentication is left unconsidered. Presumably the customer would have acertificate or registered public key to authenticate herself to the merchant or the broker.The delivery of merchandise is not included in the protocol. Thus the protocol cannot bemoney atomic or goods atomic.Off-line transactions are not isolated. If a coin has been previously spent, the merchant isnot reimbursed. Thus the outcome of one transaction depends on the existence of another.On-line transactions are consistent. Since MicroMint is not anonymous, the customer caninquire as to whether a merchant has deposited that customer�s coins without the brokerallowing anonymous inquiries into merchant records. The merchant can verify a coinbefore accepting it. The customer may not have gotten any merchandise, but the moneytransfer will be consistent. Off-line transactions are not consistent, because a merchantmay believe that a coin has not been previously spent while the customer knows she iscommitting fraud.The transactions are durable after clearance with the broker but not before. If a customerspends coins in two locations there is a race condition. The merchant paid may not be themerchant that is credited at the broker. Thus off-line transactions are not durable.6.4.2 SecuritySecurity parameters include the strength of the hash value, the secrecy of a hash valuebefore it is released, and the number of collisions required for a coin.If the broker does in fact hold deposits then the issue of customer authentication to thebroker needs to be addressed. MicroMint recommends that the broker have a shared DESkey with each customer. This could be used for authentication as well.

116If the hash value chosen for the next month is leaked to an attacker, then the attacker cancreate coins as quickly as the broker. Since the attacker has lower costs than a legitimatebroker presumably the attacker can invest as much as the broker in processing power.If the predicates are used then the attacker would need both the predicates and the hashparameters to commit forgery. Thus the use of predicates addresses these security issues ina cost-effective way.An increase in the number of collisions required for a coin increases the cost of coins to thebroker and the cost of verification to the merchant. Conversely, increasing the number ofcollisions required increases the security of the coins. In this way the number of collisionsrequired is a parallel to certificate lifetime, as discussed in Chapter 2.Simple observation of other systems suggests that some proposed security measuresagainst large scale fraud may be ineffective. The broker can recognize false coins, just asin the physical world the bank can recognize bad checks. This has not proven effectivewith check fraud, precisely because checks are verified at the bank, not at the merchant.The merchant takes the risk while the broker has the ability to detect and prevent the fraud.The broker can also declare a current hash period to be over and recall all coins. Considerthat attackers can invest in computing power equal to the broker, have no customeroverhead and obtain all goods purchased with false coins for no cost. Consumers may payfor discount coins and the attacker does not have to reimburse merchants for services.However, the use of daily predicates, the ability of the broker to select the hash functionand the computational overhead to produce the first coin all provide strong barriers topotential attackers.6.4.3 PrivacyThe information available to various parties in the MicroMint system is shown in Table 6.5.InformationPartyMerchantCustomerDateAmountItem

MerchantFullFullFullFullFull

CustomerFullFullFullFullFull

Law Enfw/warrantFullFullFullFullFull

Bank/ BrokerFullFullFullNoneFull

ElectronicObserverFullFullFullFullFull

Table 6.5: Information Available In a MicroMint TransactionHere again the ability of law enforcement to obtain information about purchases depends onthe record-keeping of the merchant.MicroMint is a low privacy system. Since the creator of coins is modeled as simply abroker, the ability to provide pseudonymous services is limited. If the broker were in factan account holder for the various consumers then the broker could easily offerpseudonymous coins. The cost of psuedonymity would be one search of the consumerdatabase. Consumers could change pseudonyms when no coins were held under a

117pseudonym. Because of re-spending the broker would store pseudonyms until the hashvalue for the pseudonymously released coins was invalidated.Consumers can only spend their own coins. This means that there is no threat of securityloss if someone copies your coins during a transaction. Because of this security, there isno extension to the protocol for encrypting negotiation and payment. Thus an observer canobtain all transactional information about the purchase. This protocol could be combinedwith any product or protocol which provides encrypted peer to peer communication on theInternet.By offering pseudonyms and protecting merchant to consumer transaction the informationmatrix for MicroMint would be changed as shown in Table 6.6.Changes are shown in boldface. This would make MicroMint a medium privacy system.InformationPartyMerchantCustomerDateAmountItem

MerchantFullPartialFullFullFull

CustomerFullFullFullFullFull

Law Enfw/warrantFullFullFullFullFull

Bank/ BrokerFullFullFullNoneFull

ElectronicObserverPartialPartialNoneFullNone

Table 6.6: Information Available in an Enhanced MicroMint TransactionNotice that offering pseudonyms would require some changes in the authentication. Thebroker would need to either sign pseudonymous keys or provide pseudonymouscertificates. Presumably the latter is preferable because the protocol could then remain off-line from the perspective of the merchant.6.4.4 Regulatory IssuesMicroMint offers inexpensive transactions, at the cost of anonymity and individualsecurity.MicroMint can fulfill all the requirements for information for regulatory purposes.Individual security is lost in that there is no protection against malicious framing. Theargument is that �the known mechanisms for protecting against such behavior are toocumbersome for a light-weight payment system.� Given the amount of motivationindividuals have to harm one another, as clearly illustrated in the records of lawenforcement in every community, this is a significant hazard.Effectively, the lack of protection from malicious framing prevents the use of this systemby anyone in a high-profile position, those who publicly hold controversial views, thosewho support unpopular causes and even those in contentious relationships. Given that onecan be the object of derision or harassment for gender, race, or orientation, this is arguablya commerce system built for heterosexual white men who are quiet about any unpopularbeliefs. Given that such a design decision may effectively exclude classes of peopleprotected under the Equal Credit Opportunity Act, should there be regulatory action

118defining the minimal requirements for electronic commerce systems? Should these minimalrequirements include protection against malicious framing?This case, where malicious framing is not considered, represents a clear case where therisks are taken by customers and merchants to save effort on the part of the bank. This isnot a system that appears to be prohibited by current regulation: the consumer cannot losemore than $50 for a lost instrument. Yet this is a system which clearly violates a basicprinciple of public policy: the risks of loss should fall upon the party most able to preventthose losses. The merchants can lose money; the customers can lose commerce privileges;yet only the broker can prevent such losses.In this case, there is a clear policy principle at stake. Yet the market has not yet failed toaddress this issue, so preemptive regulation may be unnecessary. Presumably the broker isactually a bank, since there must be some deposits against which the customer draws.Either that, or this system is interoperable with other electronic commerce systems. If it isthe former, regulators can examine the system and decide if it is acceptable. If it is thelatter, then other providers of electronic commerce will decide. If the other provider ofelectronic commerce provides the user the ability to contest charges, the market may in factpush the final cost of lost money on the broker, as customers object to denial of service orcharges for stolen coins.6.5 SummaryDigicash is graceful in its simplicity and offers complete anonymity to the customer. YetDigicash offers complete privacy at the cost of low reliability. Digicash offers neithermoney nor goods atomicity.In the later version of Digicash addressed in Section 6.3, Chaum attempted to preventdouble spending, thereby increasing reliability, through encoding identity into each token tobe spent. Encoding identity allows double-senders to be identified, thereby resolving theconflict between anonymity and accountability in the case of double spending. Theaddition of integrity provides sufficient information for dispute resolution in issues ofpayment, but not enough information to resolve disputes over goods delivery.MicroMint has the potential to create anonymous currency economically for a large numberof users. By creating digital currency using a process with decreasing marginal cost,MicroMint can provide anonymous token currency to a large number of consumers.MicroMint would be economical for micro-transactions, which are too small for billing orcollection using current techniques.MicroMint in its most simple form offers no money atomicity. In order to provide moneyatomicity MicroMint is extended so that customer identity is included in every coin. Thusthe extension of MicroMint to preclude double spending depends on the requirement thatevery consumer identify herself to the merchant to verify the her right to spend a coin.Micromint, along with the two versions of Digicash, illustrates the trade-off betweenatomicity and anonymity. Currently with electronic token currency without trustedhardware, there are explicit trade-offs between privacy and atomicity.

7|�A disease known is half cured.�Fuller, 1732An AnonymousC e r t i f i e d Delivery Layer

120Can transactions using anonymous electronic currency be atomic? Or is the cost ofanonymity exposure to fraud? The relationship between anonymity and atomicity inelectronic transactions has been an open question (Tygar, 1996). In fact, anonymoustransactions can have the highest level of atomicity. In this chapter I demonstrate thisassertion by example.In this work22 I present a protocol for anonymous certified delivery that removes the needfor any trade-off between atomicity and anonymity. Counter-intuitively, anonymity isprovided through the creation of a publicly readable transaction log. The transaction logprovides forced serialization; in fact, this system is expanded to use two phase commit.This system is optimized for information goods delivered on-line. While it can also beused to provide detailed receipts for other types of purchases, the strength of certifieddelivery that guarantees delivery cannot be carried into the physical realm.The anonymous certified delivery protocol can be used with any on-line anonymous orpseudonymous token currency.We assume all parties can perform basic cryptographic operations, e.g. cryptographic hashcomputation, signature computation and verification. All parties have well-known orverifiable public keys. All signatures can be verified by the receiving party.Other assumptions are that the secret elements of public keys are not disclosed; that tokensare verifiable or can otherwise be trusted; and that the bank can distinguish those tokens tobe used with certified delivery. Distinguishing tokens to be used with certified deliveryenables the bank to refuse their deposit without appropriate transactional records.To provide atomicity, a modified, cryptographic version of the two-phase commit protocolis implemented using an external, publicly accessible transaction log. The transaction logreceives and records messages and then reproduces the recorded messages. The loglocalizes the global commit decision to a single entity. The log also acts as a time-keeper,aborting transactions that expireCommunication channels are assumed to be secure. The method used to implement thissecurity (e.g. public keys) is not important to the functioning of the protocol. Somemessages could be left unsecured, improving efficiency at the cost of a limited loss ofprivacy, but the details of this procedure are not currently addressed.As with NetBill and SET, message signatures are computed on hash values of the plaintextand then appended to the plaintext to form a signed message.The transaction log and bank are separated only for clarity of exposition. There is noreason that the entities referred to here as transaction log and bank are not merely separatemachines in the same facility, analogous to the ledgers and vault of a depository institution.Each transaction has an expiration time. This implies that the banks and the logs havesynchronized clocks. The customers and merchants are then responsible for synchronizingwith their log or bank of choice. Although this is a nontrivial problem, there areestablished approaches to the problem of synchronizing distributed secure transactions(Smith, 1992).

22An alternative discussion of this protocol is available in (Camp, Harkavy, Tygar and Yee, 1996)

1217.1 A Transaction: Preparation & PurchaseFigure 7.1 below illustrates the preparation steps required in an anonymous atomicpurchase.Customer

1.Customer requests blinded token2. Bank sends blinded token

3. Customer sends public key and h(t)Bank4. Bank sends signed receipt

Figure 7.1: Preparation for an Anonymous Atomic TransactionIn the first step the customer obtains a token from her bank. Since this layer could be anaddition to many anonymous token protocols, the technique for generating the token andthe form of the token are not specified. The only specification necessary is that theresulting token be anonymous and, as noted above, identifiable by the bank as for use onlywith certified delivery.We assume the customer generates a public private key pair to be used uniquely for thepurpose of assuring certified delivery for this particular transaction. Call this pair q and Qto distinguish them from the pair c and C normally used by the customer and linked to heridentity. The key pair qQ is linked to the ownership of the token, not to the identity of thecustomer. (Note that I do not address the issue of traffic analysis in this protocol.)Thus the steps are:3: C -> Bh(anonymous token),Q4: B -> C(h(anonymous token),Q)bKey pairs q and Q can be generated off-line in advance of purchases. Notice that the keyneeds only to be strong enough to make obtaining the token cost prohibitive.In the fourth step the bank returns a signed receipt for the token and the public key. Thisreceipt enables the customer to demand that the subject token not be accepted for depositunless accompanied by a receipt signed by the token specific key, q, indicating customercommitment to the transaction. The receipt is, in effect, a public key certificate, issued bythe bank, binding the public key Q to the rightful holder of the token t.The customer may now begin the transaction, as shown below in Figure 7.2. The steps arenumbered consecutively, with the assumption that they follow the preparation steps above.Each step also has an associated label to simplify the following discussion of atomicity.The customer is assumed to have the merchant’s certificate and key; and the merchant isassumed to have the certificate that binds the public key Q to the rightful holder of thetoken. As with previous protocols, the exchange of certificates is not shown.

122browsingP1: C -> Mdiscovery & negotiation (not specified)contractP2: M -> C(contract, Ek(goods), TID, L, Q)mcustomer commitment P3: C -> B(t, expiration, M, L, price, TID, Q)qnotificationP4: B -> M(expiration, M, L, price, TID)bmerchant commitmentP5: M -> L(expiration, k, TID)mglobal commitmentP6: L ((expiration, k, TID)m)lkey deliveryP7: M -> C(k)Table 7.1 provides the definitions of the terms used above.FieldDescription contractThe contract includes a human readable descriptionof the goods being ordered, the price, and the hashof the encrypted goods

TIDTransaction identifier. Globally unique identifier.

LThe log chosen as the point of serialization for thistransaction.

tThe token.

expirationA time after which the transaction, if notcompleted, is to be aborted.

MThe merchant�s identity. Includes account numberand merchant bank identifiers as necessary.

kA symmetric key used only to encrypt the goods.

Table 7.1: Fields in the Anonymous Certified Delivery ProtocolThe messages in a transaction using anonymous certified delivery are shown in Figure 7.2.To initiate the transaction the customer must contact the merchant. Such contact may allowthe customer’s identity to be inferred as described in Section 2.3.2. However, we assumehere that this contact allows the customer to remain anonymous.During purchase step one, limits on the purchase or special discounts can be negotiated, ifthe customer wants to include such an offer. For example, the repeated use of a token-specific key would create a pseudonym that would allow for subscriptions or repeat visitdiscounts with the corresponding inferential disclosure.At purchase step one, three elements of the transaction must be agreed upon: description ofthe item, price, and transaction identifier (TID). The transaction identifier must be globallyunique. Some combination of a serial number and the merchant�s identity can provide aunique TID (as in NetBill).In preparation for purchase step two the merchant generates a symmetric key, k, andencrypts the requested merchandise with this key. The merchant then sends this encrypteditem. Because the merchant encrypts the information, there has been no exchange ofvaluables. (Note that without a secure channel any observer could steal the merchandise ifthe transaction is successful.) After the end of this step the token has not been exposed,nor has the customer received a useful item.

123CustomerP1. Requests itemP2. Sends signed contract & encrypted goodsBank

LogMerchant

P3. Sends merchant account, timeout,

customer is commited

P5. Claims goods by sending signed key, TID, priceP6. Key

Key query

Figure 7.2: An Atomic Anonymous TransactionIn purchase step three the customer commits to the transaction by exposing the token. Thecustomer sends the merchant�s bank account number or other appropriate identifier,expiration, the amount of the transaction, the transaction identifier, the log chosen for thistransaction, and the token. All this is signed with the token-specific key, q. Thissignature, together with the receipt (�certificate�) from the bank proves that the customer isauthorized to spend the token.In purchase step four the bank notifies the merchant that the customer has committed.In purchase step five the merchant commits to the transaction by providing the key to thelog.In purchase step six the log generates the necessary receipt to prove the merchant has paid.The customer may demand this receipt in order to obtain the key, if it is not promptlydelivered.In purchase step seven, the merchant completes the transaction by sending the key to thecustomer. Requiring that the merchant sends the key to the customer reduces the load onthe log, since most transactions will be without conflict or failure.Note that if the transaction is aborted rather than completed the log would generate thefollowing entry and send it to the bank:P7: L -> B (t, M, TID, failed)lThis message would replace key delivery in the protocol.

124If the merchant commits with the log but fails to provide the key, the customer can querythe log for the key. The query, shown as a dotted line in Figure 7.2, consists of twomessages:Q1: C -> L (TID)Q2: L -> C (TID, k)lThis protocol provides goods atomicity. If purchase steps one or two, request and contractrespectively, fail then there is no transaction.If purchase steps three through six fail then the merchant is never paid and the customer hasonly encrypted goods, which are of no use. If purchase steps three or four, customercommitment and notification respectively, fail then the merchant is never paid and thecustomer never obtains useful goods. If purchase step five, merchant commitment, failsthen the key is never delivered, the goods remain encrypted, and the merchant’s deposit isnever completed. The same is true if purchase step six fails; there is no key delivery and nodeposit.Purchase step six is the global commitment. When purchase step six is completed both keydelivery and deposit are assured. Deposit is assured because the bank will credit themerchant in the absence of an abort message. Key delivery is assured because thecustomer can query the log directly and obtain the key if the merchant fails to deliver itdirectly. This assures goods atomicity.Note that there is no need to encrypt purchase message seven: it is simply the key. The keyneed not be signed for there is already a verifiable copy of the key in the transaction log.The itself key need not be encrypted, since the merchandise was protected by encryption.The protocol provides certified delivery because the description of merchandise and theitem delivered can be verified from purchase step two. This is because that the contractincludes a description of the item requested and a checksum of the item delivered, and isaccompanied in purchase step two by a unique transaction identifier. All three fields aredigitally signed by the merchant. If upon decryption the item delivered does not match thedescription, then the customer can obtain a refund.The merchant could send a bogus key and claim the deposit. In this case the holder of thetoken-specific public key could present the actual merchandise as delivered, and show thatthe decrypted merchandise does not match the description.The bank would refund the customer’s money by generating a token of equal value andtransmitting it to the customer using the anonymous public key for secure delivery. Thevalue of this token would be debited from the merchant�s account.If the transaction expires, the customer can obtain a new token from the bank.While there are many places where a dishonest participant or saboteur could delay progressor prevent commitment, there is only one collusion which may result in undetectable fraud.For this reason, there is one trust assumption required by the protocol: the merchant musttrust the log to record received messages. If the log, in collusion with the consumer, failsto record the merchant�s commitment, but simply passes the key to the consumer, then theconsumer will gain access to the goods while the merchant will not be able to demand

125payment. This trust requirement is the reason that the merchant selects the log in purchasestep two.The existence of a requirement for trust between the merchant and the transaction log is oneargument for combining the log with the bank, since banks already play the role of trustedfinancial intermediary. In this case, purchase steps two three and four (the contract,customer’s commitment and notification, respectively) would not include the log selected,since the selection of the bank would imply a transaction log. Thus, while the merchantwould not select the log, the merchant would instead extend trust to the customer’s bank.Conversely, the requirement for trust is also an argument for separating the log and thebank, since this would allow the bank to hold the log to contractual requirements forresponsiveness guarantees. Banks could also work as filters with a function analogous tothe current role of acquiring banks in the credit card system, and refuse to work with logswhich were the subject of many complaints or suspected of fraud.7.2 SecurityThere are four public key sets in this system: the transaction log�s, the token-specific, thebank�s and the merchant�s. The value of the bank�s key depends upon the techniquechosen to generate anonymous tokens.If an attacker obtains the token-specific private key then the attacker has obtained depositauthorization. However, without the token as well the attacker cannot authorize atransaction.If an attacker obtains a merchant�s key then an attacker can cause the merchant muchdifficulty in terms of resolving conflicts but cannot force refunds or obtain freemerchandise. The attacker can construct a purchase order with a product description, priceand faked record of a delivery. (This would require only that the attacker has a token andthe corresponding keys. Presumably these are easy to obtain legitimately.) Then theattacker can create a false key, endorse the faked purchase order and send it as a commit. Itwould appear that the merchant unsuccessfully attempted to defraud the customer. Theattacker can then request that the merchant prove the merchandise. The merchant couldthen detect the attack, decline the transaction, and refuse the transaction amount. Therewould be no deposit in the merchant�s account, so the merchant would owe neither moneynor the key.If an attacker could obtain the keys of the transaction log, the attacker could masquerade asthe log. In that case the attacker could steal merchandise as previously described.7.3 PrivacyThe information available to each party in an anonymous certified delivery transaction isshown below in Table 7.2.Note that law enforcement would only have access to information about the itemspurchased if their merchant kept transaction-specific data.In this as in previous cases information during browsing is not included. Recall that toassure anonymity the customer must use an anonymizer or remailer.

126InformationPartyMerchantCustomerDateAmountItem

MerchantFullNoneFullFullFull

CustomerFullFullFullFullFull

TransactionLogFullNoneFullNoneNone

Law Enf.w/warrantFullNoneFullFullFull

BankFullNoneFullFullNone

ElectronicObserverFullNoneFullNoneNone

Table 7.2: Information Available with Anonymous Certified Delivery7.4 Regulatory IssuesThis protocol remove the need for information for the purposes of reliability. However, itdoes address the needs for information for other purposes, particularly the needs of lawenforcement. This protocol has the weaknesses of all anonymous protocols, from theperspective of law enforcement, i.e. there is no information about the customer available tolaw enforcement. This means that anonymous certified delivery would not be acceptablefor legal reasons for transactions over $3,000. There are also constraints on transactionwhich cross borders. A combination of smurfing and the existence of anonymous bankaccounts in foreign jurisdictions can simplify money laundering and tax evasion. Placinglimits on transaction size is straightforward; however, limiting international transactions onthe Internet is problematic at best.Issues of reliability and consumer protection are addressed in this protocol. The use ofvariable public keys limits the amount a customer can lose if a private key is lost. If a keyis lost, both the customer and the thief could �prove� ownership of a token. Thus refundsare not possible in the case of lost keys. Customer loss could be limited by requiring thatkeys be changed at a given increment, or limiting the denomination of a single token if nokeys are reused.The anonymous certified delivery protocol fulfills the requirements for receipts and billingfound in the Electronic Funds Transfer Act as implemented in Regulation E. Banks usinganonymous certified delivery can provide aggregate information and records on individualwithdrawals and deposits.7.5 Further QuestionsThe weakness of this protocol is that a public key is needed for each new token. Ofcourse, since the customer is the only one with the private key there is no reason that asingle public key could not be used multiple times. In that case the customer’s public keyresembles a pseudonym. This means that the probability that anonymity is maintained is afunction of the frequency of use, duration of use, and breadth of use. That is, theprobability of linking any pseudonym, in this case the public key, to real identity decreasesas the pseudonym is used in many locations, and as if used frequently or over a long timeperiod. The use of a merchant-specific pseudonym would provide credentials whereby arepeat customer could obtain the appropriate discounts or a subscriber could obtainperiodicals.

127It may provide an advantage to combine the transaction log and the bank.Future research issues include probabilistic analysis of the use of pseudonyms, moreefficient yet general versions of this protocol and versions of this protocol optimized fordifferent, specific on-line anonymous protocols. One optimization would turn thisanonymous certified delivery layer into an anonymous certified delivery protocol bymaking the public key itself the token (Camp, Harkavy, Tygar and Yee, 1996).

128

8|�What concerns everyone can only beresolved by everyone.�Durrenmatt, 1963C o n c l u s i o n s

130This work began with the supposition that a consumer can lose both money and privacy inInternet commerce. Through the consideration of representative commerce systems I haveillustrated many of the myriad ways that consumers might lose money and privacy. Theweaknesses embodied in each system suggested sometime subtle and sometimes strikingproblems with the current policy as it affects technical problems with Internet commerce.Now I conclude with a reconsideration and compilation of the problems in Internetcommerce and their potential solutions.This is a brief enumeration of the problems identified in general in the first two chaptersand in specific cases in the previous three chapters.In this work I have removed the technical necessity of trading anonymity and reliability. Ihave shown that there is a way to provide the highest level of atomicity in an anonymoussystem. Trading anonymity and reliability is not a legitimate technical option. Whateverlimits are put on anonymous transactions are necessitated by social or policy reasons:identity information is not a requirement for reliable transactions or fraud prevention. Anymessage can fail; any record once created can be copied. Every system should be designedwith these facts in mind. Anonymous certified delivery addresses the policy implicationsof both of these technical realities.In addition I have brought forward the multiple threats to privacy which converge inInternet commerce. Through an analysis of a set of example protocols I have extracted theimplicit policy assumptions of multiple, representative Internet commerce proposals. Inorder to do so I have developed a formal technique for determining information exchangedin a commercial Internet transaction and shown how such a technique can be useful forexamining atomicity.A further contribution has been the elicitation of system design requirements that simplereporting requirements create, and hopefully therefore the potential for greaterunderstanding among policy makers of the technical implications of their decisions.Throughout these analyses I have developed a series of policy proposals which I present inthe following paragraphs.Requirements for receipts, billing, contracts and nonrepudiation should reflect the potentialembodied in anonymous certified delivery, as well as other technological capabilities. Therecognition that consumer identity is not necessary for nonrepudiation should be reflectedin record-keeping requirements. For example, requirements created by the Truth inLending Act and the Electronic Funds Transfer Act as specified in Regulations Z and E,respectively, should be modified to assure that anonymous dispute resolution is supported.Requirements for dispute resolution information implies a requirement for atomicity. If thisis the case in electronic commerce systems, then such a requirement should be explicitlycodified; if not, then this too should be made explicit.In the creation of reporting requirements, I propose the following policy: any datacompilation required by law should be protected by law against secondary use.Governmental requirements for information availability should reflect the threat of datasurveillance as well as the risks of anonymity. The European model of data commissionsprovides an excellent example of this approach.I argue that the previous analyses have shown that the Code of Fair Information Practiceshould apply to all transactions, and in particular, consumers should know of records as

131they are being created and be able to opt out. Just as companies offering credit should berequired to explain the charges, companies offering network software should be required toexplain what information about the user is made available to their software. Consumersshould not be required to maintain packet snoopers on their own machines to determinewhat information is being accessed by the companies and individuals with which theyinteract. Consumer protection should not depend upon leaked beta software, serendipitouscooperation between hackers and journalists, or the occasional consumer outrage.Certainly the vast majority of users on the Internet know that there are programs beyondtheir understanding and protocols foreign to their experience. Users of the Internet knowthat their information is sometimes transmitted across the globe. Yet there is no way forany but the most technically savvy consumer to determine just what information she leavesbehind as she travels the information infrastructure. There is a definite need for consumerprivacy protection on the Internet.Potentially the most contentious conclusions in this dissertation are that protections forprivacy need to be expanded, and the constraints on the export of encryption technologiesshould be decreased. In particular I have argued that controls on secondary disclosureshould be extended. The Right to Financial Privacy Act should be strengthened, andshould be extended to apply to all institutions that compile consumer financial data.These conclusions will be viewed in very disparate ways by different communities. Thushere I consider three possible perspectives in the following section: the perspectives of lawenforcement, the business community, and the civil libertarian.8.1 Law EnforcementGovernment has a need for information in order to fulfill its legitimate purposes. Perhapsthe greatest source of conflict between privacy and data availability has been in lawenforcement. Anonymity is generally opposed by law enforcement. The law enforcementcommunity is charged with assuring that identifiable individuals are held responsible forspecific acts. Detecting patterns of illegal activity and pursuing the appropriate parties ismade easier by increasing data availability -- thus the range of reporting requirementscreated for the needs of law enforcement.The opposition to anonymity by law enforcement has not been absolute. For example,Mark Twain Bank has been offering anonymous Digicash to consumers. The approval ofDigicash for use in the United States is based on two factors: there exist size limits onanonymous transfers and Digicash can only be used once before deposit. This means thatDigicash can go through a single transaction, but cannot go through a chain of transactions.Thus in every transaction Digicash returns to fully traceable banking channels.The law enforcement community has a set of data requirements that are made explicit incarefully crafted requirements for data as explained in Chapter 2. These have includedlimits to scale in anonymous transactions . However, the requirements of law enforcementhave not prevented the general use of anonymous electronic currency.The use of anonymity and encrypted communication can allow widely distributedindividuals to plan and implement illegal activities without any fear of surveillance. Manyin the pro-crypto, libertarian community in fact advocate the removal of internationalborders. However, even making international borders porous has resulted in an inability tocontain regional conflicts, and separatist conflicts may result in the deaths on another

132continent. Internationally interconnected networks have magnified the ability of oneindividual to cause harm (Baird, 1996).Like legitimate businesses, criminal organizations are becoming leaned and meaner.Criminal organizations are capable of advanced administration. Because of computing andcommunications technologies criminal organizations need fewer people, and are thereforemore difficult to penetrate (Bickford, 1996). Thus the ability of these organizations tomove money without a trace makes observing their actions, or even locating them, difficult.International criminal organizations may be assisted by criminal governments, thusAmericans cannot always depend on foreign governments to protect their interests. Lawenforcement and national security are increasingly interdependent, and the lack ofcoordination and information can be costly. Collapsing empires result in the rise oforganized crime to enforce property and contract rights that cannot be enforced by thegovernment, and these organizations can create international corruption (Rodman, 1996).Currently there are over 250 Russian criminal organizations with international organizations(Bickford, 1996).Basic safeguards such as a prohibition on anonymous bank accounts and limited anonymityin purchases fulfill the needs of law enforcement. Anonymous electronic funds transfermechanisms should be evaluated with the reality of money laundering in mind. Fivehundred billion dollars in laundered funds comes from the United States, with eightypercent of that being drug money (Bickford, 1996). The ease of smurfing makes thetraditional simple limits on funds transfers inadequate in the electronic realm (Office ofTechnology Assessment, 1995). The protocol presented in the previous chapter resolvedconflicts between anonymity and the need for information for reliability; but it did notresolve conflicts between anonymity and the need for information for law enforcementpurposes.8.2 The Business CommunityThere exists a profitable market for secondary uses of consumer information. Companiesprofit from both internal use and the ability to market data. Both companies and consumersprofit when targeted advertising results in a transaction. Consumer data is most often usedby businesses to better serve the needs of customers and to identify financial opportunitiesof which the customer may be unaware. The protection of privacy must be more valuablethan the uses of consumer data for privacy protection to be the choice of the businesscommunity. Yet once that case is made, the market will move to protect privacy.Regulatory limits on the use of consumer transactional data would create an economic lossto marketers. Thus many merchants, including those that sell financial data, would opposeregulatory limits on the collection, analysis and disclosure of consumer information.Because consumer information is necessary in a modern economy there has been noproposal to prohibit all consumer data flows. Limiting the flow of consumer data couldhave unforeseen effects on an information economy.Market resistance to consumer privacy protections has not been uniform. For example,Microsoft has pledged to follow the standards set forth in the European privacy directive asdescribed in Chapter 3. Netscape addressed the possible misuse of anonymous ftp asquickly as possible in the release of Netscape Navigator 2.01. A possible increase in theuse and trust of network services could profit such companies if the consumer could beassured that any company will not surreptitiously obtain additional data during transactions.No network services provider or business profits when its customers are subject to third

133party surveillance. Thus companies may cooperate to create a floor of minimum privacyprotection, and provide the equivalent of the Better Business Bureau seal to assist theircustomers in choosing trustworthy merchants.The business community has and will provide anonymity to those willing to purchase sucha service. Those willing to invest time and effort in such a search can find credit cards withvarying policies for secondary disclosure of consumer transactional information. On theInternet, those interested in anonymity can use Digicash, for the price of the cost of MarkTwain�s services and possible merchant fraud.It is possible that externalities exist with widespread implementation of anonymity. That is,there may exist a critical mass in terms of number of consumers who adopt anonymitybefore there are increasing returns to scale in distributing anonymous software or providinganonymity through secure intermediaries. Thus it is possible that new price paradigmswhich recognize the existence of positive network eternalities are needed. If this is thecase, and there is a powerful market for privacy-protecting services, it may yet be servedby market forces. Many customers may be willing to pay a price, but not the premium thatMark Twain would charge, for privacy.Opposition from the business community to anonymity is economic and not ideological.There are long term benefits which are possible drivers of adoption of anonymity such asincreased use of financial services and improved customer relations. The profit motive canserve to provide privacy-enhancing services for consumers willing and able to purchasethese services.The business community has a fairly uniform perspective on the prohibition of the exportof cryptography (United States Council for International Business, 1993). Export ofencryption allows producers of software, hardware and systems to take advantage of atraditional American strength in serving the global market. The prohibition of export ofstrong cryptography hurts business by preventing them from effectively serving thesemarkets. Thus the business community supports the free export of cryptography, whichenables anonymity.Anonymous certified delivery as described here provides all the information necessary forprimary business purposes but does not provide information for secondary uses.8.3 Civil LibertariansCivil libertarians are both strong advocates of privacy, and strong supporters of unrelatedsocial goals.Civil libertarians are concerned about both the potential for surveillance and the effect of aperception of surveillance. Consider the impact of the proposal put forth by lawenforcement for assuring access to clear text of all communications using key escrow. Thekey escrow proposals effectively assure government access to information which willincreasingly be financial transactions. The establishment of a governmental EFT servicewas considered and rejected by the Privacy Commission. The Commission�s objection tothe creation of a government-operated EFT system was that such a system would result ingovernment surveillance, and thus enable government to easily prescribe �correct� behavior(Privacy Protection Commission, 1977). Key escrow for access to consumer financialtransactions poses the same threat.

134Secondary disclosure of information includes disclosure to the government. In Lamont vPostmaster General the Supreme Court noted that observation by the Federal Governmenthas a chilling effect on the pursuit of information. There is no reason that this will changeas information becomes electronic and not paper-based. Lamont v Postmaster applied bothto free and purchased information. Civil libertarians are fighting for a recognition that thisprinciple in law applies to electronic transactions.From the civil libertarian perspective, law enforcement requirements have only served tolimit the availability of security and privacy through constraints on cryptography.The prohibition of exporting encryption technology has had ubiquitous effects. Thisprohibition effectively prevents strong cryptography for the protection of privacy, asdiscussed in anonymous certified delivery, from being implemented. The use of public keyKerberos would be prohibited. The advantage of public key Kerberos is that no central keyauthority is required -- and it is precisely the lack of a central key authority that causes lawenforcement concerns.Civil libertarians note that with the proliferation of information technology, cryptography isno longer a predominantly military technology. The list of uses for cryptography moreresembles the broad range of applications for internal combustion than the narrow focus ofballistic missile technology. Cryptography is used in every electronic commerce system.Escrow prohibition has prevented security from being an integral part of operating systemsand software for Internet access from desktop machines, and thus limited privacy.From the perspective of civil libertarians, that law enforcement is constrained fromunreasonable search and seizure does not mean that citizens have to live with a networkdesigned to make reasonable search and seizure simple. Citizens still have the right toavoid law enforcement access, without a presumption of guilt.Civil libertarians are concerned about use of consumer data by the business community aswell as government. The lack of information for secondary use is a strength and not aweakness from this perspective. Civil libertarians would applaud constraints on secondaryuse of consumer data. However, civil libertarians also recognize the need for data to meetsocial needs, such as preventing discrimination, and thus support some federal oversight.Civil libertarians also seek to protect consumers� economic rights, so concerns aboutreliability will affect their support for privacy. Civil libertarians are the most likelysupporters of advanced but expensive technical solutions, such as anonymous certifieddelivery, to problems of privacy and reliability.All civil libertarians support the removal of constraints on the use of strong cryptographyeven for international discussions. While the fight for consumer privacy may often resultin conflict between civil libertarians and the business community, they are united in theiropposition to the prohibition of the export of strong cryptography.8.4 In ClosingBefore this work, and unless it is implemented, consumers had to choose between allowingothers to know the contents of their wallets and risking that others would steal thosecontents. This is no longer true. Now limits on privacy are a result of governmentalrequirements for information.Statutes dealing with fraud have addressed the threats the consumer faces to her wallet;threats the consumer faces to her privacy also need to be addressed. Consumers transmit

135xinformation without consent, or even knowledge. The risks of information disclosure areincreasing. Browsing the Web can offer a heady feeling of anonymity, of walking withoutfootprints across information space. In truth, information about users of Internet servicesis easy to gather.The shadow of Olmstead v United States (Olmstead v United States, 1928), which statedthat early users of telephone technology had no expectation or right to privacy, hangs overthe Internet. Hopefully we will not suffer the 39 years of data surveillance allowed byslow adaptation of the law to new technologies, as suggested by the telephony model.Abuses of Internet user information extend beyond the identity and transactionalinformation addressed here. Agents search the Internet for every available email address,compiling marketing lists which one has no right to access. Searchable databases ofUsenet posts in various groups assure that the individual has extremely limited rights on thedissemination of �his religion, ideology, opinions, and interests� (Douglas, 1974). Thatsurveillance is enabled by the technology does not mean that it is an inevitable effect oftechnology. Policy can prevent the surveillance potential of technology from becoming areality; at the least it can empower consumers to have knowledge of the information theyare disclosing. For these policies to be adopted consumers must also act as citizens.In the long run it is uncertain whether the privacy traditions of libraries or the disclosuretraditions of banks will dominate when financial data is linked to reading habits andinformation access. There are fundamentally different legal and professional traditions inthe information provision and financial services sectors. Regardless of the dominanttradition, the sheer distance between these traditions suggests that it is important to build inthe capacity to change, rather than cementing de facto standards.According to current law, under United States v Miller, financial information belongs to theservice provider, and the consumer has no privacy interest in her records. It is my hopethat, as electronic commerce becomes ubiquitous, United States v Miller will become asUnited States v Olmstead: quoted for the passion of the dissent and regarded as aninstructive case of error by the courts. Yet unless and until five of the nine Justices agree,it is the shared responsibility of policy makers, bankers, brokers, computer scientists andconsumers to assure that America is not hard-wired with a surveillance infrastructure.

136

9|B i b l i o g r a p h y

1385 USC ⁄552 Privacy Act12 USC ⁄1829 Bank Secrecy Act12 USC ⁄1829 Money Laundering Act12 USC ⁄2903 Community Reinvestment Act12 USC ⁄3403 Financial Privacy Act12 CFR ⁄202 Home Mortgage Act15 USC ⁄1601 Truth In Lending Act15 USC ⁄1691 Equal Credit Opportunity Act15 USC ⁄1692 Fair Debt Collection Practices Act15 USC ⁄1694 Electronic Funds Transfer Act18 USC ⁄1029 Computer Fraud and Abuse Act22 USC ⁄2571 Arms Control Act22 CFR ⁄121 International Traffic in Arms Regulation26 USC ⁄6103, 31 USC ⁄3711 Debt Collection Act31 CFR ⁄103 Know Your Customer Requirements35 USC ⁄3401 Right to Financial Privacy Act42 USCS ⁄3608, 15 USC ⁄1681, 12 USCS ⁄1708 Fair Credit Reporting Act49 USC ⁄1666 Fair Credit Billing Act50 USC 2401 Export Administration ActAnderson, R. E., Johnson, D.G., Gotterbarn, D. and Perrolle, J., 1993, �Using the ACMCode of Ethics in decision making,� Communications of the ACM, Vol. 36, 98-107.Alderman, E. and Kennedy, C., 1995, The Right to Privacy, Alfred A Knopf, New York,NY.Axsmith C., 1992, �Email privacy and the law,� Proceedings of the 15th NationalComputer Security Conference, Baltimore MA, 120-125.Baird, Z., 1996, �How have other nations balanced legal an national security threats andresponded to a changed world?� American Bar Association Standing Committee onLaw and National Security Law Enforcement and Intelligence Conference,September 19.Baker, 1994, A Concise Introduction to the Theory of Numbers, Cambridge UniversityPress, New York, NY.Bernam J., 1991, �Establishing a legal framework for freedom and privacy on theelectronic frontier,� Conference on Computers Freedom and Privacy, WashingtonD.C.Bickford, D., 1996, �The changed threat to US national security -- new problems andpriorities,� American Bar Association Standing Committee on Law and NationalSecurity Law Enforcement and Intelligence Conference, September 19.Bloustein, 1968, �Privacy as an aspect of human dignity: an answer to Dean Prosser,�New York University Law Review, Vol. 39, 962-970.Brands, S., 1993, �Untraceable off-line cash in wallet with observers,� Advances inCryptology - CRYPTO �93, Springer-Verlag; Berlin, 302-318.Brennan, 1989, Florida v Riley, 488 U.S. 445, 466 (Brennan J., dissenting).Brickell, E., Gemmell, P., and Kravitz D., 1995, �Trustee-based tracing extensions toanonymous cash and the making of anonymous change,� Proceedings of the SixthAnnual ACM-SIAM Symposium on Discrete Algorithms, San Francisco,California, 22-24 January, 457-466.Britt, P., 1994, �Moving forward with smart cards,� Savings & Community Banker, Vol.3, No. 11, 6-7, November.

139Business Week, 1993, �ATM shouldn’t stand for �artfully taken money,� Business Week(Industrial/Technology Edition), May 31, 110.Bureau of Census, 1995, Statistical Abstracts of the United States 1995 (115th Edition),Department of Commerce, Washington, D.C.Camp, L.J. and Tygar, J.D., 1994, �Providing auditing while protecting privacy,� TheInformation Society, Vol. 10, 59-71, March.Camp, L. J. ,Sirbu M. and Tygar, J. D., 1995, �Token and notational money in electroniccommerce,� Usenix Workshop on Electronic Commerce, July, New York, NY.Camp, L.J., Harkavy, M., Tygar, J.D. and Yee, B., 1996, �Anonymous atomictransactions,� 2nd Annual Usenix Workshop on Electronic Commerce, November,Oakland, CA.Cerf, V., 1993, �How the Internet came to be,� The On-line User’s Encyclopedia, ed. B.Aboba, Addison-Wesley, New York, NY.Clark G. and Acey M., 1995, �Mondex blows users anonymity,� Network Week (U. K.),Vol. 1, No. 8, Col. 1, October 25.Chaum, D., 1985, �Security without identification: transaction systems to make big brotherobsolete,� Communications of the ACM, Vol. 28, 1030-1044, October.Chaum, D., 1989, �On-line cash checks,� Advances in Cryptology - EUROCRYPT ’89,288-293.Chaum, D., 1992, �Achieving electronic privacy,� Scientific American, Vol. 267, 76-81.Chaum, 1994, Prepaid Smart Card Techniques: A Brief Introduction and Comparison,Digicash, Holland.Chaves, C., 1992, �The death of personal privacy,� Computerworld, 25 - 27, January.CommerceNet, 1995, The CommerceNet/Nielsen Internet demographics survey: ExecutiveSummary, CommerceNet, http://www.commerce.net/information/surveys/toc.html,October 30.Compaine B. J., 1988, Issues in New Information Technology, Ablex Publishing;Norwood, NJ.Computer Science and Telecommunications Board, 1994, Rights and Responsibilities ofParticipants in Networked Communities, National Academy Press, Washington,D.C.Cox, B., 1994, Maintaining Privacy in Electronic Transactions, Information NetworkingInstitute, Carnegie Mellon University, Pittsburgh, PA.Cox, B., Tygar, J.D. and Sirbu, M., 1995, �NetBill security and transaction protocol,�Usenix Workshop on Electronic Commerce, July, New York, NY.Cross Industry Working Group, 1995, �Electronic cash, tokens and payments in theNational Information Infrastructure�,http://www.cnri.reston.va.us:3000/XIWT/documents/dig_cash_doc/ToC.html,September.Davies, 1981, The Security of Data in Networks, IEEE Computer Society Press: LosAngeles, CA.Davis, P., 1995, �Senate Republicans say the Earned Income Tax Credit is becoming tooexpensive,� National Public Radio Morning Edition, National Public Radio;number quoted by Margaret Richardson, Commission of the Internal RevenueService, August 17 (also available onhttp://www.realaudio.com/contentp/npr/nb0817.html).Denning, D., 1982, Cryptography and Data Security, Addison-Wesley Publishing;Reading, MA.Department of Defense, 1985, Department of Defense Trusted Computer SystemEvaluation Criteria, National Computer Security Center, Fort George G. Meade,MD.

140Diffie W. and Hellman M. E., 1976, �New Directions in Cryptography,� IEEETransactions on Information Theory, Vol. 7, November, 644-654.Diffie, W. and Hellman, M. E., 1979, �Privacy and authentication: an introduction tocryptography,� Proceedings of the IEEE, Vol. 67, 18-48.Douglas, 1974, California Bankers Association v Schultz, 416 U.S. 21,85, 94 S. Circuit,1494, 1529, 39 L. Ed. 2d 812, dissent.Draper, S., 1989, �Security aspects of smart cards,� Computer Security in the Age ofInformation, Elsevier Science Publishers B.V., Holland, ed. Caelli.Duncan G. and Lambert D., 1986, �Disclosure-limited data dissemination,� Journal of theAmerican Statistics Association, Vol. 81, 10-27.Duncan G. and Lambert D., 1989, �The risk of disclosure for microdata,� Journal ofBusiness and Economic Statistics, Vol. 7, 207-217.The Economist, 1996, �Who�s who on the Internet,� The Economist, Vol. 340, No. 7976,July 27.Echikson, W., 1994, �French risk it all on a smart card,� Boston Globe, February. 28, 17:2.FAIR, 1996, FAIR Media Bias Detector, http://www.igc.apc.org/fair/media-bias-detector.html, April 15.Federal Bureau of Standards, 1977, Federal Information Processing Standards Publication46: Announcing the Data Encryption Standard, US Government Printing Office:Washington, DC.Federal Communications Commission, 1995, Telephone Subscribership in the UnitedStates, US Government Printing Office: Washington, DC, April.Federal Reserve Bank of New York, 1996, �Regulation E - Electronic Funds Transfer -revisions to regulation and official staff commentary,� Federal Register, Vol. 61,No. 86, May 2.Feige, U., Fiat, A. and Shamir, A., 1987, �Zero knowledge proofs of identity,�Proceedings of the 19th ACM Symposium on Theory of Computing, 210-217.Fenner, E, 1993, �How mortgage lenders can peek into your files,� Money, 44-48, April.Financial Service Technology Consortium, 1995, Electronic Payments Infrastructure:Design Considerations,http://www.llnl.gov/fstc/projects/commerce/public/epaydes.htm, November.First Virtual, 1995a, Information About First Virtual, http://www.fv.com/info,October 8.First Virtual, 1995b, The Fine Print, http://www.fv.com/info/terms.html, June 24.Fischer, M.J., 1988, �Focus on industry,� Journal of Accountancy, 130-134, June.Freier, A., Karlton, P. and Kocher, P.C., 1996, The SSL Protocol, Version 3, NetscapeCommunications Corporation, Mountain View CA. Also available atftp://ietf.cnri.reston.va.us/internet-drafts/draft-freier-ssl-version3-01.txt.Froomkin, A.M., 1995, �Anonymity and its enmities,� Journal On-line Law, Vol. 1, No.1, art. 4.Froomkin, A. M., 1996, �Addressing law enforcement concerns in a constitutionalframework,� SAFE: Security And Freedom through Encryption Forum; Palo Alto,CA. July 1, 1996.Fuller, T., 1732, Gnomologia, London, U.K.Garfinkle, S. and Spafford, G., 1986, Practical UNIX Security, Second Edition, O�Reily& Associates, Sebastopol, CA.Goradia, V., Kang, P., Lowe, D., Magruder, P., McNeil, D., Mowry, B., Panjwani, M.,Somogyi, A., Wagner, T. and Yang, C., 1994, NetBill: 1994 Prototype, CarnegieMellon University; Pittsburgh, PA. Available as INI technical report INI TR 1994-11.Gray, J. and Reuter, A., 1993, Transaction Processing: Concepts and Techniques, MorganKaufmann Publishers; San Franciso, CA.

141Halpern, 1991; �Rethinking the right of privacy: dignity, decency and the law�slimitations,� Rutgers Law Review, Vol. 43, No. 3, 539-563.Hansell S., 1995, �Mastercard joins banks to plan card that works like cash,� The NewYork Times, August 17, 1995, D2.Hanushevsky, A., 1995, Electronic Commerce Page, http://abh.cit.cornell.edu/ecom.html,November.Hart, A.S., 1996, personal communication via email, VP Software Engineering,CyberCash, Inc., Reston, VA, May 16.Harrison, C., 1994, �Shoppers urged to guard against credit card fraud,� AtlantaConstitution, December 27, C4:5.Harvard Law Review, 1991 �Addressing the new hazards of the high technologyworkplace,� Harvard Law Review, Vol. 104, 1898-1916.Heggestad, A., 1981, Regulation of Consumer Financial Services, Abt Books,Cambridge, MA.Henry v Forbes, 1976, 433 F. Supp. 5.Hodges, A., Alan Turing: The Enigma, Simon & Schuster, Great Britain, 1983.Hoffman, L, Kalsbeek, W.D. and Novak, T.P., 1996, Internet Use in the United States:1995 Baseline Estimates and Preliminary Market Segments, Project 2000 WorkingPaper, April 12. Also available athttp://www2000.ogsm.vanderbilt.edu/baseline/1995.Internet.estimates.html.Hoffman, L. and Clark P., 1991, �Imminent policy considerations in the design andmanagement of national and international computer networks,� IEEECommunications Magazine, February, 68-74.Ingramham, D. G., 1991, �Coming of age in cyberspace,� Conference on ComputersFreedom and Privacy, Washington DC.Internet Domain Survey (IDS), 1995a, Exponential Growth of the Number of ComputersConnected to the Internet, http://www.nw.com/zone/WWW/top.html, November.Internet Domain Survey (IDS), 1995b, Hosts Stats by County,http://www.nw.com/zone/WWW/isoc-pr-9501.txt, November.Jennifer, G., Steiner, B., Neuman C., and Schiller.J.I., 1988, �Kerberos: anauthentication service for open network systems,� Proceedings of the USENIXWinter Conference, February, 191-202.Johnson, B.S., 1989, �A more co-operative clerk: the confidentiality of library records,�Law Library Journal, Vol. 81, 769-804.Johnson, D., 1989, �Documents disclose F.B.I. investigations of some librarians,� NewYork Times, November 7, A, 1:1.Johnson, K., 1993, �One less thing to believe in: fraud at fake cash machine�, New YorkTimes, May 13, A, 1:5.Kailer, 1995, �Reasoning about accountability in protocols for electronic commerce,�Proceedings of the IEEE Symposium on Security and Privacy, Oakland CA, May1995.Kalven, 1966, �Privacy in tort law - were Warren and Brandeis wrong?� Law &Contemporary Problems, Vol. 31, 326-332.Kaplan, E.H., 1991, �Needles that kill: Modeling human immunodeficiency virustransmission via shared drug injection equipment in shooting galleries,� Reviews ofInfectious Diseases, Vol. 11, 289-298.Karasik E.,1990, �A normative analysis of disclosure, privacy and computers: the statecases,� Computer Law Journal, Vol. 10, 603-634.Katz v United States, 1967, 389 US 351, 369 F2d 130 (9th Cir).Kaylin J., 1992, �When the needles do the talking,� Yale, April, 34-37.Lamont v Postmaster General, 1965, 381 U.S. 301, 301.LaPlante, A., 1994, �Citibank’s smart move,� Information Week, Vol. 492; No. 12September, 42.

142Lewis, T., 1996, personal communication, T. Lewis is Project Manager of TechnologyResearch at Visa.Low, S., Maxemchuk, N.F. and Paul, S., 1993, �Anonymous credit cards,� First ACMConference on Computer and Communications Security, November.Madsen, W., 1992, Handbook of Personal Data Protection, Stockton Press; New York,N.Y.Markoff, J., 1995, �Security flaw is discovered in software used in shopping,� The NewYork Times, September 19, A1, D21.Mastercard, 1995, Secure Electronic Payment Protocol Specification Draft Version 1.1,http://www.mastercard.com/Sepp/sepptoc.htm, November, Part 2.Mastercard, 1996, Secure Electronic Transaction Technology, Draft.,http://www.mastercard.com/SETT.Mayland, P. F., 1993, �EFT network risk begs CEO attention,� Bank Management, No.69, Vol. 10, 42-46, October.McClellan, D.,1995, �Desktop counterfeiting,� Technology Review,http://web.mit.edu/afs/athena/org/techreview/www/articles/feb95/mcclellan.html,February/March.McGraw D., 1992, �Facing the specter of AIDS� Boston Globe, March 13, 3-5.Medvinski, G. and Neuman, B.C., 1993, �NetCash: A design for practical electroniccurrency on the Internet,� Proceedings of the First ACM Conference on Computingand Communications Security, November.Miller, B.C., Neuman, C., Schiller, J.I. and Saltzer, J.H., 1987, �Section E.2.1:Kerberos authentication and authorization system�, MIT Project Athena,Massachusetts Institute of Technology, Cambridge, MA., December.Miller M.W., 1992, �Data tap: patients’ records are treasure trove for budding industry,�Wall Street Journal, February 27, A 1:6.Morgan G., 1992, �Balancing national interest,� The Institute, Vol. 16,November/December.Mosteller, F. 1965, Fifty Challenging Problems in Probability with Solutions, GeneralPublishing Company, Ltd.: Toronto, Canada.Mundt K. H., 1992, �New dimensions in data security,� Proceedings of the 15th NationalComputer Security Conference

, Baltimore MA, 438-447.NAACP (National Association for the Advancement of Colored People) v Alabama, 1958,357 US. 449.National Bureau of Standards, 1977, Federal Information Processing Publication 46:Specifications for the Digital Encryption Standard, United States GovernmentPrinting Office; Gaithersburg, MA.National Center for Supercomputing Applications, 1995, NCSA Mosaic Web Index,http://www.ncsa.uiuc.edu/SDG/Software/Mosaic/Docs/web-index.html,November.National Computer Security Center, 1985, Trusted Systems Evaluation Criteria DOD-5200.28-STD, United States Government Printing Office; Gaithersburg, MA.National Computer Security Center, 1990, Trusted Network Interpretation EnvironmentsGuideline NCSC-TG-011, United States Government Printing Office;Gaithersburg, MA.National Institute of Standards and Technology, 1991, Proposed Federal InformationProcessing Standard for Digital Signatures, Federal Register, Vol. 56, August,42980-42982.National Institute of Standards and Technology, 1994, Federal Information ProcessingStandards Publications 185: Escrowed Encryption Standard, United StatesGovernment Printing Office; Gaithersburg, MA.National Research Council, 1996, Cryptography�s Role in Securing the InformationSociety, National Academy Press, Washington, DC.

143Netscape, 1996, Netscape Commerce Server,http://home.netscape.com/comprod/netscape_commerce.html, May.New York Times, 1995a, �Woman missing bank card finds she is overdrawn $346,770�,New York Times, Feb. 12, 1, 36:1.New York Times, 1995b, �Credit union’s error is thieves’ delight,� New York Times,Feb. 9, B, 9:6.Newberg, P., 1989, New Directions In Telecommunications Policy, Duke UniversityPress; Durham, NC.Nimmer, R. T., 1992, The Law of Computer Technology, Warren, Gorham & Lamont,Boston, MA.Okamoto, T. and Ohta, K., 1991, �Universal electronic cash,� Advances in Cryptology-CRYPTO �91, Springer-Verlag; Berlin, 324-336.O�Keefe, M., 1994, �Portable POS debit terminals mean greater convenience,� BankSystems & Technology, Vol. 31, No. 11, 35-37, November.Office of Technology Assessment, 1985, Electronic Surveillance and Civil Liberties OTA-CIT-293, United States Government Printing Office; Gaithersburg, MA.Office of Technology Assessment, 1986, Management, Security and CongressionalOversight OTA-CIT-297, United States Government Printing Office; Gaithersburg,MA.Office of Technology Assessment, 1995, Information Technologies for Control of MoneyLaundering, OTA-ITC-630, United States Government Printing Office;Gaithersburg, MA.Olmstead v United States, 1928, 277 US 438, 48 SCt 564, 72 LEd2d 944.Pool, I., 1983, Technologies of Freedom, Harvard University Press, Cambridge MA.Privacy Protection Study Commission, 1977, Personal Privacy in an Information Society,Government Printing Office, Washington, D.C.Prosser W.L., 1941, Handbook of the Law of Torts, West Publishing Co., St. Paul, MN.Rabin, M. O., 1978, Digital Signatures, Foundations of Secure Communication, AcademicPress: New York, NY, 155-168.Reid, M. A. and Madam, M. S., 1989, �IC card design: technology issues,� InformationAge, Vol. 11, No 4, 211-216.Rivest, R. L., Shamir, A. and Adleman, L., 1978, �A method for obtaining digitalsignatures and public-key cryptosystems,� Communications of the ACM, Vol. 21, 158-164.Rivest, R.L. and Shamir, A., 1996, �PayWord and MicroMint: Two simple micropaymentschemes,� submitted to Eurocrypt �96.Rodman, P., 1996, �Loss of national sovereignty and control by nation states,� AmericanBar Association Standing Committee on Law and National Security LawEnforcement and Intelligence Conference, September 19.Rubin, L. and Cooter, R., 1994, The Payment System: Cases Materials and Issues, WestPublishing Co.; St. Paul, MN.Sandberg, J., 1995, �Netscape software for cruising Internet is found to have anothersecurity flaw,� The Wall Street Journal, September 25, B12.Schlossberg, H., 1993, �Victims tired of researchers getting away with murder,�Marketing News, August 16, A16:1.Schnorr, C. P., 1990, �Efficient signature generation of smart cards,� Advances inCryptology-CRYPTO �89, Spring-Verlag: Berlin, 239-252.Schneier, B., 1995, Applied Cryptography, Second Edition, John Wiley & Sons, Inc.,New York, NY.Shamir, A., 1979, �How to share a secret,� Communications of the ACM, Vol. 22, 612-613.Simpson, 1996, The Effects of Electronic Credentials Lifetime on the Risks and Costs ofElectronic Commerce, Qualifier Report, Department of Engineering & PublicPolicy, Carnegie Mellon University, Pittsburgh, PA.

144Sirbu, M., and Tygar, J. D., 1995, �NetBill: an Internet commerce system optimized fornetwork delivered services,� IEEE ComCon, San Francisco, CA. March 6Smith, S., 1992, A Theory of Distributed Time, Ph.D. dissertation, Carnegie MellonUniversity. Available as CMU technical report CMU-CS-92-231.Speiser, S. M., Krause, C.F. and Gans, A. W., 1991, The American Law of Torts, ClarkBoardman Callaghan, New York, NY.Trublow, G. et al, 1991, Privacy Law and Practice, Times Mirror Books, New York, NY.Trublow, G. 1992, �When Is Monitoring E-Mail Really Snooping?� IEEE Software, Vol.9, No. 2. 97-98, March.Tunstall, J., 1989, �Electronic currency,� Smart Card 2000: The Future of IC Cards:Proceedings of the IFIP, Elsevier Science Publishers B.V., Holland, eds. Cahum& Schaumuller-Bichl .Turn, R. and Ware, W., 1976, �Privacy and security in information systems,� IEEETransactions on Computers, C-25, 1353-1361.Tygar, J. D. and Yee, B., 1991, �Strongbox: a system for self securing programs�, CMUComputer Science: A 25th Anniversary Commemorative, ed. R. Rashid, 1991,Addison-Wesley and ACM Press; New York, NY, 163-198.Tygar, J. D., 1996, �Atomicity and electronic commerce,� Proceedings of 1996Symposium of Principles of Distributed Computing, ACM Press, Philadelphia,PA.United Nations, 1995, The United Nations and Human Rights 1945-1995: The UnitedNations Blue Book Series. Vol. VII, United Nations; New York, New York.United States Council for International Business, 1993, Statement of the United StatesCouncil for International Business on the Key Escrow Chip, United States Councilfor International Business, NY, NY.United States District Court, 1992, United States v Julio Fernandez, John Lee, MarkAbene, Elias Ladopoulos, and Paul Stira, Indictment 92 CR S63.United States v Miller, 1976, 425 U.S. 435.United States v Payner, 1980, 447 U.S. 727, 100 S. Ct. 2439, 65 L. Ed. 2d 468.Van Natta, D., 1995, �5 phone marketers arrested in credit card sting,� New York Times,August 15, A, 14:2.Verisign, 1995, Verisign Expands Digital ID Offerings To Leading Web Servers,http://www.verisign.com/pr/pr_servers.html, NovemberVerisign, 1996, Frequently Asked Questions About Digital ID�s,http://digitalid.verisign.com/id_faqs.htm, May 26.Visa, 1995, Secure Transaction Technology Specifications Version 1.1,http://www.visa.com/visa-stt/index.html, November.Wacker, J.,1995, �Drafting agreements for secure electronic commerce� Proceedings of theWorldWide Electronic Commerce: Law, Policy, Security & Controls Conference,October 18-20, Washington, DC, 6.Walden, I., 1995, �Are privacy requirements inhibiting electronic commerce,� Proceedingsof the WorldWide Electronic Commerce: Law, Policy, Security & ControlsConference, October 18-20, Washington, DC, 10.Warren S. and Brandeis L., 1890, �The right to privacy,� Harvard Law Review, Vol. 4,193-220.Waters v Fleetwood, 1956, 91 SE2d 344, Georgia.Wood, J.C. and Smith, D.S., 1991, �Electronic transfer of government benefits�, FederalReserve Bulletin, Vol. 77, No. 4, 203-217, April.Woodyard C., 1991, �Lungren joins suit accusing TRW of illegal practices,� Los AngelesTimes, July 9, 1:5.Yee, B., 1994, Using Secure Co-processors, Ph.D. dissertation, Carnegie MellonUniversity. Available as CMU technical report CMU-CS-94-149.Ziegler, R. F., Brodsky, D. E. and Sanchez, C. M., 1993, �US securities crime,�International Corporate Law, Criminal Investigations Supplement, 69-74, May.

145Zimmerman, P., 1995, The Official PGP User’s Guide, MIT Press, Cambridge, MA.Zuckerman, G., 1994, �Insider trading is back,� Investment Dealers Digest, Vol. 60, No.2, 12-15, May 30.