3 Design Rationale

Before designing an interface that makes caching translucent, I must address the question ofwhich aspects should be exposed to the user. Issues to consider include:

x What errors must be brought to the userś attention?

x What systembehaviors cause confusion and why?

x What aspects ofthe systemdo users need and want controlover?

I begin this chapter bydiscussing these questions and presenting aspects ofcaching that

should be exposed to the user.

In sketching out a preliminarydesign ofan interface to make caching translucent, I quickly

realized that doing so could actuallyendanger the usabilityofthe resulting system in

significant ways. Although users maybe less confused about the inner workings ofthe file

system, theymayspend so much time paying attention to those activities that theyare

unable to use the file systemefectively. Thus, I continue this chapter with a discussion of

the burdens imposed bytranslucent caching and then present five design principles

intended to minimize those burdens. An overview ofthe activities and events that could

be exposed to the user completes the chapter.

3.1 Window s of Translucence

In this section, I discuss those aspects ofcaching I considered exposing to users. I

examine how to present errors to the user, how to reduce confusion caused bymodal

behaviors, and what aspects ofthe systemusers need to control.

3.1.1 Presenting Error Conditions

Contemporarycomputer systems, as a whole, failto present errors to users in usefulways.

What user cannot tella storyabout a horrible error message theyhave encountered? In

the process ofwriting this thesis, I have certainlyrun into more than myfair share.

Although one might expect these sorts oferrors froma Unix-based system, the error

messages to which I amreferring allcame fromsupposedlyuser-friendlysystems like

Windows95 and Ofice97.

PowerPoint helpfullyinformed me that it could not print mydocument because either it

had run out ofmemoryor the printer was not on the network. Thankfully, I was

disconnected fromthe network and had accidentallyclicked the print button so it was an

easyerror for me to diagnose. However, in another situation, it could have been far more

confusing. In all likelihood, the printing software received an error and handed that error

ofto the user rather than investigating the problem itselfso that it could present the error

with some potentialsolutions to the user.

Similarly, Microsoft Backup does not bother to determine whether the cause ofits inability

to write to the selected backup device was that (a) the device was write protected, (b) the

network restricted access rights, (c) the device was full, or (d) the device name was not

valid. Once again, the interface dropped the ballbynot investigating the cause ofthe

failure more thoroughly.

Experience has shown that, like these systems, neither AFS nor Coda present errors to

users well. One user complained about AFS´ habit ofsilentlyexpiring tokens, making

little efort to informthe user and allowing her to figure it out based upon seemingly

unrelated symptoms ofthe problem. One veryexperienced Coda user reported a

confusing behavior he had experienced recently. At the bottomofhis bug report, he

writes: ^Eventually, bydumb luck, I realized that I had forgotten to clog [authenticate].

Boom, everythingś fine, resolve works, I´mback in business. I think a better error

message here would be nice~ [post to cmu.cs.proj.coda.bugs on 17 July97]. Clearly, the

lack oftokens was not evident to either ofthese users. In this particular instance, an error

reported to the requesting process mayhave been the right thing to do. In other

situations, however, there maybe no user process to which an error can be returned.

Although both ofthese examples relate to token expiration, other less frequent errors

could cause similar confusion. A successful interface for translucent caching willpresent

error reports with appropriate amounts ofdetailto its users.

3.1.2 Rationalizing Behaviors

Coda users also experience confusion caused byfundamentallymodalbehaviors. Coda

attempts to hide vagaries ofnetwork performance byquietlychanging its behavior. When

the systemdetects that network bandwidth is low, it automaticallyswitches to weakly

connected operation. When it detects that network connectivityhas disappeared, it

automaticallyswitches to disconnected operation. Byattempting to continue to operate

even while network performance is substandard, Coda increases the availabilityofdata

and therebyincreases usability. But because these transitions are hidden fromthe user,

Coda decreases usability. Even Coda developers have expressed confusion over these

silent transitions!

The zephyr logs 4 captured an excellent example ofthis confusion. A Coda developer and

expert user wrote: ^Help, whywould venus [sic] claima timeout on a directorywhen all

4 Zephyr is an on-line chat system used bymanymembers of the department to communicate. The Coda

project uses a particular zephyr instance that all developers read at least occasionally.

ofthe servers are up? Further, you can ls -ld the directory, but not ls -lor ls�~ [Coda

zephyr instance, March 1996]. After chatting with him, it became clear that what had

happened was that Venus had silentlytransitioned into weaklyconnected operation. 5

Because the directoryin question could not be fetched within a certain time limit, Venus

returned an ETIMEDOUT message. Because the user had not noticed the transition to

weaklyconnected operation, he was bafled bythe seeminglystrange behavior he

observed.

A second example, also captured in the zephyr logs, occurred in August 1997 . Another

Coda developer wrote to report strange behavior. Venus had inexplicablytimed out

during a compile into his Coda object area and had done so, albeit unpredictably, in the

past. This time he had captured a Venus log file and wanted me to look at it. While we

were trying to sort out this first strange behavior, we discovered that the log file, which he

had saved into Coda, had zero length. These behaviors suggested that his Venus was

operating weaklyconnected. Indeed, upon further examination, he determined that Venus

had, unbeknownst to him, transitioned into weaklyconnected operation.

This incident, and similar ones not captured byzephyr, results directlyfromtransparent

transitions between diferent modes ofoperation. Modalbehaviors were known to cause

usabilityproblems as earlyas 1973 [53] and the best solution, obviously, is to avoid them.

However, because Coda provides these modalbehaviors as a feature to support legacy

programs that know nothing about adapting to changing network conditions, it cannot

avoid them. Instead, Coda must take steps to reduce confusion caused bythe behaviors.

Research suggests that exposing the modes and their transitions to the user willhelp.

Providing such feedback in other interfaces has reduced mode errors byas much as 70%

[32] . Our interface for translucent caching should strive to make users aware ofthe

current mode ofoperation and notifyusers when a transition between modes occurs.

3.1.3 Controlling Resources

The three most precious resources to the mobile client are cache space, network

bandwidth, and batterypower. Since issues ofpower resources are onlyindirectlyrelated

to file systems, I do not discuss themfurther. Instead, I focus myattention on cache and

network resources.

3.1.3.1 Cache Space

During periods ofdisconnected operation, Venus exploits the cache to provide availability;

during periods ofweaklyconnected operation, Venus exploits it to avoid network-

consuming demand fetches. Because the contents ofthe cache are so crucialto the

success ofthese modes ofoperation, the current systemexposes caching decisions to the

5 The user was running a version of Venus that contained support for weaklyconnected operation.

Because the network is overloaded, bandwidth frequentlydrops belowthe threshold that triggers weak

connectivity.

user byallowing the user to prioritize file systemobjects. Venus then uses these priorities

to make caching decisions (see Chapter 2 for details).

The current systemofers the user 1000 diferent prioritylevels and requires her to

prioritize individualfiles and directories. Users currentlyhave dificultydetermining all

the files and directories theyneed to hoard. In fact, even expert users failto hoard critical

files occasionally. Users also have dificultydetermining whether or not their hoard

contents are available for use during an upcoming disconnected session. Thus, theytend

to practice disconnecting one or more times prior to leaving their ofice.

Because preparing the cache for periods ofdisconnected and weaklyconnected operation

continues to be an important duty, users continue to need a wayto specifywhich file

systemobjects are important. Further, theyneed feedback regarding which objects are

currentlyavailable and which ones are not. An interface that makes caching translucent to

the user needs to reduce the burden hoarding places on users and increase the feedback

provided to users.

3.1.3.2 Network Bandwidth

Venus uses network resources to satisfyfour important requirements, each vitalto the

integrityofthe file system. Venus must:

1. Maintain cache consistency

2. Service fetch requests

3. Maintain cache equilibrium

4. Replayupdates

Each ofthese activities is criticalto the file systemś integrity, but their relative importance

to the user mayvaryover time. In this section, I explore each ofthese requirements.

3.1.3.2.1 Maintaining Cache Consistency

Venus´ first responsibilityis to maintain cache consistency. It does so bymaintaining

callbacks while stronglyor weaklyconnected and bypure optimismwhile disconnected.

While connected, the network costs associated with maintaining cache consistencyare

minimal. When a callback is lost, Venus simplyinvalidates the object or objects involved.

While a callback is held, Venus must periodicallyverifythat the server that granted the

callback is up and able to maintain its promise. IfVenus loses contact with the server, it

must assume that the server is unable to maintain its callback promise; thus, the

consistencyofthe object is suspect, but the object is not invalidated. Upon reconnection,

Venus must validate its entire cache byreestablishing callbacks on all its objects. Because

volume callbacks make the cost ofvalidating the entire contents ofeven a large cache

minimal(see Section 2.2.3 ), the expected benefit ofexposing cache validation to the user

is not high. For this reason, I chose not to explore this option.

3.1.3.2.2 Servicing Fetch Requests

One ofVenus´ most noticeable responsibilities is servicing fetch requests made on behalf

ofthe user. The network costs associated with a request depend upon the size ofthe

requested object and the speed ofthe network. Let us consider a simple example.

Suppose the user has requested a 1 MB file. On a 10 Mb/s Ethernet, this file can be

fetched in a second or two. Yet on a 14.4 KB/s modem, this file requires nearly10

minutes to retrieve.

When considering this problem, I must remember three important points. First, a 1 MB

file is not particularlylarge, especiallywith the increasing importance ofaudio and video.

Second, because ofthe nature ofa demand request, the user is most likelysitting around

twiddling her thumbs untilthe fetch has completed. Finally, the user mayhave referenced

the file indirectlyor even accidentally. For example, the missing file could be a large

postscript figure that is included in an area ofa document the user is not currentlyworking

on. Rather than waiting for the figure to be fetched, the user mayprefer to exclude the

figure fromthe document temporarily. Because ofthe potentialfor excessivelylengthy

delays while Venus services demand requests, the user needs to have controlover whether

or not an object is fetched over a weak network connection.

3.1.3.2.3 Equilibrating the Cache

The third responsibilityofVenus is to maintain cache equilibrium. Venus must balance the

userś demand requests with the need to prepare the cache for an unexpected

disconnection. The hoard daemon reequilibrates the cache periodically(during hoard

walks) byrecalculating the priorityofeach cached object and comparing those priorities

to hoarded, but uncached, objects. This process ensures that the highest priorityobjects

are cached.

The network costs associated with performing such a hoard walk can be quite substantial.

Recallthat a hoard walk occurs in two distinct phases. During the first phase (the status

walk), Venus validates the status block ofeach cached object, refetching the status if

necessary. Since each status block is onlyabout 100 bytes and since most cached objects

are valid, this phase is relativelyinexpensive. The second phase, however, is a diferent

matter. In this phase, Venus fetches data for each invalid or missing object identified in the

first phase. For each ofthese objects, Venus could incur substantialnetwork costs. These

costs are directlyproportionalto the cumulative size ofthe file systemobjects that must

be fetched. Because ofthe potentialfor extremelyhigh costs associated with equilibrating

the cache, the user needs to have controlover the amount ofdata that willbe fetched.

3.1.3.2.4 Reintegrating Updates

The finalresponsibilityofVenus relevant to this discussion is the replaying ofupdates that

have occurred during either disconnected or weaklyconnected operation. Objects maybe

reintegrated in toto or in chunks (as with trickle reintegration). Almost alltypes of

updates can be replayed with onlyminimalnetwork resources. The one exception is the store request, which requires that the file contents be sent to the servers. As with

servicing fetch requests, the time required to transfer the contents ofthese files depends

upon both the size ofthe file and the current network bandwidth. Again, these costs can

be substantialfor large files or slow links. Because weak connectivityonlyofers a limited

amount ofbandwidth, the user mayprefer to delaypropagation ofupdates to allow

demand fetches or cache equilibration to have fulluse ofthose resources. Thus, users

need to have controlover whether reintegration occurs and, ifso, how much.

3.2 Burdens of Translucence

The question I consider in this section is that ofidentifying threats to usability˙in

essence, the risks inherent in exposing aspects ofcaching to the user. The primarythreat

to usabilityfor a mobile client ofa distributed file systemcomes fromcriticalcache

misses˙that is, objects that are criticalto the userś work, but that are missing fromthe

cache. Other threats result fromthe demands the systemplaces on a userś valuable time

and relativelylimited cognitive capacity. In this section, I willdiscuss each ofthese

potentialthreats.

3.2.1 Failure of Availability

A criticalcache miss is the ultimate ^sin~ committed bythe cache manager because it

interrupts the userś train ofthought and forces the user to change tasks or work around

the missing object. A goalofthis thesis is to reduce the likelihood ofcriticalcache misses

in ways that do not compromise the overallusabilityofthe system.

3.2.2 Excessive Time Investment

The second threat to usabilityis the risk ofrequiring too much time to prepare for

operating awayfromthe ofice. The systemrequires time fromthe user in severaldistinct

ways, including

x Learning to use the systemand its interface

x Waiting for the systemto service a varietyofcommon requests

x Ofering advice to the systemto help it better provide high availability

User-assisted solutions to the high availabilityproblem must remain cognizant ofthe time

investment required ofthe user.

Principles ofTranslucence 25

3.2.3 Overloading the Userś Cognitive Capacity

The finalthreat to usabilitythat I consider is the risk ofoverloading the userś cognitive

capacity. This includes activities that require the user to remember more than short-term

memoryallows, that break concentration, or that demand immediate attention. Each of

these ^sins~ centers the userś attention not on her own activities, but rather on the job of

controlling the cache manager.

3.3 Principles of Translucence

A number ofprinciples guided the design ofthe interface. In this section, I present each of

these principles. At times, one principle contradicts another. The job ofthe interface

designer then is to juggle these competing goals gracefully.

Principle #1: Above all, do no harm

The first principle summarizes the words ofHippocrates:

The physician must � have two special objects in view with regard to disease, namely,

to do good or to do no harm [12] .

Rephrasing these apropos words, the designer must have two goals in developing

interfaces, namely, to improve the lot ofusers, or at least not make it worse.

�

Principle #2: Work within the Unix model

Coda ofers Unix transparencyto applications accessing it. The system must remain

consistent with this Unix model. As such, ifthe systemcan performbetter with user

assistance, it should be allowed to take advantage ofthat assistance. However, ifno user

is available to ofer assistance, the system must continue on to the best ofits ability. This

requirement distinguishes mywork fromwork in which designers freelyassume the user is

attending to the interaction.

�

Principle #3: Follow generally accepted principles of HCI designers

Interface designers need to follow generallyaccepted guidelines for building good human-

computer interfaces. Although manyguideline documents contain hundreds ofpages, a

few generalheuristics provides more guidance in the ^realworld~ simplybecause

designers can remember them. These heuristics [31, 37] are:

1. Simple and natural dialogue : Minimize the information presented to that

which is absolutelynecessaryand present that information logically.

2. Speak the userś language : Present information in words, phrases and concepts

familiar to the user.

3. Minimize the userś memory load : Make information available when and where

it willbe used.

4. Consistency : Represent diferent words, situations, and actions diferently.

5. Feedback : Keep users informed ofthe systemś activities.

6. Clearly marked exits : Mark exits clearlyso that users can easilyback out of

unwanted states.

7. Shortcuts : Ofer accelerators to speed the interaction for the expert user.

8. Good error messages : Present error messages using plain language, indicate

the problemprecisely, and suggest possible solutions.

9. Prevent errors : Avoid error states whenever possible.

10. Help and documentation : Ofer search capability, focus on the userś task, list

necessaryactions explicitly, and avoid verbosity.

�

Principle #4: Be unobtrusive

The third principle, a corollaryofPrinciple #1, is simplyto be as unobtrusive as possible.

The userś goalis to write a paper or to implement an algorithm˙not to babysit the cache

manager. The systemshould alert the user to specific, important events and should allow

the user to influence those events (when reasonable). The system must not demand

immediate attention, must not be annoying in its interactions, and it must not ^crywolf~.

Ifthe systemfails in these goals, it risks not serving its users well.

�

Principle #5: Balance Costs with Benefits

Bydefinition, a user-assisted approach to the problemofproviding high availability

requires that the user spend time on meta-level issues that would otherwise be spent on

her primarygoals. The user is willing to invest that time for the abilityto access her data

while mobile. Economics suggest that for this approach to be successful, the benefits must

outweigh the costs. Otherwise, users willnot waste their time. This principle serves to

remind systemdesigners ofthis fundamentallaw.

�

3.4 Overview of Translucent Caching

In this section, I provide an overview ofwhich aspects ofthe systemI expose to the user

and how I reduce the costs ofthat translucence. I begin bydiscussing how to provide the

user with feedback regarding both error conditions and modalbehaviors. I then continue

bydiscussing how to give users controlover criticalsystemresources˙in particular,

cache and network resources.

3.4.1 Feedback

The first design goalfor the translucent caching interface is to provide the user with

feedback about the system, in a waythat does not interfere with the userś primarytask.

Users need two types of feedback. First, theyneed to be aware oferror conditions (see

Section 3.1.1 ). Second, theyneed to be aware ofmodalbehaviors (see Section 3.1.2 ).

The distinction between error conditions and modalbehaviors in Coda is blurred. Codaś

goal is to hide error conditions, such as the lack ofa network connection to the server, by

transitioning to a new mode ofbehavior. These two aspects ofCoda are veryclosely

related. When an error condition causes a change in behavior, I consider that error a

modalbehavior rather than a true error.

One ofthe most common error conditions users experience is the expiration oftheir Coda

tokens. When this happens, the systemreduces the userś privileges to those ofan

unauthenticated user. In essence, the systemhas entered a new mode ofbehavior without

reflecting that state in anyobvious wayto the user. In contrast, the translucent caching

interface must provide the user with an indication ofthe current mode. This indication

should distinguish between token expiration and activitypending tokens.

Other modes ofoperation that the interface must indicate to users relate to network

connectivity. The interface must make users aware ofthe current mode ofoperation:

stronglyconnected, weaklyconnected, or disconnected. Ifusers are aware ofthe current

mode ofoperation, their expectations for systembehavior willchange in subtle, but

important, ways.

One class oftrue errors is related to storage allocation. Ifthe systemś localdisk or

Venus´ RVM [47] space fillto capacity, Venus is likelyto terminate ungracefully. When

these space areas begin to get too full, the systemneeds to warn the user. When they

become dangerouslyfull, the systemneeds to warn the user more urgently. Similarly, if

Venus´ file cache becomes filled with hoarded objects, the user needs to be informed about

the situation so that she can take measures to correct it.

This feedback, although important to usability, must not become intrusive or I risk making

the system less usable than before. The system must make the user aware ofsystemstate

without getting in the way.

3.4.2 Control over Critical Resources

The second design goalis to provide users with controlover criticalsystemresources. To

reduce the burden this controlplaces on users, the interface onlyexposes those aspects of

resource management for which users need control. The two most criticalresources users

need controlover are the cache and the network. In this section, I discuss the limited

amount ofcontrolthe interface ofers to its users.

3.4.2.1 Cache M anagement Decisions

Coda users alreadyhave controlover cache management decisions. The purpose ofgiving

users this control is to allow themto ensure that their work is available in the case ofa

disconnection. Although the current systemofers users this control, it does so in a way

that compromises the usabilityofthe system, particularlyfor novice Coda users. In

essence, there is a mismatch between the information that the systemneeds and the

information that the user can provide and vice versa.

The systemcompromises usabilityin two important ways. First, it does not speak the

userś language. Users must specifytheir work at the levelof files and directories, but

often these files and directories are unfamiliar to the user because theyare ^owned~ bya

programthat the user wants to use. For example, ifthe user wants access to the latex

program, not onlymust theyspecifythe latex binarybut theymust also specifythe

virtex binaryas wellas the necessaryfont and style files. Because users must supply

hoard information at the levelofindividualfiles and directories, hoarding places an undue

burden on them. Second, users are never quite sure whether or not their work is available.

Because the cost ofa missed file is substantial, this lack ofconfidence encourages users to

perform multiple practice disconnections before actuallyleaving the ofice. To make

caching translucent to the user while imposing onlya minimalburden, I need to change

both the granularityat which users provide hoard information and the wayin which Venus

communicates with users.

The interface addresses this issue byallowing users to define tasks and byproviding

feedback regarding the availability ofthose tasks for use during disconnected operation.

To reduce the burden ofhoarding, the systemalso automates a portion ofthe task

definition procedure. A task contains user data and programs, as wellas other tasks.

User data is specified at the levelof files and directories, because it is reasonable to

assume that users are familiar with it. Programs, on the other hand, are specified at the

levelofexecutables. The systemautomates the process ofdefining programs by

monitoring what file systemobjects a programaccesses. Task-based hoarding is discussed

in Sections 4.10 and 6.1 .

Defining tasks is likelyto be an error prone process. To help the user debug their

definitions, the system must ofer the user advice. This advice includes identifying objects

the user should be hoarding but is not, as wellas identifying objects the user is hoarding

but should not be. Byproviding such advice, the interface further reduces the burden

hoarding places on the user, thus reducing the costs and increasing the benefits.

Finally, the interface uses two techniques to increase user confidence regarding the ability

to operate disconnected. The first, which has alreadybeen discussed, is to provide the

user with feedback about the availabilityoftasks. The second, which eliminates the need

to performpractice disconnections, is to provide a mode ofoperation that makes cache

misses apparent to the user. While operating in this mode, the user can observe cache

misses without having to physicallydisconnect fromthe network and without having to

wait for the requisite timeout period. Byeliminating the need for practice disconnections,

I reduce the burden ofpreparing for disconnected operation.

3.4.2.2 Network M anagement Decisions

Weaklyconnected operation introduces a number ofdecisions that are verydificult to

make automatically. In some situations, the user might want the systemto do one thing; in

other situations, the user might prefer the systemto do the opposite. Because the userś

preferences are not constant, heuristics willsimplynot work well in allsituations. 6 To

solve this problem, the interface makes certain network decisions translucent to the user.

When the systemneeds to make one ofthese decisions, it issues an advice request to the

user.

The first type ofdecision I expose to the user is whether or not to fetch a file over a slow

network connection. Depending upon the size ofthe file and the speed ofthe network, a

demand fetch could cause a substantialpause in processing. Depending upon the

importance ofthe file to the userś work and the expected fetch time, the user mayor may

not want the systemto initiate the fetch. Myinterface ofers the user this control. To

reduce the burden this controlplaces on the user, I modelthe userś patience for fetching

objects ofvarious priorities and suppress the interaction when it appears to be ofonly

marginalvalue. The user patience model , which appears in Section 6.3 , helps make the

interface less intrusive.

The second type ofdecision I expose to the user is the volume ofdata to fetch in the event

ofa hoard walk. During a hoard walk, the system maydetermine that it needs to fetch a

substantialnumber ofobjects. Ifthe client is currentlyoperating weaklyconnected, the

hoard walk could monopolize the network connection. Because the user mayor maynot

actuallyneed allthese objects, myinterface ofers the user controlover hoard walks. To

reduce the burden, I employthe user patience modelfromabove and also allow the user to

request that the systemstop asking about individualobjects or tasks.

The finaltype ofdecision I consider exposing to the user is the volume ofdata to be

reintegrated over a weak connection. Because weak connections limit the overallamount

ofnetwork trafic, users need to have controlover what portions ofthe CML are trickled

back to the servers. Although not yet implemented, this aspect ofthe interface is

described in Section 9.2.3.2 .

6 This is in direct contrast to a system that need onlysupport programs running unattended. Programs

have an infinite amount of patience so will not become frustrated if the system requires ten minutes to

service a request. Further, people are far more flexible than programs. If one task is not available, a user

is likelyto choose a different one that is available instead.

30 Design Rationale