Translucent Cache M anagement for M obile Computing

Maria R. Ebling

March 1998

CMU-CS-98-116

SchoolofComputer Science

Carnegie Mellon University

Pittsburgh, PA 15213

Submitted in partial fulfillment of the requirements for the degree of Doctor of Philosophy

Thesis Committee:

Mahadev Satyanarayanan, Chair

Bonnie E. John

James H. Morris

Douglas B. Terry, Xerox PARC

Copyright © 1998 Maria R. Ebling

This research was sponsored by theDefenseAdvanced Research Projects Agency (DARPA), Air

ForceMateriel Command, USAF under agreement numbers F19628-96-C-0061 and F19628-93-

C-0193, theXerox Corporation, and theIntel Corporation. Someof the equipment used in the process of conducting this research was acquired through theNational ScienceFoundation

Equipment Grant #9022511.

Theviews and conclusions contained herein arethoseof theauthor and should not beinterpreted as necessarily representing theofficial policies or endorsements, either expressed or implied, of Intel,

Xerox, DARPA, or theU.S. Government.

Keywords: Disconnected operation, distributed file systems, high availability, mobile computing, caching, transparency, optimistic replication, hoarding, user interface, Coda.

To Chris

This sentence intentionallymade invisible because Microsoft Word is too smart for its own good.

Abstract

Recently, distributed files systems have aggressivelyexploited caching to provide high availabilityto their clients. Such systems allow users to access and modifycached data even when clients become disconnected (e.g. a laptop removed from its docking station) or weaklyconnected (e.g. a laptop connected via a modem) to servers. In doing so, these file systems violate one ofthe keyproperties ofcaching: transparency.

When disconnected or weaklyconnected, these systems cannot always maintain the illusion ofconnectivity. For instance, the system maynot be able to service a cache miss or mayonlybe able to do so with a lengthydelay. When the illusion ofconnectivity breaks down, the usabilityofthe system is undermined. Earlydesigners ofthese systems either did not recognize or failed to appreciate the extent to which users would be afected. After extensive experience with the Coda file system, however, we have witnessed the arduous learning curve experienced bynew Coda users. We have also observed occasional, but serious, confusion caused bymodalbehaviors introduced to cope with the range ofnetwork connectivityencountered bymobile clients.

This dissertation describes the design, implementation, and evaluation ofthe

CodaConsole, a graphical interface that makes caching translucent to users ofsuch systems. To make caching translucent, the interface exposes criticalaspects ofcaching to support availability, while hiding noncriticaldetails to preserve usability. For example, the system informs users about the availabilityoftheir tasks, but does not bother themwith minutia ofcache consistency. The interface also ofers opportunities for users to control where network resources are spent.

To evaluate the CodaConsole, I performed a usabilitytest. This studyshowed that users were able to learn how to use the interface in about one hour. Theywere able to operate the interface with little dificulty. Theywere also able to understand problems indicated by the interface and then determine what actions might resolve those problems. Perhaps the most surprising result, however, was the fact that novice Coda users performed almost as wellas expert Coda users. This interface successfullymakes caching, in the presence of disconnected or weaklyconnected operation, translucent.

This sentence intentionallymade invisible because Microsoft Word is too smart for its own good.

Acknow ledgments

Graduate schoolhas been a long and arduous journey. It has been a time oflearning and ofpersonalgrowth. People make Carnegie Mellon a specialplace and I would like to thank those who helped me during myjourneyhere. In writing these acknowledgements, I have undoubtedlyforgotten people who deserve to be mentioned. IfI forgot to mention you byname, I apologize!

I would like to begin bythanking myadvisor, Satya. Heś a brilliant researcher who has provided me with valuable technicalguidance and made time for me in his busyschedule.

More than anything else, Satya taught me to ask questions and to let those questions be myguide. Other members ofmycommittee also have mygratitude. JimMorris made me consider users ofnon-Unix systems; he also had manyinsightfulcomments about the bigger picture. Bonnie John opened the doors to HCI and provided support throughout.

Doug Terry, myhost when I was a summer intern, introduced me to industrialresearch.

In the process, he provided a light at the end ofa verylong, verydark tunnel.

The past and present members ofthe Coda group˙Peter Braam, JayKistler, Puneet

Kumar, Yui-Wah Lee, QiLu, LilyMummert, Brian Noble, HenryPierce, Josh Raif, and

David Steere˙deserve specialthanks. Without manyoftheir contributions, mythesis would never have been. The Coda users throughout the years also deserve special recognition for the frustration inherent in depending on a research system. I would like to personallythank Stuart Clamen, David Eckhardt, Juan Leon, HenryRowley, and Amy

Moormann Zaremskifor the comments and insights theygave me about the problems new and experienced users ofCoda faced.

Myfellow graduate students lent a unique kind ofsupport during their own journeys. I extend mythanks to Vince Cate, Herb Derby, David Maltz, FrancesmaryModugno, Lily,

Brian, Sue Older, John Pane, Sasha Wood, and especiallyto Amy, Jennifer Kay, and Matt

Zekauskas. I greatlyappreciate the neighborlyadvice, friendship, and encouragement you allprovided. Friends beyond the confines ofWean Hall˙including Rea Freeland,

Roseanne Hickey, Mark Zaremski, Carrie O´Donnell, David Groat, and Mike and Marcy

Langer˙reminded me about life on the outside.

A veryspecialthanks goes to Amy, Jennie, Rea, David, and Chris Okasakifor reading earlier versions ofmythesis. Theyallprovided me with valuable comments and greatly improved the finaldocument. Sharon Burks deserves more thanks than anyone could ever give her. She cuts through red tape and provides invaluable advice.

I would like to thank the administrators ofCarnegie Mellon’s User Studies Lab for the use oftheir facilities, particularlySandyEsch and TomPope. Sandydeserves special recognition for her commitment to the lab. Without her expertise and practicaladvice, performing a user studywould be a much more dificult process. The participants in the user study, whomI cannot thank byname but who know who theyare, also deserve specialrecognition. Each ofthemvolunteered the better part ofa dayto help me with my research. I greatlyappreciate their generosity.

A number ofprograms also deserve specialrecognition. These include tck/tk and the tix widget library, KurzweilVoice, and Microsoft Word. The graphical interface that I built as part ofmythesis research was implemented with tcl/tk using the tix widget library.

Though I believe that myinterface graduallyoutgrew these programs, I found themto be incrediblyusefultools. I would like to thank Brent Welch for his advice in using canvases, back before we had his wonderfulreference book. I would also like to thank IoiLamfor building the tix widget library. This thesis was written with the assistance ofthe Kurzweil

Voice program. Voice recognition has finallymatured into toddlerhood. At times, it amazes you with the wonder ofthe things it can do; yet, at other times, it frustrates you with its stubborn defiance ofyour authority. As a whole, Voice has given me more freedomthan I have had in years and it has enabled me to work much longer hours at the computer. For that, I amextremelygrateful, but I eagerlyawait the daywhen voice recognition systems mature beyond the "terrible twos." Microsoft Word, on the other hand, deserves a diferent kind ofrecognition. Its abilityto corrupt documents never failed to amaze me. In fact, this commercial product holds the dubious distinction of corrupting more ofmydata in six months´ time than the experimental Coda file system corrupted in approximatelyseven years. Some day, I hope that its designers have the joy ofwriting a large document using their own product. Maytheylive interesting lives.

Myparents taught me to persevere in the face ofobstacles, but theyalso taught me a love ofknowledge. Mymother typed in the whole ofAppendix C and parts ofAppendix B on her ^vacation~ and also proofread a draft ofthe thesis in her ^spare~ time. Without the influence ofmyfather, I would never have come as far as I have. He kept me in the mathematics pipeline even as most ofmyfriends dropped out, and I thank him. They provided me with a strong foundation on which to build, but let me find myown path. I hope I can do as wellfor myson!

Colin taught me to leave schoolat schooland to enjoythe simple things in life.

Motherhood has been a new challenge. It is infinitelyrewarding, but also requires infinite amounts ofpatience, especiallynow that we have hit the two-somethings. You are a wonderfullittle boyand I look forward to seeing the man that you willone daybecome!

I do not quite know how to thank Chris, myhusband and best friend. He stood with me when I hit the lowest ofthe lows, and suggested that I wait one month before quiting (a trick we learned in our childbirth class with ^month~ substituted for ^hour~ and ^quit~ substituted for ^painkillers~). Without his support and encouragement these past few years, I can honestlysayI would not have completed this degree. Thank you!

Maria Ebling

Pittsburgh, Pennsylvania

Table of Contents

1 INTRODUCTION ................................ ................................ ................................ ............................... 1

1.1 T HE T HESIS ................................ ................................ ................................ ................................ ..... 2

1.2 B

ACKGROUND AND H ISTORICAL P ERSPECTIVE ................................ ................................ .................. 2

1.3 L

ACK OF T RANSPARENCY ................................ ................................ ................................ ................ 3

1.4 P

ERSPECTIVE OF U SERS ................................ ................................ ................................ ................... 5

1.5 R

OADMAP OF D ISSERTATION ................................ ................................ ................................ ............ 7

2 CONTEXT AND BACKGROUND ................................ ................................ ................................ ..... 9

2.1 I

NFLUENCE OF AFS ................................ ................................ ................................ ......................... 9

2.1.1 Client/Server Model ................................ ................................ ................................ ............. 10

2.1.2 Volumes ................................ ................................ ................................ ................................ 10

2.1.3 Client Caching ................................ ................................ ................................ ..................... 11

2.1.4 User Authentication ................................ ................................ ................................ .............. 11

2.2 E

XTENSIONS FOR H IGH A VAILABILITY ................................ ................................ ............................ 11

2.2.1 Server Replication ................................ ................................ ................................ ................ 12

2.2.2 Disconnected Operation ................................ ................................ ................................ ....... 12

2.2.3 Weakly Connected Operation ................................ ................................ ............................... 14

2.3 U

SER I NTERFACES ................................ ................................ ................................ ......................... 15

2.3.1 The Repair Tool ................................ ................................ ................................ .................... 16

2.3.2 The Hoard Program ................................ ................................ ................................ .............. 16

2.3.3 The Spy Tool ................................ ................................ ................................ ......................... 16

2.4 S

UMMARY ................................ ................................ ................................ ................................ ..... 18

3 DESIGN RATIONALE ................................ ................................ ................................ ..................... 19

3.1 W

INDOWS OF T RANSLUCENCE ................................ ................................ ................................ ....... 19

3.1.1 Presenting Error Conditions ................................ ................................ ................................ . 19

3.1.2 Rationalizing Behaviors ................................ ................................ ................................ ........ 20

3.1.3 Controlling Resources ................................ ................................ ................................ .......... 21

3.2 B

URDENS OF T RANSLUCENCE ................................ ................................ ................................ ......... 24

3.2.1 Failure of Availability ................................ ................................ ................................ .......... 24

3.2.2 Excessive Time Investment ................................ ................................ ................................ .... 24

3.2.3 Overloading the User´s Cognitive Capacity ................................ ................................ .......... 25

3.3 P

RINCIPLES OF T RANSLUCENCE ................................ ................................ ................................ ...... 25

3.4 O

VERVIEW OF T RANSLUCENT C ACHING ................................ ................................ .......................... 27

3.4.1 Feedback ................................ ................................ ................................ .............................. 27

3.4.2 Control over Critical Resources ................................ ................................ ........................... 28

4 INTERACTING WITH THE USER ................................ ................................ ................................ . 31

4.1 T HE I NDICATOR L IGHTS I NTERFACE ................................ ................................ ............................... 32

4.2 C

ONTROL P ANEL ................................ ................................ ................................ ........................... 34

4.2.1 Event Configuration ................................ ................................ ................................ ............. 34

4.2.2 Urgency Colors ................................ ................................ ................................ .................... 36

4.2.3 Physical Connectivity ................................ ................................ ................................ ........... 36

4.2.4 Logical Connectivity ................................ ................................ ................................ ............. 37

4.2.5 Behavior ................................ ................................ ................................ ............................... 37

4.3 T

OKENS ................................ ................................ ................................ ................................ ........ 37

4.4 S

PACE ................................ ................................ ................................ ................................ ........... 39

4.5 N

ETWORK ................................ ................................ ................................ ................................ ..... 39

4.6 A

DVICE ................................ ................................ ................................ ................................ ........ 42

4.6.1 Requesting Advice from the User ................................ ................................ .......................... 43

4.6.2 Offering Advice to the User ................................ ................................ ................................ .. 48

4.7 H

OARD W ALK ................................ ................................ ................................ ............................... 49

4.8 R

EINTEGRATION ................................ ................................ ................................ ............................ 51

4.9 R

EPAIR ................................ ................................ ................................ ................................ ......... 52

4.10 T ASK ................................ ................................ ................................ ................................ .......... 53

5 IMPLEMENTATION ................................ ................................ ................................ ....................... 57

5.1 A

RCHITECTURE OF S YSTEM ................................ ................................ ................................ ........... 57

5.2 D

ETAILS OF I MPLEMENTATION ................................ ................................ ................................ ....... 58

5.2.1 User Interface ................................ ................................ ................................ ....................... 59

5.2.2 Advice Monitor ................................ ................................ ................................ ..................... 60

5.2.3 Venus Modifications ................................ ................................ ................................ ............. 62

5.3 U

SE OF T RANSLUCENT C ACHING API ................................ ................................ ............................. 69

5.4 S

UMMARY ................................ ................................ ................................ ................................ ..... 74

6 REDUCING THE BURDEN ON USERS ................................ ................................ ......................... 75

6.1 H

OARDING P ROGRAMS A UTOMATICALLY ................................ ................................ ....................... 75

6.1.1 Design Requirements ................................ ................................ ................................ ............ 76

6.1.2 Instrumentation ................................ ................................ ................................ .................... 76

6.2 A

DVISING ABOUT H OARD C ONTENTS ................................ ................................ ............................. 79

6.2.1 Heuristics ................................ ................................ ................................ ............................. 80

6.2.2 Instrumentation ................................ ................................ ................................ .................... 81

6.3 M

ODELING U SER P ATIENCE ................................ ................................ ................................ ........... 83

6.3.1 Proposed Model ................................ ................................ ................................ ................... 83

6.3.2 Exploring the Parameters ................................ ................................ ................................ ..... 85

6.4 S

UMMARY ................................ ................................ ................................ ................................ ..... 94

7 EVALUATING THE INTERFACE ................................ ................................ ................................ .. 95

7.1 HCI E

VALUATION T ECHNIQUES ................................ ................................ ................................ ..... 95

7.1.1 Purpose ................................ ................................ ................................ ................................ 96

7.1.2 Selecting Participants ................................ ................................ ................................ ........... 96

7.1.3 Selecting Tasks ................................ ................................ ................................ ..................... 97

7.2 U

SABILITY T EST : G OALS ................................ ................................ ................................ ............... 97

7.3 U

SABILITY T EST : M ETHOD ................................ ................................ ................................ ............ 98

7.3.1 Participants ................................ ................................ ................................ .......................... 98

7.3.2 Treatment ................................ ................................ ................................ ............................. 99

7.3.3 Measurements ................................ ................................ ................................ ..................... 100

7.4 U

SABILITY T EST : R ESULTS ................................ ................................ ................................ .......... 101

7.4.1 Learnability ................................ ................................ ................................ ........................ 101

7.4.2 Understandability ................................ ................................ ................................ ............... 102

7.4.3 Operability ................................ ................................ ................................ ......................... 102

7.5 U

SABILITY T EST : A NALYSIS ................................ ................................ ................................ ........ 104

7.5.1 Tutorial ................................ ................................ ................................ .............................. 108

7.5.2 Exercises ................................ ................................ ................................ ............................ 118

7.5.3 Evaluation Questionnaire ................................ ................................ ................................ ... 127

7.5.4 Verbal Protocol ................................ ................................ ................................ .................. 128

7.6 U

SABILITY T EST : F INDINGS ................................ ................................ ................................ ......... 132

7.6.1 Issues with Approach ................................ ................................ ................................ .......... 132

7.6.2 Bugs ................................ ................................ ................................ ................................ ... 134

7.6.3 Usability Problems ................................ ................................ ................................ ............. 134

7.6.4 Omissions ................................ ................................ ................................ ........................... 135

7.6.5 Confusing Behaviors ................................ ................................ ................................ ........... 135

7.6.6 Enhancements ................................ ................................ ................................ .................... 137

7.7 R

EFLECTIONS ................................ ................................ ................................ .............................. 137

7.7.1 Recruiting Users ................................ ................................ ................................ ................. 138

7.7.2 Pilot Testing ................................ ................................ ................................ ....................... 138

7.7.3 Benefit of Transcripts ................................ ................................ ................................ ......... 140

7.7.4 Optimal Number of Participants ................................ ................................ ......................... 142

7.8 S

UMMARY ................................ ................................ ................................ ................................ ... 147

8 RELATED WORK ................................ ................................ ................................ .......................... 149

8.1 H

OARDING ................................ ................................ ................................ ................................ .. 149

8.1.1 Little Work ................................ ................................ ................................ ......................... 151

8.1.2 FACE ................................ ................................ ................................ ................................ . 151

8.1.3 Briefcase ................................ ................................ ................................ ............................ 152

8.1.4 Transparent Analytical Spying ................................ ................................ ............................ 152

8.1.5 Seer ................................ ................................ ................................ ................................ .... 153

8.1.6 Laputa ................................ ................................ ................................ ................................ 154

8.2 D

ASHBOARD M ETAPHOR ................................ ................................ ................................ ............. 154

8.3 O

PEN I MPLEMENTATION ................................ ................................ ................................ .............. 155

8.4 S

UMMARY ................................ ................................ ................................ ................................ ... 157

9 CONCLUSION ................................ ................................ ................................ ................................ 159

9.1 C

ONTRIBUTIONS ................................ ................................ ................................ ......................... 159

9.2 F

UTURE W ORK ................................ ................................ ................................ ............................ 162

9.2.1 Validating Aspects of the Interface ................................ ................................ ..................... 162

9.2.2 Improving the Interface ................................ ................................ ................................ ...... 164

9.2.3 Extending the Translucence ................................ ................................ ................................ 166

9.3 F

INAL R EMARKS ................................ ................................ ................................ .......................... 170

A TRANSLUCENT CACHING API ................................ ................................ ................................ . 171

A.1 C

ALLS S ERVICED B Y V ENUS ................................ ................................ ................................ ....... 171

A.1.1 NewAdviceService ................................ ................................ ................................ .............. 171

A.1.2 ConnectionAlive ................................ ................................ ................................ ................. 172

A.1.3 GetServerInformation ................................ ................................ ................................ ......... 172

A.1.4 RegisterInterest ................................ ................................ ................................ .................. 173

A.1.5 GetCacheStatistics ................................ ................................ ................................ ............. 174

A.1.6 OutputUsageStatistics ................................ ................................ ................................ ........ 175

A.1.7 SetParameters ................................ ................................ ................................ .................... 175

A.1.8 ResultOfASR ................................ ................................ ................................ ...................... 176

A.1.9 Imminent Death ................................ ................................ ................................ .................. 176

A.2 C

ALLS S ERVICED B Y A DVICE M ONITOR ................................ ................................ ...................... 177

A.2.1 LostConnection ................................ ................................ ................................ .................. 177

A.2.2 TokensAcquired ................................ ................................ ................................ ................. 177

A.2.3 TokensExpired ................................ ................................ ................................ ................... 178

A.2.4 ActivityPendingTokens ................................ ................................ ................................ ....... 178

A.2.5 SpaceInformation ................................ ................................ ................................ ............... 179

A.2.6 ServerAccessible ................................ ................................ ................................ ................ 179

A.2.7 ServerInaccessible ................................ ................................ ................................ ............. 179

A.2.8 ServerConnectionWeak ................................ ................................ ................................ ...... 180

A.2.9 ServerConnectionStrong ................................ ................................ ................................ .... 180

A.2.10 NetworkQualityEstimate ................................ ................................ ................................ ... 181

A.2.11 Reconnection ................................ ................................ ................................ ................... 181

A.2.12 ReadDisconnectedCacheMissEvent ................................ ................................ .................. 182

A.2.13 WeaklyConnectedCacheMissEvent ................................ ................................ ................... 182

A.2.14 DisconnectedCacheMissEvent ................................ ................................ .......................... 183

A.2.15 HoardWalkAdviceRequest ................................ ................................ ................................ 184

A.2.16 HoardWalkBegin ................................ ................................ ................................ .............. 184

A.2.17 HoardWalkStatus ................................ ................................ ................................ ............. 184

A.2.18 HoardWalkEnd ................................ ................................ ................................ ................. 185

A.2.19 HoardWalkPeriodicOn ................................ ................................ ................................ ..... 185

A.2.20 HoardWalkPeriodicOff ................................ ................................ ................................ ..... 186

A.2.21 ObjectInConflict ................................ ................................ ................................ ............... 186

A.2.22 ObjectConsistent ................................ ................................ ................................ .............. 186

A.2.23 ReintegrationPendingTokens ................................ ................................ ............................ 187

A.2.24 ReintegrationEnabled ................................ ................................ ................................ ...... 187

A.2.25 ReintegrationActive ................................ ................................ ................................ .......... 188

A.2.26 ReintegrationCompleted ................................ ................................ ................................ ... 188

A.2.27 TaskAvailability ................................ ................................ ................................ ............... 188

A.2.28 TaskUnavailability ................................ ................................ ................................ ........... 189

A.2.29 ProgramAccessLogAvailable ................................ ................................ ............................ 189

A.2.30 ReplacementLogAvailable ................................ ................................ ................................ 190

A.2.31 InvokeASR ................................ ................................ ................................ ........................ 190

B MATERIALS ................................ ................................ ................................ ................................ .. 191

B.1 P

ROCEDURES ................................ ................................ ................................ .............................. 192

B.2 C

ONSENT F ORM ................................ ................................ ................................ .......................... 196

B.3 B

ACKGROUND Q UESTIONNAIRE ................................ ................................ ................................ ... 198

B.4 T

UTORIAL ................................ ................................ ................................ ................................ .. 204

B.5 E

XERCISES ................................ ................................ ................................ ................................ . 226

B.6 E

VALUATION Q UESTIONNAIRE ................................ ................................ ................................ ..... 232

B.7 A

NSWER K EY TO E XERCISES ................................ ................................ ................................ ....... 237

B.8 P

AR TO U SABILITY S TUDY E XERCISES ................................ ................................ ......................... 241

C EXPERIMENTAL DATA ................................ ................................ ................................ .............. 253

C.1 D

EMOGRAPHIC D ATA ................................ ................................ ................................ .................. 254

C.2 Q

UANTITATIVE D ATA ................................ ................................ ................................ ................. 258

C.3 Q

UALITATIVE D ATA ................................ ................................ ................................ .................... 265

D TRANSCRIPTS ................................ ................................ ................................ .............................. 275

D.1 C1 ................................ ................................ ................................ ................................ ............. 276

D.1.1 Tutorial ................................ ................................ ................................ ............................. 276

D.1.2 Exercises &Debriefing ................................ ................................ ................................ ...... 279

D.2 E1 ................................ ................................ ................................ ................................ ............. 276

D.2.1 Tutorial ................................ ................................ ................................ ............................. 287

D.2.2 Exercises ................................ ................................ ................................ ........................... 290

D.2.3 Debriefing ................................ ................................ ................................ ......................... 292

D.3 E2 ................................ ................................ ................................ ................................ ............. 287

D.3.1 Tutorial ................................ ................................ ................................ ............................. 294

D.3.2 Exercises ................................ ................................ ................................ ........................... 296

D.3.3 Debriefing ................................ ................................ ................................ ......................... 297

D.4 E3 ................................ ................................ ................................ ................................ ............. 294

D.4.1 Tutorial ................................ ................................ ................................ ............................. 298

D.4.2 Exercises ................................ ................................ ................................ ........................... 302

D.4.3 Debriefing ................................ ................................ ................................ ......................... 305

D.5 N1 ................................ ................................ ................................ ................................ ............. 298

D.5.1 Tutorial ................................ ................................ ................................ ............................. 307

D.5.2 Exercises ................................ ................................ ................................ ........................... 310

D.5.3 Debriefing ................................ ................................ ................................ ......................... 312

D.6 N2 ................................ ................................ ................................ ................................ ............. 307

D.6.1 Tutorial ................................ ................................ ................................ ............................. 312

D.6.2 Exercises ................................ ................................ ................................ ........................... 316

D.6.3 Debriefing ................................ ................................ ................................ ......................... 319

D.7 N4 ................................ ................................ ................................ ................................ ............. 312

D.7.1 Tutorial ................................ ................................ ................................ ............................. 319

D.7.2 Exercises ................................ ................................ ................................ ........................... 321

D.7.3 Debriefing ................................ ................................ ................................ ......................... 322

D.8 P1 ................................ ................................ ................................ ................................ ............. 319

D.9 P2 ................................ ................................ ................................ ................................ ............. 322

D.9.1 Tutorial ................................ ................................ ................................ ............................. 323

D.9.2 Exercises ................................ ................................ ................................ ........................... 323

D.9.3 Debriefing ................................ ................................ ................................ ......................... 324

D.10 P3 ................................ ................................ ................................ ................................ ............ 323

D.10.1 Tutorial ................................ ................................ ................................ ............................ 325

D.10.2 Exercises ................................ ................................ ................................ ......................... 329

D.10.3 Debriefing ................................ ................................ ................................ ....................... 330

D.11 P4 ................................ ................................ ................................ ................................ ............ 325

D.11.1 Tutorial ................................ ................................ ................................ ............................ 331

D.11.2 Exercises ................................ ................................ ................................ ......................... 334

D.11.3 Debriefing ................................ ................................ ................................ ....................... 336

D.12 P5 ................................ ................................ ................................ ................................ ............ 331

D.12.1 Tutorial ................................ ................................ ................................ ............................ 337

D.12.2 Exercises ................................ ................................ ................................ ......................... 338

D.12.3 Debriefing ................................ ................................ ................................ ....................... 340

D.13 S1 ................................ ................................ ................................ ................................ ............ 337

D.13.1 Tutorial ................................ ................................ ................................ ............................ 341

D.13.2 Exercises ................................ ................................ ................................ ......................... 343

D.13.3 Debriefing ................................ ................................ ................................ ....................... 345

D.14 T1 ................................ ................................ ................................ ................................ ........... 341

D.14.1 Tutorial ................................ ................................ ................................ ............................ 346

D.14.2 Exercises ................................ ................................ ................................ ......................... 351

D.14.3 Debriefing ................................ ................................ ................................ ....................... 353

E ANALYSIS ................................ ................................ ................................ ................................ ...... 355

E.1 I

DENTIFYING T UTORIAL D IFFICULTIES ................................ ................................ ......................... 355

E.1.1 Keystroke-Level Model ................................ ................................ ................................ ....... 355

E.1.2 Screen Difficulty Analysis ................................ ................................ ................................ .. 364

E.1.3 List of Tutorial Results ................................ ................................ ................................ ....... 368

E.1.4 Summary of Tutorial Results ................................ ................................ .............................. 369

E.2 I

DENTIFYING E XERCISE D IFFICULTIES ................................ ................................ .......................... 370

E.2.1 Metrics ................................ ................................ ................................ ............................... 370

E.2.2 List of Exercise Results ................................ ................................ ................................ ...... 372

E.2.3 Summary of Exercise Results ................................ ................................ .............................. 373

E.3 I

DENTIFYING Q UALITATIVE O PINIONS ................................ ................................ .......................... 374

E.3.1 List of Qualitative Results ................................ ................................ ................................ .. 374

E.3.2 Summary of Qualitative Results ................................ ................................ .......................... 376

E.4 I

DENTIFYING S PONTANEOUS O PINIONS ................................ ................................ ........................ 377

E.4.1 List of Spontaneous Comments ................................ ................................ ........................... 377

E.4.2 Summary of Spontaneous Comments ................................ ................................ .................. 386

E.5 S

UMMARY OF R ESULTS ................................ ................................ ................................ ............... 393

E.5.1 General ................................ ................................ ................................ .............................. 394

E.5.2 Indicator Lights ................................ ................................ ................................ .................. 399

E.5.3 Control Panel ................................ ................................ ................................ ..................... 400

E.5.4 Tokens ................................ ................................ ................................ ................................ 402

E.5.5 Space ................................ ................................ ................................ ................................ . 402

E.5.6 Network ................................ ................................ ................................ .............................. 402

E.5.7 Advice ................................ ................................ ................................ ................................ 403

E.5.8 Hoard Walk ................................ ................................ ................................ ........................ 403

E.5.9 Task ................................ ................................ ................................ ................................ ... 404

E.5.10 Study Materials ................................ ................................ ................................ ................ 409

F USABILITY FINDINGS ................................ ................................ ................................ ................. 413

F.1 L

EVEL 1 ................................ ................................ ................................ ................................ ...... 414

F.1.1 Global ................................ ................................ ................................ ................................ 414

F.1.2 Local ................................ ................................ ................................ ................................ .. 414

F.2 L

EVEL 2 ................................ ................................ ................................ ................................ ...... 418

F.2.1 Global ................................ ................................ ................................ ................................ 418

F.2.2 Local ................................ ................................ ................................ ................................ .. 419

F.3 L

EVEL 3 ................................ ................................ ................................ ................................ ...... 421

F.3.1 Global ................................ ................................ ................................ ................................ 422

F.3.2 Local ................................ ................................ ................................ ................................ .. 426

F.4 L

EVEL 4 ................................ ................................ ................................ ................................ ...... 432

F.4.1 Global ................................ ................................ ................................ ................................ 432

F.4.2 Local ................................ ................................ ................................ ................................ .. 433

BIBLIOGRAPHY ................................ ................................ ................................ .............................. 441

This sentence intentionallymade invisible because Microsoft Word is too smart for its own good.

List of Figures

F IGURE 2.1: V

ENUS S TATES AND T RANSITIONS ................................ ................................ ........................ 15

F IGURE 2.2: H

OARD P ROGRAM C OMMAND S ET ................................ ................................ ........................ 17

F IGURE 2.3: S

AMPLE H OARD P ROFILE ................................ ................................ ................................ ...... 17

F IGURE 2.4: S

AMPLE S PY O UTPUT ................................ ................................ ................................ ........... 18

F IGURE 4.1: I

NDICATOR L IGHTS ................................ ................................ ................................ .............. 33

F IGURE 4.2: T HE T ABS OF THE C ONTROL P ANEL ................................ ................................ ...................... 35

F IGURE 4.3: T HE W INDOWS OF THE T OKENS I NDICATOR ................................ ................................ .......... 38

F IGURE 4.4: S

PACE I NFORMATION W INDOW ................................ ................................ ............................. 40

F IGURE 4.5: N

ETWORK I NFORMATION W INDOW ................................ ................................ ....................... 41

F IGURE 4.6: A

DVICE I NFORMATION W INDOW ................................ ................................ .......................... 42

F IGURE 4.7: D

ISCONNECTED C ACHE M ISS Q UESTIONNAIRE ................................ ................................ ...... 44

F IGURE 4.8: W EAK - MISS I NTERACTION ................................ ................................ ................................ .... 45

F IGURE 4.9: R

EAD D ISCONNECTED C ACHE M ISS Q UESTIONNAIRE ................................ ............................. 46

F IGURE 4.10: H

OARD W ALK A DVICE ................................ ................................ ................................ ....... 47

F IGURE 4.11: A

DVICE R EGARDING H OARD C ONTENT ................................ ................................ ............... 50

F IGURE 4.12: H

OARD W ALK I NDICATOR W INDOWS ................................ ................................ .................. 50

F IGURE 4.13: R

EINTEGRATION I NFORMATION ................................ ................................ .......................... 51

F IGURE 4.14: R

EPAIR I NFORMATION ................................ ................................ ................................ ........ 52

F IGURE 4.15: T HE W INDOWS A SSOCIATED WITH THE T ASK I NDICATOR ................................ ..................... 54

F IGURE 5.1: A

RCHITECTURE ................................ ................................ ................................ ................... 58

F IGURE 5.2: S

TATE M ACHINE OF THE T OKENS I NDICATOR ................................ ................................ ........ 59

F IGURE 5.3: S

TATE M ACHINE OF THE H OARD W ALK I NDICATOR ................................ ............................... 61

F IGURE 5.4: S TATE M ACHINE OF THE T ASK I NDICATOR ................................ ................................ ............ 61

F IGURE 5.5: R

ELEVANT V ENUS I NTERNALS ................................ ................................ .............................. 63

F IGURE 5.6: S

TATE M AINTAINED BY THE ADVICECONN C LASS ................................ ................................ .... 65

F IGURE 5.7: C

ALLS OF THE API S

ERVICED BY THE A DVICE M ONITOR ................................ ....................... 66

F IGURE 5.8: C

ALLS OF THE API S

ERVICED BY V ENUS ................................ ................................ ............... 67

F IGURE 5.9: L

OCATION OF H OOKS S UPPORTING T RANSLUCENT C ACHING ................................ .................. 68

F IGURE 5.10: I

NITIALIZATION ................................ ................................ ................................ ................. 70

F IGURE 5.11: N

OTIFICATION OF T OKEN E XPIRATION ................................ ................................ ................ 72

F IGURE 5.12: T

RAFFIC D URING A H OARD W ALK ................................ ................................ ...................... 73

F IGURE 6.1: R

EFERENCE L OG F RAGMENT ................................ ................................ ................................ 77

F IGURE 6.2: U

SER P ATIENCE M ODEL ................................ ................................ ................................ ....... 84

F IGURE 6.3: D

ISTRIBUTION OF T ASK P RIORITIES ................................ ................................ ...................... 87

F IGURE 6.4: A

SSUMPTIONS M ADE IN B UILDING KLM M

ODELS . ................................ ................................ 88

F IGURE 6.5: O

PERATORS OF THE K EYSTROKE -L EVEL M ODEL ................................ ................................ ... 88

F IGURE 6.6: M

EASURED S YSTEM R ESPONSE T IMES ................................ ................................ ................... 89

F IGURE 6.7: M

ETHOD #1˙D

ESKTOP WITHOUT P OPUP Q UERY ................................ ................................ .. 90

F IGURE 6.8: M

ETHOD #2˙L

APTOP WITHOUT P OPUP Q UERY ................................ ................................ .... 91

F IGURE 6.9: M

ETHOD #3˙D

ESKTOP WITH P OPUP Q UERY ................................ ................................ ........ 91

F IGURE 6.10: M

ETHOD #4˙L

APTOP WITH P OPUP Q UERY ................................ ................................ ......... 91

F IGURE 6.11: S

ENSITIVITY TO C HANGES IN

E AND

J ................................ ................................ .................. 93

F IGURE 7.1: C

OMPUTER S CIENTISTS ARE S PECIAL P EOPLE ................................ ................................ ........ 97

F IGURE 7.2: C

ORRECTNESS R ATINGS ................................ ................................ ................................ ..... 103

F IGURE 7.3: E

FFICIENCY R ATINGS ................................ ................................ ................................ ......... 105

F IGURE 7.4: S

UMMARY OF F INDINGS ................................ ................................ ................................ ..... 107

F IGURE 7.5: R

ANGE OF R EADING R ATES ................................ ................................ ................................ 110

F IGURE 7.6: S

CREEN D IFFICULTY ................................ ................................ ................................ .......... 111

F IGURE 7.7: S

CREEN 27 ................................ ................................ ................................ ........................ 111

F IGURE 7.8: F

INDING 17 ................................ ................................ ................................ ....................... 112

F IGURE 7.9: S

CREEN 59 ................................ ................................ ................................ ........................ 114

F IGURE 7.10: S

CREEN 22 ................................ ................................ ................................ ...................... 114

F IGURE 7.11: S

CREEN 23 ................................ ................................ ................................ ...................... 114

F IGURE 7.12: S

CREEN 34 ................................ ................................ ................................ ...................... 116

F IGURE 7.13: S

CREEN 49 ................................ ................................ ................................ ...................... 116

F IGURE 7.14: C

OMPARISON OF E XPERT AND N OVICE C ONTRIBUTIONS ................................ .................... 117

F IGURE 7.15: S

CREEN 20 ................................ ................................ ................................ ...................... 119

F IGURE 7.16: S

CREEN 21 ................................ ................................ ................................ ...................... 119

F IGURE 7.17: S

CREEN 60 ................................ ................................ ................................ ...................... 119

F IGURE 7.18: N

UMBER OF I NCORRECT R ESPONSES ................................ ................................ ................. 120

F IGURE 7.19: S

CREEN 71 ................................ ................................ ................................ ...................... 120

F IGURE 7.20: S

CREEN 72 ................................ ................................ ................................ ...................... 121

F IGURE 7.21: S

CREEN 76 ................................ ................................ ................................ ...................... 122

F IGURE 7.22: N

UMBER OF I NEFFICIENT R ESPONSES ................................ ................................ ................ 123

F IGURE 7.23: S

CREEN 73 ................................ ................................ ................................ ...................... 125

F IGURE 7.24: S

CREEN 77 ................................ ................................ ................................ ...................... 125

F IGURE 7.25: S

CREEN 78 ................................ ................................ ................................ ...................... 125

F IGURE 7.26: S

CREEN 79 ................................ ................................ ................................ ...................... 126

F IGURE 7.27: R

ELATIVE D WELL T IME ................................ ................................ ................................ .... 127

F IGURE 7.28: E

XCERPT FROM E1 T

RANSCRIPTS ................................ ................................ ..................... 129

F IGURE 7.29: E

XCERPT FROM T ABLE S UMMARIZING C OMMENTS ................................ ............................ 131

F IGURE 7.30: C

OMMENT F REQUENCY ................................ ................................ ................................ .... 131

F IGURE 7.31: C

LASSIFICATION OF F INDINGS ................................ ................................ .......................... 133

F IGURE 7.32: F

INDINGS I DENTIFIED BY C LASSIFICATION AND S EGMENT ................................ .................. 140

F IGURE 7.33: F

INDING O RIGINATIONS ................................ ................................ ................................ ... 141

F IGURE 7.34: F

REQUENCY OF R EPORTING ................................ ................................ .............................. 143

F IGURE 7.35: N

UMBER U SERS R EQUIRED TO C OVER M OST S EVERE F INDINGS ................................ ......... 144

F IGURE 7.36: P

ROPORTION OF F INDINGS F OUND AND E XPECTED ................................ ............................. 145

F IGURE 8.1: T

AXONOMY OF C ACHING FOR A VAILABILITY M ECHANISMS ................................ ................. 150

F IGURE 9.1: R

EPAIRING O BJECTS IN C ONFLICT ................................ ................................ ....................... 168

F IGURE 9.2: R

EINTEGRATION I NTERFACE P APER D ESIGN ................................ ................................ ........ 169

F IGURE C.1: D

EMOGRAPHICS ................................ ................................ ................................ ................. 254

F IGURE C.2: P

ROFICIENCY WITH V ARIOUS O PERATING S YSTEMS ................................ ............................. 254

F IGURE C.3: U

SE OF V ARIOUS W INDOWING S YSTEMS ................................ ................................ ............ 255

F IGURE C.4: E

XPERIENCE WITH U NIX - BASED O PERATING S YSTEMS ................................ ......................... 255

F IGURE C.5: W

INDOW M ANAGER P REFERENCES ................................ ................................ ..................... 255

F IGURE C.6: E

DITOR P ROFICIENCIES ................................ ................................ ................................ ..... 256

F IGURE C.7: D

OCUMENT P ROCESSING P ROFICIENCIES ................................ ................................ ............ 256

F IGURE C.8: D

ISTRIBUTED F ILE S YSTEM E XPERIENCE ................................ ................................ ............ 257

F IGURE C.9: R

ELATED E XPERIENCE WITH B RIEFCASE ................................ ................................ ............. 257

F IGURE C.10: T

IMING D ATA C OLLECTED D URING THE T UTORIAL ................................ ............................ 259

F IGURE C.11: T

IMING D ATA C OLLECTED D URING THE E XERCISES ................................ .......................... 260

F IGURE C.12: T

IME U NTIL I NVESTIGATION B EGINS ................................ ................................ ................ 261

F IGURE C.13: C

ORRECTNESS R ATINGS ................................ ................................ ................................ .. 262

F IGURE C.14: E

FFICIENCY R ATINGS ................................ ................................ ................................ ...... 263

F IGURE C.15: R

ESULTS FOR THE T IME T O D ISPLAY M ETRIC ................................ ................................ ..... 264

F IGURE E.1: GOMS A

NALYSIS OF T UTORIAL S CREENS ................................ ................................ .......... 362

F IGURE E.2: C

OUNT OF GOMS O

PERATORS PER T UTORIAL S CREEN ................................ ....................... 363

F IGURE E.3: O

PERATORS OF THE K EYSTROKE -L EVEL M ODEL ................................ ................................ . 364

F IGURE E.4: R

ANGE OF R EADING R ATES ................................ ................................ ................................ 365

F IGURE E.5: S

CREEN D IFFICULTY A NALYSIS ................................ ................................ ........................... 366

F IGURE E.6: D

IFFICULT T UTORIAL S CREENS BY U SER ................................ ................................ ............ 369

F IGURE E.7: E

XERCISE A NALYSIS ................................ ................................ ................................ .......... 371

F IGURE E.8: E

XERCISE F INDINGS BY U SER ................................ ................................ ............................. 373

F IGURE E.9: Q

UALITATIVE F INDINGS BY U SER ................................ ................................ ....................... 376

This sentence intentionallymade invisible because Microsoft Word is too smart for its own good.

Programmers have traditionallyexploited caching to improve performance. The power of this technique has been its abilityto substantiallyimprove performance in a waythat is completelytransparent to higher levels ofthe system. Coda was the first systemto exploit caching not onlyto improve performance but also to improve availability . The term availabilityrefers to providing continuous access to data.

Exploiting caching for this purpose fundamentallyviolates transparency. For example, the systemcan no longer guarantee its abilityto service a cache miss in a reasonable amount oftime. Instead, the systemmust either halt untilsuch time as the miss can be serviced, or return an error indicating that the miss cannot currentlybe serviced. Neither ofthese options maintains transparencyto higher levels ofthe systemor to the user, and both options reduce the usabilityofthe resulting system.

The goalofthis thesis is to explore ways in which caching can be made translucent to higher levels ofthe systembyexposing criticalaspects ofcaching to support availability, while hiding noncriticalaspects ofcaching to preserve usability. For example, when the cost ofusing the network is high, the system might expose cache misses to the user, allowing users controlover network usage. In addition, ifthe systemhad high-level knowledge ofthe tasks that users must perform, it could informthemofthe availabilityof those tasks.

Because Coda is a Unix-based file system, the strategies I use must be compatible with

Unix idiomand usage custom. One keyfeature ofUnix is the abilityfor programs to run without user attention [19, 42] . Balancing the desire to retain this feature against the desire to provide better support for attentive users proved to be a major challenge for my research, with sometimes far-reaching consequences. For example, the use ofpop-up dialog boxes that block waiting for the userś answer was simplyunacceptable. Such outof-band communication assumes that a human is paying attention to the systemand precludes programs that run unattended. Myphilosophythroughout this research was to maintain the Unix heritage to the greatest extent possible, while adding enough out-of-band communication to improve the usabilityofthe system. When the user is available, the functionalityand/or performance ofthe system is improved. When the user is unavailable or when a program is running unattended, the system must preserve transparencybyacting on the best available information.

1.1 The Thesis

Previous research on systems that cache for availabilityfocused almost exclusivelyon proofs ofconcept. The outstanding questions were whether it could be done. Users of these systems were primarilythe developers plus a few oftheir friends. These users proved not onlythat availabilitycould be improved, but also that this class ofusers could make efective use ofit. Now, our focus must shift to making these systems accessible to less motivated and less experienced users .

The lack oftransparencyintrinsic to systems that cache for availabilityreduces usabilityin ways that were either unforeseen or underestimated byearlydesigners. To improve the usabilityof future systems that exploit caching for availability, we must make caching translucent to users. This observation leads directlyto the thesis statement:

Mechanisms that selectivelyexpose internaldetails ofthe cache state and operating environment can improve the usabilityofsystems that exploit caching for availability. Further, it is possible to measure the efectiveness ofthese mechanisms.

Because systems that transparentlyexploit caching for availabilityare rare, I examine these mechanisms within the context ofthe Coda file system. The ideas behind these mechanisms, however, are applicable beyond Coda. As caching for availabilitybecomes a well-understood tool, it is likelyto be applied more widely. The Web, whose current consistencymodelcan, at best, be described as primitive and whose current performance is frequentlyabysmal, maywellendeavor to provide high availabilityin the years to come.

PersonalDigitalAssistants mayalso strive to provide high availability, as users become less willing to manuallymanage the increasinglylarge ^cache~ ofdata stored on these systems. This thesis provides a criticalopportunityto learn about mechanisms for improving the usabilityofcaching for availability, allowing us to pave the road for future application.

1.2 Background and Historical Perspective

The fullefect ofcaching for availabilityon the user was not wellunderstood in early versions ofCoda. Once Coda had matured suficientlyand had experienced substantial use bymanydiferent users with a varietyofbackgrounds, we realized that we were seeing usabilityproblems with the various tools as well as with the violations ofthe transparency. In this section, I brieflydescribe the historyofCoda, focusing on the influence each advance had on the usabilityofthe system.

In 1991, Kistler introduced disconnected operation in the Coda file system [22, 23] .

Disconnected operation provided autonomyto clients ofa distributed file systemby

Lack ofTransparency 3 allowing themto continue using cached data during temporarynetwork or server failures.

In summary, Coda exploited its file cache to provide high availabilityas wellas to improve performance. The usabilityofthe systemseemed greatlyincreased because ofthe new functionality.

Kistler observed that the voluntarydisconnection ofa laptop computer froma network was equivalent to a totalnetwork failure between client and server; thus, disconnected operation also supported portable clients ofa distributed file system. To make this mode ofoperation useful(particularlyfor disconnection lengths typicalofportable clients), the systemallowed users to provide hints to the cache manager about important data. These hints helped the system manage the cache in preparation for potentialdisconnection, helping to ensure that the most usefuldata is available to the user.

Although disconnected operation provides important functionality, it is not a panacea.

Disconnected clients sufer fromseveralserious limitations, each ofwhich reduces the usabilityofthe resulting system:

x Cache misses mayimpede progress x Localupdates are not visible remotely, and vice versa x Updates are vulnerable to theft, loss, and damage ofthe portable computer x Update conflicts are more likely x Exhaustion ofcache space is a concern

Further, users ofthe system must provide extensive hints to make efective use of disconnected operation. The systemrequires that these hints be specified at the levelof files and directories. Users quicklylearn that application programs access numerous files˙files these users never realized existed. New users ofthe systemencounter a steep learning curve before theyare able to make efective use ofit.

To address a number ofthese limitations, Mummert extended Coda to exploit weak networks [33, 34] . A weak network is one that exhibits high latency, low bandwidth, intermittence, or high cost. When operating weaklyconnected, Coda services cache misses either in the foreground or in the background depending on the importance ofthe missing file and the expected service time. It trickles updates to the servers in the background, making updates visible to other clients and lessening both the likelihood of future update conflicts and the cache space required on the client. It also maintains cache coherence byupdating the client’s cache as other users change files on the servers.

1.3 Lackof Transparency

Weak connectivityameliorates manyofthe limitations experienced bydisconnected clients, but, like disconnected operation, it is not a panacea. It is fundamentallylimited by the available network bandwidth. Further, it cannot obviate the need for disconnected operation because weaklyconnected clients maywellfind themselves disconnected˙ either involuntarilyduring a network outage, or voluntarilybecause ofconcerns regarding cost, privacy, or the perception that the network is temporarilyunusable. It does not address the need for detailed hoard hints and it brings to light severalpreviously unrecognized problems, such as excessive delays, the need for both disconnected and weaklyconnected operation, and inadequate feedback.

Excessive Delays. Servicing a cache miss ofeven a moderatelylarge file over a slow network can cause excessive delays. Consider the canonicalexample ofa user accessing a

1 MB file while weaklyconnected. At 9600 b/s, such a demand fetch would require the user to wait almost fifteen minutes! At 28.8 Kb/s, it would stilltake just under five minutes. Neither ofthese delays is tolerable for interactive systems [35] . Although modemspeeds are increasing, color picture and movie ^illustrations~ in documents can increase file sizes substantiallybeyond the canonical1 MB. And ifthe weak network connection is intermittent, the expected delays rise proportionally. The system is fundamentallylimited to the available network bandwidth.

Need for Disconnected Operation. Although portable clients mayhave the abilityto operate weaklyconnected at alltimes, there remain situations in which the user may choose to operate disconnected. For example, the user maywish to extend batterylife by not squandering this limited resource on network transmissions; the user maywish to reduce network charges when costs are high; or, the user maywant to avoid network transmissions when the network qualitydegrades substantially. Thus, even weakly connected clients benefit fromthe abilityto operate totallydisconnected fromthe network.

Inadequate Feedback. Disconnected and weaklyconnected operation introduce modal behaviors 1 , which have long been known to cause usabilityproblems [53] . These modal behaviors are criticalto supporting programs that operate unattended. Unfortunately, they introduce a mismatch between the userś expectations and the realityofthe current operating conditions. This mismatch contributes substantiallyto the usabilityproblems we have identified in Coda. For example, untilrecently, our localnetwork was suficiently overloaded that network bandwidth regularlyfellbelow the threshold for strong connectivity, causing Coda clients to behave as iftheywere weaklyconnected. In this mode ofoperation, the systemdelays propagation ofupdates for a briefperiod oftime to allow future updates to make propagation unnecessary. This delayhas confused a number ofusers because such users were not expecting weaklyconnected behavior while connected via the buildingś Ethernet. The standard technique for helping users cope with modalbehaviors (when theycannot be avoided) is to introduce feedback to help users recognize the current mode ofoperation [32] .

Disconnected and weaklyconnected operation increase the range ofbehaviors exhibited byCoda. These strange and seemingly^abnormal~ behaviors occasionallycause substantialconfusion and frustration for even experienced users. However, the

1 A system is said to exhibit modal behaviors when the same action (e.g., keystroke or mouse click) can cause different things to happen under different circumstances. For example, when using vi, typing the letter ` i´ does one of (at least) two things. If the program is alreadyin ^insert mode~, then the letter ` i´ is inserted into the text of the document. If not, then the program is put into ^insert mode~ and the letter does not appear in the document.

Perspective ofUsers 5 transparent transitions that cause this confusion among our users are critical to supporting programs that have not been extended to adapt to changing conditions. One view ofmy thesis then is to explain the systemto users and to allow themcontrolover its behaviors, while not sacrificing the transparencythat is so important to programs.

1.4 Perspective of Users

For the benefit ofthose readers unfamiliar with the lineage ofCoda and for whom mybrief description ofthe problemwas perhaps insuficient, let me describe the use ofCoda and its predecessors fromthe userś perspective. To make this description concrete, let me tell a storyabout two fictitious employees, Peer and Yoni, and their equallyfictitious boss,

Alex. The topic ofthe storyis their love-hate relationship with a distributed file system.

Peer, Yoni, and Alex all have desktop machines. Their companyhas decided to move to using a distributed file system to ease the maintenance problems faced bytheir facilities staff. Their data is nowstored on central file servers and theyaccess it via their local area network. The file servers are maintained and monitored bythe company´s facilities staff. Their desktop machines interact with these server machines to give them access to their data, caching the data locallyto provide improved performance.

Once the initial problems are worked out, the entire companybecomes enamored with the newfile system. Users like it because theycan easilyshare data with co-workers. In fact, novice users, unwilling to deal with ftp, no longer use sneaker-net 2 to share their data. Theysimplysend a pathname that is accessible from anycompanycomputer. The facilities staff likes the system because it greatlyreduces the effort necessaryto maintain the companycomputers. Theyare no longer required to reinstall newversions of software on everysingle machine. Theysimplyinstall the newversion in the distributed system and let the automatic scripts deposit it on each client machine. Backups have also become much simpler since theyneed onlydeal with a small number of server machines and need not backup the client machines at all.

Soon, however, Peer and Yoni learn a fewpainful lessons about the downside of distributed systems. The first lesson occurred when their network went down the night before a critical deadline. The second occurred when their file server crashed in the middle of an important presentation. The cause was the same in both situations: even though the computer sitting right in front of them was fullyoperational and had the data cached, theycould not access that data. You see, to preserve consistencyin the distributed file system, the local client must maintain an active connection to the file server. During periods of server or network failures (when an active connection is not possible), the client cannot allowaccess to data even if that data is in its local cache because it cannot know whether or not that data is valid. Shortlyafter those two disasters, Peer and Yoni convince their boss, Alex, to purchase the high availabilityaddon that will allowthem to continue to access their cached data even during periods of server and network failures.

With the newextension, theyfind that theycan access their data even when the server crashes or the network goes down. Theyare, once again, quite pleased with their system. In fact, it is working so well that Alex decides to invest in laptop computers,

2 Sneaker-net is defined as the network achieved bywriting data to a floppyor tape on one machine, walking it over to another machine, and reading the data on that second machine.

giving them access to their data during their frequent business trips. Theysoon learn that operating disconnected has advantages, but that it is not without pitfalls. Peer´s first trip with the laptop was a near disaster. He knewthat he needed to provide hints to the cache manager so that it would know what data to keep cached and he carefullydid so, but he forgot to authenticate before disconnecting so he did not have permission to write to anyof his data during his trip. He was able to read the data, however, so he copied it onto the local disk so that he could work.

Yoni´s first trip with his laptop was equallydisastrous. He forgot to tell the system about a file critical to starting up his windowmanager. Without his windowmanager, he could not present his slides on-line. Luckily, because he was not completely comfortable with the newtechnology yet, he had printed backup slides and was able to use them for the presentation. After hearing about their experiences, Alex was very careful to test his hints before leaving to make sure that everything worked as expected.

His presentation went smoothlyand he was verypleased, until he tried to implement some of the suggestions made during his presentation that happened to affect files he had not anticipated needing. He found that the system provided no support for fetching missing files over the internal modem; the process was, thus, tedious and time consuming. He made a note to look into the newlyreleased add-on supporting weak connectivity .

Upon returning to the office, he asked Peer to evaluate the weak connectivitysupport and get back to him. Shortlythereafter, Peer recommended that theypurchase it. Alex began using weak connectivityimmediatelyand found it extremelyuseful. On his next trip, he dialed-in from his hotel room to update the servers with his changes and download anyfiles that Peer and Yoni had modified. Once again, all three of them were in love with the newsystem and found it greatlyincreased their abilityto share data on the road. Theyexperienced onlya fewminor annoyances, in that theywere never quite sure when the updates had finished transmitting, but nothing major.

Shortlythereafter, Yoni´s wife, Leah, accepted a job offer in a different city. Rather than lose such an experienced and valued employee, Alex decided that it would be more productive to allowYoni to work from a rented office in the newlocation, accessing his data via an Internet Service Provider (ISP) and taking full advantage of weak connectivity. Yoni typicallyremained weaklyconnected to the home office via the

Internet. He found that, although performance was usuallyacceptable, he occasionally had to disconnect because network characteristics degraded beyond usability.

Once Yoni started interacting closelywith Peer on a newproject, however, he became frustrated with the system. He found that, because the network performance between his

ISP and the home companywas variable, he was never quite sure whether he was operating weaklyconnected or stronglyconnected. He was frustrated because sometimes his updates did not appear on the servers when he thought theyshould have.

In fact, one day, he and Peer wasted a large of amount of time tracking down what appeared to be bugs, but in fact, turned out to be version skewresulting from these consistencyproblems. Theyfinallyremembered that, when the system is operating weaklyconnected, updates are not propagated to the servers immediately; instead, the system ages them for a fewminutes and then ships them over. Theyhave since learned to check the state of their connectivitywhenever such confusion arises. After hearing about these problems, Alex suggested that Yoni look into a recentlyreleased interface add-on that addresses these problems.

This storysummarizes the development ofAFS and Coda. It gives a broad overview of how users might use systems like AFS and Coda as wellas the problems those users might

Roadmap ofDissertation 7 encounter. The storyends where mythesis begins, with the promise ofan interface to help users ofa highlyavailable distributed file systemthat supports weak connectivity.

1.5 Roadmap of Dissertation

The Coda file system is the research vehicle used to test and to validate the ideas in this thesis. Chapter 2 provides background on the current Coda system. It focuses on disconnected and weaklyconnected operation, discussing those aspects ofCoda relevant to this thesis .

Chapter 3 discusses the design rationale for the translucent caching interface. It begins with a discussion ofwhat aspects ofcaching need to be exposed to the user. It then continues with a discussion ofthe potentialburdens that translucent caching places on users. It concludes with design principles for limiting those burdens.

Chapter 4 describes the detailed design ofthe CodaConsole interface, which was inspired bythe dashboard ofan automobile and features a set ofnine indicator lights. The indicators ofthe interface difer fromthose ofa dashboard because the interface allows the user to expand the indicators to obtain more detailed information. This chapter presents each indicator, describing what it indicates as wellas what additional information is available.

Chapter 5 describes the implementation ofthe interface. It presents an overview ofthe systemarchitecture. It continues with a discussion ofthe details ofthe implementation, including a summaryofthe Translucent Caching API. It then presents three examples of the use ofthe Translucent Caching API: an initialization sequence, a simple event notification, and a complex series ofevent notifications. It concludes with a brief reflection on the implementation.

Chapter 6 examines three techniques used bythe interface to reduce the burden translucent caching places on users. The first technique allows users to specifythe name ofa programand then automaticallytracks the references made bythat programto identifythe files on which that programdepends. The second allows the systemto ofer the user advice regarding her hint specifications. The third allows the systemto modelthe userś patience for waiting for network activity.

Chapter 7 presents the results ofa usabilitytest evaluating the interface. The usabilitytest has two primarygoals: first, to determine how wellusers, particularlynovice Coda users, are able to learn, operate, and understand the interface; and second, to uncover usability problems in the interface, primarilyas a wayto focus future work on improving the interface.

Chapter 8 describes work related to this thesis, including work on automaticallypredicting the files and directories users willuse during a disconnected session and work related to exposing the internalworkings ofother systems to their users.

Chapter 9 concludes the thesis with a discussion ofthe contributions it makes and suggestions for future research directions.

8 Introduction

2 Context and Background

This work was performed within the context ofthe Coda file system, a distributed file system, whose primarygoal is to provide continued access to data during network partitions or server failures. Secondarygoals, largelyinherited from its predecessor˙the

Andrew file system(AFS)˙include scalability, security, performance, and ease ofsystem administration.

The designers ofAFS used a client/server model, partitioning the system into two mutuallyexclusive sets ofmachines. The first set, called servers , consists ofa relatively smallnumber oftrusted machines administered bya centralauthorityand dedicated to servicing requests fromthe second set. The second set, called clients , consists ofa much larger group ofuntrusted machines administered and operated byindependent groups or individualusers. Client and server machines communicate over a localarea network via a remote procedure call(RPC) mechanism [5] .

Both AFS and Coda make similar usage assumptions. The workload is assumed to be that ofan ofice or engineering environment, including applications such as electronic mail, word processing, programdevelopment, and data analysis. Specificallyexcluded are applications requiring highlyconcurrent, fine-grained access to data, such as database applications. Further, each client is assumed to be a powerfulcomputer with a moderate amount ofdisk space. AFS also assumes that each client communicates with servers over a high-bandwidth, low-latencynetwork connection. Coda, however, assumes onlythat clients willhave occasionalaccess to a high-bandwidth, low-latencynetwork connection.

In addition, Coda assumes that a single user controls each client.

In the next section, I discuss how these design goals and usage assumptions influenced the basic design ofAFS, and therefore, ofCoda. The following section continues fromthe point where Coda diverges fromAFS, with an overview ofCodaś mechanisms for providing high availability. Finally, I summarize Codaś user interfaces. The discussions in these sections are limited to onlythose details necessaryto understand the work described in this thesis. For further details, please refer to previous AFS and Coda publications [13,

46] .

2.1 Influence of AFS

The dominant factor in the design ofAFS was the desire to support up to approximately

10,000 clients. In the early1980s, this was a veryambitious goal˙at least an order of magnitude beyond the largest existing distributed file system. Secondaryfactors in the design ofAFS include security, performance, and ease ofadministration. In the sections that follow, I examine how each ofthese goals influenced the design ofAFS, and therefore that ofCoda. Given the ambitious goalofcreating a distributed file systemexpected to service an entire university, it is not surprising that scalabilitybecame the dominant concern in its design. As I review the design, issues ofscalabilitywillarise time and again.

2.1.1 Client/Server Model

The client/server modeladdresses two important issues: systemadministration and security. First, the relativelysmallnumber ofserver machines makes the scale ofthe systemappear, fromthe point ofview ofsystemadministrators, to be significantlysmaller than the totalnumber ofmachines in the system. Second, the integrityofthe systemas a whole relies primarilyon the integrityofthe server machines. These machines are secured behind locked doors, are accessible onlyto systemadministrators, run onlytrusted programs, and are closelymonitored. The integrityofclient machines, however, is not assumed. Ifa client is subverted, the potentialfor damage is localized and cannot extend to arbitraryportions ofthe namespace. Unauthorized release ofdata is limited to the data cached on the subverted machine and to data accessible to anyauthenticated user logged onto that machine. Similarly, unauthorized modification ofdata is limited to that data accessible to an authenticated user on that machine. Authentication tokens automatically expire 25 hours after theywere originallyacquired, so the timeframe for unauthorized modification is limited.

2.1.2 Volumes

AFS divides the file systemhierarchyinto manageable pieces, called volumes . A volume is a subtree ofthe file systemcontaining related files and directories, such as a userś home directory. A volume corresponds roughlyto a mountable Unix file system. Like disk partitions, volumes are mounted within the file systemhierarchyat what is called a mount point . Unlike partitions, a volume mounted byone client is visible to other clients. In this way, volumes are glued together to formthe complete file systemhierarchy. The client recognizes mount points during name resolution and crosses themtransparently.

Each file systemobject, which can be a file, directory, or symbolic link, is identified bya unique file identifier ( fid ), a 96-bit quantityconsisting ofa 32-bit volume identifier and a

64-bit vnode number . To locate a file systemobject, the client begins bylooking up its volume identifier in a database to determine the servers for the object. It then contacts those servers to fetch the file.

The volume abstraction is crucialfor supporting name and location transparency. Since mount points are stored globallyin the file systemrather than locallyat each client (as in

NFS), everyuser has the same view ofthe file systemhierarchy. Furthermore, since file names never contain location information, systemadministrators are free to move volumes

Extensions for High Availability 11 to diferent servers or disk partitions to balance the load among the servers. Thus, both users and systemadministrators benefit fromthis important abstraction.

2.1.3 Client Caching

Clients cache data fromservers in AFS. Thus, when a user accesses an uncached file (i.e., the user encounters a cache miss), the client cache manager, called Venus , fetches that file, in its entirety, fromthe servers. A copyofthe file is then stored on the clientś localdisk.

Should the user access the file again in the near future, the request can be serviced from the localdisk and the user need not wait for the file to be fetched fromthe servers again.

To maintain cache coherence, the client obtains a callback promise fromthe server for everyobject in its cache. Ifanother client updates a file for which a server has promised a callback, the server must issue a callback break before completing the update. Thus, a client can confidentlyallow access to objects for which it holds a callback promise as long as it remains in contact with the server making the promise.

The design ofthis caching scheme has important implications for the overallgoals ofAFS.

Caching improves the performance ofthe client since there are substantialamounts of localityofreference in the anticipated workloads. Caching also improves scalabilitysince it reduces the amount ofserver load imposed byeach client, thus allowing more clients to be supported byeach server.

2.1.4 User Authentication

EveryAFS user has an AFS identityand password. To access data stored in AFS, the user authenticates to an AFS authentication server, providing a username and password

[44] . Ifthe user provides the correct password, the server issues tokens to Venus on the userś behalf. Venus then stores these tokens, allowing it to establish secure connections to the file servers. Tokens are valid for a period of25 hours, after which the user must reauthenticate. Users mayview their tokens with a specialprogram.

2.2 Ex tensions for High Availability

AFS had a strong influence in the design ofCoda. In fact, the previous section could have been written to describe Coda. Coda now diverges fromAFS, however, as it strives to provide high data availability.

High availabilitybecomes the dominant goal. Scalability, though still important, assumes a secondaryrole to high availability. Certain assumptions also change slightly. Clients are now assumed to have onlythe ability to connect to a high-bandwidth, low-latency network at least occasionally. At other times, clients maybe disconnected fromthe network or connected via a low-bandwidth network. Clients are further assumed to be controlled bya primaryuser; in fact, certain activities are limited to that user.

Coda provides high availabilitythrough the use ofthree complementarymechanisms. The first mechanism, server replication , provides resiliencyin the face ofserver failures and network partitions. The second mechanism, disconnected operation , maintains the illusion ofconnectivitywhen a client is completelyisolated fromthe servers. The third mechanism, weakly connected operation , alleviates some ofthe shortcomings of disconnected operation when onlya low-bandwidth network connection is available.

2.2.1 Server Replication

Coda uses optimistic replication at the volume levelto provide resiliencyto server failures and network partitions [28, 46] . With optimistic replication, updates to file objects are allowed provided that at least one replica is visible to the client performing the update.

Thus, conflicting updates (caused bywrite sharing) can and do occur. Coda detects such updates, automaticallyresolves most types ofconflicts, and provides tools to help users manuallyresolve the remaining ones. Fortunately, in an ofice and engineering environment, write sharing is a relativelyinfrequent occurrence. This thesis depends minimallyon Codaś replication mechanismso I willnot delve into further details on this topic; instead, interested readers can refer to Kumarś thesis [28] .

2.2.2 Disconnected Operation

Disconnected operation provides resiliencyto failures that completelyisolate a client from allCoda servers. Because ofthis resiliency, Coda supports mobile clients [22] . When operating disconnected, clients act as pseudo-servers and allow the user to work entirely out ofthe client cache. The trick to making a disconnected session successful, then, is to make sure that allnecessaryfile objects are cached. Coda uses two techniques to prepare for voluntaryas wellas involuntarydisconnection. These two techniques are prioritized cache management and user-assisted hoarding .

In the version ofCoda described byKistler [22, 23] , each volume cached byVenus is in one oftwo stable states ( connected or disconnected ) or in a transitorystate

( reintegrating ). While connected, operations are serviced as in AFS with minor diferences caused bythe details ofreplication. While disconnected, operations are serviced as long as the object is cached locally. All mutations to a volume are logged in the volumeś client modify log (CML). Upon reconnection, the entries in the CML are replayed to the servers, in a process called reintegration . Ifreintegration is successful, the volume transitions to the connected state and nothing further need be done. Otherwise, the problematic operations are excised fromthe log, marked for user attention and the volume then transitions to the connected state. Obviously, this description has glossed over manyimportant details regarding the systemś activities in each ofthese states. For

Extensions for High Availability 13 the most part, these details are irrelevant for the purposes ofthis thesis. One exception, however, is what happens in preparation for disconnected operation.

The keyto maintaining the illusion ofconnectivityis ensuring that allfile systemobjects the user willaccess while disconnected are cached prior to disconnecting fromthe network. This is a tricky, but criticaltask. Coda uses prioritized cache management together with user-assisted hoarding to enable the user to specifywhat objects are likelyto be accessed. Prioritized cache management allows Venus to combine explicit information

(optionallyprovided bythe user) with implicit information (gathered byVenus) to manage the content ofits file cache.

The userś role in this system is to assign priorities to file systemobjects 3 . Venus stores these user-assigned priorities, called hoard priorities , in the Hoard Database (HDB).

User-assigned priorities range from0 to 1000, with higher values representing greater importance. Venus determines an object’s overall priority using a linear combination ofthe object’s hoard priorityand the object’s reference priority [22] . The reference priority, implicitlyset byVenus, measures how recentlythe object has been accessed.

Symbolically,

�

� � �

¨

�

�¨

D D 1

where � � p x is the object’s overallpriority, � � h x is the object’s hoard priority, � � r x is the

object’s reference priority, and D is a constant called the horizon parameter . When space

is required to fulfilla demand request, Venus evicts the object with the lowest overall

priority.

The horizon parameter, which ranges fromzero to one, balances the hoard priorityand the

reference priority. Values closer to zero favor recentlyreferenced objects and force the

cache to relyupon localityofreference to provide data during failures. Values closer to

one favor objects explicitlymentioned bythe user as being important during disconnected

operation, and force the cache to relyupon user-supplied information to provide data

during failures. Currently, the horizon parameter is set to 0.75.

Venus´ goal is to maintain cache equilibrium , byensuring that the cache contains onlythe

highest priorityobjects at alltimes. Maintaining a perfect equilibrium, however, would be

impracticalbecause it would cause unacceptable overhead and could potentiallysuspend

user activityfor long periods oftime. Instead, Coda takes a periodic approach to

maintaining cache equilibrium. Every10 minutes, Venus performs a hoard walk . Users

mayalso initiate hoard walks, and typicallydo so immediatelybefore voluntarily

disconnecting fromthe network.

During a hoard walk, Venus equilibrates the contents ofthe cache, ensuring that the

highest priorityobjects are available. Hoard walks occur in two phases. During the first

phase (called the status walk ), Venus ensures that the highest priorityobjects have a valid

3 The user specifies this information to better prepare for disconnected and weaklyconnected operation.

The information is optional. If provided, it need not be complete. In the absence of information, the

object is managed using onlythe implicit information.

14 Context and Background

status block cached. During the second phase (called the data walk ), Venus fetches the

data for those same objects.

When allthe pieces fit together, users are blissfullyignorant ofwhether theyare connected

or disconnected. Unfortunately, the illusion crumbles the moment the user attempts to

access an object that was not anticipated. The request results in an ETIMEDOUT error

message, and the user becomes painfullyaware ofthe fragile nature ofdisconnected

operation.

2.2.3 Weakly Connected Operation

Mummert extended Coda to allow clients to operate over weak network connections [33,

34] . She defined a weak network connection to be one with high latency, low bandwidth,

or high costs. Thus, a client operating over a weak network is said to be operating weakly

connected , whereas one operating over a network not characterized byhigh latency, low

bandwidth, or high cost is said to be operating strongly connected . Manyaspects ofthe

systemhad to be rethought to support weaklyconnected clients.

Ofthese, the aspect most relevant to mywork is reintegration. Originally, reintegration

was a transitorystate used to transition fromthe disconnected state to the connected one.

The systemperformed this transition byreplaying the mutations stored in the CML. The

problem is that it replayed the entire CML. Ifthe CML was large, this process could

dominate the weak network for a substantialperiod oftime, blocking allother network

activity. Although this design worked wellfor clients reconnecting to a strong network,

its performance for clients connected via a weak network was abysmal. To correct this

problem, Mummert introduced the idea ofreintegrating the CML in pieces proportionalto

network bandwidth. She called this process trickle reintegration .

The implementation oftrickle reintegration required her to transformthe transitory

reintegrating state into a stable state, called the weaklyconnected state. The new volume

state diagram is shown in Figure 2.1 . A volume in the weaklyconnected state services

read requests as ifit were connected, but logs mutating operations to the CML as ifit

were disconnected. Mutations remain there untiltheyhave aged a reasonable amount of

time. Aging each mutation allows the systemto continue to take advantage ofthe proven

benefits of log optimizations . Log optimizations reduce the size ofthe CML substantially,

thus conserving disk space and reducing the amount ofdata that must be transmitted to

and processed bythe file servers [23] . Once a set ofoperations has aged suficiently, it is

considered ripe for reintegration. The reintegrating process locks a subset, or chunk , of

these ripe operations to prevent ongoing mutations fromoptimizing themout fromunder

the reintegrating process. The size ofthis set depends upon the current network

bandwidth and is determined bycalculating how manyupdates can be transferred within a

time limit imposed byVenus. Ifthe reintegration succeeds, the operations in the set are

removed fromthe log. Ifit fails, the operations are unlocked and anypending

optimizations are processed. Between reintegrating these chunks, the reintegration

process defers to high prioritynetwork trafic. In this way, updates are ^trickled~ back to

the servers.

User Interfaces 15

Connectivity

Degrades

Connectivity

Improves

Disconnect

Connected

Disconnected

Weakly

Connected

Connect

Disconnect

Figure 2 . 1 : Venus States and Transitions

This figure illustrates Venus volume states and transitions as described byMummert

[33] .

A second aspect that required modification and is relevant to this work is the wayin which

Venus validates its cache after a disconnection. Disconnected operation encourages users

to increase the size oftheir cache (limited onlybythe amount of free space on the disk)

and fillthat cache with hoarded data. Upon reconnecting to the network, Venus validates

that entire cache, one object at a time. Over an Ethernet, this process was not noticeably

painful, but over a modem, it could take up to 20 minutes! To address this problem,

Mummert introduced volume callbacks . Volume callbacks increase the granularityat

which clients track server state. Each volume now has a version stamp that the client can

store and compare with the current version stamp on the servers. Ifthose stamps are

equal, the client knows that allobjects fromthat volume are valid. Ifthe stamps are

unequal, the client must resort to validating individualobjects within a volume. These

large granularitycallbacks allow Venus to validate a large subset ofthe name space with a

single RPC almost 97% ofthe time, substantiallyreducing the costs associated with

validating the entire contents ofeven a large cache following a network partition [33] .

2.3 User Interfaces

To judge the contributions ofthis thesis, it is important to understand the interfaces

available to users ofCoda. Coda users are provided with a tool, repair

, to help them

manuallyrepair files that have experienced conflicting updates. Users ofdisconnected

operation are provided with two additionalprograms. The first, hoard

, enables the user

to specifythe hoard priorities of file systemobjects. The second, spy , assists the user in

identifying objects to which she should assign priorities.

16 Context and Background

2.3.1 The Repair Tool

During a network partition, an object maybe updated in ways that cannot be automatically

resolved bythe system. In such situations, the user must manuallyrepair conflicts using a

specialtool, called repair

. This programofers a command-line interface that

diagnoses the problem, generates suggested actions to repair the objectś replicas, and,

after confirmation, issues the commands to fix the object in question.

2.3.2 The Hoard Program

The specialtoolwith which users provide hoard information to Venus is called the hoard

program. It provides a simple front end to the HDB interface [22] . This interface allows

entries to be added to or deleted fromthe HDB . In addition, it allows the contents ofthe

HDB to be listed, cleared, and walked. The command set for the hoard programdirectly

reflects this interface and is shown in Figure 2 . 2 .

Figure 2.3 illustrates some typical input to the hoard program. These examples are

taken frommyown hoard profiles. Each line ofinput consists ofa command, a pathname,

a hoard priority, and possiblymeta-information. In each ofthe above examples, the

command was add (abbreviated bythe ` a ´). The number, which follows the pathname, is

the hoard priorityI have assigned this object. Optional meta-information, such as ^ :c~

and ^ :d+ ~, can be added to input lines whose pathnames specifya directory. ` c ´ indicates

that the current children ofthis directoryshould be hoarded, while ` d ´ indicates that the

current descendants ofthis directoryshould be hoarded. Adding a ` + ´ indicates that

future children or descendants should also be hoarded. In essence, the hoard program

provides an assemblylanguage for hoarding.

2.3.3 The Spy Tool

In addition to the hoard program, Coda provides a tool, called spy , which enables users

to observe allCoda file references. The toolworks with the cooperation ofVenus. It

connects to Venus over a socket and Venus informs it ofeveryfile open event that arrives

fromthe kernel. These open events are printed to standard output. The tool makes no

attempt to separate open events based upon the process or user generating them.

This toolhas proven particularlyhelpful in tracking down file references made byother

programs. One example ofa programthat requires this sort oftool is latex , a

document formatting utility. When processing a document, latex accesses other

executable programs as wellas manydiferent fonts and libraryfiles. Some ofthese file

references are relativelyeasyto track down because theyare explicitlyreferenced in the

document source file. Others, however, are used as auxiliaryfiles and are not specifically

mentioned in the document source file. These are the files that require a spy -like tool.

Figure 2 . 4 shows the output produced while spying on the LaTex program.

User Interfaces 17

Command Function

add filename [priority] [:{c|d}[+]] Add filename to the database with optionally

specified priority and meta-expansion attributes

(` c ´ and ` d ´ indicate children and descendant

expansion respectively, with ` + ´ indicating the dy-

namic rather than static variant).

clear [uid] Clear all database entries or those for specified uid.

delete filename Delete database entrywith specified filename .

list filename [uid] List all database entries or those for specified uid to

specified output file.

walk Perform an immediate hoard walk.

Figure 2 . 2 : Hoard Program Command Set

This table describes the parameters associated with each hoard command. This table is

provided courtesyof JayKistler [22] .

# Hoarding individual programs

a /usr/local/tex/bin/latex 50

a /usr/local/tex/bin/xdvi 50

a /usr/local/tex/bin/bibtex 40

# Hoarding project files

a /coda/project/synrgen 20:c+

a /coda/project/synrgen/cfg 20:c+

a /coda/project/synrgen/doc 20:c

a /coda/project/synrgen/lib 20:c+

a /coda/project/synrgen/include 20:c+

a /coda/project/synrgen/man 20:c+

a /coda/project/synrgen/src 20:c+

# Hoarding private files

a /coda/usr/mre/thesis 100:d+

Figure 2 . 3 : Sample Hoard Profile

These lines were taken from three of mypersonal hoard profiles, tex.hdb ,

synrgen.hdb , and personal.hdb . In the first set, I hoard individual programs

associated with formatting mydocuments. The second set hoards specific directories

inside the SynRGen project directory. In each case, the directoryas well as its current

and future children are hoarded. The third set hoards mythesis directoryand all of its

current and future descendants.

18 Context and Background

Figure 2 . 4 : Sample Spy Output

The figure shows output typical of the spyprogram. For each Coda object referenced,

spyshows the volume in which that object resides (e.g., 7f0000f1) as well as a volume

relative pathname (e.g., ./i386_mach/omega/.COMMON/bin/latex). In addition, it

shows the id of the user who has hoarded the object and the hoard priorityit has been

assigned.

2.4 Summary

The Coda file systemhas been greatlyinfluenced byits AFS heritage. Manyofthe

underlying assumptions and much ofthe basic design are the same. Codaś primarygoal,

however, difers. Rather than focusing on issues ofscale, Coda focuses on high

availability. It ofers continued access to data during periods ofcomplete isolation from

servers as wellas during periods ofweak connectivitywith servers. Coda assumes that

users are willing to help the systemprepare for these periods ofpoor connectivityand that

users are willing to accept the responsibilityfor fixing anyconflicting updates that occur.

It provides basic tools to the user for performing these tasks.

<7f0000f1 , ./i386_mach/omega/.COMMON/bin/latex>, 2660, 50

<7f0000f1 , ./i386_mach/omega/.COMMON/bin/pstex>, 2660, 50

<7f0000f1 , ./i386_mach/omega/bin/virtex>, 2660, 50

<7f0000f1 , ./i386_mach/omega/bin/xdvi>, 2660, 50

<7f0000f1 , ./i386_mach/omega/bin/bibtex>, 2660, 40

<7f0000f1 , ./i386_mach/omega/lib/formats/psplain.fmt>, 2660, 50

<7f0000f1 , ./i386_mach/omega/lib/formats/lplain.fmt>, 2660, 50

<7f0000f1 , ./i386_mach/omega/.COMMON/lib/macros/article.sty>, 2660, 50

<7f0000f1 , ./i386_mach/omega/.COMMON/lib/macros/art10.sty>, 2660, 50

<7f0000f1 , ./i386_mach/omega/.COMMON/lib/macros/psfonts.sty>, 2660, 50

<7f0000f1 , ./i386_mach/omega/.COMMON/lib/macros/times.sty>, 2660, 50

<7f0000f1 , ./i386_mach/omega/.COMMON/lib/macros/plain.bst>, 2660, 40

<7f0000f1 , ./i386_mach/omega/.COMMON/lib/fonts/times.tfm>, 2660, 50

<7f0000f1 , ./i386_mach/omega/.COMMON/lib/fonts/timesb.tfm>, 2660, 50

<7f0000f1 , ./i386_mach/omega/.COMMON/lib/fonts/timesit.tfm>, 2660, 50

<7f0000f1 , ./i386_mach/omega/.COMMON/lib/fonts/courier.tfm>, 2660, 50

<7f0000f1 , ./i386_mach/omega/.COMMON/lib/pk/lw/common/pk300>, 2660, 50

<7f0000f1 , ./i386_mach/omega/.COMMON/lib/pk/lw/common/pk300/cmbsy10.300pk>, 2660, 50

<7f0000f1 , ./i386_mach/omega/.COMMON/lib/pk/lw/common/pk300/circlew10.300pk>, 2660, 50

<7f0000f1 , ./i386_mach/omega/.COMMON/lib/pk/lw/common/pk300/cmr10.746pk>, 2660, 50

<7f0000f1 , ./i386_mach/omega/.COMMON/lib/pk/lw/common/pk300/lasy6.300pk>, 2660, 50

<7f0000f1 , ./i386_mach/omega/.COMMON/lib/pk/lw/common/pk300/cmmib10.329pk>, 2660, 50

.

.

.