*

Mootaz Elnozahyis with IBM Austin Research Lab. Email: mootaz@us.ibm.com.

�

Lorenzo Alvisi is with the Department of Computer Sciences, Universityof Texas at Austin. Email: lorenzo@cs.utexas.edu.

�

Yi - Min Wang is with Microsoft Research. Email: ymwang@microsoft.com.

§ Davi d B. Johnson is with the Computer Science Department, Carnegie Mellon University. Email: dbj@cs.cmu.edu.

A Survey of Rollback - Recovery Protocols

in Message - Pass ing Systems

Mootaz Elnozahy * Lorenzo Alvisi �

Yi - Min Wang � David B. Johnson §

June 1999

CMU - CS - 99 - 148

(A revision of CMU - CS - 96 - 181)

School of Computer Science

Carnegie Mellon University

Pittsburgh, PA 15213

Keywords : Distributed systems, fault tolerance, high availability, checkpointing, message logging, rollback,

recovery.

Abstract

T his surveycovers rollback - recoverytechniques that do not require special language constructs.

In the first part of the surveywe classifyrollback - recoveryprotocols into checkpoint - based and

log - based. Checkpoint - based protocols rel ysolelyon checkpointing for systemstate restoration.

Checkpointing can be coordinated, uncoordinated, or communication - induced. Log - based

protocols combine checkpointing with logging of nondeterministic events, encoded in tuples

called determinants . Depending on howdeterminants are logged, log - based protocols can be

pessimistic, optimistic, or causal. T hroughout the survey, we highlight the research issues that are

at the core of rollback recoveryand present the solutions that currentlyaddress the m. We also

compare the performance of different rollback - recoveryprotocols with respect to a series of

desirable properties and discuss the issues that arise in the practical implementations of these

protocols.

1 Introduction

Distributed systems todayar e ubiquitous and enable manyapplications, including client - server systems, transaction

processing, World Wide Web, and scientific computing, among manyothers. T he vast computing potential of these

systems is often hampered bytheir susceptibilityto fai lures. T herefore, manytechniques have been developed to

add reliabilityand high availabilityto distributed systems. T hese techniques include transactions, group

communications and rollback recovery, and have different tradeoffs and focuses. For examp le, transactions focus

on data - oriented applications, while group communications offer an abstraction of an ideal communication system

on top of which programmers can develop reliable applications. T his surveycovers transparent rollback recovery,

which f ocuses on long - running applications such as scientific computing and telecommunication applications

[26] [43] .

Rollback recoverytreats a distributed systemas a collection of application processes t hat communicate

through a network. Fault tolerance is achieved byperiodicallyusing stable storage to save the processes´ states

during failure - free execution. Upon a failure, a failed process restarts fromone of its saved states, therebyreducing

the amount of lost computation. Each of the saved states is called a checkpoint .

Rollback recoveryhas manyflavors. For example, a system mayrelyon the application to decide when and

what to save on stable storage. Or, it mayprovide the application prog rammer with linguistic constructs to structure

the application [47] . We focus in this surveyon transparent techniques, which do not require anyintervention on

the part of the application or the programmer. T he systemautomaticallytakes checkpoints according to some

specified policy, and recovers automaticallyfromfailures if theyoccur. T his approach has the advantages of

relieving the application programmers fromthe complex and error - prone chores of impl ementing fault tolerance and

of offering fault tolerance to existing applications written without consideration to reliabilityconcerns.

Rollback recoveryhas been studied in various forms and in connection with manyfields of research. T hus, it

is perha ps impossible to provide an extensive coverage of all the issues related to rollback recoverywithin the scope

of one article. T his surveyconcentrates on the definitions, fundamental concepts, and implementation issues of

rollback - recoveryprotocols in d istributed systems. T he coverage excludes the use of rollback recoveryin many

related fields such hardware - level instruction retry, distributed shared memory [38] , real - time systems, and

debugging [37] . T he coverage also excludes the issues of using rollback recoverywhen failures could include

Byzantine modes or are not restricted to the fail - stop model [51] . Also excluded are rollback - recoverytechniques

that relyo n special language constructs such as recoveryblocks [47] and transactions. Finally, the section on

implementation exposes manyrelevant issues related to implementing checkpointing on uniprocessors, although the

coverage i s byno means an exhaustive one because of the large number of issues involved.

Message - passing systems complicate rollback recoverybecause messages induce inter - process dependencies

during failure - free operation. Upon a failure of one or more processes in a system, these dependencies mayforce

some of the processes that did not fail to roll back, creating what is commonlycalled rollback propagation . T o see

whyrollback propagation occurs, consider the situation where a sender of a message m rolls back to a state that

precedes the sending of m . T he receiver of m must also roll back to a state that precedes m ´s receipt; otherwise, the

states of the two processes would be inconsistent because theywould showthat message m was received without

being sent, which is impossible in anycorrect failure - free execution. Under some scenarios, rollback propagation

mayextend back to the initial state of the computation, losing all the work performed before a failure. T his situation

is known as the domino effect [47] .

T he domino effect mayoccur if each process takes its checkpoints independently ˙ an approach known as

independent or uncoordinated checkpointing . It is obviouslydesirable to avoid the domino effect and therefore

several t echniques have been developed to prevent it. One such technique is to perform coordinated checkpointing

in which processes coordinate their checkpoints in order to save a system - wide consistent state [16] . T his consistent

set of checkpoints can then be used to bound rollback propagation. Alternatively, communication - induced

checkpointing forces each process to take checkpoints based on information piggybacked on the application

messages it receives fromother processes [50] . Checkpoints are taken such that a system - wide consistent state

always exists on stable storage, therebyavoiding the domino effect.

T he approaches discussed so far implement checkpoint - based rollback recovery, which relies onl yon

checkpoints to achieve fault - tolerance. In contrast, log - based rollback recoverycombines checkpointing with logging of nondeterministic events. 1 Log - based rollback recoveryrelies on the piecewise deterministic ( PWD )

assumption [56] , which postulates that all nondeterministic events that a process executes can be identified and that

the information necessaryto replayeach event during recoverycan be logged in the event´s determinant [1] . By

logging and replaying the nondeterministic events in their exact original order, a process can deterministically

recreate its pre - failure state even if this state has not been checkpointed. Log - based rollback recoveryin general

enables a systemto recover beyond the most recent set of consistent checkpoints. It is therefore particularly

attractive for applications that frequentlyinteract with the outside world , which consists of all input and output

devices that cannot roll back. Log - based rollback recoveryhas three flavors, depending on howthe determinants are

logged to stable storage. In pessimistic logging , the application has to block waiting for the determinant of each

nondeterministic event to be stored on stable storage befor e the effects of that event can be seen byother processes

or the outside world. Pessimistic logging simplifies recoverybut hurts failure - free performance. In optimistic

logging , the application does not block, and determinants are spooled to stable sto rage asynchronously. Optimistic

logging reduces the failure - free overhead, but complicates recovery. Finally, in causal logging , lowfailure - free

overhead and simpler recoveryare combined bystriking a balance between optimistic and pessimistic logging. T he

three flavors also differ in their requirements for garbage collection and their interactions with the outside world, as

will be explained later.

T he outline of the rest of the surveyis as follows:

· Section 2 : systemmode l, terminologyand generic issues in rollback recovery.

· Section 3 : checkpoint - based rollback - recoveryprotocols.

· Section 4 : log - based rollback - recoveryprotocols.

· Section 5 : implementation issues.

· Section 6 : conclusions.

2 Background and Definitions

2.1 System Model

A message - passing systemconsists of a fixed number of processes that communicate onlythrough messages.

T hroughout this survey, we us e N to denote the total number of processes in a system. Processes cooperate to

execute a distributed application programand interact with the outside world byreceiving and sending input and

output messages, respectively. Figure 1 shows a sample system consisting of three processes, where horizontal lines

extending toward the right - hand side represent the execution of each process, and arrows between processes

represent messages.

Rollback - recoveryprotocols generallyassume that the communication networ k is immune to partitioning but

differ in the assumptions theymake about network reliability. Some protocols assume that the communication

subsystemdelivers messages reliably, in First - In - First - Out (FIFO) order [16] , while o ther protocols assume that the

communication subsystemcan lose, duplicate, or reorder messages [28] . T he choice between these two assumptions

usuallyaffects the complexityof recoveryand its implementation in different ways . Generally, assuming a reliable

network simplifies the design of the recoveryprotocol but introduces implementation complexities that will be

described in Section 2.4 and Section 5.4.2 .

A process execution is a sequence of state intervals , each started bya nondeterministic event. Execution

during each state interval is deterministic, such that if a process starts fromthe same state and is subjected to the

same nondeterministic events at the sam e locations within the execution, it will always yield the same output. A

process mayfail, in which case it loses its volatile state and stops execution according to the fail - stop model [51] .

Processes have access to a stabl e storage device that survives failures, such that state information saved on this

device during failure - free execution can be used for recovery. T he number of tolerated process failures mayvary

from1 to N , and the recoveryprotocol needs to be designed accordingly. Furthermore, some protocols maynot

tolerate failures that occur during recovery.

1 Earlier papers in this area have assumed a model in which the occurrence of a nondeterministic event is modeled as a message

receipt. In this model, nond eterministic - event logging reduces to message logging . In this paper, we use the terms event logging

and message logging interchangeably.

2.2 Consistent System States

A global state of a message - passing systemis a collection of the individual states of all participating processes and

of the states of the communication channels. Intuitively, a consistent global state is one that mayoccur during a

failure - free, correct execution of a distributed computation. More precisely, a consistent system state is one in

which if a process´s state reflects a message receipt, then the state of the corresponding sender reflects sending that

message [16] . For example, Figure 2 shows two examples of global states ˙ a consistent state in Figure 2(a), and an

inconsistent state in Figure 2(b). Note that the consistent state in Figure 2(a) shows message m

1 to have been sent

but not yet received. T his state is consistent, because it represents a situation in which the message has left the

sender and is still traveling across the network. On the other hand, the state in Figure 2(b) is inconsistent because

process P

2 is shown to have received m

2 but the state of process P

1 does not reflect sending it. Such a state is

impossible in anyfailure - free, correct computation.

Inconsistent states occur because of failures. For example, the situation shown in part (b) of Figure 2 may

occur if process P

1 fails after sending message m

2 to P

2 and then restarts at the state shown in the figure.

A fundamental goal of anyrollback - recoveryprotocol is t o bring the systeminto a consistent state when

inconsistencies occur because of a failure. T he reconstructed consistent state is not necessarilyone that has occurred

before the failure. It is sufficient that the reconstructed state be one that could ha ve occurred before the failure in a

failure - free, correct execution.

Outside world

Message - passing system

Output message

Input message

P

0

P

1

P

2 m

1

m

2

Figure 1. An example of a message - passing systemwith three processes.

(b)

                                                                                                              (a)

P

        0

P

        1

P

        2

                                                                                                                        m

1

m

2

P

0

P

1

P

2
m

1

m

2

Consistent state  Inconsistent state

                                                                                  Figure 2.  An exa mple of a consistent and inconsistent state.

                                                                                   2.3  Z - Paths and Z - Cycles

                                                                                   A Z - path  (zigzag path) is a special sequence of messages that connects two checkpoints [41] .  Let

[  denote

                                                                                 Lamport´s ha ppen - before relation [34] .  Let c

i,x

 denote the x
th
 checkpoint of process P

i

.  Also, define the execution

                                                                                 portion between two consecutive checkpoints on the same process to be the checkpoint interval starting with the

                                                                                 earlier c heckpoint.  Given two checkpoints c

i,x

 and c

j,y

, a Z - path exists between c

i,x

 and c

j,y

 if and only if one of the

                                                                                 following two conditions holds:

                                                                                 1.  x < y and i = j; or

                                                                                 2.  T here exists a sequence of messages [ m

0

,  m

1

,�, m

n

], n

P  0, such that:

·
                         c

                               i,x

                                         [  send

                                                                                       i

                                                                                         (m

                                                                                                        0

                                                                                                             );

·

                                    J  j , and a message m is sent from I
i,x

and received in I
j,y

, or

   (2)  i  = j  and y = x + 1.

                                        T he name ^rollback - dependency graph~ comes from the observation that if there is an edge from c
i,x

 to c
j,y
and a failure forces I

                                                                                                                   i,x

 to be rolled back, then I
j,y

 must also be rolled back.

                                        Figure 8(b) shows the rollback dependency graph for the execution in Figur e 8(a).  T he algorithm used to
compute the recovery line first marks the graph nodes corresponding to the states of processes P

0

 and P

1

 at the
failure point (shown in figure in dark ellipses).  It then uses reachability analysis [9]  to mark all reachable nodes
from any of the initially marked nodes.  T he union of the last unmarked nodes over the entire system forms the
recovery line, as shown in Figure 8(b).

                                        T he second approach is based on the checkpoint graph [59] .  Checkpoint graphs are similar to rollback -
dependency graphs except that, when a message is sent from I
i,x

and received in I
j,y

, a directed edge is drawn from
c

      i,x - 1

                       to c

                                               j,y

                                                         (instead of c
i,x

 to c
j,y

), as shown in Figure 8( c).  T he recovery line can be calculated by first removing both
the nodes corresponding to the states of the failed processes at the point of failures and the edges incident on them,
and then applying the rollback propagation algorithm [59]  on the checkpoint graph as shown in Figure 9.  Both the
rollback - dependency graph and the checkpoint graph approaches are equivalent, in that they always produce the
same recovery line (as indeed they do in the example).

Failure

(b)

(c)

         P

                 0

         P

                 1

          P

                  2

         P

                 3

P

0

P

1

P

2

P

3

                            c

                                  0,0

                                              c

                                                                                               0,1

                             c

                                   1,0

                                               c

                                                                                             1,1

c

0,0

 c

0,1
c

1,0

c

1,1

Marked

Recovery
line

Marked

Recovery
line

Initially
marked

                                                             P

                                                                     0

                                                              P

                                                                      1

                                                             P

                                                                     2

                                                                P

                                                                        3

Checkpoint

c

0,1
c

0,2

                                                                                        c

                                                                                              0,0

                                                                                           c

                                                                                                 1,0
c

1,1

(a)

                                                                                Fig ure 8.  (a) Example execution; (b) rollback - dependency graph; (c) checkpoint graph.

3.1.3  Garba ge Collection

Any checkpoint that precedes the recovery lines for all possible combinations of process failures can be garbage -
collected.  T he garbage collection algorithm based on a rollback dependency graph works by identifying the
obsolete checkpoints a s follows.  First, it marks all volatile checkpoints and removes all edges ending in a marked
checkpoint, producing a non - volatile rollback dependency graph  [63] .  T hen, it uses reachability analysis to
determine the worst - case  recovery line for this graph, called the global recovery line.  Figure 10 shows the non -
volatile rollback - dependency graph and the global recovery line of Figure 8(a).  In this case, only the first
checkpoint of each process is obsolete and can be garbage - collected.  As the figure illustrates, when the global
recovery line is unable to advance because of rollback propagation, a large number of non - obsolete checkpoints may
need to be retained.

                                        By deriving the necessary and sufficient conditions for a checkp oint to be useful for any future recovery, it is
possible to derive an optimal garbage collection algorithm that reduces the number of retained checkpoints [62] .

T he algorithm determines a set of N  recovery lines, the union of  which contains all useful checkpoints.  Each of the

N  recovery lines is obtained by initially marking one volatile checkpoint in the non - volatile rollback - dependency
graph.  For the graph in Figure 10, the optimal algorithm identifies the four checkpoints  A,B,C  and D  as well as the
four obsolete checkpoints as garbage checkpoints.  T he number of useful checkpoints has a tight upper bound
of  N ( N +1)/2 [62] .

3.2  Coordinated Checkpointing

3.2.1  Overview

Coordinated checkpointing requires pro cesses to orchestrate their checkpoints in order to form a consistent global
state.  Coordinated checkpointing simplifies recovery and is not susceptible to the domino effect, since every
process always restarts from its most recent checkpoint.  Also, coor dinated checkpointing requires each process to
maintain only one permanent checkpoint on stable storage, reducing storage overhead and eliminating the need for
garbage collection.  Its main disadvantage, however, is the large latency involved in committing  output, since a
global checkpoint is needed before output can be committed to the outside world.

                                        A straightforward approach to coordinated checkpointing is to block communications while the
checkpointing protocol executes [57] .  A coordinator takes a checkpoint and broadcasts a request message to all
processes, asking them to take a checkpoint.  When a process receives this message, it stops its execution, flushes all
the communication channels, takes a tentative checkpoint, a nd sends an acknowledgment message back to the
coordinator.  After the coordinator receives acknowledgments from all processes, it broadcasts a commit message
that completes the two - phase checkpointing protocol.  After receiving the commit message, each pr ocess removes
the old permanent checkpoint and atomically makes the tentative checkpoint permanent.  T he process is then free to
resume execution and exchange messages with other processes.  T his straightforward approach, however, can result
in large overh ead, and therefore non - blocking checkpointing schemes are preferable [20] .

                          include last check point of each failed process as an elem ent in set RootSet ;

                          include current state of each surviving process as an elem ent in RootSet ;

                          m ark  all check points reachable by following at least one edge from  any m em ber of  RootSet ;

                          while (at least one m em ber of RootSet  is m ark ed)

                                                                            replace each m ark ed elem ent in RootSet  by the last unm ark ed check point of the

                                                                             sam e  process;

                                                                            m ark  all check points reachable by following at least one edge from  any m em ber
of  RootSet

                          endwhile

                          RootSe t  is the recovery line.

Figure 9.  T he rollback propagation algorithm.

3.2.2  Non - blocking Checkpoint Coordination

A fundamental problem in coordinated checkpointing is to prevent a process from receiving application messages
tha t could make the checkpoint inconsistent.  Consider the example in Figure 11(a), in which message m  is sent by

P

        0

              after receiving a checkpoint request from the checkpoint coordinator.  Now, assume that m reaches P

1

 before the
checkpoint request.  T his situ ation results in an inconsistent checkpoint since checkpoint c

1, x

 shows the receipt of
message m from P

                                                                                                         0

                                                                                                              , while checkpoint c

0, x

 does not show it being sent from P

0

.  If channels are FIFO, this problem
can be avoided by preceding the first post - checkpoint m essage on each channel by a checkpoint request, and forcing
each process to take a checkpoint upon receiving the first checkpoint - request message, as illustrated in Figure 11(b).

An example of a non - blocking checkpoint coordination protocol using this ide a is the distributed snapshot [16] , in
which markers play the role of the checkpoint - request messages.  In this protocol, the initiator takes a checkpoint
and broadcasts a marker (a checkpoint request) to all processes.  Each p rocess takes a checkpoint upon receiving the
first marker and rebroadcasts the marker to all processes before sending any application message.  T he protocol
works assuming the channels are reliable and FIFO.  If the channels are non - FIFO, the marker can be  piggybacked
on every post - checkpoint message as in Figure 11(c) [33] .  Alternatively, checkpoint indices can serve the same role
as markers, where a checkpoint is triggered when the receiver´s local checkpoint index is lower t han the
piggybacked checkpoint index [20] [52] .

3.2.3
                                                  Synchronized Checkpoint Clocks

Loosely synchronized clocks can facilitate checkpoint coordination [58] .  More specificall y, loosely synchronized
clocks can trigger the local checkpointing actions of all participating processes at approximately the same time
without a checkpoint initiator.  A process takes a checkpoint and waits for a period that equals the sum of the
maximum  deviation between clocks and the maximum time to detect a failure in another process in the system.  T he

                                                                                                           m

                    Initiator
c

1, x

                                            c

                                                  0, x

            P

                   1

              P

                    0

                                                                                checkpoint request

                                                                                 (a)

checkpoint request
m

Initiator
c

1, x

c

0, x

P

1

P

0

(b)

m

Initiator
c

1, x

c

0, x

P

1

P

0

(c)

checkpoint request

                                                   Figur e 11.  Non - blocking coordinated checkpointing:  (a) checkpoint inconsistency; (b) with FIFO

                                           channels; (c) non - FIFO channels (the short dashed line represents a piggybacked checkpoint request ).

P

0

P

1

P

2

P

3

c

0,0

c

0,1
c

1,0

 c

1,1

Global recovery
line

Obsolete
checkpoints

                                                                                  Figure 10.  Garbage collection based on global recovery line and obsolete checkpoints.

A

C

D

B
process can be assured that all checkpoints belonging to the same coordination session have been taken without the
need of exchanging any messages.  I f a failure occurs, it is detected within the specified time and the protocol is
aborted.  T o guarantee checkpoint consistency, either the sending of messages is blocked for the duration of the
protocol, or checkpoint indices are piggybacked to avoid block ing as explained above.

3.2.4  Minimal Checkpoint Coordination

Coordinated checkpointing requires all processes to participate in every checkpoint.  T his requirement generates
valid concerns about its scalability.  It is desirable to reduce the number of processe s involved in a coordinated
checkpointing session.  T his can be done since only those processes that have communicated with the checkpoint
initiator either directly or indirectly since the last checkpoint need to take new checkpoints [32] .

                                        T he following two - phase protocol achieves minimal checkpoint coordination [32] .  During the first phase,
the checkpoint initiator identifies all processes with which it has communicated since the last checkpoint an d sends
them a request.  Upon receiving the request, each process in turn identifies all processes it has communicated with
since the last checkpoints and sends them a request, and so on, until no more processes can be identified.  During the
second phase,  all processes identified in the first phase take a checkpoint.  T he result is a consistent checkpoint that
involves only the participating processes.  In this protocol, after a process takes a checkpoint, it cannot send any
message until the second phase terminates successfully, although receiving a message after the checkpoint has been
taken is allowable.

3.3  Communication - induced Checkpointing

3.3.1  Overview

Communication - induced checkpointing  avoids the domino effect while allowing processes to take some of their
checkpoints independently [14] .  However, process independence is constrained to guarantee the eventual progress
of the recovery line, and therefore processes may be forced to take additional checkpoints.  T he checkpoints that  a
process takes independently are called local checkpoints, while those that a process is forced to take are called
forced checkpoints.  Communication - induced checkpointing piggybacks protocol - related information on each
application message.  T he receiver  of each application message uses the piggybacked information to determine if it
has to take a forced checkpoint to advance the global recovery line.  T he forced checkpoint must be taken before the
application may process the contents of the message, possi bly incurring high latency and overhead.  It is therefore
desirable in these systems to reduce the number of forced checkpoints to the extent possible.  In contrast with
coordinated checkpointing, no special coordination messages are exchanged.

                                        We distingu ish two types of communication - induced checkpointing.  In model - based checkpointing , the
system maintains checkpoint and communication structures that prevent the domino effect or achieve some even
stronger properties [60] .  In  index - based coordination , the system uses an indexing scheme for the local and forced
checkpoints, such that the checkpoints of the same index at all processes form a consistent state.  Recently, it has
been proved that the two types are fundamentally equ ivalent [25] , although in practice, there may be some evidence
that index - based coordination results in fewer forced checkpoints [2] .  Other practical issues concerning these
protocols will be discu ssed in Section 5.

3.3.2  Model - based Checkpointing

Model - based checkpointing relies on preventing patterns of communications and checkpoints that could result in
inconsistent states among the existing checkpoints.  A model is set up to detect the possibility tha t such patterns
could be forming within the system, according to some heuristic.  A checkpoint is usually forced to prevent the
undesirable patterns from occurring.  Model - based checkpointing works with the restriction that no control (out - of -
band) message s are exchanged among the processes during normal operation.  All information necessary to execute
the protocol is piggybacked on top of application messages.  T he decision to force a checkpoint is done locally using
the information available.  T herefore, under this style of checkpointing it is possible that two processes detect the
potential for inconsistent checkpoints and independently force local checkpoints to prevent the formation of
undesirable patterns that may never actually materialize or that cou ld be prevented by a single forced checkpoint.

T hus, this style of checkpointing always errs on the conservative side by taking more forced checkpoints than is
probably necessary, because without explicit coordination, no process has complete information about the global
system state.

                                        T he literature contains several domino - effect - free checkpoint and communication models .  T he MRS  model

[50]  avoids the domino effect by ensuring that within every checkpoint interval all message - receiving events
precede all message - sending events.  T his model can be maintained by taking an additional checkpoint before every
message - receiving event that is not separated from its previous message - sending event by a checkpoint [60] .

Another way to prevent the domino effect is to avoid rollback propagation completely by taking a checkpoint
immediately after every message - sending event [7] .  Recent work has focused on ensuring that every checkpo int can
belong to a consistent global checkpoint and therefore is not useless [5] [24] [25] [41] .

3.3.3  Index - based Communication - Induced Checkpointi ng

Index - based communication - induced checkpointing works by assigning monotonically increasing indexes to
checkpoints, such that the checkpoints having the same index at different processes form a consistent state [14] . T he
ind exes are piggybacked on application messages to help receivers decide when they should force a checkpoint.  For
instance, the protocol by Briatico et al forces a process to take a checkpoint upon receiving a message with a
piggybacked index greater than th e local index [14] .  More sophisticated protocols piggyback more information on
top of application messages to minimize the number of forced checkpoints [24] .

4  Log - Based Rollback Recovery

As opposed to checkpoint - based rollback recovery, log - based rollback recovery makes explicit use of the fact that a
process execution can be modeled as a sequence of deterministic state intervals, each starting with the execution of a
nondeterministic event [56] .  Such an event can be the receipt of a message from another process or an event internal
to the process.  Sending a message, however, is not  a nondeterministic event.  For example, in Figure 5, the
execution of process P

0

 is a seq uence of four deterministic intervals.  T he first one starts with the creation of the
process, while the remaining three start with the receipt of messages m

0

, m

3

, and m

7

, respectively.  Sending message
m

          2

               is uniquely determined by the initial state of P

0

 and by the receipt of message m

0

, and is therefore not a
nondeterministic event.

                                        Log - based rollback recovery assumes that all nondeterministic events can be identified and their
corresponding determinants can be logged to stable storage.  During failure - fr ee operation, each process logs the
determinants of all the nondeterministic events that it observes onto stable storage.  Additionally, each process also
takes checkpoints to reduce the extent of rollback during recovery.  After a failure occurs, the fail ed processes
recover by using the checkpoints and logged determinants to replay the corresponding nondeterministic events
precisely as they occurred during the pre - failure execution.  Because execution within each deterministic interval
depends only on the  sequence of nondeterministic events that preceded the interval´s beginning, the pre - failure
execution of a failed process can be reconstructed during recovery up to the first nondeterministic event whose
determinant is not logged.

                                        Log - based rollback - recov ery protocols have been traditionally called ^message logging protocols.~  T he
association of nondeterministic events with messages is rooted in the earliest systems that proposed and
implemented this style of recovery [7] [11] [56] .  T hese systems translated nondeterministic events into deterministic
message receipt events.

                                        Log - based rollback - recovery protocols guarantee that upon recovery of all failed processes, the syst em does
not contain any orphan process, i.e., a process whose state depends on a nondeterministic event that cannot be
reproduced during recovery.  T he way in which a specific protocol implements this condition affects the protocol´s
failure - free performan ce overhead, latency of output commit, and simplicity of recovery and garbage collection, as
well as its potential for rolling back correct processes.  T here are three flavors of these protocols:

·

                         Pessimistic log - based rollback - recovery protocols guarantee that orphans are never created due to a failure.

                         T hese protocols simplify recovery, garbage collection and output commit, at the expense of higher failure - free

                         performance overhead.

·

                         Optimistic log - based rollback - recovery protocols reduce the failure - free performance overhead, but allow

                         orphans to be created due to failures.  T he possibility of having orphans complicates recovery, garbage

                         collection and output commit.

·

                         Causal log - based rollback - recovery protocols attempt to combine the advantages of low perf ormance overhead

                         and fast output commit, but they may require complex recovery and garbage collection.

We present log - based rollback - recovery protocols by first specifying a property that guarantees that no

                                                                                   orphans are created during an execution, and then  by discussing how the three major classes of log - based rollback -

                                                                                   recovery protocols implement this consistency condition

.

                                                                                   4.1  The No - Orphans Consistency Condition

                                                                                   Let e be a nondeterministic event that occurs at process p , we define:

                                                                                   ·

                                                                                                            Depend ( e ), the set of proc esses that are affected by a nondeterministic event e.   T his set consists of p , and any

                                                                                                            process whose state depends on the event e according to Lamport´s happened before  relation [34] .

                                                                                   ·

                                                                                                            Log ( e ), the set of processes that have log ged a copy of e ´s determinant in their volatile memory.

                                                                                   ·

                                                                                                            Stable ( e ), a predicate that is true if e ´s determinant is logged on stable storage.

Now, suppose that a set of processes
y

 crashes.  A process p  in
y

 becomes an orphan when p  itself does not

                                                                                   fail and p ´s state depends on the execution of a nondeterministic event e  whose determinant cannot be recovered

                                                                                   from stable storage or from the volatile memory of a surviving process.  Formally [1] :

~  e:

˘  Stable(e)

H  Depend(e)

C  Log(e )

                                                                                                                 We call this property the always - no - orphans  condition.  It stipulates that if any surviving process depends on

                                                                         an event e , that either the event is logged on stable storage, or the process has a copy of the determinant of event e .

                                                                         If neither condition i s true, then the process is an orphan because it depends on an event e that cannot be generated

                                                                         during recovery since its determinant has been lost.

                                                                         4.2  Pessimistic Logging

                                                                         4.2.1  Overview

                                                                         Pessimistic logging protocols are designed under the assumption that a failur e can occur after any nondeterministic

                                                                         event in the computation.  T his assumption is ^pessimistic~ since in reality failures are rare.  In their most

                                                                         straightforward form, pessimistic protocols log to stable storage the determinant of each nondeterministic  event

                                                                         before the event is allowed to affect the computation.  T hese pessimistic protocols implement the following

                                                                         property, often referred to as synchronous logging , which is a strengthening of the always - no - orphans condition:

                                                                                                                 ~  e: ˘  Stable(e)  H

[ Depend( e) [  = 0

                                        T his property stipulates that if an event has not been logged on stable storage, then no process can depend

on  it.

                                        In addition to logging determinants, processes also take periodic checkpoints to limit the amount of work that

has to be repeated in execution replay during recovery.  Should a failure occur, the application program is restarted

from the most recent checkpoint and the logged determinants are used during recovery to recreate the pre - failure

execution.

                                        Consider the example in Figure 12.  During failure - free operation the logs of processes P

0

, P

1

 and P

2

 contain

the determinants needed to replay messages { m

0

, m

4

, m

7

}, { m

1

, m

3

, m

6

} and { m

2

, m

5

}, respectively.  Suppose

processes P

                                                                 1

                                                                       and P

                                                                                                          2

                                                                                                                fail as shown, restart from checkpoints B  and C , and ro ll forward using their determinant logs to

deliver again the same sequence of messages as in the pre - failure execution.  T his guarantees that P

1

 and P

2

 will

repeat exactly their pre - failure execution and re - send the same messages.  Hence, once recovery is complete, both

processes will be consistent with the state of P

0

 that includes the receipt of message m

7

 from P

1

.

                                        In a pessimistic logging system, the observable state of each process is always recoverable.  T his property

has four advantages:

1.  Processes can  commit output to the outside world without running a special protocol.

2.  Processes restart from their most recent checkpoint upon a failure, therefore limiting the extent of execution that

                         has to be replayed.  T hus, the frequency of checkpoints can be deter mined by trading off the desired runtime

                         performance with the desired protection of the on - going execution.

3.  Recovery is simplified because the effects of a failure are confined only to the processes that fail.  Functioning

                         processes continue to operate and  never become orphans because a process always recovers to the state that

                         included its most recent interaction with any other process or with the outside world.  T his is highly desirable in

                         practical systems [27] .

 15

4.  Recovery inf ormation can be garbage - collected easily.  Older checkpoints and determinants of nondeterministic

                         events that occurred before the most recent checkpoint can be reclaimed because they will never be needed for

                         recovery.

                                        T he price to be paid for these advanta ges is a performance penalty incurred by synchronous logging.

Implementations of pessimistic logging must therefore resort to special techniques to reduce the effects of

synchronous logging on performance.  Some protocols rely on special hardware to facil itate logging [11] , while

others may limit the number of tolerated failures to improve performance [29] [31] .

4.2.2  Techniques f or Reducing Perf ormance Overhead

Synchronous log ging [11]  can potentially result in a high performance overhead.  T his overhead can be lowered

using special hardware.  For example, fast non - volatile semiconductor memory can be used to implement stable

storage [6] .  Synchronous logging in such an implementation is orders of magnitude cheaper than with a traditional

implementation of stable storage that uses magnetic disk devices.  Another form of hardware support uses a special

bus to guarantee ato mic logging of all messages exchanged in the system [11] .  Such hardware support ensures that

the log of one machine is automatically stored on a designated backup without blocking the execution of the

application program.  T hi s scheme, however, requires that all nondeterministic events be converted into external

messages [7] [11] .

                                        Some pessimistic logging systems reduce the overhead of synchronous logging without relying on hardware.

For example, the Sender - Based Message Logging  (SBML) protocol keeps the determinants corresponding to the

delivery of each message m  in the volatile memory of its sender [29] .  T he determinant of m , which consists  of its

content and the order in which it was delivered, is logged in two steps.  First, before sending m , the sender logs its

content in volatile memory.  T hen, when the receiver of m  responds with an acknowledgment that includes the order

in which the me ssage was delivered, the sender adds to the determinant the ordering information.  SBML avoids the

overhead of accessing stable storage but tolerates only one failure and cannot handle nondeterministic events

internal to a process.  Extensions to this tech nique can tolerate more than one failure in special network

topologies  [31] .

4.2.3  Relaxing Logging Atomicity

T he performance overhead of pessimistic logging can be reduced by delivering a message or an event and deferring

its loggin g until the host communicates with another host or with the outside world [28] [29] .  In the example of

Figure 12, process P

                                                                                                                      0

 may defer the logging of messages m

4

 and m

7

 until it communicates with an other process or

the outside world.  Process P

0

 implements the following weaker property, which still guarantees the always - no -

orphans condition:

                                        ~  e: ˘  Stable(e)  H  [ Depend(e) [

Â

MFLN�DQG�%�(�: Â

MFLN�³)DXOW - tolerant distributed computing using atomic send receive checkpoints.~  In

                                     Proceedings of the 2
nd
 IEEE Symposium on Parallel and Distributed Processing , pp. 215 ˙ 222, 1990.

[236]  K.F. Wong and M. Franklin.  ^Checkpointing in di stributed computing systems.~  In Journal of Parallel & Distributed

                                     Computing , pp. 67 ˙ 75, May 1996.

[237]  W. G. Wood.  ^A decentralized recovery control protocol.~  In Proceedings of the Eleventh International Conference on

                                     Fault - Tolerant Computing Systems , pp. 159 ˙ 164, 1981.

[238]  W. G. Wood.  ^Recovery control of communicating processes in a distributed system.~  In Reliable Computer Systems ,

                                     Ed. S. K. Shrivastava, Springer ˘ Verlag , pp. 448 ˙ 473, 1985.

[239]  K. L. Wu and W. K. Fuchs.  ^Recoverable distributed shared virtual memory.~  In IEEE Transactions on Computers ,

                                     39(4):460 ˙ 469, Apr. 1990.

[240]  D. S. Wyner.  ^A technique for optimizing the performance of a checkpoint restart system.~  In Proceedings of the

                                     Canadian Computer Conference , Montreal, pp. 201 ˙ 212, Jun. 1972.

[241]  J. Xu a nd R. H. B. Netzer.  ^Adaptive independent checkpointing for reducing rollback propagation.~  In Proceedings of

                                     the 5

                                                              th
                                                                      IEEE Symposium on Parallel and Distributed Processing , pp. 754 ˙ 761, Dec. 1993.

[242]  J. Xu, R.B. Netzer, and M. Mackey.  ^Sender - based message  logging for reducing rollback propagation.~  In Proceedings

                                     of the Seventh IEEE Symposium on Parallel and Distributed Processing , pp. 602 ˙ 609, 1995.

[243]  J. W. Young.  ^A first order approximation to the optimum checkpoint interval.~  In Communications of the ACM , Vol.

                                     17, No. 9, Sep. 1974.

[244]  F. Zambonelli.  ^Distributed checkpoint algorithms to avoid rollback propagation.~  In Proceedings of the 24
th

                                     EUROMICRO Conference ,  pp. 403 ˙ 410, Aug. 1998.

[245]  A. Ziv and J. Bruck.  ^Efficient checkpointing over local area net works.~  In Proceedings of the IEEE Workshop on

                                     Fault - Tolerant Parallel and Distributed Systems , pp. 30 ˙ 35, Jun. 1994.

[246]  A. Ziv and J. Bruck.  ^An on - line algorithm for checkpoint placement.~  In IEEE Transactions on Computers ,

                                     46(9):976 ˙ 985, Sep. 1997.

[247]  M. Z weiacker.  ^Fault - tolerant CORBA using checkpointing and recovery.~   In Comtec , 75(8):20 ˙ 25, 1997.