Advances in Counterexample-Guided

Abstraction/Refinement

Edmund M. Clarke, Ofer Strichman, Editors

September 3, 2003

CMU-CS-03-180

School of Computer Science Carnegie Mellon University Pittsburgh, PA 15213

Abstract

This report is a collection of six articles on model checking in the abstraction/refinement framework. This framework is used by various techniques for tackling the state-space explosion problem that is frequently encountered in model checking.

Keywords: Model-checking, Abstraction-refinement

The articles collected in this report are (in order of appearance):

1. Counterexample-guided abstraction refinement. Clarke, Grumberg, Jha, Lu, Veith[2] 2. SAT based Abstraction-Refinement using ILP and Machine Learning Techniques. Clarke, Gupta, Kukula, Strichman [6] 3. Automated Abstraction Refinement for Model Checking Large State Spaces using SAT based Conflict Analysis. Chauhan, Clarke, Kukula, Sapra, Veith, Wang [1] 4. SAT based Predicate Abstraction for Hardware Verification. Clarke, Talupur, Wang [4] 5. High Level Verification of Control Intensive Systems Using Predicate Abstraction. Clarke, Grumberg, Talupur,Wang [3] 6. Verification of Hybrid Systems Based on Counterexample-Guided Abstraction Refinement. Clarke,Fehnker,Han,Krogh,Stursberg,Theobald [5]

1 Introduction

This report is a collection of six previously published articles on counterexample-guided abstraction refinement in model checking:

1. Counterexample-guided abstraction refinement[2] 2. SAT based Abstraction-Refinement using ILP and Machine Learning Techniques [6] 3. Automated Abstraction Refinement for Model Checking Large State Spaces using SAT based Conflict Analysis[1] 4. SAT based Predicate Abstraction for Hardware Verification [4] 5. High Level Verification of Control Intensive Systems Using Predicate Abstraction [3] 6. Verification of Hybrid Systems Based on Counterexample-Guided Abstraction Refinement [5]

The collection is meant for summarizing and comparing the various approaches to this problem that were developed in our group in the last three years. A survey of previous work on this subject by other research groups appears in the articles themselves. The abstractionrefinement framework was developed by Kurshan in the early 80’s under the name Localization Reduction. A short description of this work appears in [7].

2 The Abstraction/Refinement Framework

Given a model M and a property φ, the abstraction/refinement framework encapsulates various automatic algorithms for finding an abstracted model M̂ with the following two properties: first, M̂ contains enough information for checking whether M |= φ and second, M̂ is as small as possible, so checking whether M̂ |= φ can be done efficiently. This framework is an important tool for tackling the known state-explosion problem in model checking. The framework has four steps, as follows:

1. Generate an initial abstract model M̂.

2. Use model checking to check whether M̂ |= φ. If yes, return TRUE (i.e., M |= φ). 3. Check whether the counterexample can be simulated on the concrete model. If yes, return FALSE (i.e., M |̸= φ).

4. Refine M̂, and go to step 2.

An algorithm in this framework model checks in step 2 a finite series of models M̂_0, . . . , M̂_k s.t. for an arbitrary ACTL formula ψ, ∀i ∈ [0 . . . k − 1]. M̂_i |= ψ → M̂_{i+1} |= ψ, M̂_i ≠ M̂_{i+1} and M̂_k |= φ → M |= φ. The series of models M̂_0, . . . , M̂_k is derived by defining an initial conservative abstraction function, and repeatedly refining it (conservative abstractions, informally, are abstractions that only add transitions to the model. This type of abstraction can result in false negatives, i.e., spurious counterexamples, but not in false positives). Note that in the worst case M̂_k = M, which implies that this process is complete.

The techniques described in the six articles differ from each other in (i) the way they perform each of the four steps of the framework, and (ii) what type of concrete models they can be applied to. Fig. 1 briefly summarizes these differences. The article [5] is the only one that assumes a hybrid automaton, which includes discrete and continuous dynamics and hence describes an infinite-state system. The other five assume that the concrete model has a finite-state description.

The table mentions the terms ‘Dead-end’ and ‘Bad’ sets of states, which are important elements in the refinement technique applied by both [2] and [6]. While these terms are formally defined in the articles themselves, we explain them here informally. When modelchecking M̂_i over φ results in a counterexample that can not be simulated on the concrete model M, we want the refinement process to eliminate this counterexample, i.e., we want to generate a refined model M̂_{i+1} such that this counterexample can not be reproduced. The reason that the counterexample can not be simulated on M is that it represents a trace that includes two consecutive abstract states s_f , s_{f +1} that have a transition between them in M̂_i, but not in M. The ‘Dead-end’ states DE are the set of concrete states that are united under s_f and are reachable via paths that satisfy the counterexample. No single transition from DE can reach a concrete state in s_{f +1}, hence the name ‘Dead-end’. The ‘bad’ states B are the set of states in s_f that can lead to concrete states in s_{f +1}. By definition, DE ∩ B = ∅. The reason that the counterexample satisfies M̂_i is that DE and B are united under the same abstract state s_f . The refinement procedure in both [2] and [6] try to separate these two sets into different abstract states, thus eliminating the counterexample.

The technique in [5] splits each abstract state along the counterexample into two abstract states, one that corresponds to the continuous states that can be reached and the other one to the continuous states that cannot be reached along the counterexample path.

The refinement techniques in [1], [4] and [3] are all based on an analysis of conflict graphs that are built by the SAT solver when the formula is unsatisfiable. The unsatisfiable instance corresponds to a formula that conjoins the abstract counterexample with the concrete model. When the counterexample cannot be simulated on the concrete machine, this formula is unsatisfiable. By analyzing the conflict graph corresponding to the derivation of the empty clause, they identify the clauses and variables that contributed to the contradiction, and use this information to refine the model.

The articles include some experimental results comparing the methods. A good measure for the success of each algorithm (other than the total running time) is the size of the last abstracted model M̂_k and the number k of required iterations to reach this model. Clearly the size of M̂_k heavily depends on M and φ.

References

1. Pankaj Chauhan, Edmund Clarke, James Kukula, Samir Sapra, Helmut Veith, and Dong Wang.

Automated abstraction refinement for model checking large state spaces using sat based conflict analysis. In Aagaard O’Leary, editor, Fourth International Conference on Formal Methods in Computer-Aided Design (FMCAD’02), lncs, Portland, Oregon, Nov 2002.

2. E. M. Clarke, O. Grumberg, S. Jha, Y. Lu, and H. Veith. Counterexample-guided abstraction refinement. In E. A. Emerson and A. P. Sistla, editors, Proc. 12^{th} Intl. Conference on Computer Aided Verification (CAV’00), volume 1855 of Lect. Notes in Comp. Sci. Springer-Verlag, 2000.

3. Edmund Clarke, Orna Grumberg, Muralidhar Talupur, and Dong Wang. High level verification of control intensive systems using predicate abstraction. In Formal Methods and Models for Codesign (MEMOCODE’2003), Mont Saint-Michel, France, June 2003.

4. Edmund Clarke, Muralidhar Talupur, and Dong Wang. Sat based predicate abstraction for hardware verification. In SAT’03, S. Margherita Ligure - Portofino (Italy), May 2003.

Category [2] [6] [5] Model discrete finite-state discrete finite-state discrete/continuous Abstraction Replacing Predicates Making variables Continuous state-space with Boolean ‘invisible’, i.e. of each discrete state variables. removing the logic (location) that defines their is partitioned allowed transitions, into polyhedra. and referring to them as free inputs.

Checking the OBDDs SAT over-approximations counterexample of continuous dynamics Refinement Computing with Sampling the set of Split locations OBDDs the full set Dead-end and Bad along the of Dead-end and states and finding a counterexample based Bad states and small set of variables on computed separating them. that separate them. over-approximations of reachable states.

Category [1] [4] [3] Model Discrete finite-state Discrete finite-state Discrete finite-state describing Control Intensive Systems Abstraction Same as [6] Predicate abstraction Predicate abstraction Checking the SAT SAT SAT counterexample Refinement Identifying variables Identifying variables Same as [4] that deduce the corresponding to empty clause in the predicates that deduce SAT based check of the empty clause in the counterexample. the SAT based check of the counterexample.

Fig. 1. A high-level comparison of the six approaches with respect to the various stages of the abstraction / refinement framework

5. E.M. Clarke, A. Fehnker, Z. Han, B. Krogh, O. Stursberg, and M. Theobald. Verification of hybrid systems based on counterexample-guided abstraction refinement. In TACAS, volume 2619 of LNCS. Springer, 2003.

6. E.M. Clarke, A. Gupta, J. Kukula, and O. Strichman. SAT based abstraction - refinement using ILP and machine learning techniques. In E. Brinksma and K.G. Larsen, editors, Proc. 14^{th} Intl. Conference on Computer Aided Verification (CAV’02), volume 2404 of LNCS, pages 265–279, Copenhagen, Denmark, July 2002. Springer-Verlag.

7. R. Kurshan. Computer aided verification of coordinating processes. Princeton University Press, 1994.

Counterexample-guided Abstraction Re�nement^?

Edmund Clarke^1, Orna Grumberg^2, Somesh Jha^1, Yuan Lu^1, and Helmut Veith^{1,3}

1 Carnegie Mellon University, Pittsburgh, USA^2 Technion, Haifa, Israel 3 Vienna University of Technology, Austria

Abstract. We present an automatic iterative abstraction-re^nement methodology in which the initial abstract model is generated by an automatic analysis of the control structures in the program to be veri^ed. Abstract models may admit erroneous (or ŞspuriousŤ) counterexamples. We devise new symbolic techniques which analyze such counterexamples and re^ne the abstract model correspondingly. The re^nement algorithm keeps the size of the abstract state space small due to the use of abstraction functions which distinguish many degrees of abstraction for each program variable. We describe an implementation of our methodology in NuSMV. Practical experiments including a large Fujitsu IP core design with about 500 latches and 10000 lines of SMV code con^rm the effectiveness of our approach.

1 Introduction

The state explosion problem remains a major hurdle in applying model checking to large industrial designs. Abstraction is certainly the most important technique for handling this problem. In fact, it is essential for verifying designs of industrial complexity. Currently, abstraction is typically a manual process, often requiring considerable creativity. In order for model checking to be used more widely in industry, automatic techniques are needed for generating abstractions. In this paper, we describe an automatic abstraction technique for ACTL^⋆ speci^cations which is based on an analysis of the structure of formulas appearing in the program (ACTL^⋆ is a fragment of CTL^⋆ which only allows universal quanti^cation over paths). In general, our technique computes an upper approximation of the original program. Thus, when a speci^cation is true in the abstract model, it will also be true in the concrete design. However, if the speci^cation is false in the abstract model, the counterexample may be the result of some behavior in the approximation which is not present in the original model. When this happens, it is necessary to re^ne the abstraction so that the behavior which caused the erroneous counterexample is eliminated. The main contribution of this paper is an ef^cient automatic re^nement technique which uses information obtained from erroneous counterexamples. The re^nement algorithm keeps the size of the abstract state

⋆ This research is sponsored by the Semiconductor Research Corporation (SRC) under Contract No. 97-DJ-294, the National Science Foundation (NSF) under Grant No. CCR-9505472, and the Max Kade Foundation. One of the authors is also supported by Austrian Science Fund Project N Z29-INF. Any opinions, ^ndings and conclusions or recommendations expressed in this material are those of the authors and do not necessarily re~ect the views of SRC, NSF, or the United States Government.

space small due to the use of abstraction functions which distinguish many degrees of abstraction for each program variable. Practical experiments including a large Fujitsu IP core design with about 500 latches and 10000 lines of SMV code con^rm the competitiveness of our implementation. Although our current implementation is based on NuSMV, it is in principle not limited to the input language of SMV and can be applied to other languages.

Our paper follows the general framework established by Clarke, Grumberg, and Long [10]. We assume that the reader has some familiarity with that framework. In our methodology, atomic formulas are automatically extracted from the program that describes the model. The atomic formulas are similar to the predicates used for abstraction by Graf and Saidi [13] and later in [11, 20]. However, instead of using the atomic formulas to generate an abstract global transition system, we use them to construct an explicit abstraction function. The abstraction function preserves logical relationships among the atomic formulas instead of treating them as independent propositions. The initial abstract model is constructed by adapting the existential abstraction techniques proposed in [8, 10] to our framework. Then, a traditional model checker is used to determine whether ACTL^⋆ properties hold in the abstract model. If the answer is yes, then the concrete model also satis^es the property. If the answer is no, then the model checker generates a counterexample. Since the abstract model has more behaviors than the concrete one, the abstract counterexample might not be valid. We say that such a counterexample is spurious. Such abstraction techniques are also known as false negative techniques.

In our methodology, we provide a new symbolic algorithm to determine whether an abstract counterexample is spurious. If the counterexample is not spurious, we report it to the user and stop. If the counterexample is spurious, the abstraction function must be re^ned to eliminate it. In our methodology, we identify the shortest pre^x of the abstract counterexample that does not correspond to an actual trace in the concrete model. The last abstract state in this pre^x is split into less abstract states so that the spurious counterexample is eliminated. Thus, a more re^ned abstraction function is obtained. Note that there may be many ways of splitting the abstract state; each determines a different re^nement of the abstraction function. It is desirable to obtain the coarsest re^nement which eliminates the counterexample because this corresponds to the smallest abstract model that is suitable for veri^cation. We prove, however, that ^nding the coarsest re^nement is NP-hard. Because of this, we use a polynomial-time algorithm which gives a suboptimal but suf^ciently good re^nement of the abstraction function. The applicability of our heuristic algorithm is con^rmed by our experiments. Using the re^ned abstraction function obtained in this manner, a new abstract model is built and the entire process is repeated. Our methodology is complete for the fragment of ACTL^⋆ which has counterexamples that are either paths or loops, i.e., we are guaranteed to either ^nd a valid counterexample or prove that the system satis^es the desired property. In principle, our methodology can be extended to all of ACTL^⋆.

Using counterexamples to re^ne abstract models has been investigated by a number of other researchers beginning with the localization reduction of Kurshan [14]. He models a concurrent system as a composition of L-processes L_1, . . . , L_n (L-processes are described in detail in [14]). The localization reduction is an iterative technique that starts with a small subset of relevant L-processes that are topologically close to the speci^cation in the variable dependency graph. All other program variables are abstracted away with nondeterministic assignments. If the counterexample is found to be spurious, additional variables are added to eliminate the counterexample. The heuristic for selecting these variables also uses information from the variable dependency graph. Note that the localization reduction either leaves a variable unchanged or replaces it by a nondeterministic assignment. A similar approach has been described by Balarin in [2, 15]. In our approach, the abstraction functions exploit logical relationships among variables appearing in atomic formulas that occur in the control structure of the program. Moreover, the way we use abstraction functions makes it possible to distinguish many degrees of abstraction for each variable. Therefore, in the re^nement step only very small and local changes to the abstraction functions are necessary and the abstract model remains comparatively small.

Another re^nement technique has recently been proposed by Lind-Nielson and Andersen [17]. Their model checker uses upper and lower approximations in order to handle all of CTL. Their approximation techniques enable them to avoid rechecking the entire model after each re^nement step while guaranteeing completeness. As in [2, 14] the variable dependency graph is used both to obtain the initial abstraction and in the re^nement process. Variable abstraction is also performed in a similar manner. Therefore, our abstraction-re^nement methodology relates to their technique in essentially the same way as it relates to the classical localization reduction.

A number of other papers [16, 18, 19] have proposed abstraction-re^nement techniques for CTL model checking. However, these papers do not use counterexamples to re^ne the abstraction. We believe that the methods described in these papers are orthogonal to our technique and may even be combined with ours in order to achieve better performance. A recent technique proposed by Govindaraju and Dill [12] may be a starting point in this direction, since it also tries to identify the ^rst spurious state in an abstract counterexample. It randomly chooses a concrete state corresponding to the ^rst spurious state and tries to construct a real counterexample starting with the image of this state under the transition relation. The paper only talks about safety properties and path counterexamples. It does not describe how to check liveness properties with cyclic counterexamples. Furthermore, our method does not use random choice to extend the counterexample; instead it analyzes the cause of the spurious counterexample and uses this information to guide the re^nement process. A more detailed comparison with related work will be given in the full version

Summarizing, our technique has a number of advantages over previous work:

(i) The technique is complete for an important fragment of ACTL^⋆. (ii) The initial abstraction and the re^nement steps are ef^cient and entirely automatic. All algorithms are symbolic.

(iii) In comparison to methods like the localization reduction, we distinguish more degrees of abstraction for each variable. Thus, the changes in the re^nement are potentially ^ner in our approach.

(iv) The re^nement procedure is guaranteed to eliminate spurious counterexamples while keeping the state space of the abstract model small.

We have implemented our new methodology in NuSMV [6] and applied it to a number of benchmark designs [6]. In addition we have used it to debug a large IP core being developed at Fujitsu [1]. The design has about 350 symbolic variables which correspond to about 500 latches. Before using our methodology, we implemented the cone of in�uence reduction [8] in NuSMV to enhance its ability to check large models. Neither our enhanced version of NuSMV nor the recent version of SMV developed by Yang [23] were able to verify the Fujitsu IP core design. However, by using our new technique, we were able to ^nd a subtle error in the design. Our program automatically abstracted 144 symbolic variables and performed three re^nement steps. Currently, we are evaluating the methodology on other complex industrial designs.

The paper is organized as follows: Section 2 gives the basic de^nitions and terminology used throughout the paper. A general overview of our methodology is given in Section 3. Detailed descriptions of our abstraction-re^nement algorithms are provided in Section 4. Performance improvements for the implementation are described in Section 5. Experimental results are presented in Section 6. Future research is discussed in Section 7.

2 Preliminaries

A program P has a ^nite set of variables V = {v_1, · · · , v_n}, where each variable v_i has an associated ^nite domain D_{vi} . The set of all possible states for program P is D_{v1} × · · · D_{vn} which we denote by D. Expressions are built from variables in V , constants in D_{vi} , and function symbols in the usual way, e.g. v_1 + 3. Atomic formulas are constructed from expressions and relation symbols, e.g. v_1 + 3 < 5. Similarly, predicates are composed of atomic formulas using negation (¬), conjunction (∧), and disjunction (∨). Given a predicate p, Atoms(p) is the set of atomic formulas occurring in it. Let p be a predicate containing variables from V , and d = (d_1, . . . , d_n) be an element from D. Then we write d |= p when the predicate obtained by replacing each occurrence of the variable v_i in p by the constant d_i evaluates to true.

Each variable v_i in the program has an associated transition block, which de^nes both the initial value and the transition relation for the variable v_i. An example of a transition block for the variable v_i is shown in Figure 1, where I_i ⊆ D_{vi} is the initial

init(vi) := Ii; next(vi) := case C^1_i : A^1_i ; C^2_i : A^2_i ; · · · : · · · ; C^k_i : A^k_i ;

esac;

init(x) := 0; next(x) := case reset = TRUE : 0; x < y : x + 1; x = y : 0; else : x;

esac;

init(y) := 1; next(y) := case

reset = TRUE : 0;

(x = y) ∧ ¬(y = 2) : y + 1; (x = y) : 0; else : y;

esac;

Fig. 1. A generic transition block and a typical example

expression for the variable v_i, each condition C^j_i is a predicate, and A^j_i is an expression.

The semantics of the transition block is similar to the semantics of the case statement in the modeling language of SMV, i.e., ^nd the least j such that in the current state condition C^j_i is true and assign the value of the expression A^j_i to the variable v_i in the next state.

We assume that the speci^cations are written in a fragment of CTL^⋆ called ACTL^⋆ (see [10]). Assume that we are given an ACTL^⋆ speci^cation φ, and a program P . For each transition block B_i let Atoms(B_i) be the set of atomic formulas that appear in the conditions. Let Atoms(φ) be the set of atomic formulas appearing in the speci^cation φ. Atoms(P ) is the set of atomic formulas that appear in the speci^cation or in the conditions of the transition blocks.

Each program P naturally corresponds to a labeled Kripke structure M = (S, I, R, L), where S = D is the set of states, I ⊆ S is a set of initial states, R ⊆ S × S is a transition relation, and L : S → 2^{Atoms(P )} is a labelling given by L(d) = {f ∈ Atoms(P ) | d |= f}. Translating a program into a Kripke structure is straightforward and will not be described here.

An abstraction h for a program P is given by a surjection h : D → ^D. Notice that the surjection h induces an equivalence relation ≡ on the domain D in the following manner: let d, e be states in D, then d ≡ e iff h(d) = h(e). Since an abstraction can be represented either by a surjection h or by an equivalence relation ≡, we sometimes switch between these representations to avoid notational overhead.

Assume that we are given a program P and an abstraction function h for P . The abstract Kripke structure ^M = ( ^S, ^I, ^R, ^L) corresponding to the abstraction function h is de^ned as follows:

1. ^S is the abstract domain ^D. 2. ^I( ^d) iff ∃d(h(d) = ^d ∧ I(d)). 3. ^R( ^d_1, ^d_2) iff ∃d_1∃d_2(h(d_1) = ^d_1 ∧ h(d_2) = ^d_2 ∧ R(d_1, d_2)). 4. ^L( ^d) = ⋃ h(d)= bd L(d). (This de^nition will be justi^ed in Theorem 1.)

This abstraction technique is called existential abstraction [8]. An atomic formula f respects an abstraction function h if for all d and d^′ in the domain D, (d ≡ d^′) ⇒ (d |= f ⇔ d^′ |= f). Let ^d be an abstract state. ^L( ^d) is consistent, if all concrete states corresponding to ^d satisfy all labels in ^L( ^d), i.e., for all d ∈ h^{−1}( ^d) it holds that d |= ⋀ f∈bL( bd) f. Theorem 1. Let h be an abstraction and φ be an ACTL^⋆ speci�cation where the atomic subformulas respect h. Then the following holds: (i) ^L( ^d) is consistent for all abstract states ^d in ^M ; (ii) ^M |= φ ⇒ M |= φ.

In other words, correctness of the abstract model implies correctness of the concrete model. On the other hand, if the abstract model invalidates an ACTL^⋆ speci^cation, i.e., ^M |̸= φ, the actual model may still satisfy the speci�cation.

Example 1. Assume that for a traf^c light controller (see Figure 2), we want to prove ψ = AG AF(state = red) using the abstraction function h(red) = red and h(green) = h(yellow) = go. It is easy to see that M |= ψ while ^M |̸= ψ. There exists an in^nite trace ⟨red, go, go, . . .⟩ that invalidates the speci^cation.

go red M^{red green yellow} cM

Fig. 2. Abstraction of a Traf^c Light.

If an abstract counterexample does not correspond to some concrete counterexample, we call it spurious. For example, ⟨red, go, go, . . .⟩ in the above example is a spurious counterexample.

When the set of possible states is given as the product D_1 × · · · D_n of smaller domains, an abstraction h can be described by surjections h_i : D_i → ^D_i, such that h(d_1, . . . , d_n) is equal to (h_1(d_1), . . . , h_n(d_n)), and ^D is equal to ^D_1 × · · · ^D_n. In this case, we write h = (h_1, . . . , h_n). The equivalence relations ≡_i corresponding to the individual surjections h_i induce an equivalence relation ≡ over the entire domain D = D_1 × · · · × D_n in the obvious manner:

(d_1, · · · , d_n) ≡ (e_1, · · · , e_n) iff d_1 ≡_1 e_1 ∧ · · · ∧ d_n ≡_n e_n

In previous work on existential abstraction [10], abstractions were de^ned for each variable domain, i.e., D_i in the above paragraph was chosen to be D_{vi} , where D_{vi} is the set of possible values for variable v_i. Unfortunately, many abstraction functions h can not be described in this simple manner. For example, let D = {0, 1, 2} × {0, 1, 2}, and ^D = {0, 1} × {0, 1}. Then there are 4^9 = 262144 functions h from D to ^D. Next, consider h = (h_1, h_2). Since there are 2^3 = 8 functions from {0, 1, 2} to {0, 1}, there are only 64 functions of this form from D to ^D.

In this paper, we de^ne abstraction functions in a different way. We partition the set V of variables into sets of related variables called variable clusters V C_1, . . . , V C_m, where each variable cluster V C_i has an associated domain D_{V Ci} := ∏ v∈V C_i Dv. Consequently, D = D_{V C1} × · · · D_{V Cm} . We de^ne abstraction functions as surjections on the domains D_{V Ci} , i.e., D_i in the above paragraph is equal to D_{V Ci} . Thus, the notion of abstraction used in this paper is more general than the one used in [10].

3 Overview

For a program P and an ACTL^⋆ formula φ, our goal is to check whether the Kripke structure M corresponding to P satis^es φ. Our methodology consists of the following steps.

1. Generate the initial abstraction: We generate an initial abstraction h by examining the transition blocks corresponding to the variables of the program. We consider the conditions used in the case statements and construct variable clusters for variables which interfere with each other via these conditions. Details can be found in Section 4.1.

2. Model-check the abstract structure: Let ^M be the abstract Kripke structure corresponding to the abstraction h. We check whether ^M |= φ. If the check is af^rmative, then we can conclude that M |= φ (see Theorem 1). Suppose the check reveals that there is a counterexample ^T . We ascertain whether ^T is an actual counterexample, i.e., a counterexample in the unabstracted structure M . If ^T turns out to be an actual counterexample, we report it to the user, otherwise ^T is a spurious counterexample, and we proceed to step 3.

3. Re�ne the abstraction: We re^ne the abstraction function h by partitioning a single equivalence class of ≡ so that after the re^nement the abstract structure ^M corresponding to the re^ned abstraction function does not admit the spurious counterexample ^T . We will discuss partitioning algorithms for this purpose in Section 4.3. After re^ning the abstraction function, we return to step 2.

4 The Abstraction-Re�nement Framework

4.1 Generating the Initial Abstraction

Assume that we are given a program P with n variables {v_1, · · · , v_n}. Given an atomic formula f, let var (f) be the set of variables appearing in f, e.g., var(x = y) is {x, y}. Given a set of atomic formulas U , var(U ) equals ⋃ f∈U var(f). In general, for any syntactic entity X, var(X) will be the set of variables appearing in X. We say that two atomic formulas f_1 and f_2 interfere iff var (f_1) ∩ var(f_2) ≠ ∅. Let ≡_I be the equivalence relation on Atoms(P ) that is the re~exive, transitive closure of the interference relation. The equivalence class of an atomic formula f ∈ Atoms(P ) is called the formula cluster of f and is denoted by [f]. Let f_1 and f_2 be two atomic formulas. Then var(f_1) ∩ var(f_2) ≠ ∅ implies that [f_1] = [f_2]. In other words, a variable v_i cannot appear in formulas that belong to two different formula clusters. Moreover, the formula clusters induce an equivalence relation ≡_V on the set of variables V in the following way:

v_i ≡_V v_j if and only if v_i and v_j appear in atomic formulas that belong to the same formula cluster.

The equivalence classes of ≡_V are called variable clusters. For instance, consider a formula cluster F C_i = {v_1 > 3, v_1 = v_2}. The corresponding variable cluster is V C_i = {v_1, v_2}. Let {F C_1, . . . , F C_m} be the set of formula clusters and {V C_1, . . . , V C_m} the set of corresponding variable clusters. We construct the initial abstraction h = (h_1, . . ., h_m) as follows. For each h_i, we set D_{V Ci} = ∏ v∈V C_i Dv, i.e., D_{V Ci} is the domain corresponding to the variable cluster V C_i. Since the variable clusters form a partition of the set of variables V , it follows that D = D_{V C1} × · · · D_{V Cm} . For each variable cluster V C_i = {v_{i1} , . . . , v_{ik} }, the corresponding abstraction h_i is de^ned on D_{V Ci} as follows.

h_i(d_1, · · · , d_k) = h_i(e_1, · · · , e_k) iff for all atomic formulas f ∈ F C_i, (d_1, · · · , d_k) |= f ⇔ (e_1, · · · , e_k) |= f. In other words two values are in the same equivalence class if they cannot be ŞdistinguishedŤ by atomic formulas appearing in the formula cluster F C_i. The following example illustrates how we construct the initial abstraction h.

Example 2. Consider the program P with three variables x, y ∈ {0, 1, 2}, and reset ∈ {TRUE, FALSE} shown in Figure 1. The set of atomic formulas is Atoms(P ) = {(reset = TRUE), (x = y), (x < y), (y = 2)}. There are two formula clusters, F C_1 = {(x = y), (x < y), (y = 2)} and F C_2 = {(reset = TRUE)}. The corresponding variable clusters are {x, y} and {reset}, respectively. Consider the formula cluster F C_1. Values (0, 0) and (1, 1) are in the same equivalence class because for all the atomic formulas f in the formula cluster F C_1 it holds that (0, 0) |= f iff (1, 1) |= f. It can be shown that the domain {0, 1, 2} × {0, 1, 2} is partitioned into a total of ^ve equivalence classes by this criterion. We denote these classes by the natural numbers 0, 1, 2, 3, 4, and list them below:

0 = {(0, 0), (1, 1)}, 1 = {(0, 1)}, 2 = {(0, 2), (1, 2)}, 3 = {(1, 0), (2, 0), (2, 1)}, 4 = {(2, 2)}

The domain {TRUE, FALSE} has two equivalence classes Ű one containing FALSE and the other TRUE. Therefore, we de^ne two abstraction functions h_1 : {0, 1, 2}^2 → {0, 1, 2, 3, 4} and h_2 : {TRUE, FALSE} → {TRUE, FALSE}. The ^rst function h_1 is given by h_1(0, 0) = h_1(1, 1) = 0, h_1(0, 1) = 1, h_1(0, 2) = h_1(1, 2) = 2, h_1(1, 0) = h_1(2, 0) = h_1(2, 1) = 3, h_1(2, 2) = 4. The second function h_2 is just the identity function, i.e., h_2(reset) = reset. Given the abstraction functions, we use the standard existential abstraction techniques to compute the abstract model.

4.2 Model Checking the Abstract Model

Given an ACTL^⋆ speci^cation φ, an abstraction function h (assume that φ respects h), and a program P with a ^nite set of variables V = {v_1, · · · , v_n}, let ^M be the abstract Kripke structure corresponding to the abstraction function h. We use standard symbolic model checking procedures to determine whether ^M satis^es the speci^cation φ. If it does, then by Theorem 1 we can conclude that the original Kripke structure also satis^es φ. Otherwise, assume that the model checker produces a counterexample ^T corresponding to the abstract model ^M . In the rest of this section, we will focus on counterexamples which are either (�nite) paths or loops.

Identi�cation of Spurious Path Counterexamples First, we will tackle the case when the counterexample ^T is a path ⟨ ^s_1, · · · , ^s_n⟩. Given an abstract state ^s, the set of concrete states s such that h(s) = ^s is denoted by h^{−1}(^s), i.e., h^{−1}(^s) = {s|h(s) = ^s}.

We extend h^{−1} to sequences in the following way: h^{−1}( ^T ) is the set of concrete paths given by the following expression {⟨s_1, · · · , s_n⟩| n⋀ i=1 h(s_i) = ^s_i ∧ I(s_1) ∧ n−1⋀ i=1 R(s_i, s_{i+1})}. We will occasionally write h^{−1}_{path} to emphasize the fact that h^{−1} is applied to a sequence. Next, we give a symbolic algorithm to compute h^{−1}( ^T ). Let S_1 = h^{−1}( ^s_1) ∩ I and R be the transition relation corresponding to the unabstracted Kripke structure M . For 1 < i ≤ n, we de^ne S_i in the following manner: S_i := Img(S_{i−1} , R) ∩ h^{−1}( ^s_i). In the de^nition of S_i, Img(S_{i−1}, R) is the forward image of S_{i−1} with respect to the transition relation R. The sequence of sets S_i is computed symbolically using OBDDs and the standard image computation algorithm. The following lemma establishes the correctness of this procedure.

Lemma 1. The following are equivalent:

(i) The path ^T corresponds to a concrete counterexample. (ii) The set of concrete paths h^{−1}( ^T ) is non-empty. (iii) For all 1 ≤ i ≤ n, S_i ≠ ∅.

^1 ^2 ^4 ^3

Fig. 3. An abstract counterexample

Algorithm SplitPATH S := h�^1( bs1) ∩ I j := 1 while (S ≠ ∅ and j < n) {

j := j + 1 Sprev := S S := Img(S, R) ∩ h�^1( bsj) } if S ≠ ∅ then output counterexample else output j, Sprev

Fig. 4. SplitPATH checks spurious path.

Example 3. Consider a program with only one variable with domain D = {1, · · · , 12}. Assume that the abstraction function h maps x ∈ D to ⌊(x − 1)/3⌋ + 1. There are four abstract states corresponding to the equivalence classes {1, 2, 3}, {4, 5, 6}, {7, 8, 9}, and {10, 11, 12}. We call these abstract states ^1, ^2, ^3, and ^4. The transitions between states in the concrete model are indicated by the arrows in Figure 3; small dots denote non-reachable states. Suppose that we obtain an abstract counterexample ^T = ⟨^1, ^2, ^3, ^4⟩. It is easy to see that ^T is spurious. Using the terminology of Lemma 1, we have S_1 = {1, 2, 3}, S_2 = {4, 5, 6}, S_3 = {9}, and S_4 = ∅. Notice that S_4 and therefore Img(S_3, R) are both empty.

It follows from Lemma 1 that if h^{−1}( ^T ) is empty (i.e., if the counterexample ^T is spurious), then there exists a minimal i (2 ≤ i ≤ n) such that S_i = ∅. The symbolic Algorithm SplitPATH in Figure 4 computes this number and the set of states in

S_{i−1}. In this case, we proceed to the re^nement step (see Section 4.3). On the other hand, if the conditions stated in Lemma 1 are true, then SplitPATH will report a ŞrealŤ counterexample and we can stop.

Identi�cation of Spurious Loop Counterexamples Now we consider the case when the counterexample ^T includes a loop, which we write as ⟨ ^s_1, · · · , ^s_i⟩⟨ ^ s_{i+1}, · · · , ^s_n⟩^ω. The loop starts at the abstract state ^ s_{i+1} and ends at ^s_n. Since this case is more complicated than the path counterexamples, we ^rst present an example in which some of the typical situations occur.

Example 4. We consider a loop ⟨ ^s_1⟩⟨ ^s_2, ^s_3⟩^ω as shown in Figure 5. In order to ^nd out if the abstract loop corresponds to concrete loops, we unwind the counterexample as demonstrated in the ^gure. There are two situations where cycles occur. In the ^gure,

cs1 cs3 cs2 S0_1 S0_2 S0_3 S1_2 S1_3 S2 S2_3

Fig. 5. A loop counterexample, and its unwinding.

for each of these situations, an example cycle (the ^rst one occurring) is indicated by a fat dashed arrow. We make the following important observations: (i) A given abstract loop may correspond to several concrete loops of different size. (ii) Each of these loops may start at different stages of the unwinding. (iii) The unwinding eventually becomes periodic (in our case S^0_3 = S^2_3 ), but only after several stages of the unwinding. The size of the period is the least common multiple of the size of the individual loops, and thus, in general exponential.

We conclude from the example that a naive algorithm may have exponential time complexity due to an exponential number of loop unwindings. The following surprising result shows that for ^T = ⟨ ^s_1, · · · , ^s_i⟩⟨ ^ s_{i+1}, · · · , ^s_n⟩^ω, the number of unwindings can be bounded by min = min_{i+1≤j≤n}|h^{−1}( ^s_j )|, i.e., the number of un-

windings is at most the number of concrete states for any abstract state in the loop. Let ^T_{unwind} denote this unwinded loop counterexample, i.e., the ^nite abstract path ⟨ ^s_1, . . . , ^s_i⟩⟨ ^ s_{i+1}, . . . , ^s_n⟩^{min}. Then the following theorem holds.

Theorem 2. The following are equivalent: (i) ^T corresponds to a concrete counterexample. (ii) h^{−1}_{path}( ^T_{unwind} ) is not empty.

It can be seen from Example 4 that loop counterexamples are combinatorially more complicated than path counterexamples. Therefore, the proof of Theorem 2 is not immediate; for details, we refer to [7]. We conclude from Theorem 2 that the Algorithm

SplitPATH can be used to analyze abstract loop counterexamples with minor modi^- cations. For easy reference we shall refer to this algorithm as SplitLOOP.

4.3 Re�ning the Abstraction

First, we will consider the case when the counterexample ^T = ⟨ ^s_1, · · · , ^s_n⟩ is a path. Since ^T does not correspond to a real counterexample, by Lemma 1 (iii) there exists a set S_i ⊆ h^{−1}( ^s_i) with 1 ≤ i < n such that Img(S_i , R) ∩ h^{−1}( ^ s_{i+1}) = ∅ and S_i is reachable from initial state set h^{−1}( ^s_1) ∩ I. Since there is a transition from ^s_i to ^ s_{i+1} in the abstract model, there is at least one transition from a state in h^{−1}( ^s_i) to a state in h^{−1}( ^ s_{i+1}) even though there is no transition from S_i to h^{−1}( ^ s_{i+1}). We partition h^{−1}( ^s_i) into three subsets S_{i,0}, S_{i,1}, and S_{i,x} as follows (compare Figure 6): S_{i,0} = S_i S_{i,1} = {s ∈ h^{−1}( ^s_i)|∃s^′ ∈ h^{−1}( ^ s_{i+1}).R(s, s^′)} S_{i,x} = h^{−1}( ^s_i) \ (S_{i,0} ∪ S_{i,1}). Intuitively, S_{i,0} denotes the set of states in h^{−1}( ^s_i) that are reachable from initial states. S_{i,1} denotes the set of states in h^{−1}( ^s_i) that are not reachable from initial states, but have at least one transition to some state in h^{−1}( ^ s_{i+1}). The set S_{i,1} cannot be empty since we know that there is a transition from h^{−1}( ^s_i) to h^{−1}( ^ s_{i+1}). S_{i,x} denotes the set of states that are not reachable from initial states, and do not have a transition to a state in h^{−1}( ^ s_{i+1}). For illustration, consider again the example in Figure 3. Note that S_1 = {1, 2, 3}, S_2 = {4, 5, 6}, S_3 = {9}, and S_4 = ∅. Using the notation introduced above, we have S_{3,0} = {9}, S_{3,1} = {7}, and S_{3,x} = {8}. Since S_{i,1} is not empty, there is a spurious transition ^s_i → ^ s_{i+1}. This causes the spurious counterexample ^T . Hence in order to re^ne the abstraction h so that the new model does not allow ^T , we need a re^ned abstraction function which separates the two sets S_{i,0} and S_{i,1}, i.e., we need an abstraction function, in which no abstract state simultaneously contains states from S_{i,0} and from S_{i,1}.

It is natural to describe the needed re^nement in terms of equivalence relations: Recall that h^{−1}(^s) is an equivalence class of ≡ which has the form E_1 × · · · × E_m, where each E_i is an equivalence class of ≡_i. Thus, the re^nement ≡^′ of ≡ is obtained by partitioning the equivalence classes E_j into subclasses, which amounts to re^ning the equivalence relations ≡_j . The size of the re�nement is the number of new equivalence classes. Ideally, we would like to ^nd the coarsest re^nement that separates the two sets, i.e., the separating re^nement with the smallest size. We can show however that this is computationally intractable.

Theorem 3. (i) The problem of �nding the coarsest re�nement is NP-hard; (ii) when S_{i,x} = ∅, the problem can be solved in polynomial time.

We ^nd that the previously known poblem PARTITION INTO CLIQUES can be reduced to the coarsest re^nement problem. The proof is omitted due to space restrictions. On the other hand, we describe a polynomial time algorithm PolyRe�ne corresponding to case (ii) of Theorem 3 in Figure 7. Let P^+_j , P^−_j be two projection functions, such that for s = (d_1, . . . , d_m), P^+_j (s) = d_j and

P^−_j (s) = (d_1, . . . , d_{j−1}, d_{j+1}, . . . , d_m). Then proj(S_{i,0}, j, a) denotes the projection set {P^−_j (s)|P^+_j (s) = a, s ∈ S_{i,0}}. Intuitively, the condition proj(S_{i,0}, j, a) ≠ proj(S_{i,0}, j, b) in the algorithm means that there exists (d_1, . . . , d_{j−1}, d_{j+1}, . . . , d_m) ∈ proj(S_{i,0}, j, a) and (d_1, . . . , d_{j−1}, d_{j+1}, . . . , d_m) ∉ proj(S_{i,0}, j, b). According to the de^nition of proj(S_{i,0}, j, a), s_1 = (d_1, . . ., d_{j−1}, a, d_{j+1}, . . . , d_m) ∈ S_{i,0} and s_2 = (d_1, . . . , d_{j−1}, b, d_{j+1}, . . ., d_m) ∉ S_{i,0}, i.e., s_2 ∈ S_{i,1}. Note that s_1 and s_2 are only different at j-th component. Hence, the only way to separate s_1 and s_2 into different equivalence classes is that a and b have to be in different equivalence classes of ≡^′_j , i.e., a ≢^′_j b.

Lemma 2. When S_{i,x} = ∅, the relation ≡^′_j computed by PolyRe�ne is an equivalence relation which re�nes ≡_j and separates S_{i,0} and S_{i,1}. Furthermore, the equivalence relation ≡^′_j is the coarsest re�nement of ≡_j .

Note that in symbolic presentation, the projection operation proj(S_{i,0}, j, a) amounts to computing a generalized cofactor, which can be easily done by standard BDD methods. Given a function f : D → {0, 1}, a generalized cofactor of f with respect to g = ( ⋀_q k=p x_k = d_k) is the function f_g = f(x_1, . . . , x_{p−1}, d_p, . . ., d_q, x_{q+1}, . . . , x_n). In other words, f_g is the projection of f with respect to g. Symbolically, the set S_{i,0} is represented by a function f_{Si,0} : D → {0, 1}, and therefore, the projection proj(S_{i,0}, j, a) of S_{i,0} to value a of the jth component corresponds to a cofactor of f_{Si,0} .

h�1_( b_{si) h}�1_( d_{si+1)} h�1_( d_{si}�_{1)}

S_{i,x} S_{i,}1 S_{i,}0

Fig. 6. Three sets Si,0 , Si,1, and Si,x

Algorithm PolyRe�ne for j := 1 to m { ≡0_{j := ≡j} for every a, b ∈ Ej { if proj(Si,0, j, a) ≠ proj(Si,0, j, b) then ≡0_j := ≡0_j \{(a, b)} }}

Fig. 7. The algorithm PolyRe�ne

In our implementation, we use the following heuristics: We merge the states in S_{i,x} into S_{i,1}, and use the algorithm Polyre�ne to ^nd the coarsest re^nement that separates the sets S_{i,0} and S_{i,1} ∪ S_{i,x}. The equivalence relation computed by PolyRe�ne in this manner is not optimal, but it is a correct re^nement which separates S_{i,0} and S_{i,1}, and eliminates the spurious counterexample. This heuristic has given good results in our practical experiments.

Since according to Theorem 2, the algorithm SplitLOOP for loop counterexamples works analogously as SplitPATH, the re^nement procedure for spurious loop counterexamples works analogously, too. Details are omitted due to space restrictions. Our re^nement procedure continues to re^ne the abstraction function by partitioning equivalence classes until a real counterexample is found, or the ACTL^⋆ property is veri^ed. The partitioning procedure is guaranteed to terminate since each equivalence class must contain at least one element. Thus, our method is complete.

Theorem 4. Given a model M and an ACTL^⋆ speci�cation φ whose counterexample is either path or loop, our algorithm will �nd a model ^M such that ^M |= φ ⇔ M |= φ.

5 Performance Improvements

The symbolic methods described in Section 4 can be directly implemented using BDDs. Our implementation uses additional heuristics which are outlined in this section. For details, we refer to our technical report [7].

1 2 3 b1 b2

Fig. 8. A spurious loop counterexample ⟨b1, b2⟩^ω

Two-phase Re�nement Algorithms. Consider the spurious loop counterexample ^T = ⟨^1, ^2⟩^ω of Figure 8. Although ^T is spurious, the concrete states involved in the example contain an in^nite path ⟨1, 1, . . .⟩ which is a potential counterexample. Since we know that our method is complete, such cases could be ignored. Due to practical performance considerations, however, we came to the conclusion that the relatively small effort to detect additional counterexamples is justi^ed as a valuable heuristic. For a general loop counterexample ^T = ⟨^s_1, . . . , ^s_i⟩⟨^s_{i+1}, . . . , ^s_n⟩^ω, we therefore proceed in two phases: (i) We restrict the model to the state space S_{local} := ( ⋃ 1≤i≤n h −1( ^s_i)) of the counterexample and use the standard ^xpoint computation for temporal formulas (see e.g. [8]) to check the property on the Kripke structure restricted to S_{local}. If a concrete counterexample is found, then the algorithm terminates.

(ii) If no counterexample is found, we use SplitLOOP and PolyRe�ne to compute a re^nement as described above.

This two-phase algorithm is slightly slower than the original one if we do not ^nd a concrete counterexample; in many cases however, it can speed up the search for a concrete counterexample. An analogous two phase approach is used for ^nite path counterexamples.

Approximation. Despite the use of partitioned transition relations it is often infeasible to compute the total transition relation of the model M [8]. Therefore, the abstract model ^M cannot be computed from M directly. In previous work [2, 10], a method which we call early approximation has been introduced: ^rst, abstraction is applied to the BDD representation of each transition block and then the BDDs for the partitioned transition relation are built from the already abstracted BDDs for the transition blocks. The disadvantage of early approximation is that it over-approximates the abstract model

^M [9]. In our approach, a heuristic individually determines for each variable cluster V C_i, if early approximation should be applied or if the abstraction function should be applied in an exact manner. Our method has the advantage that it balances overapproximation and memory usage. Moreover, the overall method presented in our paper remains complete with this approximation.

Abstractions For Distant Variables. In addition to the methods of Section 4.1, we completely abstract variables whose distance from the speci^cation in the variable dependency graph is greater than a user-de^ned constant. Note that the variable dependency graph is also used for this purpose in the localization reduction [2, 14, 17] in a similar way. However, the re^nement process of the localization reduction [14] can only turn a completely abstracted variable into a completely unabstracted variable, while our method uses intermediate abstraction functions.

6 Experimental Results

We have implemented our methodology in NuSMV [6] which uses the CUDD package [21] for symbolic representation. We performed two sets of experiments. One set is on ^ve benchmark designs. The other was performed on an industrial design of a multimedia processor from Fujitsu [1]. All the experiments were carried out on a 200MHz PentiumPro PC with 1GB RAM memory using Linux.

The ^rst benchmark designs are publicly available. The PCI example is extracted from [5]. The results for these designs are listed in the table.

Design #Var #Prop NuSMV+COI NuSMV+ABS #COI Time |T R| |MC| #ABS Time |T R| |MC| gigamax 10(16) 1 0 0.3 8346 1822 9 0.2 13151 816 guidance 40(55) 8 30 35 140409 30467 34-39 30 147823 10670 p-queue 12(37) 1 4 0.5 51651 1155 5 0.4 52472 1114 waterpress 6(21) 4 0-1 273 34838 129595 4 170 38715 3335 PCI bus 50(89) 10 4 2343 121803 926443 12-13 546 160129 350226

In the table, the performance for an enhanced version of NuSMV with cone of in~uence reduction (NuSMV + COI) and our implementation (NuSMV + ABS) are compared. #Var and #Prop are properties of the designs: #Var = x(y) means that x is the number of symbolic variables, and y the number of Boolean variables in the design. #Prop is the number of veri^ed properties. The columns #COI and #ABS contain the number of symbolic variables which have been abstracted using the cone of in~uence reduction (#COI), and our initial abstraction (#ABS). The column ŤTimeŤ denotes the accumulated running time to verify all #Prop properties of the design. |T R| denotes the maximum number of BDD nodes used for building the transition relation. |M C| denotes the maximum number of additional BDD nodes used during the veri^cation of the properties. Thus, |T R| + |M C| is the maximum BDD size during the total model checking process. For the larger examples, we use partitioned transition relations by setting the BDD size limit to 10000.

Although our approach in one case uses 50% more memory than the traditional cone of in~uence reduction to build the abstract transition relation, it requires one magnitude less memory during model checking. This is an important achievement since the model checking process is the most dif^cult task in verifying large designs. More signi^cant improvement is further demonstrated by the Fujitsu IP core design.

The Fujitsu IP core design is a multimedia assist (MMA-ASIC) processor [1]. The design is a system-on-a-chip that consists of a co-processor for multimedia instructions, a graphic display controller, peripheral I/O units, and ^ve bus bridges. The RTL implementation of MM-ASIC is described in about 61,500 lines of Verilog-HDL code. After manual abstraction by engineers from Fujitsu in [22], there still remain about 10,600 lines of code with roughly 500 registers. We translated this abstracted Verilog code into 9,500 lines of SMV code. In [22], the authors veri^ed this design using a ŤnavigatedŤ model checking algorithm in which state traversal is restricted by navigation conditions provided by the user. Therefore, their methodology is not complete, i.e., it may fail to prove the correctness even if the property is true. Moreover, the navigation conditions are usually not automatically generated.

In order to compare our model checker to others, we tried to verify this design using two state-of-the-art model checkers - Yang’s SMV [23] and NuSMV [6]. We implemented the cone of in~uence reduction for NuSMV, but not for Yang’s SMV. Both NuSMV+COI and Yang’s SMV failed to verify the design. On the other hand, our system abstracted 144 symbolic variables and with three re^nement steps, successfully veri^ed the design, and found a bug which has not been discovered before.

7 Conclusion and Future Work

We have presented a novel abstraction re^nement methodology for symbolic model checking. The advantages of our methodology have been demonstrated by experimental results. We believe that our technique is general enough to be adapted for other forms of abstraction. There are many interesting avenues for future research. First, we want to ^nd ef^cient approximation algorithms for the NP-complete separation problem encountered during the re^nement step. Moreover, in a recent paper [4], the fragment of ACTL^⋆ that admits ŞtraceŤ-like counterexamples (of a potentially more complicated structure than paths and loops) has been characterized; we plan to extend our re^nement algorithm to this language. Since the symbolic methods described in this paper are not tied to representation by BDDs, we will also investigate how they can be applied to recent work on symbolic model checking without BDDs [3]. We are currently applying our technique to verify other large examples.

References

1. Fujitsu aims media processor at DVD. MicroProcessor Report, pages 11Ű13, 1996. 2. F. Balarin and A. L. Sangiovanni-Vincentelli. An iterative approach to language containment.

In Computer-Aided Veri�cation, volume 697 of LNCS, pages 29Ű40, 1993. 3. A. Biere, A. Cimatti, E. Clarke, M. Fujita, and Y. Zhu. Symbolic model checking using SAT procedures instead of BDDs. In Design Automation Conference, pages 317Ű320, 1999.

4. F. Buccafurri, T. Eiter, G. Gottlob, and N. Leone. On ACTL formulas having deterministic counterexamples. Technical report, Vienna University of Technology, 1999. available at http://www.kr.tuwien.ac.at/research/reports/index.html.

5. P. Chauhan, E. Clarke, Y. Lu, and D. Wang. Verifying IP-core based System-On-Chip design.

In IEEE ASIC, September 1999.

6. A. Cimatti, E. Clarke, F. Giunchiglia, and M. Roveri. NuSMV: a new symbolic model checker. Software Tools for Technology Transfer, 1998.

7. E. Clarke, O. Grumberg, S. Jha, Y. Lu, and H. Veith. Counterexample-guided abstraction re^nement. Technical Report CMU-CS-00-103, Computer Science, Carnegie Mellon University, 2000.

8. E. Clarke, O. Grumberg, and D. Peled. Model Checking. MIT Publishers, 1999. 9. E. Clarke, S. Jha, Y. Lu, and D. Wang. Abstract BDDs: a technique for using abstraction in model checking. In Correct Hardware Design and Veri�cation Methods, volume 1703 of LNCS, pages 172Ű186, 1999.

10. E. M. Clarke, O. Grumberg, and D. E. Long. Model checking and abstraction. ACM Transactions on Programming Languages and System (TOPLAS), 16(5):1512Ű1542, September 1994.

11. S. Das, D. L. Dill, and S. Park. Experience with predicate abstraction. In Computer-Aided Veri�cation, volume 1633 of LNCS, pages 160Ű171. Springer Verlag, July 1999.

12. Shankar G. Govindaraju and David L. Dill. Veri^cation by approximate forward and backward reachability. In Proceedings of International Conference on Computer-Aided Design, November 1998.

13. S. Graf and H. Saidi. Construction of abstract state graphs with PVS. In Computer-Aided Veri�cation, volume 1254 of LNCS, pages 72Ű83, June 1997.

14. R. P. Kurshan. Computer-Aided Veri�cation of Coordinating Processes. Princeton University Press, 1994.

15. Y. Lakhnech. personal communication. 2000.

16. W. Lee, A. Pardo, J. Jang, G. Hachtel, and F. Somenzi. Tearing based abstraction for CTL model checking. In Proceedingsof the International Conferenceon Computer-Aided Design, pages 76Ű81, November 1996.

17. J. Lind-Nielsen and H. R. Andersen. Stepwise CTL model checking of state/event systems.

In Computer-Aided Veri�cation, volume 1633 of LNCS, pages 316Ű327. Springer Verlag, 1999.

18. A. Pardo. Automatic Abstraction Techniques for Formal Veri�cation of Digital Systems. PhD thesis, University of Colorado at Boulder, Dept. of Computer Science, August 1997.

19. A. Pardo and G.D. Hachtel. Incremental CTL model checking using BDD subsetting. In Design Automation Conference, pages 457Ű462, 1998.

20. H. Saidi and N. Shankar. Abstract and model checking while you prove. In Computer-Aided Veri�cation, number 1633 in LNCS, pages 443Ű454, July 1999.

21. F. Somenzi. CUDD: CU decision diagram package. Technical report, University of Colorado at Boulder, 1997.

22. K. Takayama, T. Satoh, T. Nakata, and F. Hirose. An approach to verify a large scale systemon-chip using symbolic model checking. In International Conference of Computer Design, pages 308Ű313, 1998.

23. B. Yang et al. A performance study of BDD-based model checking. In Formal Methods in Computer-Aided Design, volume 1522 of LNCS. Springer Verlag, 1998.

SAT based Abstraction-Refinement using ILP and Machine Learning Techniques^⋆

Edmund Clarke^1 Anubhav Gupta^1 James Kukula^2 Ofer Strichman^1

1. Computer Science, Carnegie Mellon University, Pittsburgh, PA

emc|anubhav|ofers@cs.cmu.edu

2. Synopsys, Beaverton, OR. kukula@synopsys.com

Abstract. We describe new techniques for model checking in the counterexample guided abstraction/refinement framework. The abstraction phase ‘hides’ the logic of various variables, hence considering them as inputs. This type of abstraction may lead to ‘spurious’ counterexamples, i.e. traces that can not be simulated on the original (concrete) machine. We check whether a counterexample is real or spurious with a SAT checker. We then use a combination of Integer Linear Programming (ILP) and machine learning techniques for refining the abstraction based on the counterexample. The process is repeated until either a real counterexample is found or the property is verified. We have implemented these techniques on top of the model checker NuSMV and the SAT solver Chaff. Experimental results prove the viability of these new techniques.

1 Introduction

While state of the art model checkers can verify circuits with several hundred latches, many industrial circuits are at least an order of magnitude larger. Various conservative abstraction techniques can be used to bridge this gap. Such abstraction techniques must preserve all the behaviors of the concrete system, but may introduce behaviors that are not present originally. Thus, if a universal property (i.e. an ACTL* property) is true in the abstract system, it will also be true in the concrete system. On the other hand, if a universal property is false in the abstract system, it may still be true in the concrete system. In this case, none of the behaviors that violate the property in the abstract system can be reproduced in the concrete system. Counterexamples corresponding to these behaviors are said to be spurious. When such a counterexample is found, the abstraction can be refined in order to eliminate the spurious behavior. This

⋆ This research was sponsored by the Semiconductor Research Corporation (SRC) under contract no. 99-TJ-684, the National Science Foundation (NSF) under grant no. CCR-9803774, the Office of Naval Research (ONR), and the Naval Research Laboratory (NRL) under contract no. N00014-01-1-0796. The views and conclusions contained in this document are those of the author and should not be interpreted as representing the official policies, either expressed or implied, of SRC, NSF, ONR, NRL, the U.S. government or any other entity.

process is repeated until either a real counterexample is found, or the abstract system satisfies the property. In the latter case, we know that the concrete system satisfies the property as well, since the abstraction is conservative.

There are many known techniques, some automatic and some manual, for generating the initial abstraction and for abstraction/refinement. The automatic techniques are more relevant to this paper, not only because our method is fully automatic, but also because of the clear practical advantage of automation. Our methodology is based on an iterative abstraction/refinement process. Abstraction is performed by selecting a set of latches or variables and making them invisible, i.e., they are treated as inputs. In each iteration, we check whether the abstract system satisfies the specification with a standard OBDD-based symbolic model checker. If a counterexample is reported by the model checker, we try to simulate it on the concrete system with a fast SAT solver. In other words, we generate and solve a SAT instance that is satisfiable if and only if the counterexample is real. If the instance is not satisfiable, we look for the failure state, which is the last state in the longest prefix of the counterexample that is still satisfiable. Note that this process can not be easily performed with a standard circuit simulator, because the abstract counter example does not include values for all inputs.

We use the failure state in order to refine the abstraction. The abstract system has transitions from the failure state that do not exist in the concrete system. We eliminate these transitions by refining the abstraction, i.e., by making some variables visible that were previously invisible. The problem of selecting a small set of variables to make visible is one of the main issues that we address in this paper. It is important to find a small set in order to keep the size of the abstract state space manageable. This problem can be reduced to a problem of separating two sets of states (abstraction unites concrete states, and therefore refining an abstraction is the opposite operation, i.e., separation of states). For realistic systems, generating these sets is not feasible, both explicitly and symbolically. Moreover, the minimum separation problem is known to be NP-hard [5]. We combine sampling with Integer Linear Programming (ILP) and machine learning to handle this problem. Machine learning algorithms are successfully used in a wide range of problem domains like data mining and other problems where it is necessary to extract implicit information from a large database of samples[10]. These algorithms exploit ideas from a diverse set of disciplines, including information theory, statistics and complexity theory.

The closest work to the current one that we are aware of was described in [5]. Like the current work, they also use an automatic, iterative abstraction/refinement procedure that is guided by the counterexample, and they also try to eliminate the counterexample by solving the state-separation problem. But there are three main differences between the two methods. First, their abstraction is based on replacing predicates of the program with new input variables, while our abstraction is performed by making some of the variables invisible (thus, we hide the entire logic that defines these variables). As we will later show, the advantage of this approach is that computing a minimal abstraction function becomes easy. Secondly, checking whether the counterexample is real or spurious was performed in their work symbolically, using OBDDs. We do this stage with a SAT solver, which for this particular task is extremely efficient (due to the large number of solutions to the SAT instance). Thirdly, they derive the refinement symbolically. Since finding the coarsest refinement is NP-hard, they present a polynomial procedure that in general computes a sub-optimal solution. For some well defined cases the same procedure computes the optimal refinement. We, on the other hand, avoid the complexity by considering only samples of the states sets, which we compute explicitly. By doing so we also pay the price of optimality: this procedure yields a refinement step which is not necessarily optimal (i.e., we do not necessarily find the smallest number of invisible variables that should become visible in order to eliminate the counterexample). Yet we suggest a method for efficient sampling, which in most cases allows us to efficiently compute an optimal refinement.

The work of [7] should also be mentioned in this context, since it is very similar to [5], the main difference being the refinement algorithm: rather than computing the refinement by analyzing the abstract failure state, they combine a theorem prover with a greedy algorithm that finds a small set of previously abstracted predicates that eliminate the counterexample. They add this set of predicates as a new constraint to the abstract model.

Previous work on abstraction by making variables invisible (this technique was used under different names in the past) include the localization reduction of Kurshan [8] and many others (see, for example [1, 9]). The localization reduction follows the typical abstraction/refinement iterative process. It starts by making all but the property variables invisible. When a spurious counterexample is identified, it refines the system by making more variables visible. The variables made visible are selected according to the variable dependency graph and information that is derived from the counterexample. The candidates in the next refinement step are those invisible variables that are adjacent on the variable dependency graph to currently visible variables. Choosing among these variables is done by extracting information from the counterexample. Another relevant work is described in [15]. They use 3-valued simulation to simulate the counterexample on the concrete model and identify the invisible variables whose values in the concrete model conflict with the counterexample. Variables are chosen from this set of invisible variables by various ranking heuristics. For example, like localization, they prefer variables that are close on the variable dependency graph to the currently visible variables.

The rest of the paper is organized as follows. In the next section we briefly give the technical background of abstraction and refinement in model checking. In section 3 we describe our counterexample guided abstraction/refinement framework. We elaborate in this section on how the counterexample is being checked and how we refine the abstraction. We also describe refinement as a learning problem. In sections 4 and 5 we elaborate on our separation techniques. These techniques are combined with the efficient sampling technique, which is described in section 6. We give experimental results in section 7, which proves the viability of our methods comparing to a state of the art model checker (Cadence SMV ). We discuss conclusions and future work in section 8.

2 Abstraction in Model Checking

We start with a brief description of the use of abstraction in model checking (for more details refer to [1]). Consider a program with a set of variables V = {x_1, . . . , x_n}, where each variable x_i ranges over a non-empty domain D_{xi} . Each state s of the program assigns values to the variables in V . The set of all possible states for the program is S = D_{x1} × · · · × D_{xn} . The program is modeled by a transition system M = (S, I, R) where

1. S is the set of states.

2. I ⊆ S is the set of initial states. 3. R ⊆ S × S is the set of transitions.

We use the notation I(s) to denote the fact that a state s is in I, and we write R(s_1, s_2) if the transition between the states s_1 and s_2 is in R.

An abstraction function h for the system is given by a surjection h : S → Ŝ, which maps a concrete state in S to an abstract state in Ŝ. Given a concrete state s_i ∈ S, we denote by h(s_i) the abstract state to which it is mapped by h. Accordingly, we denote by h^{−1}(ŝ) the set of states s such that h(s) = ŝ.

Definition 1. The minimal abstract transition system M̂ = (Ŝ, Î, R̂) corresponding to a transition system M = (S, I, R) and an abstraction function h is defined as follows: 1. Ŝ = {ŝ | ∃s. s ∈ S ∧ h(s) = ŝ}. 2. Î = {ŝ | ∃s. I(s) ∧ h(s) = ŝ} 3. R̂ = {(ŝ_1, ŝ_2) | ∃s_1. ∃s_2. R(s_1, s_2) ∧ h(s_1) = ŝ_1 ∧ h(s_2) = ŝ_2}

Intuitively, minimality means that M̂ can start in state h(s) if and only if M can start in state s , and M̂ can transition from h(s) to h(s^′) if and only if M can transition from s to s^′.

For simplicity, we restrict our discussion to model checking of AGp formulas, where p is a non-temporal propositional formula. The theory can be extended to handle any safety property, because such formulas have counterexamples that are finite paths.

Definition 2. A propositional formula p respects an abstraction function h if for all s ∈ S, h(s) |= p ⇒ s |= p.

The essence of conservative abstraction is the following preservation theorem[6], which is stated without proof.

Theorem 1. Let M̂ be an abstraction of M corresponding to the abstraction function h, and p be a propositional formula that respects h. Then M̂ |= AGp ⇒ M |= AGp

The converse of the above theorem is not true, however. Even if the abstract model invalidates the specification, the concrete model may still satisfy the specification. In this case, the abstract counterexample generated by the model checker is spurious, i.e. it does not correspond to a concrete path. The abstraction function is too coarse to validate the specification, and we need to refine it. Definition 3. Given a transition system M = (S, I, R) and an abstraction function h, h^′ is a refinement of h if

1. For all s_1, s_2 ∈ S, h^′(s_1) = h^′(s_2) implies h(s_1) = h(s_2). 2. There exists s_1, s_2 ∈ S such that h(s_1) = h(s_2) and h^′(s_1) ≠ h^′(s_2).

3 Abstraction-Refinement

Based on the above definitions, we now describe our counterexample guided abstraction refinement procedure. Given a transition system M and a safety property φ:

1. Generate an initial abstraction function h. 2. Model check M̂. If M̂ |= φ, then M |= φ. Return TRUE. 3. If M̂ |̸= φ, check the counterexample on the concrete model. If the counterexample is real, M |̸= φ. Return FALSE.

4. Refine h, and go to step 2.

The above procedure is complete for finite state systems. Since each refinement step partitions at least one abstract state, the number of loop iterations is bounded by the number of concrete states. In the next subsections, we explain in more detail how we perform each step.

3.1 Defining an abstraction function

We partition the set of variables V into two sets: the set of visible variables which we denote by V and the set of invisible variables which we denote by I. Intuitively, V corresponds to the part of the system that is currently believed to be important for verifying the property. The abstraction function h abstracts out the irrelevant details, namely the invisible variables. The initial abstraction in step 1 and the refinement in step 4 correspond to different partitions of the set of variables. As an initial abstraction, V includes the variables in the property φ. In each refinement step, we move variables from I to V, as we will explain in sub-section 3.3.

More formally, let s(x), x ∈ V denote the value of variable x in a state s. Given a set of variables U = {u_1, . . . , u_p}, U ⊆ V , s^U denotes the portion of s that corresponds to the variables in U, i.e. s^U = (s(u_1)...s(u_p)). Let V = {v_1, . . . , v_k}. The partitioning defines our abstraction function h : S → Ŝ : The set of abstract states is Ŝ = D_{v1} × · · · × D_{vk} and the abstraction function is simply h(s) = s^V .

Given h, we need to compute the minimal abstraction. For an arbitrary system M and abstraction function h, it is often too expensive or impossible to construct the minimal abstraction M̂[6]. However, our abstraction function allows us to compute M̂ efficiently for systems where the transition relation R is in a functional form, e.g. sequential circuits. For these systems, M̂ can be computed directly from the program text, by removing the logic that defines the invisible variables and treating them as inputs.

3.2 Checking the Counterexample

For safety properties, the counterexample generated by the model checker is a path ⟨ŝ_1, ŝ_2, . . . ŝ_m⟩. The set of concrete paths that corresponds to this counterexample is given by ψ_m = {⟨s_1 . . . s_m⟩ | I(s_1) ∧ m−1⋀ i=1 R(s_i, s_{i+1}) ∧ m⋀ i=1 h(s_i) = ŝ_i} (1)

According to section 3.1, h(s_i) is simply a projection of s_i to the visible variables. The right-most conjunct is therefore a restriction of the visible variables in step i to their values in the counterexample.

The counterexample is spurious if and only if the set ψ_m is empty. We check for that by solving ψ_m with a SAT solver. This formula is very similar in structure to the formulas that arise in Bounded Model Checking(BMC)[3]. However, ψ_m is easier to solve because the path is restricted to the counterexample. Most model checkers treat inputs as latches, and therefore the counterexample includes assignments to inputs. While simulating the counterexample, we also restrict the values of the (original) inputs that are part of the definition (lie on the RHS) of the visible variables, which further simplifies the formula.

If a satisfying assignment is found, we know that the counterexample corresponds to a concrete path, which means that we found a real bug. Otherwise, we try to look for the ‘failure’ index f, i.e. the maximal index f, f < m, such that ψ_f is satisfiable. Given f, ⟨ŝ_1, . . . ŝ_f ⟩ is the longest prefix of the counterexample that corresponds to a concrete path. Our implementation sequentially searches in the range 1..m for the highest value f such that ψ_f is satisfiable. For long counterexample traces, we also have an option of performing a binary search over this range, in which case the number of SAT instances we solve is bounded by log m.

3.3 Refining the abstraction

As before, let f denote the failure index. Let D denote the set of all states d_f such that there exists some ⟨d_1...d_f ⟩ in ψ_f . We call D the set of deadend states. By definition, there is no concrete transition from D to h^{−1}(ŝ_{f +1}).

Since there is an abstract transition from ŝ_f to ŝ_{f +1}, there is a non-empty set of transitions ϕ_f from h^{−1}(ŝ_f ) to h^{−1}(ŝ_{f +1}) that agree with the counterexample.

The set of transitions ϕ_f is defined as follows:

ϕ_f = {⟨s_f , s_{f +1}⟩ | R(s_f , s_{f +1}) ∧ h(s_f ) = ŝ_f ∧ h(s_{f +1}) = ŝ_{f +1}} (2)

Given the definition of h, ϕ_f represents all concrete paths from step f to step f + 1, where the visible variables in these steps are restricted to their values in the counterexample. Let B denote the set of all states b_f such that there exists some ⟨b_f , b_{f +1}⟩ in ϕ_f . We call B the set of bad states (see figure 1).

The counterexample exists because there is an abstract transition from s_f to s_{f +1} that does not correspond to any concrete transition. The transition exists because the deadend and bad states lie in the same abstract state. This suggests a mechanism to refine the abstraction. The abstraction h is refined to a new abstraction h^′ such that ∀d ∈ D, ∀b ∈ B (h^′(d) ≠ h^′(b)). The new abstraction puts the deadend and bad states into separate abstract states and therefore eliminates the spurious transition from the abstract system.

Fig. 1. A spurious counterexample corresponds to a concrete path that ‘breaks‘ in the failing state. The failing state unites concrete ‘deadend‘ and ‘bad‘ states

3.4 Refinement by Separation and Learning

Let S = {s_1...s_m} and T = {t_1...t_n} be two sets of states (binary vectors) of size l, representing assignments to a set of variables W .

Definition 4. (The state separation problem) Find a minimal set of variables U = {u_1...u_k}, U ⊂ W , such that for each pair of states (s_i, t_j ), 1 ≤ i ≤ m, 1 ≤ j ≤ n, there exists a variable u_r ∈ U such that s_i(u_r) ≠ t_j (u_r).

Let D_I and B_I denote the restriction of D and B, respectively, to their invisible parts, i.e., D_I = {s^I |s ∈ D} and B_I = {s^I |s ∈ B}. Let H ∈ I be a set of variables that separates D_I from B_I . The refinement is obtained by adding H to V. Minimality of H is not crucial, rather it is a matter of efficiency. Smaller sets of visible variables make it easier to model check the abstract system, but can also be harder to find. In fact, it can be shown that computing the minimal separating set is NP-hard[5].

Lemma 1. The new abstraction function h^′ separated D from B in the abstract system.

Proof. Let d ∈ D and b ∈ B. The refined abstraction function h^′ corresponds to the visible set V^′ = V ∪ H. Since H separates D_I and B_I , there exists a u ∈ H s.t. d(u) ≠ b(u). Thus, for some u ∈ V^′, d(u) ≠ b(u). By definition, h^′(d) = (d(u_1)...d(u_k )) and h^′(b) = (b(u_1)...b(u_k)), u_i ∈ V^′. Thus, h^′(d) ≠ h^′(b). ⊓⊔ The naive way of separating the set of deadend states D from the set of bad states B would be to generate and separate D and B, either explicitly or symbolically. Unfortunately, for systems of realistic size, this is usually not possible. For all but the simplest examples, the number of states in D and B is too large to enumerate explicitly. For systems with moderate complexity, these sets can be computed symbolically with BDDs. However, even this is not possible for larger systems. Moreover, even if it were possible to generate D and B, it would still be computationally expensive to identify the separating variables.

Instead, we select samples from D and B and try to infer the separating variables for the entire sets from these samples. Of course, there is a tradeoff between the computational complexity of generating the samples, and the quality of the separating variables. Without a complete separation of D and B it can not be guaranteed that the counterexample will be eliminated. However, our algorithm is complete, because the counterexample will eventually be eliminated in subsequent refinement iterations. Our experience shows that state of the art SAT solvers like Chaff[11] can generate many samples in a short amount of time. The fact that D and B are large makes it relatively easy for SAT solvers to find satisfying assignments to equations 1 and 2 compared to typical SAT instances of similar size.

The idea of learning from samples has been studied extensively in the machine learning literature. A number of learning models and algorithms have been proposed. In the next two sections, we describe the techniques that we used to separate sets of samples of deadend and bad states, denoted by S_{DI} and S_{BI} respectively.

4 Separation as an Integer Linear Programming problem

A formulation of the problem of separating S_{DI} from S_{BI} as an Integer Linear Programming (ILP) problem is depicted in Figure 2. Min ∑_{|I|} i=1 vi subject to: (∀s ∈ SD_I ) (∀t ∈ SB_I ) ∑ 1≤i≤|I|, s(vi)≠t(vi) vi ≥ 1

Fig. 2. State Separation with Integer Linear Programming

The value of each integer variable^1 v_1...v_{|I|} in the ILP problem is interpreted as: v_i = 1 if and only if v_i is in the separating set. Every constraint corresponds to a pair of states (s_i, t_j ), stating that at least one of the variables that separates (distinguishes) between the two states should be selected. Thus, there are |S_{DI} |× |S_{BI} | constraints.

Example 1. Consider the following two pairs of states: s_1 = (0, 1, 0, 1), s_2 = (1, 1, 1, 0) and t_1 = (1, 1, 1, 1), t_2 = (0, 0, 0, 1). The corresponding ILP problem will be Min ∑_4 i=1 v_i subject to:

v_1 + v_3 ≥ 1 /* Separating s_1 from t_1 ∗ / v_2 ≥ 1 /* Separating s_1 from t_2 ∗ / v_4 ≥ 1 /* Separating s_2 from t_1 ∗ / v_1 + v_2 + v_3 + v_4 ≥ 1 /* Separating s_2 from t_2 ∗ /

The optimal value of the objective function in this case is 3, corresponding to one of the two optimal solutions (v_1, v_2, v_4) and (v_3, v_2, v_4).

5 Separation using Decision Tree Learning

The ILP-based separation algorithm outputs the minimal separating set. However, the algorithm has a high complexity and cannot handle a large number of variables or samples. In this section, we formulate the separation problem as a Decision Tree Learning(DTL) problem, which is polynomial both in the number of variables and the number of samples.

Learning with decision trees is one of the most widely used and practical methods for approximating discrete-valued functions. A DTL algorithm inputs a set of examples and generates a decision tree that classifies them. An example is described by a set of attributes and the corresponding classification. Each internal node in the tree specifies a test on some attribute, and each branch descending from that node corresponds to one of the possible values for that attribute. Each leaf in the tree corresponds to a classification.

Data is classified by starting at the root node of the decision tree, testing the attribute specified by this node, and then moving down the tree branch corresponding to the value of the attribute. The process is repeated for the subtree rooted at the branch until one of the leafs is reached, which is labeled with the classification. The problem of separating S_{DI} from S_{BI} can be formulated as a DTL problem as follows:

– The attributes correspond to the invisible variables.

1 Although the ILP problem is stated for integer variables, the constraints and objective function guarantees that their value will be either 0 or 1. Thus, they can be thought of as Boolean variables.

– The classifications are +1 and −1, corresponding to S_{DI} and S_{BI} . – The examples are S_{DI} labeled +1, and S_{BI} labeled −1.

We generate a decision tree for this problem. The separating set that we output contains all the variables present at an internal nodes of the decision tree.

Lemma 2. The above algorithm outputs a separating set for S_{DI} and S_{BI} .

Proof. Let d ∈ S_{DI} and b ∈ S_{BI} . The decision tree will classify d as +1 and b as −1. So, there exists a node n in the decision tree, labeled with a variable v, such that d(v) ≠ b(v). By construction, v lies in the output set. ⊓⊔

Example 2. Going back to example 1, the corresponding DTL problem has 4 attributes (v_1, v_2, v_3, v_4) and as always, two classifications (+1, −1). The set of examples is E = {((0, 1, 0, 1), +1) , ((1, 1, 1, 0), +1) , ((1, 1, 1, 1), −1) , ((0, 0, 0, 1), −1)}. The following tree corresponds to the separating set (v_1, v_2, v_4).

A number of algorithms have been developed for learning decision trees, e.g. ID3[12], C4.5[13]. All these algorithms essentially perform a simple top-down greedy search through the space of possible decision trees. We implemented a simplified version of the ID3 algorithm, which is described in Figure 3[10]. At

DecT ree(Examples, Attributes) 1. Create a Root node for the tree.

2. If all examples are classified the same, return Root with this classification. 3. Let A = BestAttribute(Examples,Attributes). Label Root with attribute A. 4. For i ∈ {0, 1}, let Examplesi be the subset of Examples having value i for A. 5. For i ∈ {0, 1}, add an i branch to the Root pointing to subtree generated by Dectree(Examplesi, Attributes − {A}). 6. return Root.

Fig. 3. Decision Tree Learning Algorithm

each recursion, the algorithm has to pick an attribute to test at the root. We need a measure of the quality of an attribute. We start with defining a quantity called entropy, which is a commonly used notion in information theory. Given a set S containing n_⊕ positive examples and n_⊖ negative examples, the entropy of S is given by: Entropy(S) = −p_⊕log_2p_⊕ − p_⊖log_2p_⊖ where p_⊕ = (n_⊕)/(n_⊕ + n_⊖) and p_⊖ = (n_⊖)/(n_⊕ + n_⊖). Intuitively, entropy characterizes the variety in a set of examples. The maximum value for entropy is 1, which corresponds to a collection that has an equal number of positive and negative examples. The minimum value of entropy is 0, which corresponds to a collection with only positive or only negative examples. We can now define the quality of an attribute A by the reduction in entropy on partitioning the examples using A. This measure, called the information gain is defined as follows: Gain(E, A) = Entropy(E)−(|E_0|/|E|)·Entropy(E_0)−(|E_1|/|E|)·Entropy(E_1) where E_0 and E_1 are the subsets of examples having the value 0 and 1, re- spectively, for attribute A. The BestAttribute(Examples, Attributes) procedure returns the attribute A ∈ Attributes that has the highest Gain(Examples, A). Example 3. We illustrate the working of our algorithm with an example. Continuing with our previous example, we calculate the gains for the attributes at the top node of the decision tree. Entropy(E) = −(2/4)log_2(2/4) − (2/4)log_2(2/4) = 1.00 Gain(E, v_1) = 1−(2/4)·Entropy(E_{v1 =0})−(2/4)·Entropy(_{v1 =1}) = 0.00 Gain(E, v_2) = 1−(1/4)·Entropy(E_{v2 =0})−(3/4)·Entropy(_{v2 =1}) = 0.31 Gain(E, v_3) = 1−(2/4)·Entropy(E_{v3 =0})−(2/4)·Entropy(_{v3 =1}) = 0.00 Gain(E, v_4) = 1−(1/4)·Entropy(E_{v4 =0})−(3/4)·Entropy(_{v4 =1}) = 0.31 The DecT ree algorithm will pick v_2 or v_4 to label the Root.

6 Efficient sampling of states

Sampling D_I and B_I does not have to be arbitrary. As we now show, it is possible to direct the search for samples that contain more information than others. Let δ(D_I , B_I ) denote the minimal separating set for D_I and B_I . Finding δ(D_I , B_I ) by explicitly computing D_I and B_I and separating them is too computationally expensive, because both the size of these sets and the optimal separation techniques are worst-case exponential. We therefore look for samples S_{DI} and S_{BI} that are small enough to compute and separate, and, on the other hand, maintain δ(S_{DI} , S_{BI} ) = δ(D_I , B_I ). Finding these sets is what we refer to as efficient sampling.

We suggest an iterative algorithm for efficient sampling. Let SepSet denote the current separating set. Initially, SepSet = ∅. In each step i > 0 the algorithm finds samples that are not separable by SepSet that was computed in the previous iteration. Computing a new pair of dead-end and bad states that are not separable by SepSet, can be done by solving Φ(SepSet), as defined below: Φ(SepSet) .= ψ_f ∧ ϕ^′_f ∧ ⋀ v_i ∈SepSet v_i = v^′_i (3)

where ψ_f and ϕ_f are the formulas representing the deadend and bad states as defined in equations 1 and 2. The prime symbol over ϕ_f denotes the fact that we replace each variable v ∈ ϕ_f with a new variable v^′ (note that otherwise, by definition, the conjunction of ψ_f with ϕ_f is unsatisfiable). The right-most clause in the above formula guarantees that the new samples of deadend and bad states are not separable by the current separating set.

Algorithm Sample-and-Separate, described in Figure 6, uses formula 3 to compute the minimal separating set of D_I and B_I without explicitly computing or separating them. In each step i, it finds samples d_i ∈ D_I and b_i ∈ B_I that are not separable by the current separating set SepSet. It then re-computes SepSet for the union of sets that were computed up to the current iteration. By repeating this process until no such samples exist, it guarantees that the resulting separating set separates D_I from B_I . Note that the size of SepSet can either increase or stay unchanged in each iteration. SepSet = ∅; i = 0;

repeat forever {
    If Φ(SepSet) is sat., derive di and bi from solution; else exit;

SepSet = δ( ⋃_i j=0{dj }, ⋃_i j=0{bj }); i = i + 1; }

Fig. 4. Algorithm Sample-and-Separate implements efficient sampling by iteratively searching for states that are not separable by the current separating set.

The algorithm in Figure 6 finds a single solution to Φ(SepSet) and hence a single pair of states d_i and b_i. However, the size of each sample can be larger. Larger samples may reduce the number of iterations, but also require more time to derive and separate. The optimal number of new samples in each iteration depends on various factors, like the efficiency of the SAT solver, the separation technique and the examined model. Our implementation lets the user control this process by adjusting two parameters: the number of samples generated in each iteration, and the maximum number of iterations.

7 Experimental Results

We implemented our framework inside NuSMV[4]. We use NuSMV as a frontend, for parsing SMV files and for generating abstractions. However, for actual model checking, we use Cadence SMV, which implements techniques like coneof-influence reduction, cut-points, etc. We implemented a variant of the ID3[12] algorithm to generate decision trees. We use a public domain LP solver[2] to solve our integer linear programs. We use Chaff[11] as our SAT solver. Some modifications were made to Chaff to efficiently generate multiple state samples in a single run. Our experiments were performed on the “IU” family of circuits, which are various abstractions of an interface control circuit from Synopsys. All experiments were performed on a 1.5GHz Dual Athlon machine with 3Gb RAM and running Linux. No pre-computed variable ordering files were used in the experiments.

Circuit SMV Sampling - ILP Sampling - DTL Eff. Samp. - DTL Time BDD Time BDD S L Time BDD S L Time BDD S L IU30 0.7 116909 0.1 1731 0 1 0.1 1731 0 1 0.1 1731 0 1 IU35 0.6 149496 0.1 2357 0 1 0.1 2357 0 1 0.1 2357 0 1 IU40 1.2 225544 6.3 21249 3 4 0.9 18830 5 6 0.6 11028 2 3 IU45 37.5 2554520 6.1 17702 3 4 1.1 18847 5 6 0.7 10634 2 3 IU50 23.3 2094723 19.7 100647 13 14 9.8 90691 13 14 24.0 1274240 4 17 IU55 - - - - - - 2072 51703825 6 9 3.0 64386 1 6 IU60 - - 7.8 183811 4 7 7.8 183811 4 7 4.5 109393 1 6 IU65 - - 7.9 192806 4 7 7.9 192806 4 7 3.8 47546 1 5 IU70 - - 8.1 192806 4 7 8.2 192806 4 7 3.8 47546 1 5 IU75 102.9 7068752 32.0 142546 9 10 24.5 397620 13 14 24.1 550872 2 7 IU80 603.7 39989682 31.7 215404 9 10 44.0 341018 13 14 24.1 186662 2 7 IU85 2832 76232788 33.1 230979 9 10 44.6 443785 13 14 25.2 198359 2 7 IU90 - - 33.0 230979 9 10 44.6 443785 13 14 25.4 198359 2 7

Fig. 5. Model checking results for property 1.

The results are presented in Figure 5 and Figure 6. The two tables correspond to two different properties. We compared the following techniques: 1) ‘SMV’: Cadence SMV, 2) ‘Sampling-ILP’: Sampling, separation using Integer Linear Programming, 50 samples per refinement iteration, 3) ‘Sampling-DTL’: Sampling, separation using Decision Tree Learning, 50 samples per refinement iteration, 4) ‘Eff. Samp.-DTL’: Efficient sampling, separation using Decision Tree Learning. For each run, we measured the total running time (‘Time’), the maximum number of BDD nodes allocated (‘BDD’), the number of refinement steps (‘S’), and the number of latches in the final abstraction (‘L’). The original number of latches in each circuit in indicated in its name. A ‘−^′ symbol indicates that we ran out of memory. We could not solve Property 2 for circuits IU55...IU70 with any of the methods.

The experiments indicate that our technique expedites standard model checking, both in terms of execution time and required memory. As predicted, the number of iterations is generally reduced when either ILP or efficient sampling is applied. In most cases, this translates to a reduction in the total execution time. There were cases, however, when smaller sets of separating variables resulted in larger BDDs. Such ‘noise’ in the experimental results is typical of BDD based techniques.

8 Conclusions and Future Work

We have presented an automatic counterexample guided abstraction-refinement algorithm that uses SAT, ILP and techniques from machine learning. Our algorithm outperforms standard model checking, both in terms of execution time and memory requirements. Our refinement technique is very general and can be extended to a large variety of systems. For example, in conjunction with predicate abstraction, we can apply our techniques to software model checking. There

Circuit SMV Sampling - ILP Sampling - DTL Eff. Samp. - DTL Time BDD Time BDD S L Time BDD S L Time BDD S L IU30 7.3 324268 8.0 113189 3 20 7.5 113189 3 20 6.5 113189 3 20 IU35 19.1 679224 11.8 186097 4 21 12.7 186097 4 21 11.0 186097 4 21 IU40 53.6 1100956 25.9 260299 6 23 19.0 207199 5 22 16.1 207199 5 22 IU45 226.1 6060256 28.3 411952 5 22 25.3 411952 5 22 22.1 411952 5 22 IU50 1754 25102082 160.4 2046981 13 32 85.1 605501 10 27 15120 3791826 7 31 IU75 - - 1080 3716255 21 38 586.7 1178039 16 33 130.5 1050007 5 26 IU80 - - 1136 3378860 21 38 552.5 1158076 16 33 153.4 1009030 5 26 IU85 - - 1162 3493143 21 38 581.2 1272915 16 33 167.7 1079043 5 26 IU90 - - 965 3712477 20 37 583.3 1271915 16 33 167.1 1079043 5 26

Fig. 6. Model checking results for property 2.

are several future research directions to our work. We are currently exploring criteria other than the size of the separating set for characterizing a good refinement. We also want to explore other machine learning techniques to solve the state separation problem.

References

1. F. Balarin and A. Sangiovanni-Vinventelli. An iterative approach to language containment. (CAV’94).

2. M. Berkelaar. lpsolve, version 2.0. Eindhoven Univ. Tech., The Netherlands. 3. A. Biere, A. Cimatti, E. Clarke, and Y. Zhu. Symbolic model checking without BDDs. (TACAS’99).

4. A. Cimatti, E. Clarke, F. Giunchiglia, and M. Roveri. NuSMV: a new symbolic model checker. Int. Journal of Software Tools for Technology Transfer, 1998.

5. E. Clarke, O. Grumberg, S. Jha, Y. Lu, and H. Veith. Counterexample-guided abstraction refinement. (CAV’00).

6. E.M. Clarke, O. Grumberg, and D.E. Long. Model checking and abstraction. ACM Trans. Prog. Lang. Sys., 16(5):1512–1542, 1994.

7. S. Das and D.L. Dill. Successive approximation of abstract transition relations.

(LICS’01).

8. R. Kurshan. Computer aided verification of coordinating processes. Princeton University Press, 1994.

9. J. Lind-Nielsen and H. Andersen. Stepwise CTL model checking of state/event systems. (CAV’99).

10. T.M. Mitchell. Machine Learning. WCB/McGraw-Hill, 1997. 11. M. Moskewicz, C. Madigan, Y. Zhao, L. Zhang, and S. Malik. Chaff: Engineering an efficient SAT solver. (DAC’01).

12. J.R. Quinlan. Induction of decision trees. Machine Learning, 1986. 13. J.R. Quinlan. C4.5: Programs for Machine Learning. Morgan Kaufmann, San Mateo, CA, 1993.

14. J.P.M. Silva and K.A. Sakallah. GRASP - a new search algorithm for satisfiability.

Technical Report TR-CSE-292996, University of Michigen, 1996. 15. D. Wang, P. Ho, J. Long, J. Kukula, Y. Zhu, T. Ma, and R. Damiano. Formal property verification by abstraction refinement with formal, simulation and hybrid engines. DAC’01.

Automated Abstraction Refinement for Model Checking Large State Spaces using SAT based Conflict Analysis^⋆

Pankaj Chauhan^1 Edmund Clarke^1 James Kukula^3 Samir Sapra^1 Helmut Veith^2 Dong Wang^1

1 Carnegie Mellon University^2 TU Vienna, Austria 3 Synopsys Inc., Beaverton, OR

Abstract. We introduce a SAT based automatic abstraction refinement framework for model checking systems with several thousand state variables in the cone of influence of the specification. The abstract model is constructed by designating a large number of state variables as invisible. In contrast to previous work where invisible variables were treated as free inputs we describe a computationally more advantageous approach in which the abstract transition relation is approximated by pre-quantifying invisible variables during image computation. The abstract counterexamples obtained from model-checking the abstract model are symbolically simulated on the concrete system using a state-of-the-art SAT checker. If no concrete counterexample is found, a subset of the invisible variables is reintroduced into the system and the process is repeated. The main contribution of this paper are two new algorithms for identifying the relevant variables to be reintroduced. These algorithms monitor the SAT checking phase in order to analyze the impact of individual variables. Our method is complete for safety properties in the sense that – performance permitting – a property is either verified or disproved by a concrete counterexample. Experimental results are given to demonstrate the power of our method on real-world designs.

1 Introduction

Symbolic model checking has been successful at automatically verifying temporal specifications on small to medium sized designs. However, the inability of BDD based model checking to handle large state spaces of “real world” designs hinders the wide scale acceptance of these techniques. There have been advances on various fronts to push the limits of automatic verification. On the one hand, improving BDD based algorithms improves the ability to handle large state machines, while on the other hand, various abstraction algorithms reduce the size of the design by focusing only on relevant portions of the design. It is important to make improvements on both fronts for successful verification.

⋆ This research is sponsored by the Semiconductor Research Corporation (SRC) under contract no. 99-TJ-684, the Gigascale Silicon Research Center (GSRC), the National Science Foundation (NSF) under Grant No. CCR-9803774, and the Max Kade Foundation. One of the authors is also supported by Austrian Science Fund Project N Z29-INF. Any opinions, findings and conclusions or recommendations expressed in this material are those of the authors and do not necessarily reflect the views of SRC, GSRC, NSF, or the United States Government.

A conservative abstraction is one which preserves all behaviors of a concrete system. Conservative abstractions benefit from a preservation theorem which states that the correctness of any universal (e.g. ACTL^∗) formulae on an abstract system automatically implies the correctness of the formula on the concrete system. However, a counterexample on an abstract system may not correspond to any real path, in which case it is called a spurious counterexample. To get rid of a spurious counterexample, the abstraction needs to be made more precise via refinement. It is obviously desirable to automate this procedure.

This paper focuses on automating the abstraction process for handling large designs containing up to a few thousand latches. This means that using any computation on concrete systems based on BDDs will be too expensive. Abstraction refinement [1, 6, 8, 11, 13, 17] is a general strategy for automatic abstraction. Abstraction refinement usually involves the following process.

1. Generation of Initial Abstraction. It is desirable to derive the initial abstraction automatically.

2. Model checking of abstract system. If this results in a conclusive answer for the abstract system, then the process is terminated. For example, in case of existential abstraction, a “yes” answer for an ACTL^∗ property in this step means that the concrete system also satisfies the property, and we can stop. However, if the property is false on the abstract system, an abstract counterexample is generated.

3. Checking whether the counterexample holds on the concrete system.

If the counterexample is valid, then we have actually found a bug. Otherwise, the counterexample is spurious and the abstraction needs to be refined. Usually, refinement of abstraction is based on the analysis of counterexample(s) generated.

Our abstraction function is based on hiding irrelevant parts of the circuit by make a set of variables invisible. This simple abstraction function yields an efficient way to generate minimal abstractions, a source of difficulty in previous approaches. We describe two techniques to produce abstract systems by removing invisible variables. The first is simply to make the invisible variables into input variables. This is shown to be a minimal abstraction. However, this leaves a large number of input variables in the abstract system and, consequently, BDD based model checking even on this abstract system becomes very difficult [19]. We propose an efficient method to pre-quantify these variables on the fly during image computation. The resulting abstract systems are usually small enough to be handled by standard BDD based model checkers. We use an enhanced version [3, 4] of NuSMV [5] for this. If a counterexample is produced for the abstract system, we try to simulate it on the concrete system symbolically using a fast SAT checker (Chaff [16, 21] in our case).

The refinement is done by identifying a small set of invisible variables to be made visible. We call these variables the refinement variables. Identification of refinement variables is the main focus of this paper. Our techniques for identifying important variables are based on analysis of effective boolean constraint propagation (BCP) and conflicts [16] during the SAT checking run of the counterexample simulation. Recently, propositional SAT checkers have demonstrated tremendous success on various classes of SAT formulas. The key to the effectiveness of SAT checkers like Chaff [16], GRASP [18] and SATO [20] is non-chronological backtracking, efficient conflict driven learning of conflict clauses, and improved decision heuristics.

SAT checkers have been successfully used for Bounded Model Checking (BMC) [2], where the design under consideration is unrolled and the property is symbolically verified using SAT procedures. BMC is effective for showing the presence of errors. However, BMC is not at all effective for showing that a specification is true unless the diameter of the state space is known. Moreover, BMC performance degrades when searching for deep counterexamples. Our technique can be used to show that a specification is true and is able to search for deeper concrete counterexamples because of the guidance derived from abstract counterexamples.

The efficiency of SAT procedures has made it possible to handle circuits with a few thousand of variables, much larger than any BDD based model checker is able to do at present. Our approach is similar to BMC, except that the propositional formula for simulation is constrained by assignments to visible variables. This formula is unsatisfiable for a spurious counterexample. We propose heuristic scores based on backtracking and conflict clause information, similar to VSIDS heuristics in Chaff, and conflict dependency analysis algorithm to extract the reason for unsatisfiability. Our techniques are able to identify those variables that are critical for unsatisfiability of the formula and are, therefore, prime candidates for refinement. The main strength of our approach is that we use the SAT procedure itself for refinement. We do not need to invoke multiple SAT instances or solve separation problems as in [8].

Thus the main contributions of our work are, (a) use of SAT for counterexample validation, (b) refinement procedures based on SAT conflict analysis, and, (c) a method to remove invisible variables from the abstract system for computational efficiency.

Outline of the Paper

The rest of the paper is organized as follows. In the next section, we describe related work. Section 3 briefly reviews how abstraction is used in model checking and introduces notation that is used in the following sections. In Section 4, we describe in detail, our abstraction technique and how we check an abstract counterexample on the concrete model. The most important part of the paper is Section 5, where we discuss our refinement algorithms based on scoring heuristics for variables and conflict dependency analysis. In section 6, we present experimental evidence to show the ability of our approach to handle large state systems. Finally, we conclude in Section 7 with directions for future research.

2 Related Work

Our work compares most closely to that presented in [6] and more recently [8]. There are three major differences between our work and [6]. First, their initial abstraction is based on predicate abstraction, where new set of program variables are generated representing various predicates. They symbolically generate and manipulate these abstractions with BDDs. Our abstraction is based on hiding certain parts of the circuit. This yields an easier way to generate abstractions. Secondly, the biggest bottleneck in their method is the use of BDD based image computations on concrete systems for validating counterexamples. We use symbolic simulation based on SAT accomplish this task, as in [8]. Finally, their refinement is based on splitting the variable domains. The problem of finding the coarsest refinement is shown to be NP-hard in [6]. Because our abstraction functions are simpler, we can identify refinement variables during the SAT checking phase. We do not need to solve any other problem for refinement.

We differ from [8] in three aspects. First, we propose to remove invisible variables from abstract systems on the fly by quantification. This reduces the complexity of BDD based model checking of abstract systems. Leaving a large number of input variables in the system makes it very difficult to model check even an abstract system [19]. Secondly, computation overhead for our separation heuristics is minimal. In their approach, refinement is done by separating dead-end and bad states (sets of concrete states contained in the failure state) with ILP solvers or machine learning. This requires enumerating all dead-end and bad states or producing samples of these states and separating them. The sampling scheme they propose requires calling multiple instances of the SAT checker. Experiments on large circuits have shown that efficiently generating these samples is a major bottleneck in their method. We avoid this step altogether and cheaply identify refinement variables from the analysis of a single SAT check that is already done. We do not claim any optimality on the number of variables, however, this is a small price to pay for efficiency. We have been able to handle a circuit with about 5000 variables in cone of influence of the specification, for which their method gets stuck in the sampling phase. Finally, we believe our method can identify a better set of invisible registers for refinement. Although [8] uses optimization algorithms to minimize the number of registers to refine, their algorithm relies on sampling to provide the candidate separation sets. When the size of the problem becomes large, there could be many possible separation sets. The quality of the separating set can not be judged by its size, instead a better selection criteria is required. Our method is based on SAT conflict analysis. The Boolean constraint propagation (BCP) algorithm in a SAT solver naturally limits the number of candidates that we will need to consider. We use conflict dependency analysis to reduce further the number of candidates for refinement.

The work of [10] focuses on algorithms to refine an approximate abstract transition relation. Given a spurious abstract transition, they combine a theorem prover with a greedy strategy to enumerate the part of the abstract transition that does not have corresponding concrete transitions. The identified bad transition is removed from the current abstract model for refinement. Their enumeration technique is potentially expensive. More importantly, they do not address the problem of how to refine abstract predicates.

Previous work on abstraction by making variables invisible includes the localization reduction of Kurshan [13] and other techniques (e.g. [1, 14]). Localization reduction begins with the set of variables in the property as visible variables. The set of variables adjacent to the present set of visible variables in the variable dependency graph are chosen as the candidates for refinement. Counterexamples are analyzed in order to choose variables among these candidates.

The work presented in [19] combines three different engines (BDD, ATPG and simulation) to handle large circuits using abstraction and refinement. The main difference between our method and that in [19] is the strategy for refinement. In [19], candidates for refinement are based on those invisible registers that get assigned in the abstract counterexample. In our approach, we intentionally throw away invisible registers in the abstract counterexample, and rely on our SAT conflict analysis to select the candidates. We believe there are two advantages to disallowing invisible registers in the abstract counterexample. First of all, generating an abstract counterexample is computationally expensive, when the number of invisible registers is large. In fact, for efficiency reasons, a BDD/ATPG hybrid engine is used in [19] to model check the abstract model. By quantifying the invisible variables early, we avoid this bottleneck. More importantly, in [19], invisible registers are free inputs in the abstract model, their values are totally unconstrained. When checking such an abstract counterexample on the concrete machine, it is more likely to be spurious. In our case, the abstract counterexample only includes assignments to the visible registers and hence a real counterexample can be found more cheaply.

3 Abstraction in Model Checking

We give a brief summary of the use of abstraction in model checking and introduce notation that we will use in the remainder of the paper (refer to [7] for a full treatment). A transition system is modeled by a tuple M = (S, I, R, L, L) where S is the set of states, I ⊆ S is the set of initial states, R is the set of transitions, L is the set of atomic propositions that label each state in S with the labeling function L : S → 2^L. The set I is also used as a predicate I(s), meaning the state s is in I. Similarly, the transition relation R is also used as a predicate R(s_1, s_2), meaning there exists a transition between states s_1 and s_2. Each program variable v_i ranges over its non-empty domain D_{vi} . The state space of a program with a set of variables V = {v_1, v_2, . . . , v_n} is defined by the Cartesian product D_{v1} × D_{v2} × . . . × D_{vn} .

In existential abstraction [7] a surjection h : S → Ŝ maps a concrete state s_i ∈ S to an abstract state ŝ_i = h(s_i) ∈ Ŝ. We denote the set of concrete states that map to an abstract state ŝ_i by h^{−1}(ŝ_i).

Definition 1. The minimal existential abstraction M̂ = (Ŝ, Î, R̂, L̂, L̂) corresponding to a transition system M = (S, I, R, L, L) and an abstraction function h is defined by:

1. Ŝ = {ŝ|∃s.s ∈ S ∧ h(s) = ŝ}. 2. Î = {ŝ|∃s.I(s) ∧ h(s) = ŝ}.

3. R̂ = {(ŝ_1, ŝ_2)|∃s_1.∃s_2.R(s_1, s_2) ∧ h(s_1) = ŝ_1 ∧ h(s_2) = ŝ_2}. 4. L̂ = L. 5. L̂(ŝ) = � h(s)=ŝ L(s).

Condition 3 can be stated equivalently as

∃s_1, s_2(R(s_1, s_2) ∧ h(s_1) = ŝ_1 ∧ h(s_2) = ŝ_2) ⇔ R̂(ŝ_1, ŝ_2) (1)

An atomic formula f respects h if for all s ∈ S, h(s) |= f ⇒ s |= f. Labeling L̂(ŝ) is consistent, if for all s ∈ h^{−1}(ŝ) it holds that s |= � f∈L̂(ŝ) f. The following theorem

from [6, 15] is stated without proof.

Theorem 1. Let h be an abstraction function and ϕ an ACTL^∗ specification where the atomic sub-formulae respect h. Then the following holds: (i) For all ŝ ∈ Ŝ, L̂(ŝ) is consistent, and (ii) M̂ |= ϕ ⇒ M |= ϕ.

This theorem is the core of all abstraction refinement frameworks. However, the converse may not hold, i.e., even if M̂ |̸= ϕ, the concrete model M may still satisfy ϕ. In this case, the counterexample on M̂ is said to be spurious, and we need to refine the abstraction function. Note that the theorem holds even if only the right implication holds in Equation 1. In other words, even if we add more transitions to the minimal transition relation R̂, the validity of an ACTL^∗ formula on M̂ implies its validity on M. Definition 2. An abstraction function h^′ is a refinement for the abstraction function h and the transition system M = (S, I, R, L, L) if for all s_1, s_2 ∈ S, h^′(s_1) = h^′(s_2) implies h(s_1) = h(s_2). Moreover, h^′ is a proper refinement of h if there exist s_1, s_2 ∈ S such that h(s_1) = h(s_2) and h^′(s_1) ≠ h^′(s_2).

In general, ACTL^∗ formulae can have tree-like counterexamples [9]. In this paper, we focus only on safety properties, which have finite path counterexamples. It is possible to generalize our approach to full ACTL^∗ as done in [9]. The following iterative abstraction refinement procedure for a system M and a safety formula ϕ follows immediately.

1. Generate an initial abstraction function h. 2. Model check M̂. If M̂ |= ϕ, return TRUE.

3. If M̂ |̸= ϕ, check the generated counterexample ^T on M. If the counterexample is real, return FALSE.

4. Refine h, and goto step 2.

Since each refinement step partitions at least one abstract state, the above procedure is complete for finite state systems for ACTL* formulae that have path counterexamples. Thus the number of iterations is bounded by the number of concrete states. However, as we will show in the next two sections, the number of refinement steps can be at most equal to the number of program variables.

We would like to emphasize that we model check abstract system in step 2 using BDD based symbolic model checking, while steps 3 and 4 are carried out with the help of SAT checkers.

4 Generating Abstract State Machine

We consider a special type of abstraction for our methodology, wherein, we hide a set of variables that we call invisible variables, denoted by I. The set of variables that we retain in our abstract machine are called visible variables, denoted by V. The visible variables are considered to be important for the property and hence are retained in the abstraction, while the invisible variables are considered irrelevant for the property. The initial abstraction and the refinement in steps 1 and 4 respectively correspond to different partitions of V . Typically, we would want |V| ≪ |I|. Formally, the value of a variable v ∈ V in state s ∈ S is denoted by s(v). Given a set of variables U = {u_1, u_2, . . . , u_p}, U ⊆ V , let s^U denote the portion of s that corresponds to the variables in U, i.e., s^U = (s(u_1)s(u_2) . . . s(u_p)). Let V = {v_1, v_2, . . . , v_k}. This partitioning of variables defines our abstraction function h : S → Ŝ. The set of abstract states is Ŝ = D_{v1} × D_{v2} . . . × D_{vk} and h(s) = sV .

In our approach, the initial abstraction is to take the set of variables mentioned in the property as visible variables. Another option is to make the variables in the cone of influence (COI) of the property visible. However, the COI of a property may be too large and we may end with a large number of visible variables. The idea is to begin with a small set of visible variables and then let the refinement procedure come up with a small set of invisible variables to make visible.

We also assume that the transition relation is described not as a single predicate, but as a conjunction of bit relations R_j of each individual variable v_j . More formally, we consider a sequential circuit with registers V = {v_1, v_2, . . . , v_m} and inputs I = {i_1, i_2, . . . , i_q}. Let s = (v_1, v_2, . . . , v_m), i = (i_1, i_2, . . . , i_q) and s^′ = (v^′_1, v^′_2, . . . , v^′_m). The primed variables denote the next state versions of unprimed variables as usual. Thus the bit relation for v_j becomes R_j (s, i, v^′_j ) = (v^′_j ↔ f_{vj} (s, i)).

R(s, s^′) = ∃i m� j=1 R_j (s, i, v^′_j ) (2)

4.1 Abstraction by Making Invisible Variables as Input Variables

As shown in [8], the minimal transition relation R̂ corresponding to R and h described above is obtained by removing the logic defining invisible variables and treating them as free input variables of the circuit. Hence, R̂ looks like:

R̂(ŝ, ŝ^′) = ∃s^I ∃i � v_j ∈V

R_j (s^V , s^I , i, v^′_j ) (3)

The quantifications in Equation 3 are performed during each image computation in symbolic model checking of the abstract system. This is done so as not to build a monolithic BDD for R̂ and enjoy the benefits of early quantification.

We call this type of abstraction an input abstraction. We write s as s^V , s^I to stress the fact that we are leaving invisible variables as input variables in R̂. When dealing with systems with a large number of registers, quantifying so many variables for each image computation is expensive (e.g. [19]). An invisible variable can in the support of multiple partitions of the transition relation. In input abstraction, each occurence of an invisible variable has the same value in different partitions of the abstract transition relation. Thus, we say input abstraction preserves correlations between different occurrences of an invisible variable. In the next type of abstraction, we pre-quantify most of the invisible variables, to reduce the number of variables during image computation. This means that different occurrences of an invisible variable get de-coupled when we push the quantifications inside Equation 3, making the abstraction more approximate.

4.2 Abstraction by Pre-quantifying Invisible Variables

Input abstraction leaves a large number of variables to quantify during the image computation process. We can however, quantify these variables a priori, leaving only visible variables in R̂. The transition relation that we get by quantifying invisible variables from R̂ in the beginning is denoted by R̃. We can even quantify some of the input variables a priori in this fashion to control the total number of variables appearing in R̃. Let Q ⊆ I ∪ I denote the set of variables to be pre-quantified and let W = (I ∪ I) \ Q, the set of variable that are not pre-quantified.

Quantification of a large number of invisible variables in Equation 3 is computationally expensive [15]. To alleviate this difficulty, it is customary to approximate this abstraction by pushing the quantification inside conjunctions as follows.

R̃(ŝ, ŝ^′) = ∃s^W � v_j ∈V

∃s^QR_j (s^V , s^I , i, v^′_j ) (4)

Since the BDDs for state sets do not contain input variables in the support, this is a safe step to do. This does not violate the soundness of the approximation, i.e., for each concrete transition in R, there will be a corresponding transition in R̂, as stated below.

Theorem 2. ∃s_1, s_2(R(s_1, s_2) ∧ h(s_1) = ŝ_1 ∧ h(s_2) = ŝ_2) ⇒ R̃(ŝ_1, ŝ_2).

The other direction of this implication does not hold because of the approximations introduced.

Preserving Correlations We can see in Equation 4 that by existentially quantifying each invisible variable separately for each conjunct of the transition relation, we lose the correlation between different occurrences of a variable. For example, consider the trivial bit relations x^′_1 = x_3, x^′_2 = ¬x_3 and x_3 = x_1 ⊕ x_2. Suppose x_3 is made an invisible variable. Then quantifying x_3 from the bit relations of x_1 and x_2 will result in the transition relation being always evaluated 1, meaning the state graph is a clique. However, we can see that in any reachable state, x_1 and x_2 are always opposite of each other. To solve this problem partially without having to resort to equation 4, we propose to cluster those bit relations that share many common variables. Since this problem is very similar to the quantification scheduling problem (which occurs during image computations), we propose to use a modification of VarScore algorithms [3] for evaluating this quantification. This algorithm can be viewed as producing clusters of bit relations. We use it to produce clusters with controlled approximations. The idea is to delay variable quantifications as much as possible, without letting the conjoined BDDs grow too large. When a BDD grows larger than some threshold, we quantify away a variable. We can of course quantify a variable that no longer appears in the support of other BDDs. Effective quantification scheduling algorithms put closely related occurrences of a variable in the same cluster. Figure 1 shows the VarScore algorithm for approximating existential abstraction.

A static circuit minimum cut based structural method to reduce the number of invisible variables was proposed in [12] and used in [19]. Our method introduces approximations as needed based on actual image computation, while there method removes the variables statically. Our algorithms achieves a balance between performance and accuracy. This means that the approximations introduced by our algorithm are more accurate as the parts of the circuits statically removed in [12] could be important.

4.3 Checking the Validity of an Abstract Counterexamples

Given an abstract model M̂ and a safety formula ϕ, we run the usual BDD based symbolic model checking algorithm to determine if M̂ |= ϕ. Suppose that the model checker produces an abstract path counterexample s̄_m = ⟨ŝ_0, ŝ_1, . . . , ŝ_m⟩. To check whether this counterexample holds on the concrete model M or not, we symbolically

Given a set of conjuncts RV and variables s^Q to pre-quantify Repeat until all s^Q variables are quantified

1. Quantify away sQ variables appearing in only one BDD 2. Score the variables by summing up the sizes of BDDs in which a variable occurs 3. Pick two smallest BDDs for the variable with the smallest score 4. If any BDD is larger then the size threshold, quantify the variable from BDD(s) and go back to step 2.

5. If the BDDs are smaller than threshold, do BDDAnd or BDDAndExists depending upon the case

Fig. 1. VarScore algorithm for approximating existential abstraction

simulate M beginning with the initial state I(s_0) using a fast SAT checker. At each stage of the symbolic simulation, we constrain the values of visible variables only according to the counterexample produced. The equation for symbolic simulation is:

(I(s_0) ∧ (h(s_0) = ŝ_0)) ∧ (R(s_0, s_1) ∧ (h(s_1) = ŝ_1)) ∧ . . . ∧(R(s_{m−1}, s_m) ∧ (h(s_m) = ŝ_m)) (5)

Each h(s_i) is just a projection of the state s_i onto visible variables. If this propositional formula is satisfiable, then we can successfully simulate the counterexample on the concrete machine to conclude that M |̸= ϕ. The satisfiable assignments to invisible variables along with assignments to visible variables produced by model checking give a valid counterexample on the concrete machine.

If this formula is not satisfiable, the counterexample is spurious and the abstraction needs refinement. Assume that the counterexample can be simulated up to the abstract state ŝ_f , but not up to ŝ_{f+1} ([6, 8]). Thus formula 6 is satisfiable while formula 7 is not satisfiable, as shown in Figure 2.

(I(s_0) ∧ (h(s_0) = ŝ_0)) ∧ (R(s_0, s_1) ∧ (h(s_1) = ŝ_1)) ∧ . . . ∧(R(s_{f−1}, s_f ) ∧ (h(s_f ) = ŝ_f )) (6)

(I(s_0) ∧ (h(s_0) = ŝ_0)) ∧ (R(s_0, s_1) ∧ (h(s_1) = ŝ_1)) ∧ . . . ∧(R(s_f , s_{f+1}) ∧ (h(s_{f+1}) = ŝ_{f+1})) (7)

Using the terminology introduced in [6], we call the abstract state ŝ_f a failure state. The abstract state ŝ_f contains many concrete states given by all possible combinations of invisible variables, keeping the same values for visible variables as given by ŝ_f . The concrete states in ŝ_f reachable from the initial states following the spurious counterexample are called the dead-end states. The concrete states in ŝ_f that have a reachable set in ŝ_{f+1} are called bad states. Because the dead-end states and the bad states are part of the same abstract state, we get the spurious counterexample. The refinement step then is to separate dead-end states and bad states by making a small subset of invisible variables visible. It is easy to see that the set of dead-end states are given by the values of state variables in the f^{th} step for all satisfying solutions to Equation 6.

Fig. 2. A spurious counterexample showing failure state [8]. No concrete path can be extended beyond failure state.

Note that in symbolic simulation formulas, we have a copy of each state variable for each time frame.

We do this symbolic simulation using the SAT checker Chaff [16]. We assume that there are concrete transitions which correspond to each abstract transition from ŝ_i to ŝ_{i+1}, where 0 < i ≤ f. It is fairly straightforward to extend our algorithm to handle spurious abstract transitions. In this case, the set of bad states is not empty. Since s̄_f is the shortest prefix that is unsatisfiable, there must be information passed through the invisible registers at time frame f in order for the SAT solver to prove the counterexample is spurious. Specifically, the SAT solver implicitly generates constraints on the invisible registers at time frame f based on either the last abstract transition or the prefix s̄_f . Obviously the intersection of these two constraints on those invisible registers is empty. Thus the set of invisible registers that are constrained in time frame f during the SAT process is sufficient to separate deadend states and bad states after refinement. Therefore, our algorithm limits the refinement candidates to the registers that are constrained in time frame f.

Equation 5 is exactly like symbolic simulation with Bounded Model Checking. The only difference is that the values of visible state variables at each step are constrained to the counterexample values. Since the original input variables to the system are unconstrained, we also constrain their values according to the abstract counterexample. This puts many constraints on the SAT formula. Hence, the SAT checker is able to prune the search space significantly. We rely on the ability of Chaff to identify important variables in this SAT check to separate dead-end and bad states, as described in the next section.

5 SAT Based Refinement Heuristics

The basic framework for these SAT procedures is Davis-Putnam-Logeman-Loveland backtracking search, shown in Figure 3. The function decide_next_branch() chooses the branching variable at current decision level. The function deduce() does Boolean constraint propagation to deduce further assignments. While doing so, it might infer that the present set of assignments to variables do not lead to any satisfying solution, leading to a conflict. In case of a conflict, new clauses are learned by analyse_conflict() while(1) {
   if (decide_next_branch()) { // Branching
      while (deduce() == conflict) { // Propagate implications
         blevel = analyse_conflict(); // Learning
         if (blevel == 0)
            return UNSAT;
         else
            backtrack(blevel); // Non-chronological
                                      // backtrack
      }
   }
   else // no branch means all vars
                                      // have been assigned
      return SAT;
}

Fig. 3. Basic DPLL backtracking search (used from [16] for illustration purpose)

that hopefully prevent the same unsuccessful search in the future. The conflict analysis also returns a variable for which another value should be tried. This variable may not be the most recent variable decided, leading to a non-chronological backtrack. If all variables have been decided, then we have found a satisfying assignment and the procedure returns. The strength of various SAT checkers lies in their implementation of constraint propagation, decision heuristics, and learning.

Modern SAT checkers work by introducing conflict clauses in the learning phase and by non-chronological backtracking. Implication graphs are used for Boolean constraint propagation. The vertices of this graph are literals, and each edge is labeled with the clause that forces the assignment. When a clause becomes unsatisfiable as a result of the current set of assignments (decision assignments or implied assignments), a conflict clause is introduced to record the cause of the conflict, so that the same futile search is never repeated. The conflict clause is learned from the structure of the implication graph. When the search backtracks, it backtracks to the most recent variable in the conflict clause just added, not to the variable that was assigned last. For our purposes, note that Equation 7 is unsatisfiable, and hence there will be much backtracking. Hence, many conflict clauses will be introduced before the SAT checker concludes that the formula is unsatisfiable. A conflict clause records a reason for the formula being unsatisfiable. The variables in a conflict clause are thus important for distinguishing between dead-end and bad states. The decision variable to which the search backtracks is responsible for the current conflict and hence is an important variable. We call the implication graph associated with each conflict a conflict graph.The source nodes of this graph are the variable decisions, the sink node of this graph is the conflicting assignment to one of the variables. At least one conflict clause is generated from a conflict graph. We propose the following two algorithms to identify important variables from conflict analysis and backtracking.

5.1 Refinement Based on Scoring Invisible Variables

We score invisible variables based on two factors, first, the number of times a variable gets backtracked to and, second, the number of times a variable appears in a conflict clause. Note that we have adjust the first score by an exponential factor based on the decision level a variable is at, as the variable at the root node can potentially get just two back tracks, while a variable at the decision level dl can get 2^{dl} backtracks globally. Every time the SAT procedure backtracks to an invisible variable at decision level dl, we add the following number to the backtrack score.

2^{|I|−dlc}

We use c as a normalizing constant. For computing the second score, we just keep a global counter conflict score for each variable and increment the counter for each variable appearing in any conflict clause. The method used for identifying conflict clauses from conflict graphs greatly affects SAT performance. As shown in [21], we use the most effective method called the first unique implication point (1UIP) for identifying conflict clauses. We then use weighted average of these two scores to derive the final score as follows.

w_1 · backtrack score + w_2 · conflict score (8)

Note that the second factor is very similar to the decision heuristic VSIDS used in Chaff. The difference is that Chaff uses these per variable global scores to arrive at local decisions (of the next branching variable), while we use them to derive global information about important variables. Therefore, we do not periodically divide the variable scores as Chaff does.

We also have to be careful to guide Chaff not to decide on the intermediate variables introduced while converting various formulae to CNF form, which is the required input format for SAT checkers. This is done automatically in our method.

5.2 Refinement Based on Conflict Dependency Graph

The choice of which invisible registers to make visible is the key to the success of the refinement algorithm. Ideally, we want this set of registers to be small and still be able to prevent the spurious trace. Obviously, the set of registers appearing in the conflict graphs during the checking of the counterexample could prevent the spurious trace. However, this set can be very large. We will show here that it is unnecessary to consider all conflict graphs.

Dependencies Between Conflict Graphs We call the implication graph associated with a conflict a conflict graph. At least one conflict clause is generated from a conflict graph.

Definition 3. Given two conflict graphs A and B, if at least one of the conflict clauses generated from A labels one of the edges in B, then we say that conflict B directly depends on conflict A.

For example, consider the conflicts depicted in the conflict graphs of Figure 4. Suppose that at a certain stage of the SAT checking, conflict graph A is generated. This produces the conflict clause ω_9 = (¬x_9 + x_{11} + ¬x_{15}). We are using the first UIP (1UIP) learning strategy [21] to identify the conflict clause here. This conflict clause can be rewritten as x_9 ∧ ¬x_{11} → ¬x_{15}. In the other conflict graph B, clause ω_9 labels one of the edges, and forces variable x_{15} to be 0. Hence, we say that conflict graph B directly depends on conflict graph A.

directly depends

x_2(5)

x_{14}(5)

−x_{12}(3)

conflict x_{16}(5)

−x_{11}(2)

x_{17}(4) x_9(1)

−x_{11}(2)

Using conflict clause

Conflict graph B

conflict

Conflict graph A

−x_{11}(2)

ω_1 ω^3

x_{10}(5) ω_4

ω_4 ω_6 ω_5

ω_6 ω_5 ω_9

ω_9 ω_3

−x_{15}(5) x_{15}(5) ω_2

x_9(1) ω_2 ω_1

1UIP cut

Fig. 4. Two dependent conflict graphs. Conflict B depends on conflict A, as the conflict clause ω9 derived from the conflict graph A produces conflict B.

Given the set of conflict graphs generated during satisfiability checking, we construct the unpruned conflict dependency graph as follows:

– Vertices of the unpruned dependency graph are all conflict graphs created by the SAT algorithm.

– Edges of the unpruned dependency graph are direct dependencies.

Figure 5 shows an unpruned conflict dependency graph with five conflict graphs. A conflict graph B depends on another conflict graph A, if vertex A is reachable from vertex B in the unpruned dependency graph. In Figure 5, conflict graph E depends on conflict graph A. When the SAT algorithm detects unsatisfiability, it terminates with the last conflict graph corresponding to the last conflict. The subgraph of the unpruned conflict dependency graph on which the last conflict graph depends is called the conflict dependency graph. Formally,

Definition 4. The conflict dependency graph is a subgraph of the unpruned dependency graph. It includes the last conflict graph and all the conflict graphs on which the last one depends.

Fig. 5. The unpruned dependency graph and the dependency graph (within dotted lines)

In Figure 5, conflict graph E is the last conflict graph, hence the conflict dependency graph includes conflict graphs A, C, D, E. Thus, the conflict dependency graph can be constructed from the unpruned dependency graph by any directed graph traversal algorithm for reachability. Typically, many conflict graphs can be pruned away in this traversal, so that the dependency graph becomes much smaller than the unpruned dependency graph. Intuitively, all SAT decision strategies are based on heuristics. For a given SAT problem, the initial set of decisions/conflicts a SAT solver comes up with may not be related to the final unsatisfiability result. Our dependency analysis helps to remove that irrelevant reasoning.

Generating Conflict Dependency Graph Based on Zchaff We have implemented the conflict dependency analysis algorithm on top of zchaff [21], which has a powerful learning strategy called first UIP (1UIP). Experimental results from [21] show that 1UIP is the best known learning strategy. In 1UIP, only one conflict clause is generated from each conflict graph, and it only includes those implications that are closer to the conflict. Refer to [21] for the details. We have built our algorithms on top of 1UIP, and we restrict the following discussions to the case that only one conflict clause is generated from a conflict graph. Note here that the algorithms can be easily adapted to other learning strategies.

After SAT terminates with unsatisfiability, our pruning algorithm starts from the last conflict graph. Based on the clauses contained in this conflict graph, the algorithm traverses other conflict graphs that this one depends on. The result of this traversal is the pruned dependency graph.

Identifying Important Variables The dependency graph records the reasons for unsatisfiability. Therefore, only the variables appearing in the dependency graph are important. Instead of collecting all the variables appearing in any conflict graph, those in the dependency graph are sufficient to disable the spurious counterexample.

Suppose s̄_{f+1} = ⟨ŝ_0, ŝ_1, . . . , ŝ_{f+1}⟩ is the shortest prefix of a spurious counterexample that can not be simulated on the concrete machine. Recall that ŝ_f is the failure state. During the satisfiability checking of s̄_{f+1}, we generate an unpruned conflict dependency graph. When Chaff terminates with unsatisfiability, we collect the clauses from the pruned conflict dependency graph. Some of the literals in these clauses correspond to invisible registers at time frame f. Only those portions of the circuit that correspond to the clauses contained in the pruned conflict dependency graph are necessary for the unsatisfiability. Therefore, the candidates for refinement are the invisible registers that appear at time frame f in the conflict dependency graph.

Refinement Minimization The set of refinement candidates identified from conflict analysis is usually not minimal, i.e., not all registers in this set are required to invalidate the current spurious abstract counterexample. To remove those that are unnecessary, we have adapted the greedy refinement minimization algorithm in [19]. The algorithm in [19] has two phases. The first phase is the addition phase, where a set of invisible registers that it suffices to disable the spurious abstract counterexample is identified. In the second phase, a minimal subset of registers that is necessary to disable the counterexample is identifed. Their algorithm tries to see whether removing a newly added register from the abstract model still disables the abstract counterexample. If that is the case, this register is unnecessary and is no longer considered for refinement. In our case, we only need the second phase of the algorithm. The set of refinement candidates provided by our conflict dependency analysis algorithm already suffices to disable the current spurious abstract counterexample. Since the first phase of their algorithm takes at least as long as the second phase, this should speed up our minimization algorithm considerably.

6 Experimental Results

We have implemented our abstraction refinement framework on top of NuSMV model checker [5]. We modified the SAT checker Chaff to compute heuristic scores, to produce conflict dependency graphs and to do incremental SAT. The IU-p1 benchmark was verified by conflict analysis based refinement on a SunFire 280R machine with two 750Mhz UltraSparc III CPUs and 8GB of RAM running Solaris. All other experiments were performed on a dual 1.5GHz Athlon machine with 3GB of RAM running Linux.

The experiments were performed on two sets of benchmarks. The first set of benchmarks in Table 1 are industrial benchmarks obtained from various sources. The benchmarks IU-p1 and IU-p2 refer to the same circuit, IU, but different properties are checked in each case. This circuit is an integer unit of a picoJava microprocessor from Sun. The D series benchmarks are from a processor design. The properties verified were simple AG properties. The property for IU-p2 has 7 registers, while IU-p1 and D series circuits have only one register in the property. The circuits in Table 2 are various abstractions of the IU circuit. The property being verified has 17 registers. They are smaller circuits that are easily handled by our methods but they have been shown to be difficult to handle by Cadence SMV [8]. We include these results here to compare our methods with the results reported in [8] for property 2. We do not report the results for property 1 in [8] because it is too trivial (all counterexamples can be found in 1 iteration). It is interesting to note that all benchmarks but IU-p1 and IU-p2 have a valid counterexample.

In Table 1, we compare our methods against the BDD based model checker Cadence SMV. We enabled cone of influence reduction and dynamic variable reordering in Cadence SMV. We report total running time, number of iterations and the number of registers in the final abstraction. The columns labeled with “Heuristic Score” report the results with our heuristic variable scoring method. We introduce 5 latches at a time in this method. The columns labeled with “Dependency” report the results of our dependency analysis based refinement. This method employs pruning of candidate refinement sets. A “-” in a cell indicates that the model checker ran out of memory.

circuit # regs ctrex CSMV Heuristic Score Dependency length time time iters # regs time iters # regs D2 105 15 152 105 10 51 79 11 39 D5 350 32 1,192 29 3 16 38.2 8 10 D6 177 20 45,596 784 24 121 833 48 90 D18 745 28 >4 hrs 12,086 69 346 9,995 142 253 D20 562 14 >7 hrs 1,493 56 281 1,947 74 265 D24 270 10 7,850 14 1 6 8 1 4 IU-p1 4855 true - 9,138 22 107 3,350^∗ 13 19 IU-p2 4855 true - 2,820 7 36 712 6 13

Table 1. Comparison between Candence SMV (CSMV), heuristic score based refinement and dependency analysis based refinement for larger circuits. The experiment marked with a^∗ was performed on the SunFire machine with more memory because of a length 72 abstract counterexample encountered.

Table 2 compares our methods against those reported in [8] on IU series benchmarks for verifying property 2.

circuit # regs ctrex [8] Heuristic Score Dependency length time time iters # regs time iters # regs IU30 30 11 6.5 2.3 2 27 1.9 4 20 IU35 35 20 11 8.9 2 27 10.4 5 21 IU40 40 20 16.1 28.4 3 32 13.3 6 22 IU45 45 20 22.1 32.9 3 32 25 6 22 IU50 50 20 85.1 36 3 32 32.8 6 22 IU55 55 11 - 43 2 27 61.9 4 20 IU60 60 11 - 52.8 2 27 65.5 4 20 IU65 65 11 - 50.3 2 27 67.5 4 20 IU70 70 11 - 55.6 2 27 71.4 4 20 IU75 75 11 130.5 38.5 4 37 15.7 5 21 IU80 80 11 153.4 47.1 4 37 21.1 5 21 IU85 85 11 167.7 44.7 4 37 24.6 5 21 IU90 90 11 167.1 49.9 4 37 24.3 5 21

Table 2. Comparison between [8], heuristic score based refinement and dependency analysis based refinement for smaller circuits.

We can see that our conflict dependency analysis based method outperforms a standard BDD based model checker, the method reported in [8] and the heuristic score based method. We also conclude that the computational overhead of our dependency analysis based method is well justified by the smaller abstractions that it produces. The variable scoring based method does not enjoy the benefits of reduced candidate refinement sets obtained through dependency analysis. Therefore, it results in a coarser abstraction in general. The heuristic based refinement method adds 5 registers at a time, resulting in some uniformity in the final number of registers, especially evident in Table 2. Due to the smaller number of refinement steps it performs, the total time it has to spend in model checking abstract machines may be smaller (as for D5, D6, D20, IU60, IU65, IU70).

7 Conclusions

We have presented an effective and practical automatic abstraction refinement framework based on our novel SAT based conflict analysis. We have described a simple variable scoring heuristic as well as an elaborate conflict dependency analysis for identifying important variables. Our schemes are able to handle large industrial scale designs. Our work highlights the importance of using SAT based methods for handling large circuits. We believe these techniques complement bounded model checking in that they enable us to handle true specifications effeciently.

An obvious extension of our framework is to handle all ACTL* formulae. We believe this can be done as in [9]. Further experimental evaluation will help us fine tune our procedures. We can also use circuit structure information to accelerate the SAT based simulation of counterexamples, for example, by identifying replicated clauses. We are investigating the use of the techniques described in this paper for software verification. We already have a tool for extracting a Boolean program from an ANSI C program by using predicate abstraction.

8 Acknowledgements

We would like to thank Ofer Strichman for providing us some of the larger benchmark circuits.

References

[1] Felice Balarin and Alberto L. Sangiovanni-Vincentelli. An iterative approach to language containment. In Proceedings of CAV’93, pages 29–40, 1993.

[2] Armin Biere, Alexandro Cimatti, Edmund M. Clarke, and Yunshan Zhu. Symbolic model checking without BDDs. In Proceedings of Tools and Algorithms for the Analysis and Construction of Systems (TACAS’99), number 1579 in LNCS, 1999.

[3] Pankaj Chauhan, Edmund M. Clarke, Somesh Jha, Jim Kukula, Tom Shiple, Helmut Veith, and Dong Wang. Non-linear quantification scheduling in image computation. In Proceedings of ICCAD’01, pages 293–298, November 2001.

[4] Pankaj Chauhan, Edmund M. Clarke, Somesh Jha, Jim Kukula, Helmut Veith, and Dong Wang. Using combinatorial optimization methods for quantification scheduling. In Tiziana Margaria and Tom Melham, editors, Proceedings of CHARME’01, volume 2144 of LNCS, pages 293–309, September 2001.

[5] A. Cimatti, E. M. Clarke, F. Giunchiglia, and M. Roveri. NuSMV: A new Symbolic Model Verifier. In N. Halbwachs and D. Peled, editors, Proceedings of the International Conference on Computer-Aided Verification (CAV’99), number 1633 in Lecture Notes in Computer Science, pages 495–499. Springer, July 1999.

[6] E. M. Clarke, O. Grumberg, S. Jha, Y. Lu, and H. Veith. Counterexample-guided abstraction refinement. In E. A. Emerson and A. P. Sistla, editors, Proceedings of CAV, volume 1855 of LNCS, pages 154–169, July 2000.

[7] E. M. Clarke, O. Grumberg, and D. Peled. Model Checking. MIT Press, 2000. [8] Edmund Clarke, Anubhav Gupta, James Kukula, and Ofer Strichman. SAT based abstraction-refinement using ILP and machine learning techniques. In Proceedings of CAV’02, 2002. To appear.

[9] Edmund Clarke, Somesh Jha, Yuan Lu, and Helmut Veith. Tree-like counterexamples in model checking. In Proceedings of the 17^{th} Annual IEEE Symposium on Logic in Computer Science (LICS’02), 2002. To appear.

[10] Satyaki Das and David Dill. Successive approximation of abstract transition relations.

In Proceedings of the 16^{th} Annual IEEE Symposium on Logic in Computer Science (LICS’01), 2001.

[11] Shankar G. Govindaraju and David L. Dill. Counterexample-guided choice of projections in approximate symbolic model checking. In Proceedings of ICCAD’00, San Jose, CA, November 2000.

[12] P.-H. Ho, T. Shiple, K. Harer, J. Kukula, R. Damiano, V. Bertacco, J. Taylor, and J. Long.

Smart simulation using collaborative formal and simulation engines. In Proceedings of ICCAD’00, November 2000.

[13] R. Kurshan. Computer-Aided Verification of Co-ordinating Processes: The Automata- Theoretic Approach. Princeton University Press, 1994.

[14] J. Lind-Nielsen and H. Andersen. Stepwise CTL model checking of state/event systems.

In N. Halbwachs and D. Peled, editors, Proceedings of the International Conference on Computer Aided Verification (CAV’99), 1999.

[15] David E. Long. Model checking, abstraction and compositional verification. PhD thesis, Carnegie Mellon University, 1993. CMU-CS-93-178.

[16] Matthew W. Moskewicz, Conor F. Madigan, Ying Zhao, Lintao Zhang, and Sharad Malik.

Chaff: Engineering an efficient SAT solver. In Proceedings of the Design Automation Conference (DAC’01), pages 530–535, 2001.

[17] Abelardo Pardo and Gary D. Hachtel. Incremental CTL model checking using BDD subsetting. In Proceedings of the Design Automation Conference (DAC’98), pages 457– 462, June 1998.

[18] J. P. Marques Silva and K. A. Sakallah. GRASP: A new search algorithm for satisfiability. Technical Report CSE-TR-292-96, Computer Science and Engineering Division, Department of EECS, Univ. of Michigan, April 1996.

[19] Dong Wang, Pei-Hsin Ho, Jiang Long, James Kukula, Yunshan Zhu, Tony Ma, and Robert Damiano. Formal property verification by abstraction refinement with formal, simulation and hybrid engines. In Proceedings of the DAC, pages 35–40, 2001.

[20] Hantao Zhang. SATO: An efficient propositional prover. In Proceedings of the Conference on Automated Deduction (CADE’97), pages 272–275, 1997.

[21] Lintao Zhang, Conor F. Madigan, Matthew W. Moskewicz, and Sharad Malik. Efficient conflict driven learning in a Boolean satisfiability solver. In Proceedings of ICCAD’01, November 2001.

SAT based Predicate Abstraction for Hardware Verification

Edmund Clarke Muralidhar Talupur Dong Wang

Carnegie Mellon University

Abstract. Predicate abstraction has emerged as one of the most promising abstraction techniques. It has been used to extract compact finite state models, which are amenable to the current model checking algorithms, from infinite state systems like software. However, there is little work on applying predicate abstraction for verifying large scale finite state (e.g., hardware) systems. One of the major obstacles is the inefficiency of the existing refinement algorithms. In this paper, we present two SAT based algorithms to refine the abstract model. During the abstraction refinement process, constraints are added to remove spurious transitions (the transitions in the abstract model that do not have any corresponding concrete transitions). Our first algorithm makes use of the conflict graphs generated by SAT solvers to make the added constraints as general as possible, thus making the abstract model more accurate. One nice feature of this algorithm is that it does not need to make any additional calls to SAT solvers once an abstract transition is determined to be spurious. Even after all the spurious transitions are eliminated, a counterexample might still be spurious. In this case a new predicate needs to be added to the abstract model. Our second algorithm generates a compact predicate that will eliminate the spurious counterexample. This algorithm too makes use of the conflict graphs to determine the important concrete variables that render the counterexample spurious. And then it creates a predicate over these concrete variables, which is added to the abstract model. Experiments over hardware designs with up to thousands of registers demonstrate the effectiveness of our methods.

1 Introduction

Abstraction refinement. Model checking [6] is a widely used automatic formal verification technique. Despite the recent advancements in model checking technology, its application is still limited by the state explosion problem. For model checking large real world systems abstraction is essential. For the abstraction to be conservative the abstract model should include all the behaviors of the given system. If the abstraction is conservative then the correctness of any universal temporal logic formula (e.g., ACT L^∗) on the abstract model implies the correctness of the formula on the concrete model (This is refereed to as the preservation theorem). We consider only safety properties in this paper. However, a counterexample on the abstract model may not correspond to any real path, in which case it is called a spurious counterexample. To get rid of a spurious counterexample, the abstraction needs to be made more precise via refinement. Counterexample guided abstraction refinement (CEGAR) automates this procedure. It uses the spurious abstract counterexample to guide the refinement of the current abstraction, so that the counterexample is excluded from the refined abstract model. The above procedure repeats until the property is confirmed or refuted.

Predicate Abstraction. Predicate abstraction [1, 8, 7, 11–13], is a special case of conservative abstraction. In predicate abstraction a set of predicates {P_1, . . . , P_m}, is identified from the concrete system and the property to be verified,. These predicates are defined on the variables of the concrete system. They also serve as the atomic propositions that label the states in the concrete and abstract transition systems, that is, the set of atomic propositions is A = {P_1, P_2, .., P_m}. A state in the concrete system will be labeled with all the predicates it satisfies. The abstract state space has a boolean variable B_j corresponding to each predicate P_j . So each abstract state is a valuation of these m boolean variables. An abstract state will be labeled with predicate P_j if the corresponding bit B_j is 1 in that state. The predicates are also used to define a total function ρ between the concrete and the abstract state spaces. A concrete state s will be related to an abstract state ŝ through ρ if and only if the truth value of each predicate on s equals the value of the corresponding boolean variable in the abstract state ŝ. Formally, ρ(s, ŝ) = � 1≤j≤m Pj (s) ⇔ Bj (ŝ). We now define the

concretization function γ, which maps a set of abstract states to the corresponding set of concrete states.

Formally, let f̂ be a propositional formula over the abstract state variables, γ(f̂) = f̂[B_j ← P_j ]. In predicate abstraction [13], the abstract initial states Ŝ_0 and the abstract transition relation R̂ are defined as

Ŝ_0 = � {Ŷ_1 | S_0 → γ(Ŷ_1)} (1)

R̂ = � {Ŷ → Ŷ^′ | (R ∧ γ(Ŷ )) → γ(Ŷ^′)} (2)

where Ŷ (Ŷ_1) is an arbitrary conjunction (disjunction) of the literals over the current abstract state variables {B_1, . . . , B_m} and Ŷ^′ is an arbitrary disjunction of literals over the next state variables {B^′_1, . . . , B^′_m}. The abstract model built according to equations (1) and (2) is called the most accurate abstract model. Note that, in this abstract model, every abstract initial state has at least one corresponding concrete initial state, and every abstract transition has at least one corresponding concrete transition. However, to build the most accurate abstract model, there are exponential number (in the number of predicates) of implications that need to be checked in worst case. To reduce the abstraction time, in practice an approximate abstract model is constructed by intentionally excluding certain implications from consideration. Therefore, there are more behaviors in the approximate model than in the most accurate abstract model. We call the abstract transitions that do not have any corresponding concrete transitions spurious transitions (Precise definitions are given in Section 3.1). Since an approximate abstract model contains all the behaviors of the original concrete system, the preservation theorem still holds.

Motivation. For software model checking, the use of predicate abstraction (or similar abstraction techniques) is essential because, most software systems are infinite state and the existing model checking algorithms cannot handle infinite state systems. Predicate abstraction can extract finite state abstract models, which are amenable to model checking [6], from infinite state systems. Since hardware systems are finite state, model checking (or simpler forms of abstraction, e.g., localization reduction [9]) has been traditionally used to verify them. Existing predicate abstraction techniques for verifying software are not efficient when applied to the verification of large scale hardware systems.

There are many proof obligations involved in predicate abstraction that require the use of decision procedures. Proof obligations can arise from equations (1) and (2) and also from determining whether an abstract counterexample is spurious or not. For software verification, these proof obligations are solved using general theorem provers. For the verification of hardware systems, which usually have compact representation in conjunctive normal form (CNF), we can use SAT solvers instead of general theorem provers. With the advancements in SAT technology, discharging the proof obligations using SAT solvers becomes much faster than using general theorem provers.

There are two cases for an abstract counterexample to be spurious: One is that there is a spurious transition, that is, an abstract transition which does not have any corresponding concrete transitions; the other is that the counterexample has a spurious prefix, that is, there are no concrete paths that correspond to the prefix.

Our first SAT based algorithm deals with the first case. Recall that, it is time consuming to build the most accurate abstract model when the number of predicates is large. So, we use a heuristic similar to the one given in [1] to build an approximate abstract model. Instead of considering all possible implications of the form Ŷ → Ŷ^′ we impose restriction on the lengths of Ŷ and Ŷ^′ in equation (2) (The approximation to the set of abstract initial states can be similarly done for equation (1)). If the resulting abstract model is too coarse, an abstract counterexample with a spurious transition might be generated. This spurious transition can be removed by adding an appropriate constraint to the abstract model (details are given in Section 3.1). The constraint should be made as general as possible so that many related spurious transitions are also removed. An algorithm for this has been proposed in [7] which in the worst case requires 2m number of calls to a theorem prover, where m is the number of predicates. We propose a new algorithm, based on SAT conflict dependency analysis (presented in Section 2), to generate a general constraint without any additional calls to the SAT solver. Our algorithm works by analyzing the conflict graphs generated when detecting the spurious transition. Thus our algorithm can be much more efficient than the algorithm in [7].

Even after removing spurious transitions there could be a spurious prefix of the given abstract counterexample. This happens because the set of predicates is not enough to capture the relevant behaviors of the concrete system. In such a case, a new predicate is identified and added to the current abstract model to invalidate the counterexample. To make the abstraction refinement process efficient, it is desirable to compute a predicate that can be compactly represented. Large predicates are difficult to compute and discharging any proof obligation involving them will be slow. We propose an algorithm, again based on SAT conflict dependency analysis, to reduce the number of concrete state variables that the new predicate depends on. Then the predicate is calculated by a projection-based SAT enumeration algorithm. Experiments show that this algorithm can efficiently compute the required predicates for design with thousands of registers.

Related work. SAT based localization reduction has been investigated in [2]. To identify important registers for refinement, SAT conflict dependency analysis is used. Their method is similar to our algorithm for reducing the support of the predicates. However, the two differ in the following ways. First, we have generalized SAT conflict dependency analysis to find the set of predicates which disables a spurious transition; while the algorithm in [2] only finds important registers. Second, in this paper, we present a projection-based SAT enumeration algorithm to determine a new predicate that can be used to refine the abstract model. Third, we approximate the most accurate abstract model by intentionally excluding certain implications; while in [2], approximation is achieved through pre-quantifying invisible variables during image computation. Finally, Our experimental results show significant improvement over the method in [2].

An algorithm to make the abstract model more accurate given a fixed set of predicates is presented in [7]. Given a spurious transition, their algorithm requires 2m number of calls to a theorem prover, where m is the number of predicates. Our algorithm is more efficient in that no additional calls to a SAT solver are required. Note that, in general, their algorithm can come up with a more general constraint than ours. However, we can get the same constraints, probably using much less time, by combining the two algorithms together. Furthermore, the work in [7] does not consider the problem of introducing new predicates to refine the abstract model.

Existing refinement algorithms to compute new predicates use techniques such as syntactical transformations [11] or pre-image calculation [5, 13], etc. While our algorithm is based on SAT. They also neglect the problem of making the representation of the predicates compact. This could result in large predicates, which affects the efficiency of abstraction and refinement.

Outline of the paper. The rest of the paper is organized as follows. In Section 2 we describe conflict dependency analysis. We present our method for refining abstract transition relation in Section 3. In the same section a new method for identifying predicates is described. Section 4 has the experimental results. Section 5 concludes the paper.

2 SAT Conflict Dependency Analysis

In this section, we give a brief review of SAT conflict dependency analysis [2]. Modern SAT solvers rely on conflict driven learning to prune the search space. As presented in [14], a conflict clause corresponds to a vertex cut of a conflict graph (an implication graph with the conflict vertex as the sink), that separates the decision vertices from the conflict vertex. Let G be a conflict graph, κ be the conflict vertex in G, CUT be a vertex cut which corresponds to the conflict clause cl(CUT ). Let G_{CUT} be the subgraph of G where vertices in CUT are the sources and κ is the sink. For a subgraph G^′ of a conflict graph G, let Ω(G^′) be the set of clauses that label the edges in G^′. Since G_{CUT} includes the conflict vertex κ, it is easy to see that ¬cl(CUT ) ∧ Ω(G_{CUT} ) ⇒ false. Therefore

Ω(G_{CUT} ) ⇒ cl(CUT ) (3)

Given a CNF formula f, a SAT solver concludes that f is unsatisfiable if and only if the SAT solver derives a conflict graph without decision vertices. We associate the empty conflict clause, denoted by θ, with this last conflict graph. Note that since θ is an empty clause, it is logically equivalent to false.

A conflict clause cl(CUT ) directly depends on a clause b iff b is one of the clauses in Ω(G_{CUT} ). We say the conflict clause a depends on clause b iff there exist a = c_1, c_2, . . . , b = c_n, such that for 1 ≤ i < n, c_i directly depends on c_{i+1}. Given a CNF formula f, the set of clauses in f that a given set of conflict clauses cls depend on is called the dependent set and the set is denoted by dep(cls). Based on equation (3), it is easy to see that dep(cls) ⇒ cls. If f is an unsatisfiable CNF formula, let SUB(f) = dep(θ). Since dep(θ) ⇒ θ, SUB(f) ⊆ f is unsatisfiable, i.e.,

f ≡ false ⇒ SUB(f) ≡ false (4)

During SAT search, our conflict dependency analysis algorithm keeps track of the set of clauses on which a conflict clause directly depends. After the SAT solver concludes that f is unsatisfiable, our algorithm identifies the unsatisfiable subset SUB(f) based on these dependencies. Note that the dependencies and the unsatisfiable subset that our algorithm computes are determined by the conflict graphs and the conflict clauses generated by a SAT solver during SAT search. In general, for an unsatisfiable CNF formula f, SUB(f) may not be the minimal unsatisfiable subset of f, but it can be substantially smaller than f.

3 Refinement for Predicate Abstraction

We first introduce some notation to represent the unrolling of a transition system from initial states. Let V be a set of variables, let the corresponding set of next state variables be V^′. We call V and V^′ untimed variables. For every variable in V we maintain a version of that variable at each time i ≥ 0. If V is a set of state variables, then V^i, is the set of timed versions of variables in V at time i ≥ 0. We call V^i timed variables at time i. Using timed abstract state variables B^i corresponding to a set of abstract state variables B, an abstract counterexample ce(B^0, . . . , B^n) is a sequence of abstract states � ce_0(B^0), ce_1(B^1), . . . , ce_n(B^n) � , where ce_i(B^i) is a cube over the abstract variables at time i. When it is clear from context, we sometimes represent a counterexample without explicitly mentioning timed variables. Let f(V ) be a boolean function, which maps the set of states over variables V to {0, 1}. The timed version of f at time i, denoted by f^i(V^i), is the same function as f except that it is over the timed variables V^i. We define an operator, called utf (for untimed function), which for a given timed function f^i(V^i), returns the untimed function f(V ), i.e, f(V ) = utf (f^i(V^i)). Given a relation r(V, V^′ ), which maps the set of states over current state variables V to the set of states over the next state variables V^′, r^i(V^i, V^{i+1}) is the timed version of r at time i. We define an operator, called utr (for untimed relation), which for a given timed relation r^i(V^i, V^{i+1}), returns the untimed relation r(V, V^′ ),i.e., utr(r^i(V^i, V^{i+1})) = r(V, V^′ ).

Let B = {B_1, . . . , B_m} and V be the set of abstract and concrete state variables, respectively. Given a timed abstract expression f in terms of B^i at time i, its concretization is a timed concrete expression γ(f) in terms of V^i obtained by replacing each B^i_j in f with the timed version of the corresponding predicate P^i_j . Let ce = ⟨ce_0, ce_1, . . . , ce_n⟩ be an abstract counterexample. Let i be a natural number, such that 0 < i ≤ n. The set of pairs of concrete states corresponding to the abstract transition from ce_{i−1} to ce_i is

trans(i − 1, i) = γ(ce_{i−1}) ∧ R^{i−1} ∧ γ(ce_i) (5)

The set of concrete paths which corresponds to the prefix of the abstract counterexample up to time i, is a set of lists of concrete states {⟨s_0(V^0), . . . , s_i(V^i)⟩} that satisfy the following equation:

prf (i) = S_0 ∧ γ(ce_0) ∧ R^0 ∧ · · · ∧ γ(ce_{i−1}) ∧ R^{i−1} ∧ γ(ce_i). (6)

Let BV be a set of boolean variables and let BV_1 ⊆ BV . If c is a conjunction of literals over BV , the projection of c to BV_1, denoted by proj[BV_1](c), is a conjunction of literals over BV_1 that agrees with c over the literals in BV_1. If f is a CNF formula over BV , the satisfiable set of f over BV_1, denoted by SA[BV_1](f), is the set of all satisfying assignments of f projected on to BV_1. Thus, SA[BV_1](f) =

proj[BV_1](SA[BV ](f)). For a SAT solver with conflict based learning, there is a well known algorithm

to compute SA[BV_1](f) without first computing SA[BV ](f) [10]. Once a satisfiable solution is found, a blocking clause over BV_1 is created to avoid generating the same projected solution. After this blocking clause is added, the SAT search continues. This process repeats until the SAT solver concludes that the set of clauses is unsatisfiable, i.e., there are no further solutions. The set of all satisfying assignments over BV_1 is the required result, which can be represented as a DNF formula.

Given a set of variables SV that are not necessarily boolean, let BSV be the set of boolean variables in the boolean encoding of variables in SV . Let f be a CNF formula over BSV .The scalar support of the CNF formula f, denoted by ssuppt[SV ](f), is a subset of SV that includes a variable v ∈ SV iff at least one of v’s corresponding boolean variables is in f.

An abstract counterexample ce = ⟨ce_0, ce_1, . . . , ce_n⟩ is a real counterexample if and only if the set prf (n) is not empty. If the abstract counterexample is a real counterexample, then the property is false on the concrete machine. Otherwise the counterexample is spurious and we need to refine the current abstract model. There are two possible reasons for the existence of a spurious counterexample: One is that the computed abstract model is an over-approximation of the most accurate abstract model. The other is that the set of predicates is insufficient to model the relevant behaviors of the system. In Section 3.1, we describe how our algorithm deals with the first case (we only show how to remove spurious transitions from the abstract transition relation. The refinement for an approximate set of abstract initial states is similar.). In Section 3.2 we deal with the case where the the set of predicates is not sufficient.

3.1 Refinement to Exclude Spurious Transitions

Given an abstract counterexample ce = ⟨ce_0, ce_1, . . . , ce_n⟩, if there exists i, 0 < i ≤ n, such that the set trans(i − 1, i) = R^{i−1} ∧ γ(ce_{i−1}) ∧ γ(ce_i) is empty, then we call the transition from ce_{i−1} to ce_i a spurious transition. That is, there are no concrete transitions corresponding to the abstract transition from ce_{i−1} to ce_i. Clearly, the counterexample is not a real counterexample. To determine whether trans(i − 1, i) is empty or not, we convert it into a SAT unsatisfiability problem. Since, in the most accurate abstract model, there is at least one concrete transition corresponding to every abstract transition, spurious transitions exist only for approximate abstract transition relations.

Since spurious transitions are not due to the lack of predicates but due to an approximate abstract transition relation, our algorithm removes spurious transitions by adding appropriate constraints to R̂. For the spurious transition from ce_{i−1} to ce_i, we have R^{i−1} ∧ γ(ce_{i−1}) ∧ γ(ce_i) ⇔ false. Therefore, R^{i−1} ⇒ (γ(ce_{i−1}) → γ(¬ce_i)). Note that ce_{i−1} is a conjunction over the abstract state variables at time i − 1, and ¬ce_i is a disjunction over the abstract state variables at time i. Since the concrete transition relation does not allow any transition from γ(ce_{i−1}) to γ(ce_i) we should add the constraint utr(ce_{i−1} → ¬ce_i) to R̂. The resulting transition relation is correct and disallows the spurious transition. The constraint ce_{i−1} → ¬ce_i can potentially involve most of the abstract state variables, thus making it very specific and not useful in general. It is advantageous to make the constraint as general as possible (thus making the abstract transition relation more accurate), provided that the cost of achieving this is not too large. In the rest of this subsection, we describe an efficient algorithm which removes some of the literals from ce_{i−1} and ce_i in ce_{i−1} → ¬ce_i, making the constraint more general.

Computing A General Constraint. Let m be the number of predicates. The problem of finding a general constraint to eliminate a spurious transition can be formalized as follows: Given propositional formulas f and f_j where 1 ≤ j ≤ 2m, which make f ∧ � 1≤j≤2m fj unsatisfiable, find a small subset care ⊆ {1, . . . , 2m},

such that f ∧ � j∈care fj is unsatisfiable. It is easy to see that if we let f = R

i−1 and let each f_j correspond to the concretization of a literal in ce_{i−1} or ce_i, then we can drop those literals that are not in care from ce_{i−1} → ¬ce_i. The resulting constraint will be made more general. The set care can be efficiently calculated using the conflict dependency analysis algorithm described in Section 2.

Before we run the SAT solver we need to convert f ∧ f_1 ∧ f_2 ∧ · · · ∧ f_{2m} to CNF, and in this process some of the f_j ’s might be split into smaller formulas. Hence it may not be possible to keep track of all f_j ’s. To overcome this difficulty, we introduce a new boolean variable t_j for each f_j in the formula and convert the formula into

F = ∃t_1, t_2 . . . , t_{2m}. f ∧ � j∈{1,...,2m}

(t_j ∧ (t_j ≡ f_j )). (7)

It is easy to see that this formula is unsatisfiable iff the original formula is unsatisfiable. Once (7) is translated to a CNF formula, for each t_j there is a clause T_j containing only one literal, t_j . So, instead of keeping track of f_j ’s directly we keep track of T_j ’s. Since the CNF formula F corresponding to (7) is unsatisfiable, we know that SUB(F ) ⊆ F is unsatisfiable, where SUB(F ) is defined as in Section 2. It can be shown that care = {j | T_j ∈ SUB(F )} represents the desired set of f_j ’s. Using the set care, we can add a more general constraint to R̂.

It is easy to see that our algorithm only analyzes the search process of the SAT problem during which the spurious transition was identified. In [7], a potentially more general constraint than the one computed by the above algorithm can be found. It works by testing whether each f_j can be removed to keep the resulting formula unsatisfiable. Their algorithm requires 2m calls to a theorem prover, which is time consuming when the number of predicates, m, is large. As presented in Section 2, the unsatisfiable subset SUB(F ) may not be a minimal unsatisfiable subset of F . Consequently, in general, the set care our algorithm computes is not minimal. However, in practice, its size is comparable to a minimal set. It is easy to modify our algorithm to make care minimal. After the set care is computed, we can try to eliminate the remaining literals one by one as in [7], which requires |care| additional calls to the SAT solver. Since the size of care is already small, this is not very expensive.

3.2 Refinement by adding a New Predicate

Even after we have ensured that there are no spurious transitions (and γ(ce_0) ∧ S_0 ≠ ∅) in the counterexample ce, the counterexample itself can still be spurious. Let n be the length of the given abstract counterexample. We are interested in k such that 1 < k ≤ n and the prefix p_{k−1} = ⟨ce_0, ce_1, . . . , ce_{k−1}⟩ of the counterexample corresponds to a valid path but p_k = ⟨ce_0, ce_1, . . . , ce_k⟩ does not. Formally, we call p_k a spurious prefix if and only if prf (k − 1) ≠ ∅ ∧ prf (k) = ∅. If there is no such k then the counterexample is real. Otherwise, the set of states SA[V^{k−1}](prf (k − 1)) is called the set of deadend states, denoted by deadend [5]. Deadend states are those states in γ(ce_{k−1}) that can be reached but do not have any transition to γ(ce_k). The set of states SA[V^{k−1}](trans(k − 1, k)) is called the set of bad states, denoted by bad [5]. The states in bad are those states in γ(ce_{k−1}) that have a transition to some state in γ(ce_k). For a spurious abstract counterexample ce without spurious transitions, let k be the length of the spurious prefix of ce. Then deadend ≠ ∅, bad ≠ ∅ and (deadend ∩ bad) = ∅. As is pointed out in [5], it is impossible to distinguish between deadend and bad states using the existing set of predicates, because the abstraction of the two is the same abstract state ce_{k−1}. Therefore, our refinement algorithm aims to find a separating predicate, sep, such that deadend ⊆ sep and sep ∩ bad = ∅ (the alternative definition for sep, which satisfies bad ⊆ sep ∧ deadend ∩ sep = ∅, also works). After introducing sep as a new predicate, the abstract model will be able to distinguish between the deadend and bad states. We call the set of concrete state variables over which a predicate is defined the support of the predicate. Our algorithm first identifies a minimal set of concrete state variables. Then a predicate over these variables that can separate the deadend and bad states is computed.

Minimizing the Support of the Separating Predicate. An important goal of our refinement algorithm is to compute a predicate that can be represented compactly (called compact predicates for short). For large scale hardware designs, existing refinement algorithms, such as weakest precondition calculation, preimage computation, syntactical transformation etc., may fail because the predicates they are trying to compute are too big to be represented. Our algorithm avoids this problem by first computing a minimal set of concrete state variables that are responsible for the failure of the spurious prefix. Our algorithm guarantees that there is a separating predicate over this minimal set that can separate the deadend and bad states. It is usually the case that the size of any representation of a predicate can be bound by the size of its support.

Our algorithm to compute the desired support is similar to the one used in finding the important registers in localization reduction in [2]. Since the CNF formula for prf (k) is unsatisfiable, we can use conflict dependency analysis from Section 2 to identify SUB(prf (k)) that is unsatisfiable. Let all the concrete state variables at time k − 1 whose CNF variables are in SUB(prf (k)) be μ(ce, k − 1). That is μ(ce, k − 1) = ssuppt[V^{k−1}](SUB(prf (k))). For the sake of brevity we will refer to μ(ce, k − 1) as μ. Let deadend_μ = proj[μ](deadend) be the projection of the deadend states on μ. Let bad_μ = proj[μ](bad) be the projection of the deadend states on μ. It can be shown that

μ ≠ ∅ ∧ deadend_μ ∩ bad_μ ≠ ∅. (8)

Thus any concrete set of states S_1 that satisfies (S_1 ⊇ deadend_μ) ∧ (S_1 ∩ bad_μ = ∅) is a candidate separating predicate. To further reduce the size of μ and to make it minimal we use the refinement minimization algorithm in [2], which eliminates any unnecessary variables in μ while ensuring that equation (8) still holds. In most of our experiments, the size of μ was less than 20, which is several orders of magnitude less than the total number of concrete state variables.

Computing Separating Predicates using SAT. Note that, any set of concrete states that separates deadend_μ and bad_μ is a desired separating predicate. We propose a new projection based SAT enumeration algorithm to compute such a separating set, which can be represented efficiently as a CNF formula or a conjunction of DNF formulas. Our algorithm has three steps. First, we try to compute bad_μ using a SAT enumeration algorithm, which avoids computing bad first. Since the size of μ is pretty small, this procedure can often terminate quickly. If that is the case, our algorithm terminates and ¬bad_μ is the required separating predicate, which is represented as a CNF formula. Otherwise, we try to compute deadend_μ using a similar method. If this procedure finishes in a reasonably short amount of time, our algorithm terminates and deadend_μ is the desired separating predicate, which is represented as a DNF formula.

In the third case when both deadend_μ and bad_μ can not be computed within a given time limit, we compute an over-approximation of deadend_μ, denoted by ODE . It is possible that the set ODE overlaps with bad_μ. Let SODE = proj[μ](ODE ∧ bad) be the intersection of the two. Then the desired separating predicate is ODE ∧ ¬SODE , which is represented as a conjunction of DNF formulas. In most cases, SODE is much smaller than bad_μ, so it can often be enumerated using SAT. If in a rare case, even SODE can not be efficiently enumerated using SAT (we do not encounter this problem for all our experiments.), we use other methods to compute a new predicate. For example, an important register computed using algorithms in [2] can be added as a new predicate to make sure the abstract model is refined. We now present a projection based method to compute an over-approximation of deadend_μ. We partition the variables in μ into smaller sets μ_1, . . . , μ_l based on the closeness of the variables (the criterion for closeness is based on circuit structure [3]). Because each set is small, we can compute each deadend_{μi} easily. The over-approximation is ODE = ∧deadend_{μi} .

After the calculated separating predicate sep is added as a new predicate, suppose we introduce B_{m+1} as the corresponding abstract boolean variable. Then we add the constraint B_{m+1} → utr(ce_{k−1} → ¬ce_k) to the abstract transition relation. It can be shown that the concrete transition relation implies the concretization of this constraint. Therefore, the spurious counterexample is invalidated in the refined abstract model.

4 Experimental Results

We have implemented our predicate abstraction refinement framework on top of NuSMV model checker [4]. We modified the SAT checker zChaff [14] to support conflict dependency analysis. We also developed a Verilog parser to extract useful predicates from the Verilog design directly. We do not go into the details of the parser due to lack of space. All experiments were performed on a dual 1.5GHz Athlon machine with 3GB of RAM running Linux. We have two verification benchmarks: one is the integer unit (IU) of the picoJava microprocessor from Sun Microsystems; the other is a programmable FIR filter (PFIR) which is a component of a system-on-chip design. All properties verified were simple AG properties. For all the properties shown in the first column of Table 1, we have performed cone-of-influence reduction before the verification. The resulting number of registers and gates are shown in the second and third columns. We compare three abstraction refinement systems, including the BDD based aSMV [5], the SAT based localization reduction [2] (SLOCAL), and the SAT based predicate abstraction (SPRED) described in this paper. The detailed results obtained using aSMV are not listed in Table 1 because aSMV can not solve any of the properties within the 24hr time limit. This is not surprising because aSMV uses BDD based image computation and it can handle only circuits with hundreds of state variables, provided that good initial variable orderings are given. Since the time to generate good BDD variable orderings can be substantial, we did not pre-generate them for any of circuit # regs # gates ctrex Localization Predicate Abstraction length time iters # regs time iters # predicates IUscr2 4855 149143 20 29115.0 69 115 13515.0 22 14 IUscr3 4855 149143 true 4794.1 9 31 2003.0 10 6 IUscr7 4855 149143 12 7332.1 17 73 3869.8 10 8 IUprop4 4855 149143 8 5603.7 36 61 3495.9 13 9 PFIRprop8 244 2304 true > 24 hours >37 >91 288.5 68 35 PFIRprop9 244 2304 true >24 hours >33 >85 2448.7 146 46 PFIRprop10 244 2304 true >24 hours >46 >94 6229.3 161 55 PFIRprop12 247 2317 true >24 hours >46 >91 707.0 111 45

Table 1. Comparison between localization reduction [2] and predicate abstraction.

the properties. For the first four properties from IU, SLOCAL takes about twice the time taken by SPRED. Furthermore, the numbers of registers in the final abstract models from SLOCAL are much larger than the corresponding numbers of predicates in the final abstract models from SPRED. For the rest of the four properties from PFIR, SLOCAL can not solve any of them in 24 hours because all the abstract models had around 100 registers. SPRED could solve each of them easily using about 50 predicates.

5 Conclusion

We have presented two SAT based counterexample guided refinement algorithms to enable efficient predicate abstraction of hardware designs with up to thousands of registers. To reduce the abstraction time, an approximate abstract model is built initially, which could result in spurious transitions. Once a spurious transition is identified from a given abstract counterexample using SAT, our first SAT based refinement algorithm eliminates this transition (and possibly many other related spurious transitions) without any additional calls to a SAT solver. An abstract model may also fail to determine the result of verification when the generated abstract counterexample has a spurious prefix. To eliminate a spurious prefix, our second SAT based refinement algorithm can compute a new predicate with the minimal number of supporting concrete state variables. Usually, the predicates our algorithm computes can be represented compactly as a CNF formula or a conjunction of DNF formulas. Experimental results show significant improvement of our predicate abstraction algorithms over popular abstraction algorithms for hardware verification.

References

1. Thomas Ball, Rupak Majumdar, Todd Millstein, and Sriram K. Rajamani. Automatic Predicate Abstraction of C Programs. In PLDI 2001.

2. Pankaj Chauhan, Edmund M. Clarke, Samir Sapra, , James Kukula, Helmut Veith, and Dong Wang. Automated abstraction refinement for model checking large state spaces using sat based conflict analysis. In FMCAD’02, 2002.

3. H. Cho, G. Hachtel, E. Macii, M. Poncino, and F. Somenzi. Automatic state space decomposition for approximate fsm traversal based on circuit analysis. IEEE TCAD, 15(12):1451–1464, December 1996.

4. A. Cimatti, E. M. Clarke, F. Giunchiglia, and M. Roveri. NuSMV: A New Symbolic Model Verifier. In CAV’99, pages 495–499, 1999.

5. Edmund Clarke, Orna Grumberg, Somesh Jha, Yuan Lu, and Helmut Veith. Counterexample-guided Abstraction Refinement. In CAV’00, 200.

6. Edmund M. Clarke, Orna Grumberg, and Doron Peled. Model Checking. MIT Press, 1999. 7. S. Das and D. Dill. Successive approximation of abstract transition relations. In LICS’01, 2001. 8. S. Das, D. Dill, and S. Park. Experience with predicate abstraction. In CAV’99, pages 160–171, 1999. 9. R. P. Kurshan. Computer-Aided Verification. Princeton Univ. Press, Princeton, New Jersey, 1994. 10. K. McMillan. Applying sat methods in unbounded symbolic model checking. In CAV’02, pages 250–264, 2002. 11. K. Namjoshi and R. Kurshan. Syntactic program transformations for automatic abstraction. In CAV’00, 2000. 12. S. Graf and H. Saidi. Construction of abstract state graphs with PVS. In CAV’97, pages 72–83, 1997. 13. H. Saidi and N. Shankar. Abstract and model check while you prove. In CAV’99, pages 443–454, 1999. 14. Lintao Zhang, Conor F. Madigan, Matthew W. Moskewicz, and Sharad Malik. Efficient conflict driven learning in a Boolean satisfiability solver. In ICCAD’01, 2001.

High Level Verification of Control Intensive Systems Using Predicate Abstraction^∗

Edmund Clarke Carnegie Mellon Univ. Pittsburgh, PA 15217

emc@cs.cmu.edu

Orna Grumberg TECHNION Technion City, Haifa 32000, Israel orna@cs.technion.ac.il

Muralidhar Talupur, Dong Wang

Carnegie Mellon Univ. Pittsburgh, PA 15217 {tmurali,dongw}@cs.cmu.edu

Abstract

Predicate abstraction has been widely used for model checking hardware/software systems. However, for control intensive systems, existing predicate abstraction techniques can potentially result in a blowup of the size of the abstract model. We deal with this problem by retaining important control variables in the abstract model. By this method we avoid having to introduce an unreasonable number of predicates to simulate the behavior of the control variables. We also show how to improve predicate abstraction by extracting useful information from a high level representation of hardware/software systems. This technique works by first extracting relevant branch conditions. These branch conditions are used to invalidate spurious abstract counterexamples through a new counterexample-based lazy refinement algorithm. Experimental results are included to demonstrate the effectiveness of our methods.

1 Introduction

Background. Abstraction based model checking has been widely accepted as a valuable method for the verification of large hardware/software systems. Predicate abstraction [1, 2, 3, 10, 11, 13, 16, 18, 19], in particular, is one of the most successful abstraction techniques. In predicate abstraction, the concrete system is approximated by only keeping track of certain predicates over the concrete state variables. Each predicate corresponds to an abstract boolean variable. Any concrete transition corresponds to a change of values for the set of predicates and is subse-

∗This research is sponsored by the Semiconductor Research Corporation (SRC) under contract no. 99-TJ-684, the Gigascale Silicon Research Center (GSRC), the National Science Foundation (NSF) under Grant No. CCR-9803774. Any opinions, findings and conclusions or recommendations expressed in this material are those of the authors and do not necessarily reflect the views of SRC, GSRC, NSF, or the United States Government.

quently translated into an abstract transition. Using predicate abstraction, it is possible to not only reduce the complexity of the system under verification, but also, for software systems, to extract finite models that are amenable to model checking algorithms.

Predicate abstraction is a special case of existential abstraction [6, 9, 15], which is a conservative approach for model checking universal temporal logic [9] properties (we only consider safety properties in this paper). That is, the correctness of any universal formula on an abstract system automatically implies the correctness of the formula on the concrete system. However, a counterexample on an abstract system may not correspond to any real path, in which case it is called a spurious counterexample [7]. To get rid of a spurious counterexample, the abstraction needs to be made more precise via refinement. Counterexample guided abstraction refinement [7, 13, 20] (CEGAR) automates this procedure. It works as follows: For a given system, an abstract model that is guaranteed to include all behaviors of the original system is built. Model checking is then applied to the abstract model. If the property holds, it is true of the concrete model and verification terminates. In case the property is violated on the abstract model a counterexample is generated. This abstract counterexample is checked against the concrete model. If the abstract counterexample corresponds to a concrete execution path, the property is proved to be false and verification terminates. Otherwise, the abstract counterexample is spurious and it is used to guide the refinement of the abstract model. The above procedure repeats until the property is confirmed or refuted.

Motivation. It is usually the case that verification effort is focused more on the control logic than the data computation because most bugs exist in designing the control logic. Traditional predicate abstraction techniques can perform badly when verifying hardware/software systems which contain extensive control structure (control intensive systems). The control logic usually consists of concurrent state machines.

Each of these state machines may depend on several control variables, that encode the change of state. Since the behavior of a control intensive system is determined to a large extent by the control variables, the number of predicates over the control variables that are needed can be much larger than the number of control variables. In such a case, it is better to use the control variables as predicates, (called variable predicates), instead of the original predicates (called original or formula predicates). We propose a clustering based heuristic to identify important control variables and retain these control variables in the abstract model. By doing this we also circumvent to a certain extent the problem of building the abstract model. This method works extremely well in practice.

It is usually the case that different predicates are not independent. We describe efficient methods to compute constraints between predicates, which are added as invariants to the abstract model to make it more accurate.

Another issue that we address in this paper is the following: Current predicate abstraction methods do not make use of information available in the high level descriptions of the system under verification. Most hardware/software codesign tools use high level design languages, such as ES- TEREL, graphical FSMs, RTL Verilog/VHDL, C/C++ etc. But most model checking engines and existing verification tools use the bit level representation of the design under verification. There is much useful information that is relevant to verification in the high level representation, which is lost once it is translated to bit level representation. To retain this information, we extract the branch conditions in RTL Verilog (the language considered in this paper) and use them as predicates. This technique can be easily adapted to other design languages.

For a given design, there are usually many branch conditions that we can extract. Not all of them are relevant to the verification of a given property. We propose a lazy counterexample based refinement algorithm to efficiently identify the branch conditions that are relevant.

Performance. Experiments we performed demonstrate the efficacy of our methods. In one series of experiments, the current predicate abstraction methods could not verify the given properties even after 24 hrs, whereas, our method could verify the same properties in less than 15 mins.

Outline of the paper. In the next section we introduce predicate abstraction and other relevant theory. In Section 3, we give a clustering based heuristic to identify control variables and present a modified localization reduction algorithm to bound the size of the abstract model. Algorithms to compute accurate abstract models are also discussed in the same section. Section 4 gives the predicate extraction and refinement algorithm. Some related work is discussed in Section 5. In Section 6, we describe our experiments. Section 7 concludes the paper.

2 Preliminary

In this section, we review the theory of existential abstraction. We then present predicate abstraction and the localization reduction as special cases of this concept.

2.1 Existential Abstraction

We model circuits and programs as transition systems. Given a set of atomic propositions, A, let M = (S, S_0, R, L) be a transition system (refer to [9] for details).

Definition 2.1 Given two transition systems M = (S, S_0, R, L) and M̂ = (Ŝ, Ŝ_0, R̂, L̂), with atomic propositions A and Â respectively, a relation ρ ⊆ S × Ŝ, which is total on S, is a simulation relation between M and M̂ if and only if for all (s, ŝ) ∈ ρ the following conditions hold:

• L(s) �^ A = L̂(ŝ) � A • For each state s_1 such that (s, s_1) ∈ R, there exists a state ŝ_1 ∈ Ŝ with the property that (ŝ, ŝ_1) ∈ R̂ and (s_1, ŝ_1) ∈ ρ.

We say that M̂ simulates M through the simulation relation ρ, denoted by M ⪯_ρ M̂, if for every initial state s_0 in M there is an initial state ŝ_0 in M̂ such that (s_0, ŝ_0) ∈ ρ. We say that ρ is a bisimulation relation between M and M̂ if M ⪯_ρ M̂ and M̂ ⪯_ρ−1 M. If there is a bisimulation relation between M and M̂ then we say that M and M̂ are bisimilar, and we denote this by M ≡_{bis} M̂.

Theorem 2.1 (Preservation of ACTL* [9]) Let M = (S, S_0, R, L) and M̂ = (Ŝ, Ŝ_0, R̂, L̂) be two transition systems, with A and Â as the respective sets of atomic propositions and let ρ ⊆ S × Ŝ be a relation such that M ⪯_ρ M̂. Then, for any ACTL* formula, Φ with atomic propositions in A ∩ Â

M̂ |= Φ implies M |= Φ.

In the above theorem, if ρ is a bisimulation relation, then for any CTL* formula Φ with atomic propositions in A∩Â, M̂ |= Φ ⇔ M |= Φ.

Let M = (S, S_0, R, L) be a concrete transition system over a set of atomic propositions A. Let Ŝ be a set of abstract states and ρ ⊆ S × Ŝ be a total function on S. Further, let ρ and L be such that for any ŝ ∈ Ŝ, all states s ∈ S that satisfy ρ(s, ŝ) have the same labeling over a subset Â of A.

Then an abstract transition system M̂ = (Ŝ, Ŝ_0, R̂, L̂) over Â which simulates M can be constructed as follows:

Ŝ_0 = ∃s. S_0(s) ∧ ρ(s, ŝ) (1) R̂(ŝ, ŝ^′) = ∃s s^′. ρ(s, ŝ) ∧ ρ(s^′, ŝ^′) ∧ R(s, s^′) (2)

for each ŝ ∈ Ŝ, L̂(ŝ) = � ρ(s,ŝ)

(L(s) ∩ Â) (3)

This kind of abstraction is called existential abstraction [6, 15].

2.2 Predicate Abstraction

Predicate abstraction can be viewed as a special case of existential abstraction. In predicate abstraction a set of predicates {P_1, . . . , P_k}, including those in the property to be verified, are identified from the concrete program. These predicates are defined on the variables of the concrete system. They also serve as the atomic propositions that label the states in the concrete and abstract transition systems, that is, the set of atomic propositions is A = {P_1, P_2, .., P_k}. A state in the concrete system will be labeled with all the predicates it satisfies. The abstract state space has a boolean variable B_j corresponding to each predicate P_j . So each abstract state is a valuation of these k boolean variables. An abstract state will be labeled with predicate P_j if the corresponding bit B_j is 1 in that state. The predicates are also used to define a total function ρ between the concrete and abstract state spaces. A concrete state s will be related to an abstract state ŝ through ρ if and only if the truth value of each predicate on s equals the value of the corresponding boolean variable in the abstract state ŝ. Formally,

ρ(s, ŝ) = � 1≤j≤k

P_j (s) ⇔ B_j (ŝ) (4)

Note that ρ is a total function because each P_j can have one and only one value on a given concrete state and so the abstract state corresponding to the concrete state is unique. Using this ρ and the construction given in the previous subsection, we can build an abstract model which simulates the concrete model. We now define the concretization function γ, which maps a set of abstract states to the corresponding set of concrete states. Formally, let f̂ be a propositional formula over abstract state variables,

γ(f̂) = f̂[B_j ← P_j ]. (5)

In predicate abstraction [19], the abstract initial states Ŝ_0 and the abstract transition relation R̂ are defined as

Ŝ_0 = � {Ŷ_1 | S_0 → γ(Ŷ_1)} (6)

R̂ = � {Ŷ → Ŷ^′ | (R ∧ γ(Ŷ )) → γ(Ŷ^′)} (7) where Ŷ (Ŷ_1) is an arbitrary conjunction (disjunction) of the literals of the current state variables {B_1, B_2, . . . , B_k} and Ŷ^′ is an arbitrary disjunction of literals of the next state variables {B^′_1, B^′_2, . . . , B^′_k}. It can be shown that (6) is equivalent to (1) and (7) is equivalent to (2).

Equations (6) and (7) can be used to compute abstract models for both hardware and software verification. To determine the validity of the proof obligations involved, a general theorem prover, such as Simplify [17], is used. For hardware verification, a SAT solver, such as zChaff, can be more efficient. In practice, heuristics are used to reduce the number of calls to the theorem prover [1, 19]. In this paper, to reduce the abstraction time, we restrict Ŷ_1 and Ŷ^′ to be at most one literal, and restrict Ŷ to include at most two literals. The model so obtained will be an over-approximation of the abstract model. We rely on refinement to compute a precise enough abstract model when necessary.

2.3 Localization Reduction

Localization reduction [14] is also a special case of existential abstraction. In localization reduction, a set of important state variables, called visible variables, are retained in the abstract model; while the rest, called invisible variables, are dropped (Their values are assigned nondeterministically). The abstract transition is obtained by conjuncting the transition relations for the visible variables. Formally, let V be the set of concrete state variables, and S be the concrete state space. The value of a variable v ∈ V in state s ∈ S is denoted by s(v). Given a set of variables U = {u_1, u_2, . . . , u_k}, U ⊆ V , let s^U denote the portion of s that corresponds to the variables in U, i.e., s^U = (s(u_1)s(u_2) . . . s(u_k)). Let U be the set of visible variables. The set of abstract states for localization reduction is Ŝ = D_{u1} × D_{u2} . . . × D_{uk} . The simulation relation is ρ(s, ŝ) = (s^U ≡ ŝ).

We also assume that neither the concrete transition relation nor the set of initial states is described as a single formula. Instead, for each individual variable v ∈ V , the transition relation of v is represented as a propositional formula R_v and the set of initial states of v is represented as a propositional formula I_v. Thus the abstract initial states Ŝ_0 and the abstract transition relation R̂ are defined as

Ŝ_0 = ∧_{v∈U} I_v (8) R̂ = ∧_{v∈U} R_v (9)

It is usually the case that R̂ depends not only on current and next state variables on U, but also some invisible variables (precisely those invisible variables that occur in some R_v or I_v). In the abstract model, these invisible variables are treated as primary inputs. In general, the abstract model for localization reduction can be computed very easily, but the size of the abstract transition relation may be large since it is directly copied from the concrete model.

3 Clustering Based Predicate Abstraction

In this section, we show how to use clustering based heuristics to identify control variables. We present an algorithm to build an abstract model by combining localization reduction with predicate abstraction. This procedure ensures that the size of the abstract model is bound by the size of the concrete model. We also show how to use correlations between predicates and control variables to make the abstract model more accurate.

3.1 Identifying Control Variables

Predicate abstraction is suitable for handling variables with large domains. Such variables are usually called data variables. By replacing important formulas over concrete data variables with abstract predicates, it is possible to reduce the complexity of verification significantly. Besides data variables, there are other variables with small domains (e.g., boolean variables) that control the behavior of the system to be verified. These variables are called control variables. Abstracting control variables does not give much advantage. Because control variables typically have small domains, the amount of reduction obtained by replacing a predicate over several control variables with an abstract boolean variable is not very significant.

We propose a clustering-based heuristic to identify the important control variables for the verification of the given property. Let {P_1, . . . , P_k} be the set of predicates. Each predicate P_i is a boolean formula over a set of concrete state variables, called the supporting variables of P_i. We partition predicates into small clusters. Initially, each predicate is a cluster. We merge two clusters if the intersection of their supports crosses a certain threshold (the support of a cluster is the union of the supporting variables for each predicate in the cluster). We continue this process until no more clusters can be merged. Thus, the clusters we create partition the predicates into disjoint sets (but the supporting variables of different clusters may still overlap). Let c be a cluster, the set of indexes of predicates in c be I(c), the supporting variables of c be v(c). If all the variables in v(c) are finite state, each variable can be represented by several equivalent boolean variables which encode the domain of this variable. The set of boolean variables for variables in v(c) is called the set of supporting boolean variables. For a cluster c, if the number of predicates is comparable to the number of supporting boolean variables, then this cluster is called a control cluster and the supporting variables of c are regarded as control variables.

3.2 Combining with Localization Reduction

It is well known that, given n boolean variables, the number of distinct propositional formulas over them is 2^{2n} . Since control variables determine the control flow of the system under verification, in order to approximate the behavior of the concrete system, many predicates over the control variables may be necessary. Each of these propositional formulas may become a predicate during predicate abstraction. Therefore, for the verification of control intensive systems, a blowup of the abstract model is likely when using existing predicate abstraction methods. Furthermore, building the abstract model using equations (6) and (7) is time consuming. Both these problems can be avoided by using our technique of combining the localization reduction with predicate abstraction. Using our method, it is possible to bound the size of the abstract model by that of the concrete model. We retain most the control variables in the abstract model (the criteria for retaining a control variable is discussed later in this section). The concrete transition relations for these control variables also serve as abstract transition relations after some minor modifications. So we can circumvent the problem of building abstract transition relations for all these control variables.

The modification to the concrete transition relation is as follows: for a supporting variable v ∈ v(c), let R_v be the concrete transition relation for v. Let R^′_v = R_v[P_j ← B_j , for all j such that P_j is a formula predicate]. That is, we replace all occurrences of every formula predicate P_j in R_v by the corresponding abstract boolean variable B_j . If R^′_v is finite state, that is, if there are no unbounded variables or unbounded control (e.g., recursion) in it, then we use v as an abstract state variable. In such a case we use R^′_v as the abstract transition relation for variable v. In the terminology of localization reduction, variable v is visible and unabstracted. There is one major difference between localization reduction and our method: In localization reduction, the transition relation for a visible variable is copied from the concrete model to the abstract model, whereas in our method, we replace a subformula of the concrete transition relation if that subformula corresponds to a formula predicate. Doing this has two advantages: Firstly, even if R_v had unbounded variables, R^′_v could be finite state because of the substitutions. Secondly, the transition relations for the control variables are modified so that the abstract variables corresponding to formula predicates constrain the possible next states of the control variables. This leads to a more accurate model.

Note that the abstract model built using the localization reduction has more primary inputs (invisible variables) than the abstract model built using predicate abstraction. This can increase the size of the abstract model. Therefore, we retain unabstracted only those variables whose next state logic has a small number of inputs.

3.3 Correlations between Control Variables and Predicates

Our abstract model includes real predicates and control variables. In this subsection, a method to correlate predicates and control variables will be discussed. Recall from Section 3.1 that the clusters we build partition the predicates into disjoint sets (although the supporting variables of the clusters may overlap). Our method replaces the predicates in the control clusters by the supporting variables. There might be other predicates which have these control variables in their support. As an example, suppose we decide to drop a predicate cluster {P_1 ≡ x ∨ y, P_2 ≡ x ∧ y} and replace the two predicates with the variables {x, y}. Suppose also there are two additional predicates, P_3 ≡ x ∨ y ∨ z and P_4 ≡ x ∧ y ∧ w whose corresponding abstract state variables are B_3 and B_4, respectively. Thus, the abstract state variables include x, y, B_3, B_4. Further assume that the next state value for variable x is defined as ¬z in the concrete model. Note that the values of variables x, y and values of B_3, B_4 are not independent. The following are three possible scenarios

• If we know that B_3 is false in an abstract state, then x = false and y = false in that state.

• If we know x = false in an abstract state, then B_4 must be false in that state.

• If we know B_3 is false in an abstract state, then in the corresponding concrete states, z is false. Therefore, in the abstract successor states, x will be true.

It is desirable to incorporate the correlations/constraints between control variables and real predicates into the abstract model. This will make the abstraction more accurate. Our method does not directly compute these constraints. Instead, we selectively introduce the concrete definitions of some predicates into the abstract model as invariants. The model checking procedure will enforce any implied constraints through these invariants. Note that, only formula predicates whose supporting variables are all finite state are considered in this method. For the above example, we add z, w as two additional abstract input variables and add the definitions of the two predicates as abstract invariants: B_3 = (x ∨ y ∨ z), and B_4 = (x ∧ y ∧ w). This will force the abstract model to observe any constraints between variables x, y and B_3, B_4. Note that by doing this we have added two new variables z, w to the abstract model. This could make the abstract model larger. To overcome this problem, we add the definition of a predicate to the abstract model only if most of the variables in the support of this predicate are either control variables themselves (e.g. x, y for B_3) or in the support of control variables (e.g. z for x). In this way, the added invariants will restrict the possible values of the control variables and predicates. This will ensure we only add a small number of additional variables, e.g., z and w.

3.4 Correlations Between Formula Predicates

It is also possible that the predicates in a non-control cluster may not be independent, in the sense that not all possible combinations of assignments to their abstract state variables are possible. For the example in the previous paragraph, when B_3 = false, B_4 must also be false. For a given cluster c, let v(c) be the concrete supporting variables in c, let I(c) be the indexes of the predicates in c. We define g(c), called the consistent abstract states over cluster c, as follows

g(c) = {ŝ | ∃s ∈ S. � j∈I(c)

(P_j (s) = B_j (ŝ))} (10)

It is easy to see that any ŝ ∉ g(c) does not have any corresponding concrete state and therefore it should be excluded from the abstract model checking. We represent the computed consistent abstract states for each non-control cluster as invariant in the abstract model. It is possible to compute a single set of consistent abstract states by conjuncting all predicates instead of conjuncting predicates of each cluster separately. Although this will result in a more accurate constraint, it may be computationally expensive when the number of predicates is large.

We now show how to compute g(c). We have two algorithms depending on whether or not there are any unbounded variables in v(c). The first algorithm is based on BDDs. It only works if all variables in v(c) have finite domains. We can build BDDs for each P_j and B_j , then g(c) can be calculated by conjuncting P_j (s) = B_j (ŝ), j ∈ I(c) and quantifying v(c). This is not expensive because the number of predicates in a cluster is usually small. The second algorithm is based on the abstraction function [19]. Let Ŷ (c) be a disjunction of literals over variables B_j , where j ∈ I(c). It can be shown that g(c) is the same as � {Ŷ (c) | true ⇒ γ(Ŷ(c))} (11)

Essentially, this equation says that a formula over the abstract variables, Ŷ (c), includes the set of consistent abstract states if the corresponding concrete formula, γ(Ŷ (c)), is true. The second algorithm works for variables with both finite and infinite domains. For the finite case, a SAT solver can be used; while for the other case, a general theorem prover has to be used. Since the second algorithms may require solving true ⇒ γ(Ŷ(c)) for all possible disjunctions over variables in cluster c, it is usually slower than the first algorithm when variables have finite domains.

4 Exploiting High Level Representation

In this section, we discuss how to improve predicate abstraction by using information from the high level representation of the design under verification. We first describe our method for extracting branch conditions from RTL Verilog and then we present our lazy-refinement algorithm to refine the abstract model.

4.1 Extracting Branch Conditions

High level design languages usually contain branch statements, such as if, case statements. The if statement has two branches, while the case statement may have multiple branches. Usually, a case statement can be converted to multiple if-then-else statements that are equivalent to it. We call the boolean predicates that determine which branch to be executed, branch conditions. We intend to extract the branch conditions and use them as predicates in predicate abstraction.

For the purpose of model checking, the high level representation of the system under verification is translated into a formula over the current and next state variables (referred to as the transition relation). Each extracted branch condition is translated into a subformula of the transition relation. For a branch condition, the corresponding subformula of the transition relation is called the flattened branch condition. The transition relation is further converted into different representations that are suitable for different model checking engines. For example, it is converted to BDDs for BDD-based model checkers, or CNF for SAT-based model checkers. For a flattened branch condition, it is straightforward to identify the corresponding representation inside the model checking engines.

We will describe a simple method to extract a set of flattened branch conditions for RTL Verilog designs. We believe it is easy to generalize this method to other design languages. One possible method is to develop a translator from RTL Verilog to gate level circuits, which can then be easily converted into a transition relation. The main disadvantage of this method is the amount of work involved in handling the semantics of Verilog, which is not formally defined [12]. In practice Verilog is interpreted by a set of standard commercial tools, such as Synopsys Design Compiler. Our method relies on the fact that commercial synthesis tools already exist for Verilog. We first convert the RTL design into another equivalent design, where the relevant branch conditions are renamed to signals with unique names. An example is shown in Figure 1. We use the continuous assignment statement in Verilog to rename the branch conditions using unique signals, such that the modified design is equivalent to the original one. After this,

ORIGINAL DESIGN always @(posedge clk) begin

if (mode != NO CONF) begin ... end else if (a == b) begin ... end end MODIFIED DESIGN assign pred1 = mode != NO CONF; assign pred2 = a == b;

always @(posedge clk) begin

if (pred1) begin ... end else if (pred2) begin ... end end Figure 1. Replace branch conditions using unique signals

a gate level circuit is generated from the modified design using Synopsys Design Compiler. We further translate the gate level circuit into a transition relation and the flattened branch conditions can be identified using the unique signal names. Our method can be easily applied to other design languages as long as there are language constructs to rename boolean predicates using new variables. Our method can take advantage of existing translators, therefore the implementation time is much shorter than building a translator from scratch.

It is usually the case that there are many branch conditions that we can extracted from a high level representation of designs. Not all of them can be used as predicates to build the initial abstraction, otherwise the abstract model will become too large. We use the refinement algorithm in Section 4.2 to identify a subset of the branch conditions which are necessary to invalidate the given spurious abstract counterexample.

4.2 Counterexample-based Lazy Refinement

In counterexample guided abstraction refinement, a given spurious abstract counterexample is invalidated during refinement through the introduction of a set of predicates, called invalidating predicates, into the abstract model. Once an abstract counterexample is determined to be spurious, our algorithm identifies a subset of the flattened branch conditions as invalidating predicates.

We first introduce some notation. Let f be a boolean formula, we use ±f to denote f or f. Let v ∈ V be a concrete state variable, we use v^′ ∈ V^′ to denote the corresponding next state variable. If f is a boolean function over V , then f^′ is the same function over V^′.

The flattened branch conditions, which have not yet been added as predicates, are called the candidate predicates. A naive algorithm to compute the required set of invalidating predicates is the following: First, the set of candidate predicates is ordered according to some importance criteria. Using this order, candidate predicates can be added to the abstract model one at a time and the given counterexample can be checked on the refined abstract model. If the counterexample is invalidated, the already added candidate predicates will be the required set of invalidating predicates. This naive algorithm has two disadvantages. One is that the order of the predicates affects the size of the result. A bad order may prevent the discovery of a smaller number of invalidating predicates. Most importantly, the computation time is too high, because once a predicate is added, the abstract model has to be updated as described in Section 2.2. Instead, we have developed a new lazy refinement algorithm, which avoids computing the full refined abstract model at each stage. Intuitively, in this algorithm, the given abstract counterexample is extended by assigning 0, 1 or x values to the abstract variables corresponding to the candidate predicates. A candidate abstract variable is given a 0 or a 1 value at time i if it can be determined from the counterexample at time i − 1 and i; otherwise an unknown value x is given. The counterexample is invalidated if it can not be extended to the next time step. If that is the case, we perform a backward analysis from the time of failure until time 0 to identify those candidate predicates that are responsible for this failure. The predicates identified in this manner will invalidate the spurious counterexample.

Suppose there are already m predicates in the abstract model. Let ce = ⟨ce_0, ce_1, . . . , ce_n⟩ be a spurious abstract counterexample. Note that, each ce_j is a conjunction of literals over the set of abstract state variables B_1, . . . , B_m. Let cp = {cp_{m+1}, cp_{m+2}, . . . , cp_{m+k}} be the set of candidate predicates, which are temporarily represented by abstract state variables {B_{m+1}, B_{m+2}, . . . , B_{m+k}} (These candidate predicates have not been added to the abstract model yet). The example in Figure 2 illustrates how our algorithm works. Suppose there are 2 predicates, 3 candidate predicates and a spurious abstract counterexample of length 3. The counterexample contains values for predicates P_1 and P_2 at each time from 0 to 2. Our algorithm first determines the values for the candidate predicates at time 0. If (S_0∧γ(ce_0)) → cp_4 is a tautology, then any valid extension of ce_0 must have the abstract variable corresponding to cp_4

Figure 2. A refinement example

set to 0. The values of other candidate predicates at time 0 can be determined similarly. The resulting extended counterexample at time 0 is denoted by ece_0. We then extend the counterexample at time 1 to obtain ece_1. For example, if we can prove that

(R ∧ γ(ce_0) ∧ cp_3 ∧ cp_4 ∧ cp_5 ∧ γ(ce_1)) → cp^′_3 (12)

is a tautology (where cp^′_3 is the same as cp_3 except that it is over the next state variables), the value of this candidate predicate must be 1. Note that we can not determine the value of cp_4 at time 1, therefore its value is unknown in the extended counterexample. After ece_1 is determined, if

(R ∧ γ(ce_1) ∧ cp_3 ∧ cp_5) → γ(ce_2) (13)

is a tautology, then the counterexample can not be extended to time 2, thus it has been invalidated. Finally, we identify the set of invalidating predicates. It is possible that not all candidate predicates in the left hand side of equations (12) and (13) are necessary in showing that they are tautologies. Only those in the proof of the tautologies are necessary. Proofs can be obtained from proof generating theorem provers (e.g., Simplify) and proof generating SAT solvers [4]. Suppose, we can determine that cp_3, cp_5 in equation (12) and cp_5 in equation (13) are not in the respective proofs for those two implications. Then we can deduce that, of all candidate predicates, cp_3 alone is responsible for disabling the transition from time step 1 to time step 2 (since cp_5 is not needed in the proof of equation (13)). Moreover, of all candidate predicates, only cp_4 at time 0 determines the value of cp_3 at time step 1 (since cp_3, cp_5 do not appear in the proof of equation (12)). Thus the set of invalidating predicates is {cp_3, cp_4}. Note, we have worked backwards along the counterexample. We first found some invalidating predicates at time step 1 and then used that to find more invalidating predicates at time step 0. This is the basic idea of our algorithm to find the set of invalidating predicates.

We now present the lazy refinement algorithm in detail. Our algorithm is separated into three parts, the first one, which computes ece_0, is shown in Figure 3. The second one, which computes ece_{i+1} making use of ece_i, is shown in Figure 4. The last one, shown in Figure 5, computes the invalidating predicates as a subset of the candidate predicates once the counterexample is invalidated.

COMPUTE INITIAL 1 let ece_0 = ce_0 2 for each candidate predicate cp_{m+j} 3 if (S_0 ∧ γ(ce_0)) → cp_{m+j} is a tautology 4 let ece_0 = ece_0 ∧ B_{m+j} 5 elseif (S_0 ∧ γ(ce_0)) → cp_{m+j} is a tautology 6 let ece_0 = ece_0 ∧ B_{m+j} 7 endif 8 endfor

Figure 3. Algorithm to compute ece_0

The algorithm to compute ece_0 is similar to the algorithm for computing the set of abstract initial states in Section 2.2, except that we use S_0 ∧γ(ce_0) instead of S_0 alone. This makes sense because our goal is to extend the current counterexample. The idea is to determine if the set of concrete initial states S_0 and the concrete states corresponding to ce_0 can imply either the truth or falsity of each candidate predicate; otherwise the value of the candidate predicate is unknown.

Given the extended counterexample at time i, the algorithm in Figure 4 extends the counterexample to time i + 1. It first checks whether there are any concrete transitions between γ(ece_i) and γ(ce_{i+1}). The code for this is given in lines (1) to (4). If it is not the case, the counterexample has been invalidated by the candidate predicates, the set of invalidating predicates is calculated and returned in line (3). If it is possible to make a concrete transition from γ(ece_i) to γ(ce_{i+1}), the algorithm will check whether a candidate predicate is guaranteed to be true/false for such concrete transitions. This is computed in line (7) and line (9) and ece_{i+1} is updated. If the counterexample can be extended from time 0 until time n, the set of flattened branch conditions are not enough to invalidate the counterexample. We will resort to the traditional refinement methods to compute a new predicate [7] using SAT. Details can be found in [8].

If the counterexample is invalidated at line (1) in Figure 4, the algorithm in Figure 5 is called with the time t and f = (R ∧ γ(ece_t)) → γ(ce_{t+1}). We use the set np to hold all candidate predicates that are given a 0 or 1 value in the time steps preceding t and result in the failure of the counterexample. In line (1), np is initialized to all candidate predicates that are directly responsible for the failure. This is done by analyzing the proof for the failure of the counterexample. In the loop between line (2) and line (6), we go backward in time to find the set of candidate predicates that are indirectly responsible for the failure. Finally in line (7), the set of invalidating predicates is returned. Note that, in line (3), taut(i) is a subset of the tautologies we computed from the algorithm in Figure 4. For each implication

//i: time to extend counterexample COMPUTE NEXT(i) 1 if (R ∧ γ(ece_i)) → γ(ce_{i+1}) is a tautology 2 let f = (R ∧ γ(ece_i)) → γ(ce_{i+1}) 3 return DETERMINE PREDICATES(i, f) 4 endif 5 let ece_{i+1} = ce_{i+1} 6 for each candidate predicate cp_{m+j} 7 if (R ∧ γ(ece_i) ∧ γ(ce_{i+1})) → cp^′_{m+j} is a tautology 8 let ece_{i+1} = ece_{i+1} ∧ B_{m+j} 9 elseif (R ∧ γ(ece_i) ∧ γ(ce_{i+1})) → cp^′_{m+j} is a tautology 10 let ece_{i+1} = ece_{i+1} ∧ B_{m+j} 11 endif 12 endfor

Figure 4. Algorithm to compute ece_{i+1}

//t: the time when extending counterexample fails //f = (R ∧ γ(ece_t)) → γ(ce_{t+1}) DETERMINE PREDICATES(t, f) 1 let np = {⟨±B_{m+j} , t⟩ | ± cp_{m+j} is in the proof of f} 2 for i = t − 1 to 0 3 let taut(i) = {(R ∧ γ(ece_i) ∧ γ(ce_{i+1})) → ±cp^′_{m+q} | ⟨±B_{m+q}, i + 1⟩ ∈ np} 4 let prf = { proofs for the implications in taut(i)} 5 let np = np ∪ {⟨±B_{m+w}, i⟩ | ±cp_{m+w} is in any proof in prf } 6 endfor 7 return {cp_{m+j} | ∃0 ≤ i ≤ t. ⟨±B_{m+j} , i⟩ ∈ np}

Figure 5. Algorithm to compute invalidating predicates

(R ∧ γ(ece_i) ∧ γ(ce_{i+1})) → ±cp^′_{m+q} in taut(i), we refine the abstract transition relation R̂ by conjuncting it with ece_i → (ce_{i+1} ∨ ±B^′_{m+q}). Therefore, our algorithm not only computes the subset of the flattened branch conditions which can invalidate the given spurious abstract counterexample but also computes the refined abstract model. Our algorithm does not build the whole refined abstract model and then test whether it invalidates the counterexample. Instead, it gradually refines the abstract model until the counterexample is invalidated. Therefore, our lazy algorithm can be more efficient than the naive algorithm.

5 Related Work

Some researchers have considered combining unabstracted control variables with predicate abstraction [16], but their methods are not automatic. As far as we know, no one else has considered the correlation between unabstracted control variables and predicates. Using the correlations between all predicates to constrain the abstract model has been investigated in [1]. The correlations are computed using a general theorem prover. We first partition the set of predicates into clusters based on the sharing of support sets, then correlations are computed for each cluster separately. Although our result is more approximate, the complexity of our algorithm is much less sensitive to the total number of predicates. We also give a BDD-based algorithm for the verification of finite state systems.

Exploiting high level language features for abstraction has been investigated in [7]. They extract conditions of case statements in the SMV language in order to build the initial abstraction. The extraction method in [7] requires modifying the source code of an existing translator from SMV language to transition relations, therefore it can not be applied to commercial tools. The extracted conditions are used only for the initial abstraction; while we use a new refinement algorithm to check whether branch conditions can invalidate the spurious abstract counterexample. The branch conditions become predicates only when they invalidate a spurious counterexample.

Our counterexample-based lazy refinement algorithm tries to identify the branch conditions that can invalidate the spurious abstract counterexample, before using the traditional refinement methods to compute a new predicate. Therefore, our algorithm is an extension of the existing refinement algorithms. Our experiments show that this new refinement algorithm can identify the set of predicates to verify the given property much more quickly than the traditional methods alone.

Lazy abstraction for the verification of C programs has been investigated in [13]. The goals of their algorithm and ours are different. In [13], the construction of the abstract model and abstract model checking are performed only from the state where the spurious abstract counterexample fails on the concrete system. While our refinement algorithm identifies a subset of the branch conditions that can invalidate a spurious counterexample without constructing the full refined abstract model.

6 Experimental Results

We have implemented our predicate abstraction refinement framework in NuSMV [5]. We also modified the zChaff SAT solver [21] to generate proofs of unsatisfiability. We have two sets of benchmarks: one is the integer unit (IU) of the picoJava microprocessor from Sun; the other is a programmable FIR filter (PFIR) which is a component of a system-on-chip design. The size of the benchmarks is shown in Table 1. The first column is the name of the property. The first three properties are from the IU design; the remaining six are from the PFIR design. For all the properties shown in the first column of Table 2, we have performed cone-of-influence reduction before the verification. The resulting number of registers and gates are shown in the second and third columns. Most properties are true, except PFIRscr1 and PFIRprop5. The lengths of the counterexamples are shown in the fourth column.

circuit # regs # gates ctrex IUscr1 4855 149143 true IUscr3 4855 149143 true IUscr6 4855 149143 true PFIRscr1 243 2295 16 PFIRprop5 250 2342 17 PFIRprop8 244 2304 true PFIRprop9 244 2304 true PFIRprop10 244 2304 true PFIRprop12 247 2317 true

Table 1. The benchmarks used in the experiments

All these properties are difficult for the state-of-art BDDbased model checker, Cadence SMV. Except for the two false properties, Cadence SMV can not verify any in 24 hours. The verification time for PFIRscr1 is 834 seconds, and for PFIRprop5 is 8418 seconds. In Table 2, we compare predicate abstraction with and without the techniques presented in this paper. In Table 2, the second to fourth columns are the results obtained without our techniques; while the last three columns are the results obtained with the techniques enabled. We compare the time (in seconds), the number of refinement iterations and the number of predicates in the final abstraction. In all cases, our new method outperforms the old one in the amount of time used; sometimes over an order of magnitude improvement is achieved. In most cases, we use fewer refinement iterations and smaller predicate sets to verify the given properties. A detailed analysis of the PFIR results shows that the extraction algorithm extracted about 9 branch conditions from the RTL Verilog, which were later used as predicates. Without these extracted predicates, the set of predicates computed using traditional refinement algorithm was not sufficient to finish verification within 24 hours (for 3 properties).

circuit Old New time iters pred time iters pred IUscr1 2000 11 7 1265 7 18 IUscr3 2003 10 6 1974 16 7 IUscr6 9976 27 12 3498 20 11 PFIRscr1 746 109 44 386 67 34 PFIRprop5 1616 110 43 756 101 44 PFIRprop8 >24h >276 >80 159 40 25 PFIRprop9 >24h >189 >47 202 43 27 PFIRprop10 6808 170 52 178 50 25 PFIRprop12 >24h >223 >52 591 80 38

Table 2. Comparison without and with our techniques

7 Conclusion

We have presented two techniques to improve predicate abstraction for the verification of hardware/software systems. We give an algorithm based on localization reduction to avoid the potential blowup of the abstract models when verifying control intensive systems. This technique builds a “hybrid” abstract model, which includes predicates as well as unabstracted control variables. It is usually the case that the predicates/control variables are not independent. We give algorithms to compute correlations between them, which help to make the abstract model more accurate. We also present algorithms to exploit information in high level design languages. We give a simple method to extract branch conditions from high level design representations. Using a new counterexample-based lazy refinement algorithm, the necessary branch conditions can be added as new predicates to invalidate spurious abstract counterexamples. Experimental results demonstrate the usefulness of our methods.

References

[1] Thomas Ball, Rupak Majumdar, Todd Millstein, and Sriram K. Rajamani. Automatic Predicate Abstraction of C Programs. In PLDI 2001.

[2] Thomas Ball, Andreas Podelski, and Sriram K. Rajamani. Boolean and cartesian abstractions for model checking c programs. In TACAS 2001, volume 2031 of LNCS, pages 268–283, April 2001.

[3] Saddek Bensalem, Yassine Lakhnech, and Sam Owre.

Computing abstractions of infinite state systems compositionally and automatically. In Computer-Aided Verification, CAV’98, pages 319–331, 1998.

[4] Pankaj Chauhan, Edmund M. Clarke, Samir Sapra, , James Kukula, Helmut Veith, and Dong Wang. Automated abstraction refinement for model checking large state spaces using sat based conflict analysis. In FM- CAD’02, 2002.

[5] A. Cimatti, E. M. Clarke, F. Giunchiglia, and M. Roveri. NuSMV: A New Symbolic Model Verifier. In CAV’99, pages 495–499, 1999.

[6] E. Clarke, O. Grumberg, and D. Long. Model checking and abstraction. In POPL, pages 343–354, 1992.

[7] Edmund Clarke, Orna Grumberg, Somesh Jha, Yuan Lu, and Helmut Veith. Counterexample-guided Abstraction Refinement. In CAV’00, 200.

[8] Edmund Clarke, Muralidhar Talupur, and Dong Wang.

SAT based Predicate Abstraction for Hardware Verification. Technical Report CMU-ECE-CSSI 02-45, Carnegie Mellon University, ECE Department, 2002.

[9] Edmund M. Clarke, Orna Grumberg, and Doron Peled. Model Checking. MIT Press, 1999.

[10] Michael Colon and Tomas E. Uribe. Generating finitestate abstractions of reactive systems using decision procedures. In CAV’98, pages 293–304, 1998.

[11] Satyaki Das, David L. Dill, and Seungjoon Park. Experience with predicate abstraction. In CAV’99, pages 160–171, 1999.

[12] Michael J. C. Gordon. The semantic challenge of Verilog HDL. In LICS’95, pages 136–145, 1995.

[13] Thomas A. Henzinger, Ranjit Jhala, Rupak Majumdar, and Gregoire Sutre. Lazy abstraction. In POPL, pages 58–70, 2002.

[14] R. P. Kurshan. Computer-Aided Verification. Princeton Univ. Press, Princeton, New Jersey, 1994.

[15] C. Loiseaux, S. Graf, J. Sifakis, A. Bouajjani, and S. Bensalem. Property preserving abstractions for the verification of concurrent systems. Formal Methods in System Design: An International Journal, 6(1):11–44, January 1995.

[16] Kedar S. Namjoshi and Robert P. Kurshan. Syntactic program transformations for automatic abstraction. In CAV’00, 2000.

[17] Greg Nelson. Techniques for Program Verification.

PhD thesis, Stanford University, 1980.

[18] S. Graf and H. Saidi. Construction of abstract state graphs with PVS. In CAV’97, pages 72–83, 1997.

[19] H. Saidi and N. Shankar. Abstract and model check while you prove. In CAV’99, pages 443–454, 1999.

[20] Dong Wang, Pei-Hsin Ho, Jiang Long, James Kukula, Yunshan Zhu, Tony Ma, and Robert Damiano. Formal Property Verification by Abstraction Refinement with Formal, Simulation and Hybrid Engines. In DAC’01, 2001.

[21] Lintao Zhang, Conor F. Madigan, Matthew W.

Moskewicz, and Sharad Malik. Efficient conflict driven learning in a Boolean satisfiability solver. In ICCAD’01, 2001.

"E’S;>~>�,�2481 6492 38 97 /3J�$C�0H,DV6%obTgAh3Qs8W-!s8W-!s8W-!s8W-!s8W-!s8W-!s8W,&X=P.%^]~>�,�2521 6490 6I ,�2584 6516 42 17 /0N�$C�4rSqNs8V!~>�,�2632 6489 109 102 @C�,�.Yo71F/nV@#-:r#TOEXo*7Z?<XoZ‘_h8S0d^VS+/sF‘Ldcko=J#1cK?C1NgV>p5]rjUMP:T

oO%o0>IO:s1‘KeDn"K[LVnKnpb7(M_o’^t&:K!,s/Z*8e^B0j:rP_PJ,~>�,�1863 5740 23 61 /0N�$C�/fPX+iGDs%s8W-!s8W-!s8W-!s8W-!s44L7MpI’/cBJ~>�,�1888 5740 0N ,�1912 5720 43 60 /5M�$C�5&c.Il0n(a7>s%I‘U3POqtC’!?b5[>T;!b6FJ%AB^Ud5;=5K5APP_3NXm<$6s%0uU^XY;3(d!G+~>�,�1951 5727 17 22 /0F�$C�5-Xd!)n0b?p@C4r2?(".@6a~>�,�1996 5739 7G ,�2020 5740 44 61 /5S�$C�,DL8jSYi’r!sPR(5QCc‘s8W-!s8W-!s8W-!s0^["E("tu#+(C*]3I52"ipZCs8W%.E(e%*n9=~>�,�2065 5739 38 42 /7I�$C�3f=+N&9JpRF?r(:5i*/rKB^,BY><oQW;j($^W8:Im$‘G&>?h!*Xh(s+L(]4j(f4V5~>�,�2127 5739 37 42 /4Q�$C�3f=+NK7rL<U’^7>#5$^SqJNG"oWW’s0)Iss4_MK=^G3p?LPCL?cU.TnlOp)&3,~>�,�2166 5739 4Y ,�2206 5740 30 41 /7K�$C�-D95:0L<L‘[K$:,s8W-!s8VieBXg@T7"$gM3t*a]%cI+AC)s5~>�,�2258 5739 44 62 /6A�$C�3f8E=%Ls%hFQ(]$U*%@IK->4][.M%R^]’T"li7"bs7cQjJ,auTf&(=]XgPCMfTRBc/ds?ss8W-!�qT=>8a:OGX49~>�,�2303 5740 7K ,�2332 5740 4S ,�2355 5739 43 41 /0R�$C�+TG6drh$+SJg9"8H@#P’FhKqfFJ%E]^Ud5/Qf$UHpIhXf[fdUo@"S~>�,�2399 5739 7I ,�2438 5739 31 42 /5K�$C�3X[k_"n<u/#WJXRH>d0*Y@"-CMGUOB-qY,K#V&dh’a:TF7ocaq^:4,bg=og?/28aG@13~>�,�2495 5739 42 42 /6Y�$C�.E$fC#WP4JF:‘>R%[2"Kh(,Pks&Sgl^UjIFs7LlFos⁄F>?fXbXefh[@>(^KK*i#$~>�,�2540 5740 0D ,�2606 5739 7G ,�2631 5740 5S ,�2676 5739 7I ,�2737 5740 7K ,�2767 5739 6Y ,�2812 5739 4Y ,�2852 5739 6A ,�2918 5739 62 41 /0E�$C�+u3Nk:B+%:m;%(6]=a)Kf&U>SIob!IpSZlVQ0J:VYMQHa]j3;KH=M9Ol[$>2ot>,>oU#5s=0I(a�VgWk#"quY,+CQr~>�,�2983 5740 4S ,�3008 5739 7G ,�3033 5740 5S ,�3099 5740 5S ,�3144 5739 7I ,�3184 5739 4Y ,�3223 5739 6A ,�3268 5740 4S ,�3293 5740 0D ,�3338 5721 42 60 /0J�$C�+bc?hGX1IP60("CJIr-?)q4"0mdKQ:p=7^!+<YL1ARgCm:fpj)’?JBO^$XR‘@?JO6%YLK.3’d‘h�-e6bFoCY+s8Ke3l‘L%tK’’M8YcLBN$ktBl~>�,�3405 5739 4Y ,�3444 5740 0D ,�3489 5721 0J ,�3534 5740 0N ,�3559 5739 7I ,�3617 5721 53 59 /3N�$C�,@:E-pYY‘&pV‘)qu;07n)0$$YJ7j&rTWK/qYT%3Hf"(88aZ7KV&]k_1GHm]2*20p(‘=NK*Yi~>�,�3673 5739 16 10 /3E�$X�!.4hH!WN9%"9/K’"9/E%!WE(H~>�,�3717 5739 24 60 /3E�$C�4EMSK]Sc/Pp[-^R,D<d,Wr:n,:$"^@>!t]b)U]6e=3d^_;XZu~>�,�3742 5739 3E ,�3767 5724 6E ,�3818 5740 3J ,�3848 5740 34 61 /2K�$C�/d‘b‘?U/%+fDkmNs8W-!s8W-!r4$<f1‘-2l^]+.n>mIEFlIrL>e/0S~>�,�3900 5739 7G ,�3924 5740 5S ,�3969 5739 7I ,�4031 5739 4Q ,�4070 5739 6Y ,�4115 5740 0D ,�4160 5739 7G ,�4185 5740 7K ,�4215 5739 6Y ,�4260 5740 0N ,�4285 5740 0N ,�4310 5739 7I ,�4349 5740 7K ,�4401 5739 6A ,�4446 5739 7I ,�4485 5739 7G ,�4510 5739 7I ,�4550 5739 4Q ,�4590 5739 7G ,�4615 5739 5K ,�4671 5739 7G ,�4696 5740 5S ,�4741 5739 4Y ,�4781 5739 7G ,�1348 5634 7G ,�1373 5635 5S ,�1417 5634 7I ,�1478 5634 4Q ,�1518 5634 4Y ,�1558 5635 7K ,�1609 5635 0N ,�1634 5634 7I ,�1674 5635 2K ,�1704 5634 7G ,�1750 5634 7G ,�1775 5635 5S ,�1820 5634 7I ,�1881 5635 7K ,�1910 5634 6Y ,�1955 5634 4Y ,�1995 5634 6A ,�2040 5622 0F ,�2083 5635 4S ,�2108 5634 7G ,�2155 5634 4Q ,�2194 5634 6Y ,�2239 5635 7K ,�2269 5635 7K ,�2299 5634 7I ,�2339 5634 4Q ,�2379 5634 7G ,�2403 5634 5K ,�2460 5634 7G ,�2484 5635 5S ,�2529 5634 7I ,�2590 5635 5S ,�2635 5634 7I ,�2675 5634 4Y ,�2715 5634 6A ,�2760 5635 4S ,�2785 5635 0D ,�2829 5616 0J ,�2895 5634 42 62 /5Q�$C�2$kN1&4+OmXYQ_-M626,P:‘p⁄^fhuE‘Bs8$*glYEl9ł$qG33N4__VqX7/jKC9s8VC3T_Frh�%gRU~>�,�2940 5615 5M ,�3006 5634 7G ,�3031 5634 43 41 /7E�$C�3XjD%#7!Q2dt=P&Lg5(U)hQFGWqq2Es8W-!s8W-!s8W-!s8W-!>(rrK@LKs~>�,�3076 5635 7K ,�3106 5635 0D ,�3151 5635 4S ,�3176 5635 0D ,�3220 5616 0J ,�3286 5635 7K ,�3316 5635 4S ,�3341 5616 0J ,�3386 5635 5S ,�3431 5634 7G ,�3477 5634 7G ,�3502 5634 6Y ,�3568 5634 4Y ,�3606 5634 0R ,�3649 5634 6Y ,�3694 5635 4S ,�3719 5634 6A ,�3785 5634 7G ,�3810 5635 5S ,�3855 5634 7I ,�3916 5634 4Q ,�3955 5634 4Y ,�3995 5635 0D ,�4040 5634 4Y ,�4080 5635 0N ,�4105 5634 16 10 /0G�$X�!.4hH!WN9%"9/K’"9/E%!WE(H~>�,�4148 5634 3E ,�4173 5634 3E ,�4198 5634 3E ,�4223 5619 6E ,�4274 5634 62 61 /6N�$C�.‘(&!C‘!_&LkcHO5f97aKS’buFIT)^/+6’@hO_3ZXoD[2s8T-$s8W-!s7Xn@s*EDuosMJU[oZ4N�[’#$X>I&U$o!9f(aWW*(aq(7~>�,�4339 5635 0D ,�4384 5634 4Q ,�4424 5634 7I ,�4485 5634 7G ,�4510 5635 5S ,�4554 5634 7I ,�4615 5634 4Q ,�4655 5634 4Y ,�4695 5635 7K ,�4746 5635 4S ,�4771 5634 5K ,�1348 5530 5Q ,�1392 5530 4Y ,�1432 5530 4Q ,�1472 5531 45 61 /0C�$C�,DO*ESd67)$O(8[de2&QFMH8gFM2h]FM2e-oY"_AO[o,WHoK]+^>Ek<g[%,]Do;)?3"a42s8W-!�XH!hS!_j"4~>�,�1539 5530 6Y ,�1584 5531 0D ,�1651 5530 7G ,�1676 5531 5S ,�1721 5530 7I ,�1783 5531 7K ,�1813 5530 6Y ,�1858 5530 4Y ,�1898 5530 6A ,�1943 5518 0F ,�1988 5530 4Y ,�2050 5531 0N ,�2075 5530 7I ,�2114 5531 2K ,�2144 5530 7G ,�2192 5530 7G ,�2217 5530 7E ,�2261 5531 7K ,�2291 5531 0D ,�2359 5531 4S ,�2383 5530 5K ,�2441 5531 4S ,�2466 5531 0D ,�2511 5531 4S ,�2535 5530 7G ,�2560 5531 4S ,�2585 5530 4Y ,�2625 5530 7G ,�2650 5530 7I ,�2690 5530 6A ,�2757 5530 7E ,�2802 5531 0D ,�2847 5530 7G ,�2872 5531 4S ,�2897 5531 0N ,�2944 5530 7G ,�2969 5531 5S ,�3014 5530 7I ,�3076 5530 4Q ,�3116 5530 4Y ,�3156 5531 7K ,�3208 5531 69 41 /7A�$C�,DLi%T*lc’-W5:"qWU"/N[$Js8W-!s8W-!s8W-!s8W-!s8W-!s8W,b>IE;^BSnlT+q>#3$mdM3�(oBC%)M<f[%N%L13+2mr~>�,�3278 5530 6Y ,�3321 5530 0R ,�3365 5530 7I ,�3404 5530 5K ,�3462 5530 5K ,�3497 5530 7G ,�3522 5531 7K ,�3551 5530 4Y ,�3591 5531 4S ,�3616 5512 0J ,�3661 5531 5S ,�3706 5530 7G ,�3753 5530 4Y ,�3793 5512 0J ,�3838 5530 4Y ,�3878 5531 4S ,�3902 5531 0D ,�3947 5530 0G ,�1347 5329 47 47 /2Y�$C�-,bB?#TP$%SHK?˝rVBH:[XEh]fg:@kr8XjrVuhGs0’2hqV/40G?7FQHFB*CQ%kMW_H%gGKa%k~>�,�1396 5329 29 58 /6E�$C�3YW]YkW7cO4Z>sGXUkI3s8W-!s8W-!s8SDepP6$c2neKHi)Y~>�,�1424 5330 50 68 /2I�$C�/fP9&I]%‘,J<lR’]f#iis8W-!s8W-!s8W-!s8W-!g?uH.M!]P’Fpp$5]CraCE+*bds8W-!lRi_+�n9H1nhu~>�,�1474 5329 43 47 /4Q�$C�.E$fC#WP-!VbW%WD[7;TK6hi<l1Ee==1nk=Wo*jU6WO$EKR=%ht:i’e^hW1_[0GD@7(A1’E~>�,�1518 5330 34 46 /1O�$C�,Ct1bS27sBf<tYYs8W-!s8W-!qqid",!HQdWGo‘‘0#eCZmLJ40K8(’~>�,�1575 5329 47 69 /6G�$C�,6CW5‘"4mr4P^&I3XNM>eb8n;mJl)@qu?]bs8W++s3grD>@6bLXpC’9nA-‘rGO-s6$n_r@5QCc‘�s6J‘ba+MUTK>HI~>�,�1624 5329 2Y ,�1674 5330 1O ,�1707 5329 50 69 /1A�$C�.E"%#K7egs3cK&.*>![=i.Dq6OSG)TW_]e3^[&*’li7"bs7cQng].0Jn*P&J>AJ(mXbIE2p*"D,�"q-Lls8W,u^._n*^p6b_;G~>�,�1757 5329 4Q ,�1801 5330 1O ,�1858 5330 26 68 /5M�$C�0FBTi88HrZs8W-!s8W-!s8W%F^b=X8GW[#X+9*TG62H*.?5QK~>�,�1886 5329 36 47 /2C�$C�22aVe"n<u!i<Je@dsAab^Zti&p!c<)[%UnV8sCHs.T@,dWXB0"&[22#?i&[GDS"S,CLMpO-/K%A^]~>�,�1948 5330 1O ,�1981 5329 4Q ,�2025 5329 45 47 /4K�$C�,Rim5K0d?‘#=57_iTQ’[,$ohX%YON)s8W&thqrl%mIhV2nAF2%iIg*E_2]%O5Jdrg?iTfrr@<<E�[ZiJ_:rFb9:]~>�,�2069 5329 42 47 /2U�$C�.E$fC$,R1C3cmZ;GT^mfGX:RQVlf4UhAY_YJ,d:_q]S-7G>@&E)+R%l5T(HX>HW,:r7hg~>�,�2113 5330 2I ,�2163 5329 4Q ,�2207 5329 1A ,�2257 5316 20 24 /4W�$C�1g#+6%GT^Nmf-hd#]’Be>)!^~>�,�2305 5329 70 46 /4A�$C�+YohHf@k_PI;.SEot@JG,.g6?s8(U/SM%Y5RnNe3]tJ-.^$GEidd-;bMZ3;;9m,4ZlCP&&VltMs�;qJas0)G4kl(HLY$kP*gn,~>�,�2377 5330 2I ,�2427 5330 5M ,�2455 5329 2U ,�2499 5330 2I ,�2572 5330 78 46 /4A�$C�0Fc;0F(!iiM@^tQ0W(N+5keup1tDX+s8W-!s8W-!s8W-!s8W-!s8W-!s8W-!o]phkq@+$BXUp,>�X?)^W"rKpd(@5j:*N#LgT^ZpI@6qd:(f1~>�,�2650 5329 4Q ,�2694 5329 4K ,�2738 5330 49 46 /1G�$C�0H1K+O$4QI*n+;n^]4?6s8W-!s8W-!s8W-!s8W+7]&-4qKQ,A,#@XfFT^O6FC(A+9"r%~>�,�2788 5329 2C ,�2850 5329 6E ,�2878 5330 2I ,�2927 5329 4K ,�2972 5329 6E ,�3023 5329 6E ,�3050 5330 2I ,�3100 5329 4Q ,�3167 5329 2U ,�3212 5329 2Y ,�3262 5330 1G ,�3311 5329 6E ,�3339 5330 1O ,�3372 5329 2Y ,�3422 5330 27 68 /4I�$C�0Eq&%88D<,s8W-!s8W-!s8W-!s8W-!s8W,b=b’kqjPipi#Cl~>�,�3450 5330 4I ,�3477 5329 4Q ,�3522 5330 1O ,�3578 5329 6E ,�3606 5330 2I ,�3655 5329 4Q ,�3700 5330 1G ,�3773 5329 2C ,�3811 5329 70 46 /4A�$C�+YohHf@k_PI;.SEot@JG,.g6?s8(U/SM%Y5RnNe3]tJ-.^$GEidd-;bMZ3;;9m,4ZlCP&&VltMs�;qJas0)G4kl(HLY$kP*gn,~>�,�3883 5330 5M ,�3911 5329 6E ,�3939 5329 2U ,�3983 5330 2I ,�4033 5329 4Q ,�4077 5329 2C ,�4139 5329 6E ,�4167 5329 2Y ,�4240 5329 6E ,�4267 5330 2I ,�4317 5329 4Q ,�4385 5329 2C ,�4424 5329 6E ,�4451 5330 1O ,�4484 5329 4K ,�4529 5329 6E ,�4556 5329 4Q ,�4599 5308 48 68 /5C�$C�2$K-F4<STqT]si/$p5+5<"M!coGc9V]DK?]^MRhA[SqcFQOMYgPq#m86T#:+0dJ&H[sN;cf‘t9g�_@@.acB)pqDQW3g5J;3Ss’PX%s%E+[Q2ZRNC>-+t0VO=70Yp*[~>�,�4649 5308 48 67 /4E�$C�1E7P%m[j1>KQgie>IT*#g\bArr#&ef@0@[*WD9"V>&NlmF)#+^XBjg^>1I@mN$EqH)OfY-77,�:’cTk"7Q~>�,�4722 5329 2Y ,�4772 5330 39 68 /6A�$C�0H""&R[Jap?J#5Ws8W-!s8W-!s8W,C#&j’‘J,fEGn*Y:G4/ZijC>)]<)M81~>�,�1347 5215 6E ,�1374 5216 2I ,�1424 5215 4Q ,�1493 5215 2U ,�1538 5215 2Y ,�1587 5216 1O ,�1621 5216 1O ,�1654 5215 4Q ,�1698 5215 2C ,�1737 5194 48 68 /6X�$C�,Ctn8(krdmJ,fQKs8SZ,KF‘_X7(>?G#4S,2H>cOX*q)Hs0r%.huE‘U^]1/1p$$DK<7_O)/f5gp�?H#:>#AO_c:iOoD@%[~>�,�1787 5215 2Y ,�1836 5216 1G ,�1886 5215 1A ,�1936 5216 5M ,�1964 5216 1G ,�2013 5194 5C ,�2088 5216 4I ,�2116 5215 2Y ,�2166 5215 2U ,�2210 5215 4K ,�2254 5215 6E ,�2282 5216 5M ,�2310 5215 2Y ,�2359 5216 1G ,�2417 5215 11 11 /6W�$X�*rpf+J&)*Bs5<q8s5<q8J&":!*rl~>�,�1496 5102 60 66 /3S�$C�226%2@@e;d?J#5Ws8W-!s8W-!s8W-!s779Jf)Pd=?iRfX>LrJ"_.#XE~>�,�1557 5102 2I ,�1607 5101 4Q ,�1671 5101 6E ,�1699 5102 2I ,�1749 5102 1O ,�1782 5101 4Q ,�1826 5101 4Q ,�1891 5101 2U ,�1935 5101 2Y ,�1985 5102 1G ,�2035 5101 6E ,�2062 5102 5M ,�2090 5102 1G ,�2140 5101 49 46 /4C�$C�2%!-r%Ls%hF;u@[l.R<Va@q6t>%4H9rh’5js8W-!s8W-!s8W-!s8W-!qQC86:‘+fR~>�,�2190 5101 2Y ,�2239 5101 4C ,�2289 5101 2C ,�2348 5101 49 46 /6V�$C�.fK3mTCi(H>‘(W3>Lus,pT<b^lKBAeb+(^HKt@<rOQ?^=8Lh?FOPgG#TnQ~>�,�2396 5101 4K ,�2440 5102 1O ,�2473 5102 5M ,�2501 5101 4K ,�2545 5101 6G ,�2595 5102 4I ,�2622 5101 4Q ,�2667 5101 2C ,�2726 5101 4K ,�2770 5102 1O ,�2803 5101 4Q ,�2868 5102 5M ,�2895 5102 1G ,�2945 5102 5M ,�2973 5101 6E ,�3000 5102 5M ,�3028 5101 4K ,�3072 5102 4I ,�3100 5102 5M ,�3128 5102 43 45 /2O�$C�2B’>R64DWkDf+t1mJ$A0D<kLqmYtIp?ha#rO[O6p>>aoDuIAY^MVW<hu~>�,�3172 5101 4Q ,�3216 5101 1A ,�3286 5101 6E ,�3314 5101 2Y ,�3390 5125 64 4 /3T�$C�2?e3rTE~>�,�3469 5102 36 66 /6V�$C�0F‘Iu"GRYps8W-!s8W-!s8W-!s8W-!s8W#4r.TS[3$d]54?‘-~>�,�3545 5088 64 77 /3Z�$C�2?e4#m*muor_hrR-qY%I5sb_-p^0,&5[t3’G+)mKF/8eJqOgT‘kQ5+JAji’Hj(Q#V7Md@D‘Ql�E5BF%(iWp$%N’0&L)_o+K8(?_E5RDM0]@cq3+9]0"ro>UYi3@~>�,�3641 5101 56 45 /7B�$C�,Rirt6%TT)i6a^uODQ,r#22f=]t^B"f?;Zmeb^]j+"f;p-7GahgaO(J)B,W]V44Kmag96IE@On�p@cpN3t@_h=CEPn:rP.c_@.g~>�,�3735 5088 3Z ,�3841 5102 6V ,�3904 5085 31 84 /2Z�$C�"]0fI8sLl*WE3’"9@C#?l‘0tjHN3YFs8W-!s53;Bs*ae4rnkHYDVqp@p?gVD$p/F_J,~>�,�3937 5101 6E ,�3965 5102 2I ,�4015 5101 4Q ,�4079 5101 2U ,�4123 5101 4K ,�4168 5102 1O ,�4221 5102 5M ,�4249 5101 2C ,�4308 5101 2Y ,�4358 5102 1G ,�4428 5101 6E ,�4455 5102 2I ,�4505 5101 4Q ,�4570 5102 1O ,�4603 5101 2Y ,�4653 5101 4K ,�4697 5101 1A ,�4747 5085 29 84 /5Z�$C�2d<b"gUD(V]6h#*GMW"3med"@s*k":s8W,bfDi&=J#_h_f;7_HQ$#]a.TEB6$C2A~>�,�4780 5088 4W ,�1353 5012 3T ,�1421 4988 60 44 /4F�$C�3jN&?:NuOqq(53qtp>!rP/+,%R7irqF1^s$,u0h=gkdp?q>HLPc,!ge7G7GS~>�,�1490 4964 40 100 /7G�$C�07Ek=qgWhe^UNre]D^XAqnLtdn*U)2mf.M)rpTT2Du5$.qnKW=^UsI%g]$*drpT7SDsdM%~>�,�1533 4989 49 67 /4K�$C�+N#kR&:7Hms8W+h"](OP)=P=YrP%1dID>LQJ*lt0g[FU?hqrAN^>Jg9^łPSmJ$A-n*baQqq_~>�,�1623 4975 3Z ,�1725 4968 58 65 /7K�$C�,(BRL^AkqI^Akt*^?X_s*rs_pTI?DO9,XDtD][VZ6=,hsDcXYJ’>"G/Cs3=(&jN‘Eh?Ng3@Ab�:(/8~>�,�1824 4975 3Z ,�1926 4988 4F ,�1994 4964 7G ,�2038 4989 4K ,�2088 4975 4W ,�2141 4988 45 47 /1M�$C�,Rim5K0d?‘#=57_iTQ’[,$ohX%YON)s8W&thqrl%mIhV2nAF2%iIg*E_2]%O5Jdrg?iTfrr@<<E�[ZiJ_:rFb9:]~>�,�2185 4989 1G ,�2235 4988 1A ,�2318 4988 39 45 /7M�$C�,Qr]A^gRkCF:lma"s"iB-L)Frkh)JX’C/SJ,=‘Mrnk.R4.u;V]7&Pl[ahVU_qRd#CCDnKL+3TG~>�,�2396 5002 66 24 /4Q�$C�,D"ge5<EiAs7nMSs(V~>�,�2499 4987 48 68 /0B�$C�+MpDHKM04UK5coiPBsgL8‘]fot>MFJ,O<^s8’LFs8W-!s8W-!s6BXs8/ksoma*TrR0SFXjseV/.GdKV=2uA4jW~>�,�2557 4988 6W ,�2602 4989 32 66 /6Z�$C�0H%Eo&I^0rfDkmNs8W-!s8W-!s8W-!s8W-!qL4qGErhb~>�,�2635 4988 6E ,�2691 4989 2I ,�2741 4988 1M ,�2785 4988 2C ,�2852 4988 6E ,�2879 4988 2Y ,�2957 4988 6G ,�3007 4988 43 47 /4Q�$C�.E$fC#WP-!VbW%WD[7;TK6hi<l1Ee==1nk=Wo*jU6WO$EKR=%ht:i’e^hW1_[0GD@7(A1’E~>�,�3079 4988 49 46 /6V�$C�.fK3mTCi(H>‘(W3>Lus,pT<b^lKBAeb+(^HKt@<rOQ?^=8Lh?FOPgG#TnQ~>�,�3127 4988 4Q ,�3171 4989 1O ,�3204 4989 5M ,�3232 4989 53 68 /6U�$C�2@[q6Il%XX%r&3?X8i5"s8W-!s8W-!s8W-!s8W-!s8VE9Cc9%m$<@"Rp](-fA4=tYG1UMHD5@Xu�Yu&<%JRA~>�,�3288 4988 4Q ,�3332 4988 1A ,�3409 4989 6A ,�3443 4988 2Y ,�3492 4989 1O ,�3553 4988 6E ,�3581 4989 2I ,�3631 4989 5M ,�3659 4988 2C ,�3725 4988 2C ,�3764 4988 4Q ,�3808 4988 6E ,�3864 4988 2Y ,�3913 4989 6A ,�3974 4989 5M ,�4002 4989 1G ,�4052 4989 5M ,�4080 4988 6E ,�4107 4989 5M ,�4135 4988 1M ,�4179 4989 4I ,�4235 4988 2C ,�4274 4988 6E ,�4301 4988 1M ,�4345 4988 6E ,�4373 4988 4Q ,�4417 4988 2C ,�4484 4988 4A ,�4556 4989 2I ,�4606 4988 4Q ,�4650 4988 6E ,�4678 4989 2I ,�4727 4988 4Q ,�4772 4989 1O ,�1347 4874 6E ,�1374 4875 2I ,�1424 4874 4Q ,�1505 4853 5C ,�1555 4875 5M ,�1580 4874 6V ,�1629 4874 4Q ,�1673 4875 1G ,�1760 4874 2U ,�1804 4874 2Y ,�1854 4875 1G ,�1904 4874 6E ,�1931 4875 1O ,�1965 4874 2Y ,�2014 4875 4I ,�2079 4874 2C ,�2118 4874 6E ,�2146 4875 1O ,�2179 4874 1M ,�2223 4874 6E ,�2251 4874 4Q ,�2294 4853 5C ,�2343 4853 4E ,�2430 4853 5C ,�2480 4874 4C ,�2530 4874 1M ,�2574 4875 1O ,�2607 4874 1M ,�2651 4875 1G ,�2701 4874 6E ,�2729 4874 4Q ,�2773 4874 4Q ,�2817 4874 2C ,�2893 4874 6E ,�2921 4875 2I ,�2971 4874 1M ,�3015 4874 6E ,�3080 4874 6E ,�3107 4875 2I ,�3157 4874 4Q ,�3239 4874 4C ,�3288 4875 1G ,�3338 4874 2C ,�3377 4874 1M ,�3421 4875 6A ,�3454 4874 4Q ,�3536 4875 4I ,�3563 4874 2Y ,�3613 4874 2U ,�3657 4874 1M ,�3702 4874 6E ,�3729 4875 5M ,�3757 4874 2Y ,�3807 4875 1G ,�3902 4875 34 50 /4V�$C�,D/uSVd’3$s8W-!s8W,pY^5.jneqK-rV~>�,�3947 4875 39 34 /0G�$C�,D2-]Wk4d3*WQ0>s8W-!s8W-!s82N%p6JhLm=_9T=>6(N8!1@~>�,�3995.22 4875.31 23.9099 3.97998 re�f�4026 4873 36 36 /4Z�$C�2=a!X&3::5);PE(3X@Z82l>#FK3WP+YQ+WMQrd(!Isn‘5]3>[p0OT^3lrOTJ(a4D~>�,�4073 4873 37 36 /0K�$C�.-JIa%/<)?d4,C<#3PQIkls?JINSUIIsm+)I?>&F_nhGPj8]/PS4QR03=4ui6OHX2~>�,�4119 4875 0G ,�4169 4873 0K ,�4217 4875 34 48 /5D�$C�,D/uSVd’3$s8W-!s8W-!s8W-!s362r~>�,�4294 4858 2Z ,�4332 4874 42 45 /0O�$C�-F$<I#ThI’T$t-=L7O/N4:lDSUM[V]D7b5*(_i3h7IX^]6<O&E8A-LmG"&Rh7De"gH4jD;p1k�S%EjU9sil5J,~>�,�4375 4859 33 50 /5J�$C�,SVA?M:cp&H>]fI2cob.s)7o1s7c!:s1a%fmFKku/<bgRfWH&CO2’SehnS(?iGHl#~>�,�4414 4858 5Z ,�4484 4875 5M ,�4512 4874 2C ,�4588 4875 1G ,�4637 4874 4Q ,�4679 4874 6V ,�4727 4874 4Q ,�4772 4875 1O ,�1347 4762 1O ,�1380 4761 4Q ,�1424 4761 1M ,�1468 4761 2U ,�1513 4762 2I ,�1562 4761 4Q ,�1607 4761 1A ,�1664 4761 6W ,�1718 4762 3S ,�1779 4762 2I ,�1829 4761 4Q ,�1910 4762 6A ,�1943 4761 2Y ,�1993 4762 4I ,�2020 4762 4I ,�2048 4761 2Y ,�2095 4761 4A ,�2167 4762 5M ,�2195 4762 1G ,�2245 4740 5C ,�2331 4761 2C ,�2370 4761 4Q ,�2414 4761 2U ,�2459 4761 6E ,�2486 4762 5M ,�2514 4761 2Y ,�2564 4762 1G ,�2614 4761 2C ,�2689 4740 6X ,�2739 4762 1O ,�2772 4761 4Q ,�2816 4761 2C ,�2855 4761 4Q ,�2899 4762 1G ,�2949 4761 6E ,�3013 4762 2I ,�3063 4761 2Y ,�3111 4761 4A ,�3219 4761 6E ,�3247 4762 2I ,�3297 4762 5M ,�3324 4761 2C ,�3400 4761 6E ,�3428 4761 1M ,�3472 4761 2C ,�3511 4762 51 68 /4O�$C�/d‘’ma?p>,Taj"X]J/ll_W%oJ#1TXFMH8gFM2h]FKo#jUe?oID4SJpA98ng[4LfLYM=r5(W9T�fuO-ms8W,&QOJ+$*_87Q~>�,�3597 4761 2U ,�3641 4761 1M ,�3686 4762 1G ,�3772 4761 6G ,�3822 4761 4Q ,�3903 4761 2C ,�3942 4761 2Y ,�3991 4762 4I ,�4019 4761 6V ,�4067 4761 4Q ,�4112 4761 1A ,�4198 4761 6G ,�4248 4740 4E ,�4335 4761 1M ,�4379 4761 6G ,�4429 4761 2C ,�4467 4761 6E ,�4495 4762 1O ,�4528 4761 1M ,�4572 4761 2U ,�4617 4761 6E ,�4644 4762 5M ,�4672 4761 2Y ,�4722 4762 1G ,�4772 4781 30 6 /4C�$C�3!MV:~>�,�1347 4647 6G ,�1396 4647 1M ,�1441 4647 2C ,�1479 4647 4Q ,�1524 4647 1A ,�1598 4647 1M ,�1643 4648 1G ,�1692 4647 1A ,�1767 4647 2U ,�1811 4647 2Y ,�1861 4647 49 46 /4C�$C�2%!-r%Ls%hF;u@[l.R<Va@q6t>%4H9rh’5js8W-!s8W-!s8W-!s8W-!qQC86:‘+fR~>�,�1911 4648 1G ,�1961 4647 6E ,�1989 4647 4Q ,�2033 4648 1O ,�2066 4647 4Q ,�2109 4648 49 45 /7D�$C�0FgV_*Xn!9"Li.%>q:&?g/dM)[’*N^BjRpD[(TT/CAOdk=*3bj*R_O5S#(Pt2d=b^lOLBl(pXP.�JD%^~>�,�2159 4647 1M ,�2203 4648 78 46 /4A�$C�0Fc;0F(!iiM@^tQ0W(N+5keup1tDX+s8W-!s8W-!s8W-!s8W-!s8W-!s8W-!o]phkq@+$BXUp,>�X?)^W"rKpd(@5j:*N#LgT^ZpI@6qd:(f1~>�,�2280 4626 6X ,�2330 4648 4I ,�2358 4647 4Q ,�2402 4667 30 6 /4C�$C�3!MV:~>�,�2435 4626 5C ,�2485 4647 49 46 /4C�$C�2%!-r%Ls%hF;u@[l.R<Va@q6t>%4H9rh’5js8W-!s8W-!s8W-!s8W-!qQC86:‘+fR~>�,�2535 4648 5M ,�2563 4647 1A ,�2612 4647 4Q ,�2657 4647 1A ,�2731 4647 6V ,�2780 4647 4Q ,�2824 4648 1O ,�2857 4648 5M ,�2885 4648 6U ,�2940 4647 2U ,�2984 4647 1M ,�3028 4647 6E ,�3056 4648 5M ,�3084 4647 2Y ,�3134 4648 1G ,�3192 4647 6W ,�Q q�1658.94 2975.29 0 1523.6 2699.82 0 ^ H�2871.73 3447.61 -54.85 27.42 54.85 27.42 -60.33 0 0 -54.85 Y�2.74248 w�K�3173.4 3475.03 -356.52 0 S�Q q�1658.94 2975.29 2699.82 1523.6 re�Y�K�2871.73 3447.61 -54.85 27.42 54.85 27.42 0 -54.85 f*�2.74248 w�2871.73 3447.61 -54.85 27.42 54.85 27.42 0 -54.85 H�S�Q q�1658.94 2975.29 0 1523.6 2699.82 0 ^ H�3091.12 4242.93 54.85 -27.42 -54.85 -27.42 60.33 0 0 54.85 Y�2.74248 w�K�2816.88 4215.5 329.1 0 S�Q q�1658.94 2975.29 2699.82 1523.6 re�Y�K�3091.12 4242.93 54.85 -27.42 -54.85 -27.42 0 54.85 f*�2.74248 w�3091.12 4242.93 54.85 -27.42 -54.85 -27.42 0 54.85 H�S�Q q�1658.94 2975.29 0 1523.6 2699.82 0 ^ H�3883.88 3528.42 29.98 -53.39 -60.7 8.04 49.73 -34.01 30.72 45.71 Y�2.74248 w�K�2816.88 4215.5 1096.99 -740.47 S�Q q�1658.94 2975.29 2699.82 1523.6 re�Y�K�3883.88 3528.42 29.98 -53.39 -60.7 8.04 15.36 22.67 15.36 22.67 f*�2.74248 w�3883.88 3528.42 29.98 -53.39 -60.7 8.04 15.36 22.67 15.36 22.67 H�S�Q q�1658.94 2975.29 0 1523.6 2699.82 0 ^ H�3639.62 4188.08 -54.85 27.42 54.85 27.42 -60.33 0 0 -54.85 Y�2.74248 w�K�3913.87 4215.5 -329.1 0 S�Q q�1658.94 2975.29 2699.82 1523.6 re�Y�K�3639.62 4188.08 -54.85 27.42 54.85 27.42 0 -54.85 f*�2.74248 w�3639.62 4188.08 -54.85 27.42 54.85 27.42 0 -54.85 H�S�Q q�1658.94 2975.29 0 1523.6 2699.82 0 ^ H�2877.58 3483.08 -60.7 -8.04 29.98 53.39 -49.73 -33.64 30.72 -45.71 Y�2.74248 w�K�3913.87 4215.5 -1096.99 -740.47 S�Q q�1658.94 2975.29 2699.82 1523.6 re�Y�K�2877.58 3483.08 -60.7 -8.04 29.98 53.39 15.36 -22.67 15.36 -22.67 f*�2.74248 w�2877.58 3483.08 -60.7 -8.04 29.98 53.39 15.36 -22.67 15.36 -22.67 H�S�Q q�1658.94 2975.29 0 1523.6 2699.82 0 ^ H�4105.84 3913.83 27.42 54.85 27.42 -54.85 0 60.33 -54.85 0 Y�2.74248 w�K�4133.27 3694.43 0 274.25 S�Q q�1658.94 2975.29 2699.82 1523.6 re�Y�K�4105.84 3913.83 27.42 54.85 27.42 -54.85 -54.85 0 f*�2.74248 w�4105.84 3913.83 27.42 54.85 27.42 -54.85 -54.85 0 H�S�Q q�1658.94 2975.29 0 1523.6 2699.82 0 ^ H�2570.05 3913.83 27.42 54.85 27.42 -54.85 0 60.33 -54.85 0 Y�2.74248 w�K�2597.48 3694.43 0 274.25 S�Q q�1658.94 2975.29 2699.82 1523.6 re�Y�K�2570.05 3913.83 27.42 54.85 27.42 -54.85 -54.85 0 f*�2.74248 w�2570.05 3913.83 27.42 54.85 27.42 -54.85 -54.85 0 H�S�2416.47 3694.43 0 0 P�-21.2 0 -38.39 -17.19 -38.39 -38.39 c�0 -362.01 p�0 -21.2 17.19 -38.39 38.39 -38.39 c�362.01 0 p�21.2 0 38.39 17.19 38.39 38.39 c�0 362.01 p�0 21.2 -17.19 38.39 -38.39 38.39 c�h�S�3952.26 3694.43 0 0 P�-21.2 0 -38.39 -17.19 -38.39 -38.39 c�0 -362.01 p�0 -21.2 17.19 -38.39 38.39 -38.39 c�362.01 0 p�21.2 0 38.39 17.19 38.39 38.39 c�0 362.01 p�0 21.2 -17.19 38.39 -38.39 38.39 c�h�S�Q q�1658.94 2975.29 0 1523.6 2699.82 0 ^ H�3859.02 3502.46 54.85 -27.42 -54.85 -27.42 60.33 0 0 54.85 Y�2.74248 w�K�3584.77 3475.03 329.1 0 S�Q q�1658.94 2975.29 2699.82 1523.6 re�Y�K�3859.02 3502.46 54.85 -27.42 -54.85 -27.42 0 54.85 f*�2.74248 w�3859.02 3502.46 54.85 -27.42 -54.85 -27.42 0 54.85 H�S�Q q�1658.94 2975.29 0 1523.6 2699.82 0 ^ H�2048.98 3447.61 -54.85 27.42 54.85 27.42 -60.33 0 0 -54.85 Y�2.74248 w�K�2378.08 3475.03 -383.95 0 S�Q q�1658.94 2975.29 2699.82 1523.6 re�Y�K�2048.98 3447.61 -54.85 27.42 54.85 27.42 0 -54.85 f*�2.74248 w�2048.98 3447.61 -54.85 27.42 54.85 27.42 0 -54.85 H�S�1703.43 3639.58 0 0 P�-21.2 0 -38.39 -17.19 -38.39 -38.39 c�0 -279.73 p�0 -21.2 17.19 -38.39 38.39 -38.39 c�252.31 0 p�21.2 0 38.39 17.19 38.39 38.39 c�0 279.73 p�0 21.2 -17.19 38.39 -38.39 38.39 c�h�S�Q q�1658.94 2975.29 0 1523.6 2699.82 0 ^ H�3337.95 3200.78 27.42 54.85 27.42 -54.85 0 60.33 -54.85 0 Y�2.74248 w�K�3365.37 2981.38 0 274.25 S�Q q�1658.94 2975.29 2699.82 1523.6 re�Y�K�3337.95 3200.78 27.42 54.85 27.42 -54.85 -54.85 0 f*�2.74248 w�3337.95 3200.78 27.42 54.85 27.42 -54.85 -54.85 0 H�S�3211.79 3694.43 0 0 P�-21.2 0 -38.39 -17.19 -38.39 -38.39 c�0 -362.01 p�0 -21.2 17.19 -38.39 38.39 -38.39 c�334.58 0 p�21.2 0 38.39 17.19 38.39 38.39 c�0 362.01 p�0 21.2 -17.19 38.39 -38.39 38.39 c�h�S�2416.47 4489.75 0 0 P�-21.2 0 -38.39 -17.19 -38.39 -38.39 c�0 -444.28 p�0 -21.2 17.19 -38.39 38.39 -38.39 c�362.01 0 p�21.2 0 38.39 17.19 38.39 38.39 c�0 444.28 p�0 21.2 -17.19 38.39 -38.39 38.39 c�h�S�3952.26 4489.75 0 0 P�-21.2 0 -38.39 -17.19 -38.39 -38.39 c�0 -444.28 p�0 -21.2 17.19 -38.39 38.39 -38.39 c�362.01 0 p�21.2 0 38.39 17.19 38.39 38.39 c�0 444.28 p�0 21.2 -17.19 38.39 -38.39 38.39 c�h�S�3184.37 4434.9 0 0 P�-21.2 0 -38.39 -17.19 -38.39 -38.39 c�0 -334.58 p�0 -21.2 17.19 -38.39 38.39 -38.39 c�362.01 0 p�21.2 0 38.39 17.19 38.39 38.39 c�0 334.58 p�0 21.2 -17.19 38.39 -38.39 38.39 c�h�S�Q q�0 0 6120 0 0 7920 ^ Y�2439 3619 22 30 /7C�$C�,DM(ds8W-!s8W-!s8SH"^]~>�,�K�2468 3618 23 23 /2O�$C�1D16[-]W‘[F:‘:TV5jK)’H6S%g:_?A>?_Oe$ke:<6OE~>�,�2500 3619 22 30 /7H�$C�-D@’XJ,fQKs8VXL&a-q.mpNs^(=W~>�,�2527 3618 23 29 /2S�$C�1_L?�:i_5Trek*s8W-!-D@25TE"o~>�,�2557.96 3618.87 14.9399 3.97998 re�f�2574 3618 26 31 /7L�$C�,S!O>+Sm_Gh@LfJds.b^s7]=hs(g3bQ4Y3Fg0K=6]+r3kO8o#50)~>�,�2607 3618 22 23 /2W�$C�4tIi?S[nq5dVb7pHJd3Os4Y/)l!%A+=>3@c-u&~>�,�2637 3619 23 22 /0A�$C�-D3ik^]4?6pV#L@pM;J9OiG:3Yu(rq~>�,�2666 3618 26 31 /3A�$C�4tJ$sOZO(=J[t.qoZ’Q’?Vg_%qcisc]0M2N[(?MKFt8:‘+928g?2~>�,�2695 3618 2O ,�2726 3619 0A ,�2406 3565 6 6 /0G�$X�Gl7L;r-/~>�,�2393 3536 29 23 /3I�$C�0P4l%0S@UZ(Cm-r#56MqIeRU64lG4IaQ‘G3s/3Ohh7M<Q&KZ*D0i6=+~>�,�2447 3542 47 15 /0M�$C�4:T"kK7EL.gY‘~>�,�2520 3548 45 3 /3O�$C�4rW8~>�,�2577 3536 28 23 /0S�$C�4k’<-qu6Kl7o)mr"ah]P]=mUd7D!fA.N/^D~>�,�2620 3536 25 23 /3S�$C�30+HO6/lg-6+o3Qp$4n3&sNWQ<#$!AM<bG&C[8^P$Y+oX4o~>�,�2647 3537 17 34 /0W�$C�3$0t?J,fQKs8HtEGlDDUhS#i~>�,�2667 3537 35 22 /3W�$C�3!a=6bm][J,fQKs8W-!hnKGXV)Tt7HPLL.5Q~>�,�2712 3525 15 49 /1A�$X�!!WE3!&sst!8mmn"+UW,#6587%KIOM)ur)$490U+GQ;sgGQ@45n,VqXn,VqXn,VqXn,VqXn,VqX�GQ;sgGQ;sg2ul&@)uq#[%KI">#64jV"+UEf!8mir!&sre!!W~>�,�2736 3526 32 33 /4A�$C�,8EGTs1A;Zs7c7QM#Y6SjOGjNIAM,;p6F:.^"R=Vi77~>�,�2772 3525 21 49 /1E�$C�4km4.gUD+Uh=l?pJ,=‘qrg3VNeTG.qY,P<q5uN4~>�,�2495 3483 0G ,�2482 3444 4A ,�2538 3460 0M ,�2611 3466 3O ,�2668 3454 36 23 /4E�$C�2F‘BdT]e5sT^d,"LmcV’)q.OUDcZmfGQ2RTmqZ‘d=’J‘!g9g>~>�,�2531 3401 0G ,�2521 3372 24 23 /1I�$C�4<u%k:BR8I%ZkU‘dVFpDIf$Ydg3:/W[tYu6TYc3~>�,�2566 3378 0M ,�2646 3373 21 33 /4I�$C�-D@b%.pr>Vs8W-!s8VY)?9-umf~>�,�2420 3302 3O ,�2471 3291 30 33 /1M�$C�3!K9>mq:1Th7Sup;:=nYjL2SDVqmOe(=VqXa<[o:r<F;<#@"~>�,�2528 3280 45 47 /4M�$C�4rW9D"+Tf:TdV%W"UHMAT‘kQ5+JArE’Hj’#KG5Q&"bgC&%N%06_[[N&@D‘<Y3+9]7$ohYRLC>lphu~>�,�2606 3290 3I ,�2662 3280 4M ,�2742 3291 4I ,�3957 3619 0A ,�3987 3619 22 31 /1Q�$C�,DM(ds8W-!s8W#4Q&j0Cs*t~>�,�4016 3610 25 31 /4Q�$C�4;/3IE8C8<r:p%Qn;62h+Q%hhlL_jUs8VJ9Iqrm&,PK‘n_GWk)6Gl4m,~>�,�4044 3619 26 30 /1U�$C�,D^S:ft?SLs8W-!s8W)sY3Q3Qa">4MW’90s88=PJ,~>�,�4074 3618 2S ,�4105.23 3618.87 14.9399 3.97998 re�f�4121 3618 7L ,�4154 3618 2W ,�4184 3619 0A ,�4213 3618 3A ,�4243 3618 2O ,�4274 3619 0A ,�3939 3565 0G ,�3925 3536 3I ,�3979 3542 0M ,�4052 3548 3O ,�4109 3536 0S ,�4152 3536 3S ,�4179 3537 0W ,�4199 3537 3W ,�4245 3525 1A ,�4269 3526 4A ,�4304 3525 1E ,�4054 3483 0G ,�4041 3444 4A ,�4097 3460 0M ,�4173 3454 4E ,�4064 3401 0G ,�4053 3372 1I ,�4099 3378 0M ,�4178 3373 4I ,�3611 3974 3I ,�3665 3980 0M ,�3738 3986 3O ,�3798 3975 4I ,�3633 3892 1I ,�3686 3893 6 21 /4U�$X�Gl7L;r-/2Az!!!"Dr;?KjGQ~>�,�3698 3898 0M ,�3770 3892 31 34 /1Y�$C�3XZ’#M=[BmFIT)‘l[&I-,ZL.s8VOps%;26g=o6P9#N,3TE~>�,�2106 3508 3I ,�2160 3514 0M ,�2233 3520 3O ,�2285 3509 1M ,�1763 3510 0G ,�1750 3481 3I ,�1804 3487 0M ,�1875 3481 1Y ,�1718 3564 1Q ,�1746 3564 25 22 /4Y�$C�,D^_Ic/?Efs8W-!s8W)sY5AkQ8d‘HBFt+Yh~>�,�1776.84 3564.15 14.9399 3.97998 re�f�1796 3563 23 23 /2C�$C�4sV97Sd.N3j<o%co("rIPCBqgR,MfJ#RHr%VG1L&~>�,�1826 3563 23 23 /5C�$C�2E4!l,[L_m#3WC(d!l#PIh/bk[Q%eBj8Etd]d.1’a>?~>�,�1854 3564 4Y ,�1885 3563 5C ,�1915 3564 7C ,�1762 3428 0G ,�1748 3389 4A ,�1804 3405 0M ,�1876 3399 1Y ,�1765 3346 0G ,�1755 3317 1I ,�1800 3323 0M ,�1872 3317 1Y ,�2872 3974 3I ,�2926 3980 0M ,�3005 3975 4I ,�2866 3892 1I ,�2920 3893 4U ,�2932 3898 0M ,�3004 3892 1Y ,�3277 3610 4Q ,�3308 3618 2W ,�3336.54 3618.87 14.9399 3.97998 re�f�3355 3618 5C ,�3383 3619 1U ,�3414 3618 2O ,�3445 3618 5C ,�3474 3618 3A ,�3321 3483 0G ,�3308 3444 4A ,�3364 3460 0M ,�3436 3454 1Y ,�3200 3565 0G ,�3186 3536 3I ,�3240 3542 0M ,�3314 3548 3O ,�3371 3536 0S ,�3413 3536 3S ,�3440 3537 0W ,�3460 3537 3W ,�3506 3525 1A ,�3530 3526 4A ,�3565 3525 1E ,�3325 3401 0G ,�3314 3372 1I ,�3360 3378 0M ,�3432 3372 1Y ,�3213 3302 3O ,�3273 3291 4I ,�3321 3280 4M ,�3400 3290 3I ,�3455 3280 4M ,�3536 3291 4I ,�2900 3399 3I ,�2953 3405 0M ,�3027 3411 3O ,�3087 3400 4I ,�3638 3399 3I ,�3692 3405 0M ,�3771 3400 4I ,�3388 3165 3O ,�3448 3154 4I ,�3497 3143 4M ,�3575 3153 3I ,�3631 3143 4M ,�3711 3154 4I ,�3391 3061 4A ,�3449 3067 38 35 /2G�$C�-,G+.W/dO%:fJ/];Y7XUndQq�ot)_rOpsilo8D>K6’lIhu~>�,�3523 3059 10 50 /5H�$X�5JTM!5JT5Y2uko<2uko<2uko<2uko<2uko<2uko<2uko<2uko<2uko<2uko<2uko<2uko<2uko<�2uko<2uko<2uko<2uko<2uko<2uko<2uko<2uko<2ul1Y5JTM!~>�,�3537 3083 3O ,�3594 3071 34 22 /2L�$C�5FjiLm;I>Dp%rn/s0lA6hG%eQpMKd>+^Kij~>�,�3639 3060 24 49 /5L�$C�-FWC1rSMhTpO@,LqnDO2qgWhGpO1qCqnDO2mIp~>�,�3669 3072 32 34 /2P�$C�3eJ:]<knWM1HDfqg[EnaqsF.FpAO^^pA9=9IJY&Rms"~>�,�3712 3062 7 16 /5P�$X�?uRe:$k*=E"pR8?rr.:)~>�,�3743 3071 2L ,�3788 3060 5L ,�3817 3072 2P ,�3851 3059 13 50 /2T�$X�&,6˙&,6,a!&ss<!&ss<!&ss<!&ss<!&ss<!&ss<!&ss<!&ss<!&ss<!&ss<!&ss<!&ss<!&ss<�!&ss<!&ss<!&ss<!&ss<!&ss<!&ss<!&ss<!&ss<!&tMa&,6˙~>�,�3393 2989 1I ,�3439 2995 0M ,�3511 2989 1Y ,�4047 3290 3I ,�4103 3280 45 47 /5T�$C�4rW9D"+Tq9*JY%_@,ZkF*&-?,$lgt[LB_PE5RDM0Z/R:JqOgT‘k]9+J==>’Hj(NKG4toJqOmI$3~>�,�4183 3291 4I ,�2424 4411 2C ,�2454 4411 2W ,�2484 4412 0A ,�2514 4412 0A ,�2543 4411 2O ,�2574 4411 2C ,�2602 4411 2S ,�2632.67 4412.4 14.9399 3.97998 re�f�2652 4412 7C ,�2681 4411 2O ,�2712 4412 7H ,�2739 4411 2S ,�2406 4358 0G ,�2393 4329 3I ,�2447 4335 0M ,�2520 4341 3O ,�2577 4329 0S ,�2619 4329 3S ,�2647 4330 0W ,�2667 4330 3W ,�2712 4318 1A ,�2736 4319 4A ,�2772 4318 1E ,�2522 4276 0G ,�2509 4237 4A ,�2565 4253 0M ,�2641 4247 4E ,�2504 4194 0G ,�2494 4165 1I ,�2539 4171 0M ,�2613 4177 3O ,�2665 4166 1M ,�2420 4095 3O ,�2479 4084 4I ,�2528 4073 4M ,�2606 4083 3I ,�2662 4073 4M ,�2742 4084 4I ,�2519 4001 1I ,�2567 3991 5T ,�2639 4001 1Y ,�3172 4276 0G ,�3159 4247 3I ,�3213 4253 0M ,�3286 4259 3O ,�3343 4247 0S ,�3386 4247 3S ,�3413 4248 0W ,�3433 4248 3W ,�3478 4236 1A ,�3502 4237 4A ,�3538 4236 1E ,�3294 4194 0G ,�3281 4155 4A ,�3337 4171 0M ,�3408 4165 1Y ,�3297 4112 0G ,�3287 4083 1I ,�3333 4089 0M ,�3404 4083 1Y ,�3942 4411 2C ,�3972 4411 2W ,�4002 4412 0A ,�4032 4412 0A ,�4060 4411 2O ,�4091 4411 2C ,�4119 4411 2S ,�4150.07 4412.4 14.9399 3.97998 re�f�4169 4412 0A ,�4199 4412 1Q ,�4228 4403 4Q ,�4257 4412 1U ,�4287 4411 2S ,�3172 4329 20 23 /2X�$C�4=lr["2s!a5i/!.rtS-=T*YW8&Y0k?JH_kL^=q4JCejb6$i~>�,�3199 4329 2S ,�3231 4330 0A ,�3261 4329 5C ,�3291 4330 1Q ,�3320 4321 4Q ,�3349 4330 1U ,�3379 4329 2S ,�3409.42 4330.31 14.9399 3.97998 re�f�3428 4329 5C ,�3456 4330 1U ,�3487 4329 2O ,�3518 4329 5C ,�3547 4329 3A ,�3939 4358 0G ,�3925 4329 3I ,�3979 4335 0M ,�4052 4341 3O ,�4109 4329 0S ,�4152 4329 3S ,�4179 4330 0W ,�4199 4330 3W ,�4245 4318 1A ,�4269 4319 4A ,�4304 4318 1E ,�4027 4276 0G ,�4014 4237 4A ,�4070 4253 0M ,�4144 4259 3O ,�4200 4247 4E ,�4037 4194 0G ,�4026 4165 1I ,�4072 4171 0M ,�4145 4177 3O ,�4197 4166 1M ,�3952 4095 3O ,�4012 4084 4I ,�4060 4073 4M ,�4138 4083 3I ,�4194 4073 4M ,�4275 4084 4I ,�4052 4001 1I ,�4099 3991 5T ,�4172 4001 1Y ,�2380 3837 3I ,�2434 3843 0M ,�2507 3849 3O ,�2567 3838 4I ,�4158 3809 3I ,�4212 3815 0M ,�4291 3810 4I ,�2921 3317 1I ,�2975 3318 4U ,�2987 3323 0M ,�3059 3317 1Y ,�3633 3317 1I ,�3686 3318 4U ,�3698 3323 0M ,�3770 3317 1Y ,�2904 4247 1I ,�2950 4253 0M ,�3021 4247 1Y ,�3643 4247 1I ,�3688 4253 0M ,�3760 4247 1Y ,�1348 2880 52 61 /4V�$C�,D0?X6RX,IcYD)3s8W"PJ,fOUs0#f!]IlGJ6Qbd7s1a’‘^]#&Jf,scf3NOL0WC9@!Z;sln,~>�,�1402 2880 1Z ,�1427 2861 43 61 /2B�$C�3WmV,]HH/EkRN.Xj.M$HS(HEp[eA7UTo>W_Jq@"*[7^kCA3*7_^$cEJ%N,Gf#WP4G%[1jq&,!M.�fD#.As8VuJrEDnej;9ak6YaUN%"‘-~>�,�1471 2879 2D ,�1508 2880 43 62 /5X�$C�.KMd6s8W(’)h7n‘BuhYd^>El-^>Jg9^łPQ^łPSmIpGSmIpGPmsFrgrqF0X~>�,�1553 2879 2D ,�1608 2880 63 59 /3B�$C�/d;X_a.EbQiJ:nH]io4Os8W-!s8W-!s8W-!r."X#PQ1[_s8W-!s8W-!s8SsgiABZt^2;BBJ9~>�,�1673 2860 43 60 /0V�$C�5&c.Il0n(a7>s%I‘U3POqtC’!?b5[>T;!b6FJ%AB^Ud5;=5K5APP_3NXm<$6s%0uU^XY;3(d!G+~>�,�1717 2879 5Q ,�1762 2880 30 41 /4M�$C�-D95:0L<L‘[K$:,s8W-!s8VieBXg@T7"$gM3t*a]%cI+AC)s5~>�,�1792 2880 4S ,�1817 2879 44 62 /1J�$C�3f8E=%Ls%hFQ(]$U*%@IK->4][.M%R^]’T"li7"bs7cQjJ,auTf&(=]XgPCMfTRBc/ds?ss8W-!�qT=>8a:OGX49~>�,�1894 2879 40 42 /4Y�$C�-R’Eo"&>9pK26ZH>B2=Z(oO%o0>IO:s1‘KeDn"K[LVnKnpb7(M_o’^t&:K!,s/Z*8e^B0j:rP_PJ,~>�,�1934 2879 7E ,�1979 2879 25 53 /7G�$C�-laAom[cheVU_dZs8W-!s8W-!s8Vm7)uIMr&GNm:msf]"~>�,�2004 2879 6Y ,�2049 2880 7A ,�2118 2879 4Y ,�2158 2879 7G ,�2183 2879 6Y ,�2228 2880 0D ,�2305 2879 7G ,�2330 2880 5S ,�2375 2879 4Y ,�2415 2879 7G ,�2472 2880 7A ,�2542 2879 6Y ,�2587 2879 1J ,�2631 2879 7I ,�2671 2880 0N ,�2696 2879 5K ,�2763 2879 7G ,�2788 2880 5S ,�2833 2879 7I ,�2905 2879 37 42 /4Q�$C�3f=+NK7rL<U’^7>#5$^SqJNG"oWW’s0)Iss4_MK=^G3p?LPCL?cU.TnlOp)&3,~>�,�2945 2879 4Y ,�2985 2880 4M ,�3047 2879 5K ,�3082 2879 7G ,�3107 2879 7I ,�3147 2879 7I ,�3186 2880 4M ,�3216 2880 4S ,�3241 2880 0D ,�3286 2861 0J ,�3363 2879 7I ,�3402 2880 43 40 /1G�$C�/dP2T4rGid?%mC&qb$*WX)$.m=’a@am)3UX^>&.WdCi[?2!N)S*eXMhOCXuiA;Mc0S."~>�,�3447 2879 4Y ,�3486 2880 7A ,�3556 2860 42 61 /4E�$C�-D984OEFucI=M:ss8V6ci</:-M=Y._np=fVYbi>qu?PCs8Duts8Kdb?iOh_g/r,8Je?3QfVitd�iMgF%La‘~>�,�3601 2880 0N ,�3626 2879 7I ,�3666 2879 16 10 /3E�$X�!.4hH!WN9%"9/K’"9/E%!WE(H~>�,�3720 2880 54 59 /3D�$C�,D.?+JPsQ5I@tK)INQ=C^OPtWhqenDs8W-!s8W-!s8W-!qL4sM2h^)~>�,�3775 2879 6Y ,�3820 2879 4Q ,�3860 2879 4Y ,�3900 2879 7G ,�3925 2880 4S ,�3950 2879 6Y ,�3994 2880 0D ,�4079 2880 34 50 /0E�$C�,D/uSVd’3$s8W-!s8W,pY^5.jneqK-rV~>�,�4123 2880 39 34 /4X�$C�,D2-]Wk4d3*WQ0>s8W-!s8W-!s82N%p6JhLm=_9T=>6(N8!1@~>�,�4171.93 2880.05 23.9099 3.97998 re�f�4203 2878 4Z ,�4250 2878 0K ,�4295 2880 4X ,�4345 2878 0K ,�4394 2880 5D ,�4467 2880 5S ,�4512 2879 4Y ,�4552 2879 5K ,�4619 2879 7G ,�4644 2879 6Y ,�4721 2879 5Q ,�4766 2879 7I ,�1348 2775 4Y ,�1386 2775 0R ,�1429 2775 6Y ,�1474 2776 4S ,�1498 2775 1J ,�1543 2775 7I ,�1583 2775 1J ,�1628 2775 3E ,�1671 2776 49 59 /6D�$C�,Ctn<$c<?Q^]4?6s8U/9rI=k?lb_]^+t)mYqu?Wpr]gG"li40RX’hl<!E^‘~>�,�1719 2775 6Y ,�1764 2776 4M ,�1814 2775 7I ,�1854 2775 4Y ,�1894 2775 4Q ,�1934 2776 5S ,�1999 2776 0N ,�2024 2775 6Y ,�2069 2775 4Q ,�2109 2775 4Y ,�2148 2775 7G ,�2173 2776 4S ,�2198 2775 6Y ,�2243 2776 0D ,�2288 2763 0F ,�2331 2775 7G ,�2356 2776 5S ,�2401 2775 7I ,�2461 2775 4Q ,�2501 2775 6Y ,�2545 2776 0D ,�2590 2775 7G ,�2615 2776 4S ,�2640 2776 0D ,�2685 2775 7E ,�2730 2775 6Y ,�2775 2775 7E ,�2819 2775 5K ,�2875 2775 1J ,�2920 2756 0V ,�2964 2776 0D ,�3009 2775 4Y ,�3049 2776 7A ,�3119 2776 4S ,�3144 2775 4Q ,�3184 2775 5K ,�3239 2775 6Y ,�3284 2776 2K ,�3334 2775 7G ,�3359 2776 5S ,�3404 2775 7I ,�3464 2775 7G ,�3489 2776 5S ,�3534 2776 4M ,�3564 2775 7I ,�3603 2775 7I ,�3664 2775 0R ,�3706 2775 4Y ,�3746 2776 4M ,�3776 2776 4S ,�3801 2775 4Y ,�3841 2775 5Q ,�3885 2776 0N ,�3910 2775 7I ,�3950 2775 5K ,�4003 2775 51 41 /3H�$C�-mBMe"qWa^n2*o^’57[70^1O.8MC<h7pZ#e%@P^*Uj#gn,DeTmkk(AhGIS*HaUV4mG#(+]A)/r�8f2<8[+J96&L:#0VA~>�,�4063 2759 13 27 /6H�$X�$igb;#64jV!It0c!5JSB!+5d!&+C,!#PQ!#PQ!#Psn&,77A+8?rQ+7LBA&+C+f"2F~>�,�4096 2757 3N ,�4172 2775 4Y ,�4212 2776 0D ,�4256 2775 1J ,�4319 2775 43 41 /3L�$C�.E$f\H*>1F:^.j"s"iB6OuoA^AYHTO8o1UrSR&@N30""pNHGI^=[d@WsrLETnX27.L[!~>�,�4382 2776 4S ,�4407 2775 5K ,�4462 2775 1J ,�4507 2775 7I ,�4547 2775 5K ,�4582 2775 4Q ,�4622 2776 4M ,�4652 2776 4S ,�4676 2775 5Q ,�4721 2775 7I ,�4761 2775 1J ,�1348 2671 5Q ,�1392 2652 0V ,�1466 2671 1J ,�1510 2672 4S ,�1535 2672 2K ,�1563 2672 2K ,�1593 2671 7I ,�1633 2672 4M ,�1663 2671 7I ,�1702 2672 0D ,�1747 2671 7G ,�1772 2672 4S ,�1797 2671 4Y ,�1837 2672 0N ,�1890 2671 7I ,�1930 2652 44 61 /6L�$C�+Tl<b’JQXrs8W-!r.[BH4qN,Ie*)BnkTFBPH;ECaYPRSbqZ$Tqs8DushuDTCrnhR0p=@’6L*VPl�#WrqHn,~>�,�1975 2671 7E ,�2020 2671 4Y ,�2059 2671 7G ,�2084 2672 4S ,�2109 2671 6Y ,�2154 2672 0D ,�2199 2671 5K ,�2234 2659 0F ,�2285 2671 4Y ,�2324 2672 0D ,�2369 2671 1J ,�2442 2672 4S ,�2467 2672 0D ,�2509 2671 0R ,�2551 2671 4Y ,�2591 2672 4M ,�2621 2672 4S ,�2646 2671 4Y ,�2686 2672 0D ,�2730 2671 7G ,�2755 2671 5K ,�2819 2671 4Y ,�2858 2672 4M ,�2888 2671 7I ,�2956 2671 5K ,�2991 2652 4E ,�3036 2671 7I ,�3076 2671 4Q ,�3116 2672 4S ,�3141 2672 47 62 /6F�$C�0H(CTJAP_JiX).Bs7R:s8W-!s8W-!s8W-!s8W-!s2)ta+;mV_rLd3rr8+<i<Ri?[ejiW.h""c�:t2EV~>�,�3191 2671 7I ,�3230 2671 1J ,�3304 2671 4Y ,�3343 2671 5K ,�3407 2672 4S ,�3432 2672 0D ,�3476 2671 7I ,�3516 2652 6L ,�3561 2671 7E ,�3606 2671 4Y ,�3646 2672 0N ,�3671 2672 4S ,�3695 2671 7G ,�3720 2672 4S ,�3745 2671 7I ,�3785 2671 5K ,�3820 2671 3E ,�3871 2671 64 61 /1K�$C�.0C1o$c)pu6]_ch+N’k)F;&VWdckkb?g2n&l‘^.ls8UOIs82-!&!I!gnu*N,qu6Ke,p)remB6>g�[C=mpCMYSWYepiV_S[!G_1Wj<K’9u~>�,�3935 2671 7E ,�3980 2671 4Y ,�4020 2672 4M ,�4050 2671 1J ,�4095 2671 5K ,�4158 2671 4Y ,�4198 2672 0D ,�4243 2671 1J ,�4308 2652 26 81 /3P�$C�4ua[,*>">)hOE’]L7=7=rr<#us8W-!s8W*sJAr’/%Ls$L,9/)Bs6W0M~>�,�4341 2671 7E ,�4386 2672 7A ,�4455 2652 4E ,�4500 2671 5K ,�4563 2671 4Y ,�4603 2672 4M ,�4633 2671 7I ,�4701 2671 4Y ,�4741 2671 5K ,�4776 2689 26 6 /1I�$C�2@]]U~>�,�1348 2567 5K ,�1383 2568 4S ,�1407 2549 0J ,�1452 2568 0D ,�1497 2567 7I ,�1537 2567 1J ,�1606 2567 7G ,�1631 2567 6Y ,�1700 2567 7G ,�1725 2568 5S ,�1769 2567 7I ,�1833 2567 7G ,�1858 2568 4M ,�1888 2567 4Y ,�1928 2568 0D ,�1973 2567 5K ,�2008 2568 4S ,�2033 2567 7G ,�2058 2568 4S ,�2082 2567 6Y ,�2127 2568 0D ,�2172 2567 5K ,�2207 2555 0F ,�2254 2567 7I ,�2293 2567 3E ,�2316 2549 0J ,�2361 2567 3E ,�2383 2555 0F ,�2430 2567 4Y ,�2493 2567 7G ,�2518 2568 4M ,�2548 2567 4Y ,�2588 2568 0D ,�2633 2567 5K ,�2668 2568 4S ,�2693 2567 7G ,�2718 2568 4S ,�2743 2567 6Y ,�2787 2568 0D ,�2856 2568 2K ,�2886 2568 4M ,�2916 2567 6Y ,�2961 2568 7A ,�3055 2568 0N ,�3080 2567 6Y ,�3125 2567 4Q ,�3164 2567 4Y ,�3204 2567 7G ,�3229 2568 4S ,�3254 2567 6Y ,�3299 2568 0D ,�3373 2553 40 49 /3R�$C�-O6=6j<6m0hX>C[s87s+":qEI,3.l!+nQFr+Q’%W>poWC^%R+s0_h*m;9!(UCXT[M%pD,pEi<�=CGWk;hj3~>�,�3422 2566 36 36 /6R�$C�2=a"W6,F+fk3*@85mHR48.Xl["’3pTOVs>Md-&m+QuD(B$F%4_Vh=K#XoJq*~>�,�3468.23 2567.72 23.9099 3.97998 re�f�3498 2566 0K ,�3543 2568 41 48 /3V�$C�/dOuNVOsK:49,?s8W-!s8W-!s7bo)m4?/_mA8GhQX[R3(bS&Qs8U1"<q$~>�,�3593 2566 37 36 /6V�$C�,8>k=#_mg73(-pT5‘J.(K62ao&##iaH=-T)WNXJHp"&$K+Hf)[’l2Q_H%’XYmMD%"T~>�,�3642 2566 0K ,�3688 2566 42 50 /3Z�$C�25q]L+O>lM4%-%>&8lDP#5V’dR-?f+^7Y)qli7"a]C5c8Iqrn<U;u"]Yej[u"M5Dd$−H>s8W,p�-7*R~>�,�3755 2567 7G ,�3780 2567 6Y ,�3856 2568 5D ,�3902 2566 6V ,�3953 2568 35 48 /6Z�$C�,DKbkam]90s8W-!s8W,__Rd^4obQMqloEC0j*3J:]~>�,�3996 2566 37 47 /4D�$C�,!"-c&IeGeU/VVS3fXbo%<:#"s8W-!s8W*DK1.k#9E5%lrBL~>�,�4045.29 2567.72 23.9099 3.97998 re�f�4070 2566 42 50 /7D�$C�.MRgL,DZmlK^OZYkMun&q?T;W]Mj,p^9:?4He8;tXoHu(f%4VJ*Ns<4_[1Jp’’qsDXr&cUs8W,?�i‘>O~>�,�4123 2566 6R ,�4171 2566 0K ,�4219 2568 37 34 /4H�$C�,DL&R.)5f^s8W,upV$#O^=Z)_e([e%=>6"-’m?;[-i~>�,�4265 2566 3Z ,�4313 2566 6V ,�4362 2568 4H ,�4428 2568 4S ,�4453 2567 5K ,�4512 2548 4E ,�4557 2567 6Y ,�4602 2567 5K ,�4637 2567 5K ,�4671 2568 4S ,�4696 2567 5Q ,�4741 2568 0N ,�4766 2567 7I ,�1348 2464 4S ,�1373 2464 2K ,�1425 2463 7G ,�1450 2464 5S ,�1495 2463 7I ,�1557 2463 0R ,�1599 2463 4Y ,�1639 2464 0N ,�1664 2463 7E ,�1709 2463 7I ,�1771 2463 6Y ,�1816 2464 2K ,�1865 2463 3H ,�1943 2464 4S ,�1968 2463 5K ,�2033 2464 27 61 /7H�$C�0Eo:S?NGjrhuE‘Vs8W-!s8W-!s8W-!s89IteemB)iSibSiSX~>�,�2070 2451 0F ,�2115 2463 4Y ,�2155 2464 0D ,�2199 2463 1J ,�2267 2463 7G ,�2292 2464 5S ,�2336 2463 7I ,�2376 2464 0D ,�2444 2463 7G ,�2468 2464 5S ,�2513 2463 7I ,�2576 2463 0R ,�2618 2463 4Y ,�2658 2464 0N ,�2683 2463 7E ,�2728 2463 7I ,�2790 2463 6Y ,�2835 2464 2K ,�2884 2463 3L ,�2949 2464 4S ,�2974 2463 5K ,�3032 2463 5K ,�3066 2463 7I ,�3106 2463 7G ,�3154 2463 7G ,�3178 2463 6Y ,�3246 2464 37 40 /4L�$C�/fIgb78DSB[sba!pA9&Nme6C%HbI,LhX>B(M>#i@rOq&,iqM@~>�,�3286 2463 7I ,�3325 2464 4M ,�3355 2463 6Y ,�3400 2463 3E ,�1351 2125 53 82 /7L�$C�-j6.Hn:Ar*K:qs,1AEsSD[F’’oQ(SHWOW]K^cf_J%t7J>5HgS[=k5^@’Un2B2I$G"RMFeZET;�(9jkU$R)&c+[kFW?bbFsh2p11rnmGLh>Z1~>�,�1530 2126 82 81 /1N�$C�-D9(.!rD1u)W<u65skr/?V8aRl#aU]l$D[Dp"-&+V:X<lYHF3br@XH5>qb3Fn9GH?&!@#b#5DX#�qgSEj^e%qu?]rs8VcDrkHn]9"!+"8uO.(Jl;ZS":H>i"X(l5~>�,�1616 2124 48 58 /3N�$C�+NeI’i.H’3Xuh$−db)#TKFhH4A;@:KH_6‘g?Pps8@H<$KM0>"mZ-eY.sr$p.bf?#A-Wg/cY,�:r7r$(f1~>�,�1661 2126 69 83 /1P�$C�4rL7#1]/(4_,s"(eY^+]s8W-!s8W-!s8W-!s8W-!s8W-!s8W-!rj1N[s7.!Ł&"A!rr8(P,6YT+�5.9qSs)5MMqpgFdL’^3^$n*f--l)~>�,�1736 2126 61 56 /3V�$C�-D?fG1I&b_(arfMG-+"/s8W-!s8W-!s8W-!s8W-!s8W-!s6Y#7p:1A4%5/‘*X4=.!>W(/2"r%~>�,�1802 2124 3N ,�1847 2126 102 56 /0V�$C�4rL7#0]6PmpgAZ)"pu7X#-E#^VuQess8W-!s8W-!s8W-!s8W-!s8W-!s8W-!s8W-!rSP!1h=t]e�6%R‘46^qbA#m#kGZL8b[+>aEg’fB^#V_n~>�,�1955 2124 3N ,�2008 2126 3V ,�2067 2125 44 76 /4P�$C�-,[S0&9R1)T’1oXl+cJrqW%VUs8W-!s8W-!s8W,jiMHMAA2Iuo^$g=)pV4E1msDh~>�,�2144 2124 54 58 /1T�$C�.LJWHn3Gq;6p8%G"s#&T2bCU:DNfRPrjT&4rjVq-otUP,s8Vhss7‘_cmN."om5?KXeg?PPW"e_�:r7r$(ao~>�,�2196 2126 51 83 /4T�$C�4q3"XO>0Z;CARu1s8W-!s8W-!s8W-!s8IC&^]$S)5QCc*%cIZ>I<pABqnKbP?1"IsV$p<WTnOUu^]~>�,�2266 2126 87 83 /1X�$C�49‘gAf)H/0"p%’o$n,OIldc#:Y.!Zj?.Jq?qk_$m]#SU?q&l0’^?L,iFoA^]"7mp?aj<h>@62<�riNB)Y5_Nc?XETC^%Hf#?MaB/YO-Q~>�,�2352 2124 67 83 /4X�$C�+ljMLRY)Ob*l8Es&Kj5i#TLZQ]Mj,phOF9=hu3T4qtpEnn,NFfs8W,%^]1M;V>^?EV>[6F’$)ad�Y1IHn8-^#a8c2>s8W,qeeT(s~>�,�2426 2124 40 58 /1B�$C�-F’MX:)N/HB#5&k-9MhuKdAgI5e@d^ZdtZf3B_X:f*B-/1!omPq#m8W%9JL$O[=M76QA)95Ekj�Y?Pdbg=ThBNpt,&bSV^X~>�,�2465 2125 4P ,�2513 2126 49 56 /3L�$C�-D8oe)$:&[$J"hLs8W-!s8W-!s8W%g%tl$#C%^3I391nu]"5:NP>Em‘CUF‘’~>�,�2566 2124 55 58 /0Z�$C�-o)@s_8-]^K0d?‘3Y!/enEi)i!Zb,IS=^,.LXZ"Ls53eRp[?l(p@rR8_[hA1L*$UZ4<>"<Sen’r�I=:egs6I@6f6"]3.r/rDTo+R=0VHJu>Q~>�,�2626 2124 48 58 /4Z�$C�+UV/"n3Oo$K7rL9F?mgV+P_‘<5(dsHVb+$J[9p-%J,[4_qu=fYh$;EBm=!m,qgIbeHFMX$g/,aj�:glYAJ,~>�,�2671 2125 4P ,�2711 2126 35 83 /0T�$C�4rKq/:r9oLs8W-!s8W-!s8W-!s8W,biF’F@r_nggFQq9Hs8UgH]r5@,$3~>�,�2752 2124 1T ,�2812 2126 3V ,�2878 2124 1B ,�2946 2126 4T ,�2991 2124 1T ,�3051 2126 3L ,�3134 2126 88 81 /3J�$C�-D9"=)h5cCXduBK*2Ss0S9_]?aSGbs8W-!s8W-!s8W-!s8W-!s7lWoj>2@:s8W-!s8W-!s8W-!�s8W-!dnfVbKG["uL7&H,i<’2nqu~>�,�3219 2101 62 80 /2L�$C�3fXId3Y%^)6no3Jg[Enqg�1[n6ic8pOBq‘qL6’KrHDV[m_<j0JcDQprR1Sop%P;2l[&HV^X‘""�oG#]])SS‘l!NQ9fO=+*Y8/~>�,�3279 2124 4X ,�3353 2126 3L ,�3398 2126 0T ,�3440 2124 61 83 /5D�$C�,7’C/:j=rcaI7eC)"cksR9<F5‘61Q&7JHGBrios*A&P?i’e0s8W-!s8W,fs8Uu+s1c;If’@0r�[arK01<8,9E5M!]@<)>Is8W-!s/fł?o#KI~>�,�3536 2124 58 85 /2J�$C�,I:3"aT,[_4tCj‘.AOA#WIDRH>a,’2m5sQe*?t6rkIakqHqg?$‘Jac6GgT9Ycs?C,mdTbV+R!V�8qN_?W%9D+$O&h3$O[6"4aQb3s/!K^rGKB]m;BAaXg#5N=CHof@’IS)lnDZ]-^=aP~>�,�3594 2101 2L ,�3662 2124 1B ,�3701 2125 4P ,�3748 2124 3N ,�3794 2126 0V ,�3901 2124 1B ,�1347 1972 60 66 /6Q�$C�226%2@@e;d?J#5Ws8W-!s8W-!s8W-!s779Jf)Pd=?iRfX>LrJ"_.#XE~>�,�1408 1972 2I ,�1457 1972 5M ,�1485 1971 36 47 /2C�$C�22aVe"n<u!i<Je@dsAab^Zti&p!c<)[%UnV8sCHs.T@,dWXB0"&[22#?i&[GDS"S,CLMpO-/K%A^]~>�,�1551 1971 2C ,�1590 1971 43 47 /4Q�$C�.E$fC#WP-!VbW%WD[7;TK6hi<l1Ee==1nk=Wo*jU6WO$EKR=%ht:i’e^hW1_[0GD@7(A1’E~>�,�1634 1971 2U ,�1678 1971 6E ,�1706 1972 5M ,�1734 1971 2Y ,�1783 1972 49 46 /1G�$C�0H1K+O$4QI*n+;n^]4?6s8W-!s8W-!s8W-!s8W+7]&-4qKQ,A,#@XfFT^O6FC(A+9"r%~>�,�1861 1971 45 47 /4K�$C�,Rim5K0d?‘#=57_iTQ’[,$ohX%YON)s8W&thqrl%mIhV2nAF2%iIg*E_2]%O5Jdrg?iTfrr@<<E�[ZiJ_:rFb9:]~>�,�1905 1950 6X ,�1955 1950 6X ,�2004 1972 27 68 /1K�$C�0Eq&%88D<,s8W-!s8W-!s8W-!s8W-!s8W,b=b’kqjPipi#Cl~>�,�2032 1972 5M ,�2060 1971 4Q ,�2104 1971 2C ,�2170 1971 6E ,�2198 1972 2I ,�2247 1971 4Q ,�2319 1950 48 68 /5C�$C�2$K-F4<STqT]si/$p5+5<"M!coGc9V]DK?]^MRhA[SqcFQOMYgPq#m86T#:+0dJ&H[sN;cf‘t9g�_@@.acB)pqDQW3g5J;3Ss’PX%s%E+[Q2ZRNC>-+t0VO=70Yp*[~>�,�2369 1971 4Q ,�2413 1972 1G ,�2463 1971 4Q ,�2507 1972 1O ,�2540 1971 4K ,�2584 1972 1K ,�2639 1971 2U ,�2684 1971 2Y ,�2733 1972 1G ,�2783 1971 2U ,�2828 1971 4Q ,�2872 1950 6X ,�2922 1971 6E ,�2949 1971 2C ,�3015 1971 2Y ,�3065 1972 6A ,�3126 1971 50 68 /3E�$C�1W]Xp&3YUU(ITs-n3O_ln=/%,p%IWrrR^‘-Q‘0.LYa$]T<1t^4&u>j‘:kGN0:fJ/Z$WInL8?9/‘�[(k&hYO9)I[n>BAD2#42fqp1HN‘hG,~>�,�3181 1971 4Q ,�3225 1971 2U ,�3269 1971 6E ,�3297 1972 5M ,�3325 1971 2Y ,�3375 1972 1G ,�3452 1971 44 68 /2Y�$C�-O5;l76q$nU(2C#(jJd-:"W1Z^MeSYs*q5TWE-C"AO%t-!K0ch)MSq[X=N&0mI&j"^U‘Iphf[gn�G?3<(/V]ONeYlnD:r,B~>�,�3529 1971 6E ,�3556 1971 47 47 /2Y�$C�-,bB?#TP$%SHK?˝rVBH:[XEh]fg:@kr8XjrVuhGs0’2hqV/40G?7FQHFB*CQ%kMW_H%gGKa%k~>�,�3633 1971 6E ,�3661 1972 2I ,�3711 1971 4Q ,�3782 1950 6X ,�3832 1971 4K ,�3876 1972 1O ,�3910 1971 6E ,�3937 1972 5M ,�3965 1971 2U ,�4009 1971 4C ,�4059 1972 1K ,�4087 1971 4K ,�4131 1972 1O ,�4191 1971 2U ,�4236 1972 1K ,�4263 1971 4K ,�4308 1971 2C ,�4346 1971 2C ,�4412 1971 2Y ,�4462 1972 6A ,�4523 1972 5M ,�4550 1972 1G ,�4600 1972 6U ,�4655 1972 1G ,�4705 1972 5M ,�4733 1971 6E ,�4761 1971 4Q ,�1347 1858 2C ,�1385 1858 6E ,�1413 1858 4K ,�1457 1858 6E ,�1485 1858 4Q ,�1554 1858 2C ,�1593 1837 48 67 /7C�$C�1E7P%m[j1>KQgie>IT*#g\bArr#&ef@0@[*WD9"V>&NlmF)#+^XBjg^>1I@mN$EqH)OfY-77,�:’cTk"7Q~>�,�1643 1858 2C ,�1681 1858 6E ,�1709 1858 4Q ,�1753 1859 78 46 /1C�$C�0Fc;0F(!iiM@^tQ0W(N+5keup1tDX+s8W-!s8W-!s8W-!s8W-!s8W-!s8W-!o]phkq@+$BXUp,>�X?)^W"rKpd(@5j:*N#LgT^ZpI@6qd:(f1~>�,�1831 1858 2C ,�1895 1858 2Y ,�1944 1859 6A ,�2003 1859 2I ,�2052 1837 7C ,�2102 1858 6G ,�2152 1859 1O ,�2185 1859 5M ,�2213 1858 50 69 /3Y�$C�.E"%#K7egs3cK&.*>![=i.Dq6OSG)TW_]e3^[&*’li7"bs7cQng].0Jn*P&J>AJ(mXbIE2p*"D,�"q-Lls8W,u^._n*^p6b_;G~>�,�2287 1858 2C ,�2326 1837 7C ,�2376 1858 2C ,�2414 1858 6E ,�2442 1858 4Q ,�2486 1859 1C ,�2564 1858 2C ,�2611 1858 6W ,�1496 1744 94 67 /7H�$C�,?Ypb:]">PrjBH<CO97ap9jUdlg6pa$Mau-CO5<IX8D=O:YT7LFJ"%uHL%W4qsRg5Fa[P$?[lkW�X/i;rY?f]9<IN‘=WkZ5_dbT,t?XC,9>Q7<fXk(4q9Bru˙uSXk#WO"43/1b4rr~>�,�1582 1744 4Q ,�1653 1723 6X ,�1703 1745 1O ,�1736 1744 4Q ,�1780 1744 2C ,�1819 1744 4Q ,�1863 1745 1G ,�1913 1744 6E ,�1967 1744 2C ,�2006 1723 6X ,�2056 1744 4Q ,�2100 1744 2U ,�2144 1745 5M ,�2172 1745 6U ,�2228 1744 2U ,�2298 1744 2C ,�2337 1744 2Y ,�2387 1745 1K ,�2415 1744 4C ,�2464 1744 6E ,�2492 1745 5M ,�2520 1744 2Y ,�2570 1745 1G ,�2620 1744 2C ,�2685 1745 6A ,�2718 1744 2Y ,�2768 1745 1O ,�2828 1744 6E ,�2855 1745 2I ,�2905 1744 4Q ,�2976 1744 6E ,�3004 1744 70 46 /6Y�$C�+YohHf@k_PI;.SEot@JG,.g6?s8(U/SM%Y5RnNe3]tJ-.^$GEidd-;bMZ3;;9m,4ZlCP&&VltMs�;qJas0)G4kl(HLY$kP*gn,~>�,�3075 1744 2Y ,�3151 1744 2U ,�3195 1745 1O ,�3229 1744 4C ,�3278 1744 2U ,�3323 1745 5M ,�3350 1744 4K ,�3395 1745 1K ,�3449 1744 2C ,�3488 1744 6E ,�3515 1744 4Q ,�3560 1723 6X ,�3609 1744 2C ,�3648 1731 4W ,�3700 1744 6E ,�3727 1745 2I ,�3777 1744 4Q ,�3848 1744 49 46 /6V�$C�.fK3mTCi(H>‘(W3>Lus,pT<b^lKBAeb+(^HKt@<rOQ?^=8Lh?FOPgG#TnQ~>�,�3895 1744 4K ,�3940 1745 1K ,�3967 1745 5M ,�3995 1744 3Y ,�4045 1744 4K ,�4089 1744 6E ,�4117 1745 5M ,�4145 1744 2Y ,�4194 1745 1G ,�4271 1744 2Y ,�4321 1745 6A ,�4380 1744 2U ,�4425 1744 2Y ,�4474 1744 4C ,�4524 1745 1G ,�4574 1744 6E ,�4602 1744 4Q ,�4646 1745 1O ,�4679 1744 4Q ,�4722 1745 49 45 /2M�$C�0FgV_*Xn!9"Li.%>q:&?g/dM)[’*N^BjRpD[(TT/CAOdk=*3bj*R_O5S#(Pt2d=b^lOLBl(pXP.�JD%^~>�,�4772 1764 30 6 /4C�$C�3!MV:~>�,�1347 1630 4K ,�1391 1631 1C ,�1468 1609 6X ,�1518 1631 1K ,�1546 1630 4Q ,�1590 1630 2C ,�1667 1630 4K ,�1712 1631 1G ,�1761 1630 3Y ,�1850 1630 6E ,�1877 1631 2I ,�1927 1630 4Q ,�2010 1631 1O ,�2043 1630 4Q ,�2087 1631 6U ,�2143 1631 1G ,�2192 1630 4Q ,�2237 1631 1C ,�2314 1630 4Q ,�2358 1631 1G ,�2408 1630 6E ,�2474 1630 2Y ,�2524 1631 6A ,�2596 1630 4K ,�2640 1630 6G ,�2690 1630 2C ,�2729 1630 6E ,�2756 1631 1O ,�2790 1630 4K ,�2834 1630 2U ,�2878 1630 6E ,�2944 1631 1C ,�3022 1630 2Y ,�3072 1630 3Y ,�3121 1630 4Q ,�3166 1631 1K ,�3193 1630 2C ,�3240 1630 6W ,�3295 1631 6Q ,�3356 1631 2I ,�3406 1630 4Q ,�3489 1631 4O ,�3538 1630 4Q ,�3580 1609 7C ,�3669 1630 6E ,�3696 1630 2Y ,�3785 1630 6E ,�3812 1631 2I ,�3862 1630 4Q ,�3945 1630 6V ,�3992 1630 4K ,�4036 1631 1K ,�4064 1631 5M ,�4092 1630 3Y ,�4142 1630 4K ,�4186 1630 6E ,�4213 1631 5M ,�4241 1630 2Y ,�4291 1631 1G ,�4379 1630 2C ,�4418 1630 6E ,�4446 1630 4Q ,�4490 1609 6X ,�4578 1631 5M ,�4606 1630 2C ,�4683 1630 6E ,�4711 1631 2I ,�4761 1630 4Q ,�1347 1517 2U ,�1391 1517 2Y ,�1441 1518 1C ,�1518 1496 6X ,�1568 1517 49 46 /4C�$C�2%!-r%Ls%hF;u@[l.R<Va@q6t>%4H9rh’5js8W-!s8W-!s8W-!s8W-!qQC86:‘+fR~>�,�1618 1517 6E ,�1646 1517 4K ,�1690 1517 6E ,�1717 1518 5M ,�1745 1517 2Y ,�1795 1518 1G ,�1874 1517 2Y ,�1924 1518 6A ,�1986 1517 2C ,�2025 1517 4C ,�2075 1517 2U ,�2119 1517 2U ,�2163 1517 4Q ,�2208 1517 2C ,�2246 1517 2C ,�2285 1517 2Y ,�2335 1518 1O ,�2397 1517 2C ,�2436 1517 6E ,�2464 1517 4K ,�2508 1517 6E ,�2536 1517 4Q ,�2580 1517 2C ,�2648 1518 6A ,�2681 1517 2Y ,�2731 1518 1O ,�2794 1517 4K ,�2867 1496 5C ,�2917 1518 5M ,�2942 1517 6V ,�2990 1517 4Q ,�3035 1518 1G ,�3114 1517 2C ,�3153 1517 4Q ,�3197 1517 6E ,�3254 1517 2Y ,�3304 1518 6A ,�3366 1517 2C ,�3405 1517 6E ,�3433 1517 4K ,�3477 1517 6E ,�3505 1517 4Q ,�3549 1517 2C ,�3617 1518 5M ,�3644 1518 1G ,�3724 1517 6E ,�3751 1518 2I ,�3801 1517 4Q ,�3875 1517 6E ,�3902 1518 1O ,�3936 1517 4K ,�3980 1517 2U ,�4024 1517 4Q ,�4098 1517 6E ,�4125 1518 1O ,�4158 1517 4K ,�4203 1518 1G ,�4252 1517 2C ,�4291 1518 5M ,�4319 1517 6E ,�4347 1518 5M ,�4374 1517 2Y ,�4424 1518 1G ,�4503 1517 2C ,�4542 1496 7C ,�4592 1517 2C ,�4631 1517 6E ,�4658 1517 4Q ,�4702 1518 1C ,�4788 1517 6W ,�1347 1403 3E ,�1402 1403 6E ,�1430 1403 4K ,�1474 1404 1O ,�1507 1403 6E ,�1535 1404 5M ,�1563 1404 1G ,�1612 1382 5C ,�1685 1404 6A ,�1718 1404 1O ,�1752 1403 2Y ,�1801 1404 1C ,�1902 1403 6E ,�1929 1404 2I ,�1979 1403 4Q ,�2047 1404 5M ,�2074 1404 1G ,�2124 1404 5M ,�2152 1403 6E ,�2179 1404 5M ,�2207 1403 4K ,�2251 1404 1K ,�2302 1403 2C ,�2341 1403 4Q ,�2385 1403 6E ,�2413 1390 4W ,�2461 1403 6E ,�2488 1404 2I ,�2538 1403 4Q ,�2605 1403 6V ,�2653 1403 4K ,�2697 1404 1K ,�2725 1404 5M ,�2752 1403 3Y ,�2802 1403 4K ,�2846 1403 6E ,�2874 1404 5M ,�2902 1403 2Y ,�2952 1404 1G ,�3024 1382 6X ,�3074 1404 1O ,�3107 1403 2Y ,�3157 1403 2U ,�3201 1403 4Q ,�3246 1403 3Y ,�3295 1403 4C ,�3345 1404 1O ,�3378 1403 4Q ,�3446 1403 2U ,�3490 1403 2Y ,�3540 1404 1C ,�3617 1382 6X ,�3667 1403 4C ,�3717 1403 6E ,�3745 1403 4Q ,�3789 1403 2C ,�3851 1403 6E ,�3878 1404 2I ,�3928 1403 4Q ,�3995 1403 2C ,�4034 1403 4C ,�4084 1403 2U ,�4128 1403 2U ,�4172 1403 4Q ,�4217 1403 2C ,�4255 1403 2C ,�4294 1403 2Y ,�4344 1404 1O ,�4377 1403 2C ,�4439 1403 4K ,�4483 1404 1K ,�4511 1403 2Y ,�4560 1404 1G ,�4610 1382 5C ,�4683 1403 6E ,�4711 1404 2I ,�4761 1403 4Q ,�1347 1290 2U ,�1391 1290 2Y ,�1441 1290 4C ,�1491 1291 1G ,�1540 1290 6E ,�1568 1290 4Q ,�1612 1291 1O ,�1645 1290 4Q ,�1688 1291 2M ,�1738 1290 4K ,�1782 1291 1C ,�1860 1269 6X ,�1910 1291 1K ,�1937 1290 4Q ,�2013 1290 4C ,�2062 1291 1G ,�2112 1290 6E ,�2140 1291 5M ,�2168 1291 1K ,�2226 1290 4Q ,�2271 1291 5M ,�2298 1290 6E ,�2326 1291 2I ,�2376 1290 4Q ,�2420 1291 1O ,�2484 1290 6E ,�2512 1291 2I ,�2562 1290 4Q ,�2637 1290 4C ,�2687 1291 1G ,�2737 1290 2C ,�2776 1290 4K ,�2820 1291 6A ,�2853 1290 4Q ,�2928 1291 1K ,�2956 1290 2Y ,�3006 1290 2U ,�3050 1290 4K ,�3094 1290 6E ,�3122 1291 5M ,�3150 1290 2Y ,�3200 1291 1G ,�3285 1290 0O ,�3328 1275 33 32 /4P�$C�,RFS‘&NPV4"*dPhD[jG;s4Y(X’niDC,Sh#h6"$uNOKaOb:YWRpD-L3Q,n*a,:]~>�,�3364 1262 40 45 /0B�$C�,DJ.V_;G.gqu*$;&3HWQ5(X7’S*W44g9I;gY_GfrSPB#‘Hm"%s*%PZh/3LZ/bU)‘dUAt]K,%f!$3~>�,�3442 1291 5M ,�3469 1290 2C ,�3539 1291 1O ,�3572 1290 4Q ,�3617 1290 4K ,�3661 1290 2U ,�3705 1291 2I ,�3755 1290 4Q ,�3799 1290 3Y ,�3880 1290 2Y ,�3930 1291 1O ,�3994 1290 4K ,�4069 1290 6E ,�4097 1291 1O ,�4130 1290 4K ,�4175 1291 1G ,�4224 1290 2C ,�4263 1291 5M ,�4291 1290 6E ,�4319 1291 5M ,�4346 1290 2Y ,�4396 1291 1G ,�4477 1291 5M ,�4505 1290 2C ,�4575 1290 3Y ,�4624 1290 4Q ,�4669 1290 6E ,�4696 1290 4Q ,�4741 1291 1O ,�4772 1310 30 6 /4C�$C�3!MV:~>�,�3051 990 47 69 /0D�$C�5’[D<$lg*D0]@e)(j=lM%c+bOh7ImepO1q?=AB,@E.d@<Lj=_F(4ls#+S;:%8cME^^L-=,li6uh�fDk-irq4juHFC:Tg/cY+_@"7L$4J<~>�,�cleartomark end end pagesave restore showpage�%%PageTrailer�%%Page: 10 10�%%BeginPageSetup�GS_pswrite_2_0_1001 begin�612 792 /letter setpagesize�/pagesave save store 100 dict begin�0.1 0.1 scale�%%EndPageSetup�gsave mark�K�Q q�0 0 6120 0 0 7920 ^ Y�1347 6662 78 46 /1C�$C�0Fc;0F(!iiM@^tQ0W(N+5keup1tDX+s8W-!s8W-!s8W-!s8W-!s8W-!s8W-!o]phkq@+$BXUp,>�X?)^W"rKpd(@5j:*N#LgT^ZpI@6qd:(f1~>�,�K�1424 6662 26 68 /5M�$C�0FBTi88HrZs8W-!s8W-!s8W%F^b=X8GW[#X+9*TG62H*.?5QK~>�,�1452 6662 49 46 /1G�$C�0H1K+O$4QI*n+;n^]4?6s8W-!s8W-!s8W-!s8W+7]&-4qKQ,A,#@XfFT^O6FC(A+9"r%~>�,�1502 6661 43 47 /4Q�$C�.E$fC#WP-!VbW%WD[7;TK6hi<l1Ee==1nk=Wo*jU6WO$EKR=%ht:i’e^hW1_[0GD@7(A1’E~>�,�1546 6661 50 69 /1A�$C�.E"%#K7egs3cK&.*>![=i.Dq6OSG)TW_]e3^[&*’li7"bs7cQng].0Jn*P&J>AJ(mXbIE2p*"D,�"q-Lls8W,u^._n*^p6b_;G~>�,�1624 6661 29 58 /6E�$C�3YW]YkW7cO4Z>sGXUkI3s8W-!s8W-!s8SDepP6$c2neKHi)Y~>�,�1652 6661 47 47 /2Y�$C�-,bB?#TP$%SHK?˝rVBH:[XEh]fg:@kr8XjrVuhGs0’2hqV/40G?7FQHFB*CQ%kMW_H%gGKa%k~>�,�1730 6661 47 69 /6G�$C�,6CW5‘"4mr4P^&I3XNM>eb8n;mJl)@qu?]bs8W++s3grD>@6bLXpC’9nA-‘rGO-s6$n_r@5QCc‘�s6J‘ba+MUTK>HI~>�,�1779 6661 4Q ,�1852 6661 36 47 /2C�$C�22aVe"n<u!i<Je@dsAab^Zti&p!c<)[%UnV8sCHs.T@,dWXB0"&[22#?i&[GDS"S,CLMpO-/K%A^]~>�,�1891 6640 48 68 /2G�$C�,Ctn8(krdmJ,fQKs8SZ,KF‘_X7(>?G#4S,2H>cOX*q)Hs0r%.huE‘U^]1/1p$$DK<7_O)/f5gp�?H#:>#AO_c:iOoD@%[~>�,�1940 6661 49 46 /1E�$C�2%!-r%Ls%hF;u@[l.R<Va@q6t>%4H9rh’5js8W-!s8W-!s8W-!s8W-!qQC86:‘+fR~>�,�1990 6662 34 46 /4M�$C�,Ct1bS27sBf<tYYs8W-!s8W-!qqid",!HQdWGo‘‘0#eCZmLJ40K8(’~>�,�2023 6662 5M ,�2051 6661 2Y ,�2101 6661 1E ,�2151 6661 2C ,�2198 6661 11 11 /3Y�$X�*rpf+J&)*Bs5<q8s5<q8J&":!*rl~>�,�2243 6662 60 66 /6Q�$C�226%2@@e;d?J#5Ws8W-!s8W-!s8W-!s779Jf)Pd=?iRfX>LrJ"_.#XE~>�,�2303 6662 50 68 /2I�$C�/fP9&I]%‘,J<lR’]f#iis8W-!s8W-!s8W-!s8W-!g?uH.M!]P’Fpp$5]CraCE+*bds8W-!lRi_+�n9H1nhu~>�,�2353 6661 4Q ,�2426 6661 42 47 /5S�$C�.E$fC$,R1C3cmZ;GT^mfGX:RQVlf4UhAY_YJ,d:_q]S-7G>@&E)+R%l5T(HX>HW,:r7hg~>�,�2470 6661 2Y ,�2520 6662 1C ,�2597 6640 2G ,�2647 6661 1E ,�2697 6661 6E ,�2725 6661 45 47 /1M�$C�,Rim5K0d?‘#=57_iTQ’[,$ohX%YON)s8W&thqrl%mIhV2nAF2%iIg*E_2]%O5Jdrg?iTfrr@<<E�[ZiJ_:rFb9:]~>�,�2769 6661 6E ,�2797 6662 5M ,�2824 6661 2Y ,�2874 6662 1G ,�2952 6661 2Y ,�3002 6662 39 68 /6A�$C�0H""&R[Jap?J#5Ws8W-!s8W-!s8W,C#&j’‘J,fEGn*Y:G4/ZijC>)]<)M81~>�,�3063 6661 2C ,�3102 6661 4Q ,�3146 6661 6E ,�3174 6661 2C ,�3241 6661 2Y ,�3291 6662 6A ,�3352 6661 2C ,�3391 6661 1E ,�3441 6661 5S ,�3485 6661 5S ,�3529 6661 4Q ,�3573 6661 2C ,�3612 6661 2C ,�3651 6661 2Y ,�3701 6662 4M ,�3734 6661 2C ,�3801 6661 2C ,�3840 6661 6E ,�3867 6661 1M ,�3912 6661 6E ,�3939 6661 4Q ,�3984 6661 2C ,�4050 6662 5M ,�4078 6661 2C ,�4145 6661 1E ,�4195 6661 2C ,�4234 6661 1E ,�4284 6661 1M ,�4328 6662 27 68 /1K�$C�0Eq&%88D<,s8W-!s8W-!s8W-!s8W-!s8W,b=b’kqjPipi#Cl~>�,�4355 6662 1K ,�4383 6640 48 67 /7C�$C�1E7P%m[j1>KQgie>IT*#g\bArr#&ef@0@[*WD9"V>&NlmF)#+^XBjg^>1I@mN$EqH)OfY-77,�:’cTk"7Q~>�,�4461 6661 6E ,�4489 6662 2I ,�4539 6661 4Q ,�4611 6662 1C ,�4689 6661 2Y ,�4738 6661 2C ,�4777 6661 6E ,�1347 6547 4Q ,�1389 6548 49 45 /7D�$C�0FgV_*Xn!9"Li.%>q:&?g/dM)[’*N^BjRpD[(TT/CAOdk=*3bj*R_O5S#(Pt2d=b^lOLBl(pXP.�JD%^~>�,�1439 6526 2G ,�1489 6547 4Q ,�1533 6548 1G ,�1583 6547 2C ,�1622 6548 5M ,�1647 6547 49 46 /2E�$C�.fK3mTCi(H>‘(W3>Lus,pT<b^lKBAeb+(^HKt@<rOQ?^=8Lh?FOPgG#TnQ~>�,�1695 6547 4Q ,�1779 6547 2C ,�1818 6547 6E ,�1846 6547 4Q ,�1890 6526 2G ,�1979 6548 5M ,�2007 6548 1G ,�2096 6548 2I ,�2146 6526 7C ,�2196 6547 6G ,�2246 6548 4M ,�2279 6548 5M ,�2306 6547 1A ,�2395 6547 2C ,�2434 6526 7C ,�2484 6547 2C ,�2523 6547 6E ,�2550 6547 4Q ,�2595 6548 1C ,�2712 6547 2E ,�2760 6547 4Q ,�2804 6548 4M ,�2837 6548 5M ,�2865 6548 53 68 /3W�$C�2@[q6Il%XX%r&3?X8i5"s8W-!s8W-!s8W-!s8W-!s8VE9Cc9%m$<@"Rp](-fA4=tYG1UMHD5@Xu�Yu&<%JRA~>�,�2920 6547 5S ,�2965 6547 1M ,�3009 6547 6E ,�3037 6548 5M ,�3064 6547 2Y ,�3114 6548 1G ,�3172 6547 3Y ,�3228 6548 87 66 /6O�$C�/d9P2W&$Y%(ef_onA/Ob[$t+2VUt]<qtg<k^VBeEne?T%s527Sp[k*VrEo5I?hFBeks,(A:]C?W�s1bc6J$&^BrV,DInTdudf7)1^[Lj1e,=4Xs)7.Oho/s[e:6qiXm<$,8e,)a88L/]~>�,�3317 6547 2Y ,�3367 6548 4M ,�3400 6547 4Q ,�3444 6547 2Y ,�3492 6547 2E ,�3541 6547 4Q ,�3585 6548 4M ,�3614 6534 20 24 /1Y�$C�1g#+6%GT^Nmf-hd#]’Be>)!^~>�,�3679 6547 2C ,�3717 6547 1E ,�3767 6547 5S ,�3811 6547 5S ,�3856 6547 4Q ,�3900 6547 2C ,�3939 6547 2C ,�3977 6547 2Y ,�4027 6548 4M ,�4100 6547 2C ,�4139 6547 4Q ,�4183 6547 6E ,�4210 6547 2C ,�4289 6547 5S ,�4333 6547 1M ,�4377 6548 1G ,�4467 6547 6G ,�4516 6547 4Q ,�4600 6547 5S ,�4644 6547 2Y ,�4694 6548 1C ,�4772 6567 30 6 /7A�$C�3!MV:~>�,�1347 6413 2G ,�1396 6434 1E ,�1446 6434 6E ,�1474 6434 4Q ,�1518 6434 1A ,�1600 6434 1M ,�1644 6435 1G ,�1694 6434 1A ,�1776 6435 4M ,�1809 6434 4Q ,�1853 6413 2G ,�1903 6435 4M ,�1936 6434 4Q ,�1980 6434 2C ,�2019 6434 4Q ,�2063 6435 1G ,�2113 6434 6E ,�2141 6434 4Q ,�2185 6434 1A ,�2267 6434 42 45 /4T�$C�+c-IE+Qtj0r&P*BKGiM:%6scqcnXNgD6[ONsDZ*$79pYf#D:]+8>^$k_]=[IBII4L^%INQA�L6OCe@MFBR~>�,�2301 6434 54 45 /0G�$C�1Em7k1‘k,CT’lSMglC/D9ri8OS%$)E^9;F/hnJDo)4IJ=0L5YrpW=%YOArtlh:2a_:=I4P#"HL�E7>eO<ahp~>�,�2353 6434 48 45 /4Z�$C�1_f4OJYu3I6/=WD:3%ku#4UFkgUGqp:Moh!qfgfOs0=W]*Ol&ep>>hJ+!3Gqg8&*pA8cT(g<D�mb6FSL5c!</]/.00S/-~>�,�2403 6434 43 45 /7H�$C�3Wt$>#Wa+ldKU^=oGaU‘Dmr=5s8W,VJ)>JDrP*0-Y(O0kmIp8Ig4geTn>rG<#@"~>�,�2447 6434 30 55 /4R�$C�5#‘Ocmio[:pUbje[su.5hs]Ikhs]Ikhs]Ijs3H:U*&8>JhVI/ZDr0s~>�,�2475 6434 29 69 /0O�$C�5#‘&7nglu^DmsrXmD%Jk488XHhtQ$ChnS’‘hnS’_s1NIrVlcprTad2@>i6I8N6~>�,�2495 6414 51 65 /1X�$C�-r<1m4n!Y3*MD5AgfrUHG43%dn%J2YIt!spO*C>"eb9$tX8CBCX8D@dYM9"’pd6noY5^JWY‘NE�:(28D:e%7mC&~>�,�2579 6434 2Y ,�2629 6435 1G ,�2678 6435 1K ,�2706 6413 7C ,�2788 6435 6A ,�2821 6434 2Y ,�2871 6435 4M ,�2936 6434 5S ,�2980 6434 4Q ,�3024 6435 4M ,�3058 6434 6E ,�3085 6434 1M ,�3129 6435 5M ,�3157 6435 1G ,�3239 6434 2C ,�3278 6434 1E ,�3328 6434 6G ,�3377 6454 7A ,�3411 6434 5S ,�3455 6435 1K ,�3482 6434 1M ,�3527 6434 2C ,�3565 6434 2C ,�3604 6434 4Q ,�3648 6434 2C ,�3719 6434 2Y ,�3769 6435 6A ,�3834 6435 2I ,�3884 6413 7C ,�3934 6434 6G ,�3983 6435 4M ,�4017 6435 5M ,�4044 6434 1A ,�4125 6434 2C ,�4164 6413 7C ,�4214 6434 2C ,�4253 6434 6E ,�4280 6434 4Q ,�4325 6435 1C ,�4402 6434 2C ,�4481 6419 23 82 /1S�$C�/fQu@,.7INs8W-!s8W-!s8W-!s8W-!s8W-!s8W-!s1F*(?N~>�,�4514 6435 32 67 /6L�$C�3#Q‘Gn=UC8f>%@cs8W-!s8W-!s8W-!s8W-!o6TAs0uLoH_o’C0^]~>�,�4556 6434 44 69 /3C�$C�1^loZD8KG6npWR(jZYM2dnWpO1qJhuA2ll‘F3pTkQj1:eD$hJ>.EID..1r_,r7A:s/q-qgRGY�ONNU@^@/@/,~>�,�4606 6421 1Y ,�4655 6435 6L ,�4697 6434 47 69 /0G�$C�+orhhK]*Lk*?a/@h’W*KH<8t4YI@1)l[N:<s8T:qfDk)Rla3g(gInN+U8a*[MW7’ŁuG"^@/g�p?gVDHOelDE5RDNLB_PE[VPm8c~>�,�4747 6419 26 82 /2A�$C�2@]T6&‘<Wgs8W-!s8W-!s8W-!s8W,l;deLu~>�,�4788 6434 3Y ,�1347 6321 71 66 /2Q�$C�0H#Oobk!M2K+.7d$l,YSBs7R:s8W-!s8W-!s8W-!s5X.?+<UX‘s8W-!s8W-!s8W-!dnfVbJd)K#�^h+2]1V‘~>�,�1419 6320 2Y ,�1466 6320 70 46 /6Y�$C�+YohHf@k_PI;.SEot@JG,.g6?s8(U/SM%Y5RnNe3]tJ-.^$GEidd-;bMZ3;;9m,4ZlCP&&VltMs�;qJas0)G4kl(HLY$kP*gn,~>�,�1538 6320 4Q ,�1580 6320 2E ,�1628 6320 4Q ,�1672 6321 4M ,�1701 6307 1Y ,�1755 6320 2C ,�1793 6320 4Q ,�1835 6320 2E ,�1883 6320 4Q ,�1928 6321 4M ,�1961 6320 1M ,�2005 6321 1K ,�2061 6320 1M ,�2105 6299 2G ,�2155 6299 2G ,�2205 6321 4M ,�2238 6320 2Y ,�2288 6320 1M ,�2332 6320 5S ,�2376 6321 2I ,�2426 6320 4Q ,�2470 6320 2C ,�2538 6320 6E ,�2565 6320 2Y ,�2644 6320 2Y ,�2692 6320 2E ,�2740 6320 4Q ,�2784 6321 4M ,�2816 6340 7A ,�2849 6320 1M ,�2893 6299 2G ,�2943 6299 2G ,�2993 6321 4M ,�3026 6320 2Y ,�3076 6321 7D ,�3125 6321 5M ,�3153 6321 1C ,�3231 6320 1M ,�3275 6320 6E ,�3303 6320 4Q ,�3375 6320 2C ,�3414 6320 1E ,�3464 6320 5S ,�3508 6320 5S ,�3552 6320 4Q ,�3596 6320 2C ,�3635 6320 2C ,�3674 6320 2Y ,�3724 6321 4M ,�3785 6320 2C ,�3824 6320 4Q ,�3868 6320 6E ,�3896 6320 2C ,�3963 6321 2I ,�4013 6320 1M ,�4055 6320 2E ,�4103 6320 4Q ,�4176 6320 6G ,�4226 6320 4Q ,�4270 6320 4Q ,�4314 6321 1G ,�4393 6299 2G ,�4442 6320 1E ,�4492 6320 6G ,�4542 6321 1K ,�4570 6321 5M ,�4597 6320 2C ,�4636 6321 2I ,�4686 6320 4Q ,�4730 6320 1A ,�4780 6307 1Y ,�1347 6207 1M ,�1391 6207 2C ,�1464 6207 4Q ,�1516 6207 3Y ,�1567 6186 48 68 /2E�$C�2$K-F4<STqT]si/$p5+5<"M!coGc9V]DK?]^MRhA[SqcFQOMYgPq#m86T#:+0dJ&H[sN;cf‘t9g�_@@.acB)pqDQW3g5J;3Ss’PX%s%E+[Q2ZRNC>-+t0VO=70Yp*[~>�,�1625 6207 3Y ,�1642 6194 1Y ,�1701 6207 2C ,�1740 6207 1E ,�1789 6207 5S ,�1834 6207 5S ,�1878 6207 4Q ,�1922 6207 2C ,�1961 6207 2C ,�2000 6207 2Y ,�2050 6208 4M ,�2117 6207 2C ,�2156 6207 4Q ,�2200 6207 6E ,�2262 6207 1M ,�2306 6186 2G ,�2356 6186 2G ,�2406 6208 4M ,�2439 6207 2Y ,�2489 6208 7D ,�2538 6208 5M ,�2566 6208 1C ,�2644 6207 1M ,�2688 6207 6E ,�2716 6208 5M ,�2743 6207 2Y ,�2793 6208 1G ,�2843 6207 2C ,�2916 6207 6G ,�2966 6186 7C ,�3050 6207 2Y ,�3099 6208 4M ,�3133 6207 6E ,�3160 6208 2I ,�3210 6207 2Y ,�3260 6186 2E ,�3310 6207 2Y ,�3360 6208 1G ,�3409 6207 1M ,�3454 6208 1K ,�3515 6186 2G ,�3565 6207 2Y ,�3615 6208 1K ,�3643 6186 7C ,�3693 6208 2I ,�3742 6207 4Q ,�3787 6207 1A ,�3836 6208 4M ,�3870 6207 1M ,�3956 6192 1S ,�3989 6208 6L ,�4031 6207 46 67 /0T�$C�.E?qMrSR&CGPf/2rpTT2mJjfshsUMgqnLtdn)c^dgolTqn!=-hgYHA~>�,�4081 6192 2A ,�4114 6194 1Y ,�4173 6186 2E ,�4223 6207 4Q ,�4267 6208 1G ,�4317 6207 4Q ,�4361 6208 4M ,�4394 6207 1M ,�4439 6208 1K ,�4501 6186 2G ,�4550 6207 2Y ,�4600 6208 1K ,�4628 6186 7C ,�4678 6208 2I ,�4727 6207 4Q ,�4772 6227 7A ,�1347 6093 1A ,�1396 6094 4M ,�1430 6093 1M ,�1513 6078 1S ,�1546 6094 6L ,�1588 6093 46 68 /5M�$C�,6?_R_@@.‘G<lER-L!IlPBFQ’l!OJi^[A[;>HP98]1V$1D(B=)$!U$@6X$.^;QU0l&‘!T-U‘6,c�-Le1%HKsA#2uS7+n,K5&okeQBD(?#@$repSJq*~>�,�1638 6078 2A ,�1671 6080 1Y ,�1727 6072 2G ,�1777 6094 4M ,�1810 6093 2Y ,�1852 6072 28 90 /3M�$C�4sV7m*BG?l+K9‘dr<1an,L0&s8W-!s8W-!s48Ltq5?843,j*Aa‘e"T:Lu#5Q~>�,�1888 6093 4Q ,�1932 6093 5S ,�1976 6093 6E ,�2004 6094 26 68 /2O�$C�0FBTi88HrZs8W-!s8W-!s8W%F^b=X8GW[#X+9*TG62H*.?5QK~>�,�2032 6093 2Y ,�2082 6094 1G ,�2131 6093 2C ,�2201 6093 6E ,�2229 6093 2Y ,�2310 6094 1K ,�2338 6093 2Y ,�2385 6093 6Y ,�2457 6093 4Q ,�2501 6094 4M ,�2566 6093 1A ,�2616 6094 2O ,�2643 6094 1C ,�2721 6093 4Q ,�2765 6094 1G ,�2815 6093 2C ,�2854 6094 2O ,�2881 6093 2Y ,�2931 6094 1G ,�2981 6093 1M ,�3025 6094 1K ,�3084 6072 2G ,�3134 6093 2Y ,�3184 6094 1K ,�3212 6072 7C ,�3261 6094 2I ,�3311 6093 4Q ,�3355 6093 1A ,�3405 6094 4M ,�3438 6093 1M ,�3522 6078 1S ,�3555 6094 6L ,�3597 6092 47 69 /0X�$C�5’[D<$lg*D0]@e)(j=lM%c+bOh7ImepO1q?=AB,@E.d@<Lj=_F(4ls#+S;:%8cME^^L-=,li6uh�fDk-irq4juHFC:Tg/cY+_@"7L$4J<~>�,�3647 6078 2A ,�3680 6080 1Y ,�3736 6093 2Y ,�3786 6094 4M ,�3850 6093 4Q ,�3895 6094 1K ,�3922 6094 1K ,�3950 6094 2O ,�3978 6072 2G ,�4027 6093 2C ,�4066 6093 2Y ,�4116 6094 2O ,�4144 6093 1A ,�4194 6093 2C ,�4272 6078 1S ,�4297 6094 48 67 /6P�$C�2B)SNmG@R’‘uS[p>4P@]5I#j[r1$6G4"_R]7/SLhff"f^Mj.e2uE(2J%k6[[_6OSL).Z5=KC/[�X[<F(-i~>�,�4347 6093 49 68 /1W�$C�+p5[l&9*H3F:_m/DNiZDh/?(ne(4P’e,HiVrjSg*s’,O’s8W-!s*F]Ns1NpVp6Y5T[_AqL>Lg*h�[n=P1g/,^9@7(A~>�,�4396 6078 2A ,�4438 6093 3Y ,�4486 6094 6O ,�4574 6093 2Y ,�4624 6093 2C ,�4663 6093 6E ,�4722 6093 2Y ,�4772 6094 6A ,�1347 5980 6E ,�1374 5981 2I ,�1424 5980 4Q ,�1468 5980 2C ,�1507 5980 4Q ,�1579 5980 1M ,�1623 5959 2G ,�1673 5959 2G ,�1723 5981 4M ,�1756 5980 2Y ,�1806 5980 1M ,�1850 5980 5S ,�1894 5981 2I ,�1944 5980 4Q ,�1988 5980 2C ,�2054 5980 1M ,�2099 5981 2O ,�2126 5981 1C ,�2231 5980 1M ,�2275 5980 6E ,�2330 5959 2G ,�2380 5981 4M ,�2413 5980 2Y ,�2462 5980 49 46 /6V�$C�.fK3mTCi(H>‘(W3>Lus,pT<b^lKBAeb+(^HKt@<rOQ?^=8Lh?FOPgG#TnQ~>�,�2512 5981 2O ,�2539 5980 1A ,�2589 5981 2O ,�2617 5981 1G ,�2667 5959 2E ,�2744 5980 1M ,�2788 5981 1G ,�2865 5980 4Q ,�2910 5981 6A ,�2940 5981 3W ,�2996 5980 5S ,�3040 5981 2O ,�3068 5980 4Q ,�3112 5981 1G ,�3162 5980 6E ,�3217 5980 6Y ,�3288 5980 1M ,�3332 5959 7C ,�3409 5980 6E ,�3437 5980 2Y ,�3514 5980 2Y ,�3564 5980 6G ,�3614 5980 6E ,�3641 5980 1M ,�3685 5981 2O ,�3713 5981 1G ,�3790 5980 5S ,�3835 5980 2Y ,�3884 5981 1G ,�3934 5980 2C ,�3973 5980 4Q ,�4017 5981 4M ,�4050 5980 6V ,�4098 5980 1M ,�4142 5980 6E ,�4170 5981 2O ,�4195 5980 6V ,�4243 5980 4Q ,�4315 5980 6G ,�4363 5980 1E ,�4412 5980 6E ,�4468 5980 6E ,�4495 5981 2O ,�4523 5959 2E ,�4573 5981 2I ,�4623 5980 6E ,�4678 5980 1M ,�4722 5959 2G ,�4772 6000 7A ,�1347 5845 2G ,�1396 5867 4M ,�1430 5866 2Y ,�1479 5867 7D ,�1529 5867 2O ,�1557 5867 1C ,�1634 5866 1M ,�1679 5866 6E ,�1706 5867 2O ,�1734 5866 2Y ,�1784 5867 1G ,�1834 5866 2C ,�1897 5866 6E ,�1925 5866 2Y ,�2000 5866 2C ,�2039 5866 4Q ,�2083 5866 6E ,�2111 5866 2C ,�2174 5866 2Y ,�2224 5867 6A ,�2282 5867 4M ,�2315 5866 4Q ,�2359 5866 1M ,�2404 5866 5S ,�2448 5867 2I ,�2498 5866 1M ,�2542 5866 6G ,�2592 5867 1K ,�2620 5866 4Q ,�2689 5866 2C ,�2727 5866 6E ,�2755 5866 1M ,�2799 5866 6E ,�2827 5866 4Q ,�2871 5866 2C ,�2935 5867 6A ,�2968 5866 2Y ,�3018 5867 4M ,�3076 5867 2I ,�3126 5845 7C ,�3176 5866 6G ,�3225 5867 4M ,�3259 5867 2O ,�3286 5866 1A ,�3360 5866 2C ,�3399 5845 7C ,�3449 5866 2C ,�3488 5866 6E ,�3515 5866 4Q ,�3560 5867 1C ,�3637 5866 2C ,�3684 5866 3Y ,�1496 5748 6Q ,�1557 5748 2I ,�1607 5747 4Q ,�1674 5747 6V ,�1723 5747 4Q ,�1767 5748 4M ,�1800 5748 2O ,�1828 5748 3W ,�1883 5747 5S ,�1927 5747 1M ,�1972 5747 6E ,�1999 5748 2O ,�2027 5747 2Y ,�2077 5748 1G ,�2150 5748 6A ,�2183 5748 4M ,�2216 5747 1M ,�2261 5748 1C ,�2338 5747 4Q ,�2380 5747 6Y ,�2451 5747 2Y ,�2501 5748 4M ,�2534 5748 51 68 /4O�$C�/d‘’ma?p>,Taj"X]J/ll_W%oJ#1TXFMH8gFM2h]FKo#jUe?oID4SJpA98ng[4LfLYM=r5(W9T�fuO-ms8W,&QOJ+$*_87Q~>�,�2607 5726 2G ,�2657 5748 4M ,�2690 5747 4Q ,�2734 5747 2C ,�2773 5747 4Q ,�2817 5748 1G ,�2867 5747 6E ,�2895 5747 4Q ,�2939 5747 1A ,�3012 5748 2I ,�3062 5747 4Q ,�3106 5748 4M ,�3139 5747 4Q ,�3207 5747 5S ,�3251 5747 1M ,�3295 5748 1G ,�3369 5748 2O ,�3396 5748 1G ,�3446 5747 5S ,�3490 5748 1K ,�3518 5747 1E ,�3568 5747 1A ,�3618 5747 4Q ,�3685 5747 1A ,�3735 5748 2O ,�3763 5748 6A ,�3794 5748 6A ,�3827 5747 4Q ,�3871 5748 4M ,�3904 5747 4Q ,�3948 5748 1G ,�3998 5747 6E ,�4049 5747 6E ,�4077 5747 4Q ,�4121 5747 5S ,�4165 5748 2I ,�4215 5748 1G ,�4265 5748 2O ,�4293 5726 50 68 /3U�$C�,f%,Z_2’eICB+>6s8W#H0*DfYpd+QNoKbY4&2EB3-e%CbYPRSbqZ$Tqs8DutpAb-kqtofiqgGlV�f#%k(8_t:["pd<~>�,�4343 5747 1E ,�4392 5747 4Q ,�4437 5747 2C ,�4499 5747 6E ,�4526 5747 2Y ,�4600 5747 2Y ,�4648 5747 6V ,�4696 5747 4Q ,�4741 5748 4M ,�4772 5767 7A ,�1347 5634 1M ,�1391 5613 2G ,�1441 5613 2G ,�1491 5635 4M ,�1524 5634 2Y ,�1573 5635 7D ,�1623 5635 2O ,�1651 5635 1C ,�1729 5634 1M ,�1773 5634 6E ,�1800 5634 4Q ,�1881 5634 6E ,�1909 5635 2I ,�1959 5634 4Q ,�2040 5634 2C ,�2079 5634 4Q ,�2123 5634 6E ,�2188 5634 2Y ,�2237 5635 6A ,�2307 5634 2C ,�2346 5634 1E ,�2396 5634 5S ,�2440 5634 5S ,�2484 5634 4Q ,�2529 5634 2C ,�2567 5634 2C ,�2606 5634 2Y ,�2656 5635 4M ,�2689 5634 2C ,�2736 5634 3Y ,�2789 5635 6Q ,�2850 5635 2I ,�2900 5634 4Q ,�2981 5635 2O ,�3009 5634 1A ,�3059 5634 4Q ,�3103 5634 1M ,�3184 5634 2Y ,�3234 5635 6A ,�3304 5634 1E ,�3354 5634 2C ,�3392 5635 2O ,�3420 5635 1G ,�3470 5613 2E ,�3556 5634 1A ,�3606 5635 2O ,�3634 5635 6A ,�3665 5635 6A ,�3698 5634 4Q ,�3742 5635 4M ,�3775 5634 4Q ,�3819 5635 1G ,�3869 5634 6E ,�3934 5635 1C ,�4011 5634 4Q ,�4055 5634 6E ,�4083 5635 2I ,�4133 5634 2Y ,�4183 5634 1A ,�4233 5634 2C ,�4308 5635 2O ,�4336 5634 2C ,�4411 5635 1C ,�4489 5634 2Y ,�4539 5634 6E ,�4566 5635 2O ,�4592 5634 6V ,�4639 5634 1M ,�4683 5634 6E ,�4711 5634 4Q ,�4755 5634 1A ,�1347 5520 6G ,�1396 5499 7C ,�1481 5520 6E ,�1508 5521 2I ,�1558 5520 4Q ,�1637 5520 6E ,�1665 5521 4M ,�1698 5520 1M ,�1742 5520 1A ,�1792 5520 4Q ,�1836 5540 7A ,�1869 5520 2Y ,�1919 5521 6A ,�1950 5521 6A ,�2017 5520 6G ,�2067 5520 4Q ,�2111 5520 6E ,�2139 5520 6Y ,�2211 5520 4Q ,�2255 5520 4Q ,�2299 5521 1G ,�2384 5520 6E ,�2411 5521 2I ,�2461 5520 4Q ,�2540 5520 1M ,�2584 5520 5S ,�2628 5520 5S ,�2673 5520 1E ,�2722 5521 4M ,�2756 5520 1M ,�2800 5520 5S ,�2842 5499 7C ,�2927 5520 1M ,�2971 5521 1G ,�3021 5520 1A ,�3105 5520 6E ,�3133 5521 2I ,�3183 5520 4Q ,�3261 5520 5S ,�3305 5520 2Y ,�3355 5521 1C ,�3433 5499 2G ,�3483 5520 1E ,�3532 5520 6E ,�3560 5520 1M ,�3604 5520 6E ,�3632 5521 2O ,�3660 5520 2Y ,�3710 5521 1G ,�3759 5520 1M ,�3804 5521 1K ,�3866 5520 5S ,�3910 5520 2Y ,�3960 5521 1C ,�4037 5499 2G ,�4087 5521 1K ,�4115 5520 4Q ,�4157 5521 7D ,�4207 5521 2O ,�4235 5520 6E ,�4263 5499 7C ,�4347 5520 2Y ,�4397 5521 6A ,�4464 5520 1A ,�4514 5521 2O ,�4542 5521 6A ,�4573 5521 6A ,�4606 5520 4Q ,�4650 5521 4M ,�4683 5520 4Q ,�4727 5521 1G ,�4777 5520 6E ,�1347 5407 1C ,�1424 5406 4Q ,�1468 5406 6E ,�1496 5407 2I ,�1546 5406 2Y ,�1596 5406 1A ,�1646 5406 2C ,�1692 5406 3Y ,�1747 5407 32 66 /2I�$C�0H%Eo&I^0rfDkmNs8W-!s8W-!s8W-!s8W-!qL4qGErhb~>�,�1780 5407 6A ,�1813 5393 1Y ,�1875 5406 4Q ,�1927 5406 3Y ,�1944 5385 2E ,�2002 5406 3Y ,�2019 5393 1Y ,�2081 5406 1M ,�2163 5407 6A ,�2195 5406 1M ,�2239 5406 2C ,�2278 5406 6E ,�2306 5406 4Q ,�2350 5407 4M ,�2420 5406 6G ,�2468 5406 1E ,�2518 5406 6E ,�2583 5407 1C ,�2661 5406 1M ,�2705 5385 7C ,�2755 5406 6G ,�2804 5406 4Q ,�2886 5407 1K ,�2914 5406 4Q ,�2958 5406 2C ,�2997 5406 2C ,�3073 5406 1M ,�3117 5406 5S ,�3161 5406 5S ,�3206 5406 1E ,�3255 5407 4M ,�3289 5406 1M ,�3333 5406 6E ,�3360 5406 4Q ,�3442 5406 6E ,�3470 5406 4Q ,�3514 5406 5S ,�3558 5407 50 68 /2I�$C�/fP9&I]%‘,J<lR’]f#iis8W-!s8W-!s8W-!s8W-!g?uH.M!]P’Fpp$5]CraCE+*bds8W-!lRi_+�n9H1nhu~>�,�3608 5407 1G ,�3658 5407 2O ,�3686 5385 3U ,�3735 5406 1E ,�3785 5406 4Q ,�3867 5407 2O ,�3894 5406 2C ,�3970 5406 2C ,�4009 5406 1E ,�4059 5407 6A ,�4090 5407 3W ,�4145 5406 5S ,�4189 5407 2O ,�4217 5406 4Q ,�4261 5407 1G ,�4311 5406 6E ,�4376 5406 6E ,�4404 5406 2Y ,�4491 5407 4M ,�4524 54

‘-[MsDYAQ%pMh7p_ceR&.MXfgmNn&gf’E~>�,�2086 6735 18 31 /5K�$C�0Mm>J*’>A"VW2k"hs49qTk;0Y=B61EfA2OlGID9P~>�,�1489 6300 20 31 /0V�$C�1H7;0-‘-[MsDYAQ%pMh7p_ceR&.MXfgmNn&gf’E~>�,�3183 6735 18 31 /4O�$C�0Mm>J*’>A"VW2k"hs49qTk;0Y=B61EfA2OlGID9P~>�,�2586 6300 20 31 /1S�$C�1H7;0-‘-[MsDYAQ%pMh7p_ceR&.MXfgmNn&gf’E~>�,�4294 6735 18 31 /0N�$C�0Mm>J*’>A"VW2k"hs49qTk;0Y=B61EfA2OlGID9P~>�,�3696 6300 20 31 /5G�$C�1H7;0-‘-[MsDYAQ%pMh7p_ceR&.MXfgmNn&gf’E~>�,�2077 6037 18 31 /3X�$C�0Mm>J*’>A"VW2k"hs49qTk;0Y=B61EfA2OlGID9P~>�,�1480 5603 20 31 /1B�$C�1H7;0-‘-[MsDYAQ%pMh7p_ceR&.MXfgmNn&gf’E~>�,�3374 5779 7J ,�3416 5818 16 20 /4V�$X�"98r4"+UEf!8mir!&ss@!$2+]!’^I5!<3*"!WN3#!WN3"!;lhA~>�,�3493 5661 7D ,�3482 5617 7J ,�3167 5729 7D ,�3197 5671 4H ,�3157 5684 7J ,�3198 5723 4V ,�2950 5824 7D ,�2984 5767 4N ,�2940 5779 7J ,�2981 5818 4V ,�2831 5617 7J ,�3523 5604 0C ,�3197 6037 18 31 /0G�$C�0Mm>J*’>A"VW2k"hs49qTk;0Y=B61EfA2OlGID9P~>�,�2600 5603 20 31 /4Z�$C�1H7;0-‘-[MsDYAQ%pMh7p_ceR&.MXfgmNn&gf’E~>�,�4482 5779 4G ,�4524 5818 4O ,�4601 5661 4A ,�4590 5617 4G ,�4275 5729 4A ,�4305 5671 1E ,�4265 5684 4G ,�4306 5723 4O ,�4058 5824 4A ,�4092 5767 1K ,�4048 5779 4G ,�4089 5818 4O ,�3939 5617 4G ,�4631 5604 1S ,�4305 6037 18 31 /4S�$C�0Mm>J*’>A"VW2k"hs49qTk;0Y=B61EfA2OlGID9P~>�,�3708 5603 20 31 /1W�$C�1H7;0-‘-[MsDYAQ%pMh7p_ceR&.MXfgmNn&gf’E~>�,�2219 5082 5U ,�2260 5121 6C ,�2338 4963 5O ,�2327 4919 5U ,�2012 5031 5O ,�2042 4973 0Z ,�2001 4987 5U ,�2043 5026 6C ,�1795 5126 5O ,�1829 5069 1F ,�1784 5082 5U ,�1826 5121 6C ,�1676 4919 5U ,�2368 4907 1N ,�2042 5340 18 31 /6G�$C�0Mm>J*’>A"VW2k"hs49qTk;0Y=B61EfA2OlGID9P~>�,�1445 4906 20 31 /1R�$C�1H7;0- ‘-[MsDYAQ%pMh7p_ceR&.MXfgmNn&gf’E~>�,�3354 5082 6B ,�3396 5121 3J ,�3474 4963 5V ,�3463 4919 6B ,�3148 5031 5V ,�3178 4973 2Z ,�3137 4987 6B ,�3179 5026 3J ,�2931 5126 5V ,�2965 5069 3F ,�2920 5082 6B ,�2962 5121 3J ,�2812 4919 6B ,�3504 4907 3N ,�3178 5340 18 31 /6N�$C�0Mm>J*’>A"VW2k"hs49qTk;0Y=B61EfA2OlGID9P~>�,�2581 4906 20 31 /3R�$C�1H7;0- ‘-[MsDYAQ%pMh7p_ceR&.MXfgmNn&gf’E~>�,�4504 5082 3K ,�4546 5121 0S ,�4623 4963 3E ,�4612 4919 3K ,�4297 5031 3E ,�4327 4973 0I ,�4287 4987 3K ,�4329 5026 0S ,�4080 5126 3E ,�4114 5069 0O ,�4070 5082 3K ,�4111 5121 0S ,�3961 4919 3K ,�4653 4907 0W ,�4327 5340 18 31 /3W�$C�0Mm>J*’>A"VW2k"hs49qTk;0Y=B61EfA2OlGID9P~>�,�3730 4906 20 31 /1A�$C�1H7;0-